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Introduction
This document provides information on how to setup, configure, and troubleshoot the Cisco Unified

Communications Manager (formerly known as CallManager) Version 5.0 and later with Active Directory
Integration.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

« Basic knowledge of Microsoft Windows/Active Directory (AD)

Components Used
The information in this document is based on Cisco Unified Communications Manager 6.1(2)
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Directory Integration

By default, on a non-integrated Cisco Unified Communications Manager (CUCM), there are two types of
users: end users and application users.

« End users All users associated with a physical person and an interactive login. This category
includes all IP Telephony users, as well as Unified CM administrators when you use the User Group:
and Roles configuration (equivalent to the Cisco Multilevel Administration feature in prior Unified
CM versions).

« Application users All users associated with other Cisco IP Communications features or applications
such as Cisco Attendant Console, Cisco IP Contact Center Express, or Cisco Unified
Communications Manager Assistant. These applications need to authenticate with Unified CM, but
these internal users do not have an interactive login. This serves purely for internal communications
between applications, for example, CCMAdministrator, AC, JTAPI, RM, CCMQRTSecureSysUser,
CCMQRTSysUser, CCMSysUser, IPMASecureSysUser, IPMASysUser, WDSecureSysUser, and
WDSysUser.

When you integrate Cisco Unified Communications Manager with the Active Directory, the Directory
Integration process uses an internal tool called Cisco Directory Synchronization (DirSync) on the Unified CM
to synchronize a number of user attributes (either manually or periodically) from a corporate LDAP directory
When this feature is enabled, end users are automatically provisioned from the corporate directory.

Note: Application users are kept separate and are still provisioned through the Unified CM Administration
interface. In other words, application users cannot be synchronized from AD.

In summary, end users are defined in the corporate directory and synchronized into the Unified CM databas

while application users are stored only in the Unified CM database and do not need to be defined in the
corporate directory.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram
This document uses this network setup:

Typical Directory Integration Scenario
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* Active Directory: 10.48.79.37
* Domain name: Eire.com
* Cisco Unified Communications Manager : 10.48.79.93

Configurations
This document uses these configurations:

* Service Account in AD

* Directory Authentication

* Troubleshooting Directory Integration (Sync)

* Troubleshooting Directory Integration (Authentication)

Service Account in AD

Follow these steps to create a service account in AD that allows the CM sync agreement to connect and
authenticate to it.

1. This account must be able to READ all user objects within the desired search base and have a
password set to never expire. In this case, the Administrator account is used, but any other account
with READ access to all user objects within the desired search base suffices.
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.On Cisco Unified Communications Manager, open the ccmadmin page (http://X.X.X.X/ccmadmin)
and navigate to System > Ldap> Ldap System.

. Check the Enable Synchronizing from LDAP Server check box and choose Microsoft Active
Directory for the LDAP Server Type and sAMAccountName for the LDAP Attribute for

User ID.

System w  CallRouting v  Media Resources v Yoice Mail v Device v Application v User

LDAP System Configuration

— Status
@ Please Delete All LDAP Directories Before Making Changes on This Page

— LDAP System Information
[VlEnable Synchronizing from LDAP Server

LDAP Server Type I Microsoft Active Directory V|
LDAP Attribute for User ID* [ samaccounthame v

The The end users that Unified CM imports from AD are based on a standard AD attribute. In this
case, sSAMAccountName is used. Other possibilities are Mail, employeeNumber,
telephoneNumber, or userPrinicpalName.
.From the CCMAdmin page, navigate to System > Ldap > Ldap Directory and click Add New to
add a new Directory Replication Agreement.



Cisco Unified CallManager Administration For

System ~ | Call Routing ~ Media Resources ~ Voice Mail -~ Device ~ Application -~ Ust

Find and List LDAP Directories

Js

Status
@D records found

—Search Options
Find LDAP Directory where |LDAP Configuration Name =] |begins with | | Find |

—Search Results
No active query. Please enter your search criteria using the options above

Add New | Rows per Page|s0 =]

5. These two windows appear, which indicate that any current user in the CM DB will be deleted once
the Directory Integration is in place.

/ ! Existing End Users not found in the corprate directory will be deleted.

Microsoft Internet Explorer ‘ Y\ 2

For the correct integration of LDAP users with the Cisco Unified CallManager it is necessary that the userlD attribute

. is unique for LDAP users,
B

6. Fill out these fields:

¢ LDAP Configuration Name: This is any name you want to assign to the integration.
¢ LDAP Manager Distinguished name: This is the account configured in AD in Step 1. Be
sure to use one of these:

¢ Complete canonical name, for instance, cn=Administrator, dc=eire,
dc=com
¢ User Principal Name (UPN), for instance, administrator@eire.com
¢ LDAP Password: This is the password for the account configured in AD in Step 1.
¢ LDAP User search base: This path defines from where the integration pulls users from the
AD.
¢ LDAP Directory Synchronization Schedule.
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— LDAP Directory Information

LDAP Configuration Name* (Unitys ]
LDAP Manager Distinquished Name* [administrator@eire.com ]
LDAP Password* loo.coooooooocooo.oooocooooooo0000000000000004
Confirm Password™ [oooooooooooooooooooooooooooooooooooooooooooo{
LDAP User Search Base ™ cn=Users, dc=eire, dc=com

— LDAP Directory Synchronization Schedule
Perform Sync Just Once O

Perform a Re-sync Every* !7 H DAY vI

Next Re-sync Time (YYYY-MM-DD hh:mm)' l2008’12'11 01:54 ]

7. Define the users' fields that need to be synchronized. This defines the mapping LDAP attribute verst
the attribute that the CM uses. For example, the attribute samaccountname maps against the attribu
userid in the CM Informix Database. In another example, the attribute objectguid is mapped to the
attribute uniqueidentifier in the CM Informix Database.

8. Add the Hostname or IP for the AD server. Specify the port number (in this case 389) and check
whether or not you want to use SSL.

— User Fields To Be Synchronized

Cinco Unified Communications Manager User Fickds LDAP User Frelds [Cisco Unified Communications Manager Bser Felds LOAP User Fields
User [D sAMAccountName Frst Name givenXame
Midde Name middeName Last Name "
Manager ID manager Department departmant
Phone Number telephoreNumber Mail 1D mail
— LDAP Server Information

Host Name or 1P Address for Server LDAP Port® Use 551

[1040.79.57 309 | O

[ Add Another Redundant LDAP Server 1

- [Delets | [Copy] [ Parform full Syne Now ] [Add hew |

9. Activate and start the Cisco DirSync Service from the Serviceability page
(http://X.X.X. X/ccmservice) Tools > Service Activation > Cisco DirSync Tools > Control Center
> Feature Services > Cisco DirSync to finish the configuration.

-Directory Services
Service Name
c Cisco DirSync

Status* |Activation Status
Started Activated

Additional service parameters that can be configured, but these can be left to default.



Service Parameter Configuration Related
B Save @ Set to Defaut

— Select Server and Service
Server® [10.48.79.93 (Active) v

Service* [ Cisco Dirsync (Active) v
All parameters apply only to the current server except parameters that are in the Clusterwide group(s).

— Cisco DirSync (Active) Parameters on server 10.48.79.93 (Active)

Parameter Name Parameter Value Suggest

~ Clusterwide Parameters (Parameters that apply to all servers)

Maximum Number Of Agresments * [3 ] 3
Maximum Number Of Hosts * e
Retry Delay On Host Failure (secs) * [5 l S
Retry Delay On Hostlist Failure {mins) * [10 I 10
DAP Connection Timeout (secs) * [s | s
Delayed Sync Start time (mins). * [s |s

10.You can now force a manual sync in order to synchronize the users in AD (and, more specifically, th
users in the container cn=Users from the domain eire.com) to Cisco Unified Communications
Manager. In order to do so, navigate to the bottom of the Directory Integration page on Cisco Unified
Communications Manager (System > Ldap > Ldap Directory) and open the newly created
Directory Integration Field. At the bottom, click the Perform Full Sync Now button.

— [save | [ Delete | [ Copy | | Perform Full Sync Now | [ Add New |

11.0nce the sync finishes, go to the Cisco Unified Communications Manager admin pages
(http://X.X.X.X/ccmadmin) and navigate to User Management > Endusers. You can now
see the users that were synched from AD in the Cisco Unified Communications Manager DB with an
active LDAP status.

r Wser 1D * First Mema Last Harme Department LOAP Sync Stabus
r SUGRYE cucsve cucsve Actve
r ammuser em user Actrve
r apasone epas oo Actrve
r pastwo wpas two Actren
o Kt kurt vardevel Adtvve
r testl testl testl Actve
r tm tm wardaval Active
r yretydreve unity dirsve Achrvm
r LTI DA TTE TRAS unity msgstoresve Active

Note: In this environment, a user had existed on Cisco Unified Communications Manager prior to
running the Directory Integration.
12. After the sync, this user is now in the Delete Pending state.
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End User Configuration

J

~Status
@ Status: Ready

User Information

NOTE: The add and delete function are disabled because the user direc

tory is sync with LDAP.

(I.e. The Enable Synchronization From LDAP Server flag on the LDAP System Configuration is checked)

LDAP Sync Status
User ID*

:'IN'

Confirm PIN*
Last name*

Middle name

Delete Pending
cmuser]

|
canuseri

13.Every night at 3.15 am, an internal process called the Garbage Collector service runs. This process
permanently deletes any account that has been in the Inactive Delete Pending state for over 24
hours. The Cisco Unified Communications Manager does not sync Active Directory passwords. Cisc
Unified Communications Manager has no knowledge of Microsoft Active Directory encryption
mechanism. Instead, in Cisco Unified Communications Manager 5.0, a default password of ciscocisc
and a default PIN of 12345 are assigned.

In Cisco Unified Communications Manager 6.0 and later, a default Credential Policy mechanism is
used. This can be activated from the CCMAdmin pages: User Management > Credential Policy

Default.

Status

14 records found

User (I -1d0f13)

Find User where | First name V| begins wth v

Credential Policy Default
Name
Default Credential POlcy

dafault Cradactial Polic

Dafaylt Cradectial Policy

|[Find) [ Clear riter i [a
Credential User Cradential Type
End User Password
Application User Password
End Usar PIN

14.The Credential Policy allows you to configure a default password, as well as some password

policies. All users that are synchronized from AD then feed off this template for their passwords.



Credential Policy Default Configuration

Save

— Credential Policy Default Information

Credential User |End User |
Credential Type [Password |
Credential Policy * | Default Credential Policy v |

Change Credential l..... I

Confirm Credential l.....| |

[Juser cannot Change
|:| User Must Change at Next Login
Does Mot Expire

- =)

15.The same applies for the PIN in Cisco Unified Communications Manager 6.0 and later.

Credential Policy Default Configuration

— Credential Policy Default Information
Credential User |Er|d User I

Credential Type |PIr-J |

Credential Policy* IDefauIt Credential Policy ‘vvl
Change Credential | |

Confirm Credential | I

user cannot Change
Juser Must Change at Next Login
Does Mot Expire

In other words, when Cisco Unified Communications Manager is integrated with AD (Directory
Integration) but Directory Authentication has NOT been enabled (more about the Authentication

mechanism later), all end users that were synchronized are authenticated locally, that is, against the
Informix database in Cisco Unified Communications Manager.

Because you can authenticate locally, you can change the password of the user from Cisco Unified
Communications Manager itself.

Note: This is not the case if you use Directory Authentication, as well.



r— User Information

NOTE: The add and delete function are disabled because the user directory is sync with LDAP,

(i.e. The Enable Synchronization From LDAP Server flag on the LOAP System Configuration is checked),

LDAP Sync Status Active

User ID* kurt

Password | [ Edit credential |
Confirm Password I

PIN | [ Editcredential |
Confirm PIN |

Last name * vandevel

Middle name

First name kurt

Telaphone Number

Mail 1D kurti@eire.com

Directory Authentication

Directory Authentication is installed on top of Directory Synchronization, so to have Directory
Authentication, Directory Integration is a prerequisite. The basic idea is the same, but the only difference is
that users are authenticated against the External Directory and no longer against the Cisco Unified
Communications Manager Informix database. In other words, all end user authentication attempts (for
example, to access ccmuser pages, etc.) are redirected to AD.

Note: Authentication does NOT apply to application users or PINs. For instance, extension mobility PIN
authentication requests are authenticated locally (against the Cisco Unified Communications Manager
database) and not through AD.

Cisco CallManager
5.0 server
UserData |~ _O_lrS-y;c_
Synchronization | @l Embedded
A\ A @ » database
Corporate ~ .
Directory
{Microsoft AD,

Netscape/iPlanet)

PIN

Password
Authentication Authentication

Password
Authentication

\

- o~

- f ~
el IPMA| ™\

/
I | IPCC | |Attendart| |
\_ | Express| | Console |/

N\

No -

End users: password
(includes Cisco CallManager (ac, pa I ATaL0r: .3 Endusers: PIN
administrators with MLA) »1apl, Rior,; ... (EM login) -

1.In order to configure Directory Authentication, open the ccmadmin page (http://X.X.X.X/ccmadmin)
and navigate to System > Ldap > Ldap Authentication.
2. Fill out the fields as shown in the graphic:



¢+ LDAP Manager Distinguished name: This is the account configured in AD in Step 1. Be
sure to use one of these:

¢ Complete canonical name, for instance, cn=Administrator, dc=eire,
dc=com
¢ User Principal Name (UPN), for instance, administrator@eire.com
¢ LDAP Password: This is the password for the account configured in AD in Step 1.
¢ LDAP User search base.

LDAP Authentication
B Save

— Status

@ Status: Ready

— LDAP Authentication for End Users
[Yuse LDAP Authentication for End Users
LDAP Manager Distinguished Name Iedministretor@eire.com

LDAP Password Io.uoooouooo I
Confirm Password |oco.ooooooooo |
LDAP User Search Base Im:Users, de=eire, de=com I

— LDAP Server Information
Host Name or IP Address for Server”® LDAP Port” Use SSL

[10.48.79.37 |[389 ] O
[ Add Another Redundant LDAP Server )|

Note: When Authentication is enabled, there is no longer a password field on the configuration of
individual users in Cisco Unified Communications Manager because user passwords are managed
from AD and no longer from Cisco Unified Communications Manager.

nd User Configuration

J

—Status
@'5{-:3(._1‘3: Ready

—User Information
NOTE: The add and delete function are disabled beca
(i.e. The Enable Synchronization From LDAP Server flag

se the user directory is sync with LDAP,
on the LDAP Systermn Configuration is checked)

LDAP Sync Status Active
User 1D* cliff
PIN® f
Confirm PIN* f

Last name* richard
Middle name

First name cliff

Troubleshooting Directory Integration (Sync)

Scenario: You added the user Joe Bloke in AD and manually performed a sync from within Cisco Unified
Communications Manager.

1. Set the DirSync traces to Detailed. Navigate to the Cisco Unified Communications Manager
Serviceability page and choose Trace > Configuration > Directory Services > DirSync.



Address | @] https:{{10.48.79,93:8443 ccmservice/

aliml, Cisco Unified Serviceability
CISCO  ror Cisco Unified Communications Solutions

Snmp v

Tools « Help «

Configuration

Troubleshooting Trace Settings

Cisco Unified Serviceability

Trace Configuration

— Select Server, Service Group and Service

Server* 10.48.79.93 v
Service Group™ | Directory Services "‘
Service® ICisco Dirsync (Active) V‘

@* - indicates required item.

V¥ Trace On

— Trace Filter Settings
Debug Trace Level | [BEIENIM_—_E |

¥ Cisco DirSync Trace Fields
[ Enable &ll Trace

-

-

Find and List Users

~ Status I

@ 15 records found

User (1 - 15 of 15) Rows per Page, S0 ¥
find Usar where [ first name %[ bagins wah | |(Find) [ Clear Fiker ][ [B
r Usur 1D * First Karme Last Karme Departmecs LDAF Sync Statur
r Ligke Joe Bloks Active

2.In a DirSync Trace, DirSync is invoked from Cisco Unified Communications Manager:

2008-12-15 14:42:13,743 DEBUG [DSLDAPMain] dirsync.DSLDAPMain
(DSLDAPMain.java:340) — DSLDAPMain[handlelncomingReq] Now start
LDAPSyncIimpl for agreement=f74f2069-1160-9d4a-7e8a-db6c476dd9d5

2008-12-15 14:42:13,779 INFO [DSLDAPMain] Idapplugable.DSLDAPSyncIimpl
(DSLDAPSyncimpl.java:143) — LDAPSync
(f74f2069-1160-9d4a—-7e8a—db6c476dd9d5)
[DSLDAPSyncimpl] Search base=cn=Users, dc=eire, dc=com
3. The account that is configured in Cisco Unified Communications Manager to fetch the users is the

administrator account:

2008-12-15 14:42:13,787 INFO [DSLDAPMain] Idapplugable.DSLDAPSyncImpl
(DSLDAPSyncimpl.java:147) - LDAPSync



(f74f2069-1160-9d4a-7e8a—db6c476dd9d5)
[DSLDAPSyncimpl] Manager DN=administrator@eire.com
Password=aa822fh730462e5bee761623f5384aef87hed6fd62280f8ec6ef01a7adc537

2008-12-15 14:42:13,813 DEBUG [DSLDAPMain] Idapplugable.DSLDAPSyncimpl
(DSLDAPSyncImpl.java:224) - LDAPSync
(f74f2069-1160-9d4a-7e8a—db6c476dd9d5)

[DSLDAPSyncimpl] Attributes to return — objectguid:samaccountname:
givenname:middlename:sn:manager:department:telephonenumber:mail:title:
homephone:mobile:pager:msrtcsip—primaryuseraddress:

LDAPSync(f74f2069-1160-9d4a-7e8a-db6c476dd9d5)[makeConnection]
Successful LDAP connection to : Idap://10.48.79.37:389
4. Go out to AD and search for all users based on SamAccountName and objectguid within the specifie

user search base. Find the new user Joe Bloke:

LDAPSync(f74f2069-1160-9d4a—-7e8a-db6c476dd9d5)
[sendUserData] Directory entry is CN=Joe Bloke: null:null:
{mail=mail: jbloke@eire.com, objectguid=objectGUID:
[B@1ce3fc5, givenname=givenName: Joe,
samaccountname=sAMAccountName: jbloke, sn=sn: Bloke}
2008-12-15 14:42:15,351 DEBUG [DSLDAPSyncImpl
(f74f2069-1160-9d4a-7e8a-db6c476dd9d5)]
Idapplugable.DSLDAPSyncIimpl (DSLDAPSyncimpl.java:926) —
LDAPSync(f74f2069-1160-9d4a-7e8a-db6c476dd9d5)[sendUserData]
Getting ObjectGUID
5. Remember to fetch certain AD attributes (for example, samaccountname, objectguid,
givenname, department, telephonenumber, etc.). Give them a correspondent value in the
Informix DB. For example, map objectguid in AD to Uniqueldentifier within Informix on Cisco
Unified Communications Manager. This is a small example of the mapping of AD to Informix. This

list is only a small subset. There are several more that are not included in this document.

CallManager Possible AD Possible Sun ONE
DE Field Attributes Attributes
Samaccountname Y
5003 2 uid
mail a0
userid enployeenuber it
NARRARARATARS téle honeh o enployeenumber
R telephonenuwber

userprincipalname

unigueidentifier objectoguid nfa

givenname givennarme

6. In this case, map the ObjectGuid that was found for user jbloke and give a correspondent value to th
Uniqueldentifier Value in Cisco Unified Communications Manager:

LDAPSync(f74f2069-1160-9d4a—-7e8a-db6c476dd9d5)[sendUserData]
ObjectGUID value=cc15b7817840b947990bh83551140cf86
db6c476dd9d5)] Idapplugable.DSLDAPSyncimpl (DSLDAPSyncimpl.java:1560)
— LDAPSync(f74f2069-1160-9d4a-7e8a—-db6c476dd9d5)[formUserObject]
Name=uniqueidentifier Value=cc15b7817840b947990b83551140cf86

7. Next check in Informix if a user with this particular Uniqueldentifier attribute already exists:

2008-12-15 14:42:15,692 DEBUG [DirSync—DBiInterface]
DSDBInterface.updateUserinfo Check update using uniq id.
SQL-SELECT * FROM EndUser WHERE uniqueidentifier
='cc15b7817840b947990b83551140cf86'

8. Then add the user in the Enduser table in Informix in Cisco Unified Communications Manager:



2008-12-15 14:42:15,724 DEBUG [DirSync—-DBlInterface] common.
DSDBInterface (DSDBInterface.java:377) — DSDBInterface.insert
SQL-INSERT INTO EndUser(userid,firstname,mailid,uniqueidentifier,
lastname,fkdirectorypluginconfig,status) values
('jbloke’,'Joe",'jbloke@eire.com’,'cc15b7817840b947990h83551140cf86',
'‘Bloke','f74f2069-1160-9d4a-7e8a-db6c476dd9d5','1")

Troubleshooting Directory Integration (Authentication)
Scenario: You logged into the CCMUser pages with the user ID kurt Authentication redirected to AD.

1. Take a sniffer trace on Cisco Unified Communications Manager.
2.You see a Search Request.

Fraas | Tizme | Src MAC Addr | Dac MAC Addr | Jrocscol |Descrapiem | Szc Othar Addr | Dat Ocher Addr
784 27.402343 005056010106 LOCAL 1DAF Imum 13 A0

7% 27.402343 LOCAL COLOES0L0106  1DAP ProtecolOp: Searchlecpomce (4) Rroenary L0, 48.79. 92
706 27.417%3 005056010106 LOCAL Tce Control Bits a5, Llem 0, seq: 72772. 10.48.72. % KILXERNTY
%7 27.4179%63  LOCAL COE056010106 ICP Contzol Bivs: _A..3., len: 0, seq: 202631, .. KEILEINNY 10.48.79.53
< |

= ADAY: FrotocolOp = Searchbequest
LDAP: Base ObJect SensUsers, doselize, dcscons

LDAP: Peref Alfiases = Always Deref Allases

LDAP: Size Limit = No Limae

LDAP: Time Limic = No Limac

LDAP: Azcwe Only = O (0x0)

= LDAR: Fulter
[F ADAP: Filter Type = And
= WDAP: Filter Type = And
= LDAP: Filver Type = Equalivy Match

LDAF: Attribute Type =cbjectclass
LDAP: Attribuce Valwe "user

W ¢ e “re it —re - .

&y
LOAP: Attridbute Type “sAMAccountliane
o LOAP: Attribuce Value =kuxt .

= LPAP tteibute Descrapbtion wast
LOAD: Attribute Type =distinguisheddane - .

You also see a SearchResponse from AD to Cisco Unified Communications Manager for the user in

Fraus | Time Src PAC Addr | Dt MAC Addr | Protocel JDescription Src Cther Addr Dzt Ochex
788 27,402343  LOCAL 00505€0L010€ LDAP I ’xvtocol?: SearchResponze (4) KILKonr 10.48.795.93
% 27.417%60 005056010106 LOCAL T entrel Nate: ....5., dem: 0, mseq: 72772,.. L10.49.73.%

" 27.417%60  LOCAL 00L05€0L010¢  TCP Control Bate: .A..5., lem: 0, seq:202831... XILKDMNY 10.48.79.93
%8 27.417960 OO0Z0L€010106¢ LOCAL TR Control Bite: .A...., len: 0, zeq: 72772... 10.48.79.%2 EILNERNY

K| I

TCP: Window = 63988 (0nFIF4)
TCP: Chacksus = Ox4AFS
TCP: Urgent Poircer = 0 (0x0)
= TCP: Opcions
TCP: Optiom Nop = L (O0z1)
TCP: Option Nep = L (0zx1)
# TCP: Timesvawps Oprion
5] LDAR: Protocollp: Searchiesponse (4)
ALAL. Jo IGs 2 02
= WDAP: FProvocelOp = ZearchResponse
LOAP: Object Naue “CHekxurt vandevel CleUsers DCesire DCocom

LDAP: Astributae Value =CN:skurt vandevel , CW=Users DCraire, DCroom
LDAP: MezzageID = 2 (0x2)
= LDAP: FrotocolOp = Zsarchbesponse (sizple)

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.



Error Message: Error while Connecting to Idap

This error message appears when trying to perform LDAP integration with Cisco Unified Communications
Manager:

Error while Connecting to Idap://10.1.1.2:636,
javax.net.ssl.SSLException: java.lang.RuntimeException:
Unexpected error: java.security.InvalidAlgorithmParameterException:
the trustAnchors parameter must be non-empty

In order to resolve the issue, make sure that the relevant security certificate is uploaded under the CUCM O
Administration/Security/Certificate Management. Also, restart the DirSyn and Tomcat services from the
Windows services.
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