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Introduction

This document describes how to use the Session Initiation Protocol (SIP) Profile Test Tool that is
available for use on Cisco.com. SIP Profiles are used in order to manipulate header information in
the SIP messages. They can also be used to make changes in the Session Description Protocol
(SDP), which is used to negotiate media.

Prerequisites

Requirements

The information in this document is based on Cisco Integrated Service Router (ISR) Generation 1
(2800/3800) or Generation 2 (2900/3900) series.

Components Used
Cisco recommends that you have knowledge of these topics:

- Navigation through Cisco 10S®
- SIP message format and transactions

Common SIP Message Normalization Scenarios

This section provides several SIP message normalization scenarios that have been seen
frequently. Each scenario includes the configuration required on Cisco I0S for you reference and
a screenshot from the SIP Profile Test Tool that is mentioned in the Introduction.


https://cway.cisco.com/tools/SipProfileTest/

These scenarios can be used as references for other manipulation required on the SIP messages.

Copy Value from "Diversion" Header to the "From" Header

SIP-Profile:

voige class sip-profiles 1

request INVITE sip-header Diversion copy "<sip:({. *)@.*" ull
request INVITE sip-header From copy " *<sip:(. =)@ *" w2

request INVITE sip-header From modify (=) <sip:. *@(.*])" "1 <sip: w01@2"

Input Message

Output Message

INVITE sip:18774116706@172.30.2358.49: 5071 SIP/2.0
Wia: SIF2.0/UDP 17.0.44.11:5060; branch=z%hG4bKG7408 31 D5B
From: =sip:B15245620600]1 7.0.44,11 > tag=0EC12584-3F9
To: <sip:18774116706@172.30.238.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BFa65C-31FEL1ES-
FFFFFFFFB1GAE118-52ABD3C1@17.0.44,11

Supported: 100rel, timer, resource- priority, replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:B8R82614@17.0.44.11>; privacy =off;
reason=uncenditional screen=no

Content-Length: 0

INVITE sip:18774116706@172.30.238.49:5071 SIR/2.0
Via: SIP2.0/UDP 17.0.44.11:5060; branch=79hG4bKG 740831 D568
From: <sip:BREE260146017.0.44, 11> tag=DEC1 2564- 379
To: <sip:18774116706@172.30.238.49>

Date: Tue, 02 Sep 2004 17:33:26 GMT

Call-10: 14BFB&5C-31FE11ES-
FFFFFFFFE168E118-32ABD3C1E17.0.44.11

Supported: 100rel timer resaurce-priority, replaces, sdp-anat
Min-5E: 1800

Diversion: <sip:888082614@17.0.44.11 >; privacy =off;
reason=unconditional screen=nio

Content-Length: 0

Copy Number from "To" header in an Incoming Invite to the "REQ-URI"
Parameter (Prior to Cisco I0S Vesion 15.4)

Copy the number in the To header in an inbound Invite message and modify the outgoing INVITE:

SIP-Profile:

voloe class sip-copylist 1
sip-header TO

volce class sip-profiles 2
request INVITE peer-header sip TO copy "sip:(L*)@" wil

request INVITE sip-header SIP-Req-URT madify . *@(.*)" "INVITE sip:\u01@\1"

[Input Message

loutput Message

INVITE sip:+18774116700@172.30.238.49: 5071 SIP/2.0
Wia: SIR2.0/UDP 17.0.44.11:5060; branch=r0hGabyiG 740831058
Froan: <sip:B152456266017.0.44.11>;tag=DEC12584-3F%
To: <sip:18774116706@172.30.238.49>

Date: Tue, 02 Sep 2014 17133126 GMT

Call-ID: 14BF&65C-Z1FEL1E4-
FFFFFFFFE16BEL18-52ABD3C1@17.0,44.11

Supported: 100rel limer,resource-priceily, replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:BB8E2614@17.0.44.11 > privacy =off;
reason=unconditional, screen=no

Content-Length: O

INWITE sip:18774116706@172.30.238.4%:5071 S5IRf2.0
Wia: SIF/2.0FUDP 17.0.44,11: 5060; branch=29hGA0K674083 1058
Fram: <s5ip:B152456266@17.0.44.11 > tag=DEC12584-3F9
To: <sip: 18774116706@172.30.238 49>

Crgter: Tue, 02 Sep 2014 17:33:26 GMT

iCall-I1D: 14BFG65C-31FE11E4-
FFFFFFFFB1GREL18-52AB03C1@17.0.44.11

Supported: 100rel timer resource-priority, replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:BR8E2614@17.0.44.11>; privacy =off;
reasom=unconditicnal screen=no

[Content-Length: 0

Copy Number from "To" Header in an Incoming Invite to the "REQ-URI"

Parameter (with Inbound SIP Profiles)




One-way / No-way Audio Interoperability Issues with Provider

SIP-Proflile:

woice dlass sip-profiles 200

request ANY sdp-header Audlo-Attribute modify "a=Inactive” "a=sendracy”
request ANY sdp-header Audio-Connection-Info modify "0.0.0.0" "10,10.10.1°

Input Message

Output Message

TNVITE sip:18774116706@172.30.238.49: 5071 SIRY 2.0
Content-Disposition: session; handling=required
Content-Length: 261

w=0
o=CisC0SystemsS1IP-GW-Useragent 1796 4793 IN P4 17.0.44.11
s=SIP Call

c=IN TP 17,0.44,11

=00

m=audio O RTP/AVE O 101 19

C=IM 1P4 00000

a=rtpmap:0 PCMLU/S000

a=inackive

a=rkpmap:101 telephone-event/2000
a=fmtp: 101 0-16

a=rbpmap: 19 CN/B000

a=ptime:20

TMVITE sip: 18774116706i@172.30.238.49: 5071 SIR/2.0
Cantent-Disposition: session; handling=required
Content-Lengkh: 273

w=0
o=CiscoSystemsSIP-GW-UserAgent 1796 4793 IN 1P4 17.0.44.11
5=5IP Call

c=IN 1P4 17.0.44,11

t=0 0

r=audio 0 RTR/AVE O 101 19

c=IN IP4 10.10.10.1

a=rtpmap:0 PCHMLUYB000

a=sendrecy

a=rtpmap: 101 telephone-eventf 8000
a=fmtp: 101 0-16

a=rtpmap: 19 CN/B000

a=ptime: 20

Remove the "UPDATE" Method Support to Avoid Interoperability Issues

SIP-Proflle:

voice class sip-profiles 200
request ANY sip-header Allow-Header modify ", UPDATE™ ™

Input Message

Output Message

INVITE sip: 18774116706 172.30.238.49:3071 SIR/2.0
Wia: SIRf2.0/UDP 17.0.44,11;5060; branch=z%hG4bKo 740831008
From: <sip:B132456266/@17.0.44.11 > tag=-DEC125B4-3F9

INVITE sip:18774116706@172.30.238.49:5071 SIR/2.0

Wia: SIF2.0/UDP 17.0.44.11: 5060 branch=29hG4bKE /40831058

From: <sip:8152456266@17.0.44_11> ;tag=DEC125B84-3F9
To: <sipr1877411670642172,30.238.49>

Too =sip:18774116706@172.30.238 49>
Date: Tue, 02 Sep 2014 17:32:26 GMT
Call-10: 14BF665C-31FE11E4-
FFFFFFFFE1GBE118-52ABD3C1@1T7.0.44.11

REFER, SUBSCRIBE, MOTIFY, INFO, REGISTER
Content-Length: {1

Bllow: TNVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,

Date: Tue, 02 Sep 2014 17:33:26 GMT
Call-10: 14BFe65C-31FELLES-
FFFFFFFFB168E118-52ABD3C1E17.0.44.11

SUBSCRIBE, MOTIFY, INFOD, REGISTER
Content-Length; O

IP Address to Domain Name Conversion

SIP-Profile:

voice class sip-profiles 1

request ANY sip-header SIP-Req-LURI modify "10.67,138,241: 5060" "slpp,cisco,com™

Input Message

|-Dutput Message

INVITE 5ip:9819040331@10.67.138.241: 5060 SIP/2.0

Via: SIP/2.0/UDP 17.0.44.11:5060; branch=z0hGAbKG 740821058
From: <sip:8152456266:@17.0.44.11 > tag=0DEC125B4-3F9

To: <sip: 1B7741167060@172.30,238.49>

Date: Tus, 02 Sep 2014 17:33:26 GMT

Call-10: 14BFe65C-31FE11ES-
FFFFFFFFE16BE118-52ABD3C1@17.0.44.11

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBSCRIBE, NOTIFY, INFQ, REGISTER

Content-Length: 0

[NVITE sip: 9819940331 @sipp. cisco.com SIR/2.0

Wia: SIP2.0/UDP 17.0.44.11:5060; branch=r%hG4bK6T4083 10568
From: <sip 81524562661 7.0.44.11 = 1a0=DEC1 2564-3F9

Mo: <sip: 187741167066 172.30.238.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

[Call-10: 14BFH65C-31FEL1ES-
FFFFFFFF8168E118-32ABD3C1@17.0.44.11

Wllow: TNVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER

IContent-Length: 0

Allow: INVITE, GPTIONS, BYE, CANCEL, ACK, PRACK, REFER,




Add a Prefix in the "Diversion" Header

SIP-Profile:

wolce class sip-profiles 1

request ANY sip-header Diversion modify "sip:(L*)@" "sip: 704264\ 1@"

|In put Message

INVITE Sip:98159940331@10.67.138. 241 5060 S1P/2.0

Wia: STR2.0/UDP 17.0.44.11:53060; branch=z%hG4bKG74083 1056
From: =cip:B152456266@17.0.44, 11> tag=DEC12584-3F0
To: <sip:18774116706@172.30,238.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-ID: 14BF665C-31FELLES-
FFFFFFFFE168E118-53ABD3C1@17.0.44. 11

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER

Divarsion: <sip:2614@17.0.44.11 > privacy =off;
reason=unconditional, screen=no

Content-Langth: ©

|Dutput Message

INVITE sip: 981994033 14010.67.138.241: 5060 S1P/2.0

Wia: SIP/2.0/UDP 17.0.44.11:5060; branch=79hG4bKG 74083 1056
From: <sip:B152456266@17.0.44.11>;lag=DEC12564-3F%
To: <sip: 18774116706@172.30.238 .49

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BFeH5C-31FELLES-
FFFFFFFFS168E118-52ABD3C1@17.0.44. 11

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER

Diversion: <sip: 7042642614@17.0.44.11>; privacy =off;
reason=unconditional, screen=no

Content-Length: 0

Possible Issues

Here are some possible issues you might encounter.

- After Cisco IOS Version 15.4, the SIP profile feature is introduced to modify inbound SIP

messages as well.

- Cisco I0S Versions 15.3 and earlier only support SIP profiles in the outbound direction.




