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Introduction

This document describes how to register a Cisco Wireless phone to a Cisco Unified
Communication Manager (CUCM) server. This document has a detailed configuration of CUCM,
Access Point and Wireless phone.

Prerequisites

Requirements

Cisco recommends that you have knowledge of the CUCM and Cisco Access Points.

Components Used
The information in this document is based on these software and hardware versions:

- CUCM Version 9.1.2.15126-1.
- Cisco Aironet 1140 Series Access Point, version 15.3(3)JBB2
- Cisco 7925 phone, version 1.4(7)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is



live, make sure that you understand the potential impact of any command.

Configure

Use the information that is described in this section in order to register a Cisco wireless phones
with the CUCM server.

Access
How to Access the Access Point (AP)

Configure DHCP on your L3 Switch or ensure that the switch to which the Aironet will be
connected has access to the DHCP server.
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After you connect the Aironet to the switchport of a Cisco switch, you can find the Aironet’s details
by using show cdp neighbors command on switch.
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In order to find out the IP address of the Aironet (which would have taken via DHCP), use the
command show cdp neighbors fa 0/6 detail on the switch.



Default username and passwords for the Aironet will be Cisco and Cisco.

You can either use Graphical User Interface (GUI) access of Aironet or Command Line Interface
(CLI) access of Aironet to perform the configuration changes. In this document use of GUI access
of Aironet has been made.
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Home alealn
cisco

Cisco Aironet 1140 Series Access Point

Summary
» Easy Setup
Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 11 hours, 58 minutes

Home: Summary Status

Association

Network Assistant

Clients: 0

Infrastructure clients: 0

Network Identity

IP Address 10.106.122.152
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IPvG Address FEB0::CEEF:48FF:FEFA4426

MAC Address ccef 48fa.4426

Network Interfaces

Interface MAC Address Transmission Rate

1t GigabitEthernet ccef 48fa.4426 100Mbps

¥ Radion-802 11N24GHE 2c3f.3871.4810 Mcs Index 15

¥ Radio1-802.11N5CHz 2¢3f.3871.9c00 Mcs Index 15 | |

Enable Radio Interfaces

Navigate to NETWORK menu and click on each Radio interfaces and select the Enable radio
button under Enable Radio of SETTINGS tab, as shown in this image. Enable all the radio
interfaces.
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¥ NETWORK INTERFACE

Summary .
Operating Mode: Mixed
IP Address

io: 9 @ Di
GigabitEtherneto E i Bas © Enable *) Disable
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Add New VLAN

Navigate to SECURITY menu and choose SSID Manager after that click on DefineVLANS, you
will get an option to ADD VLANS, once done click on the APPLY button.




As shown in the image, VLAN 487 is added and checked for both the Radios.

If this VLAN is Native VLAN, you can check the box Native VLAN.

nosmname DL I4.VL10-LAFTI&£-1 DULIT4.NL 10-LAF 114£-1 UPUIME IS 14 NOUrs,

Services: VLAN

Global VLAN Properties

Current Native VLAN:  None

Assigned VLANs
Current VLAN List Create VLAN Define SSIDs
< NEW > E
VLAN ID: 487  (1-4004)
VLAN Name (optional):

1 ¥| Native VLAN

"] Enable Public Secure Packet Forwarding
¥] Radio0-802.11N24GHz
Radio1-802.11NGHz

O Management VLAN (If non-native)
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Creation of New SSID and Associate the VLAN

Navigate to the SECURITY menu and select SSID Manager.
Select <NEW> under Current SSID List and give SSID value.

Check the box for both Radio interfaces.
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Security
Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP

Admin Access

Ertir P R TR Security: Global SSID Manager

SSID Manager SSID Properties

Dotl1lu Manager Current 8SID List

Server Manager - 5SID: voicelab

AP Authentication e
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Intrusion Detection Backup 1- )

Local RADIUS Server Backup 2:
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Click on Apply button.

Note: If the radio interface does not coming up after radio interfaces from the GUI are



enabled, login to CLI and execute no shutdown command under radio interfaces
(Dot11Radio).

How to Make SSID Visible to Clients

In order to see the SSID on the clients, you have to choose the SSIDs under set Single Guest
Mode SSID for all the radios as shown in this image.
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How to Verify the Connected Clients

After the client gets connected to the Access Point, you will see the client details on the HOME
menu.

Save Configuration Ping Logout Refresh
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Summary
} Easy Setup Association
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Radio0-802.11N246Hz
SSID voicelab :
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Optional - How to set password to SSID

Navigate to SECURITY tab and choose Encryption Manager.



On the Encryption Modes, choose Cipher and select AES CCMP.

After this click APPLY.

CISCO HOME NETWORK  ASSOCIATION  WIRELESS  SECURITY  SERVICES MANA

Security
Hostname BGL14.M.18-LAP1142-1

Admin Access

e e Security: Encryption Manager

SSID Manager Set Encryption Mode and Keys for VLAN:
Dotllu Manager

Server Manager Encryption Modes

AP Authentication ® None
Intrusion Detection
Local RADIUS Server P T
) WEP Encryption Optional ~ ~
Advance Security ) .
Cisco Compliant TKIP Features: [| En:
] En:
@ cipher AES CCMP g

Then select the SSID Manager under the SECURITY menu
Set the Key Management as Mandatory and check the box Enable WPA and choose WPAV2.
Give SSID’s password under WPA Pre-shared Key.

After this click the APPLY button.

Save Configuration
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CiIsco HOME NETWORK ASSOCIATION  WIRELESS  SECURITY  SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Security Priority 2: < NONE > - Priority 2. < NONE > ~
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CUCM Configuration



How to Add 7925 Phone to the CUCM Server

Login to CUCM Administration GUI and navigate to Device > Phone

i Cisco Unified CM Administration (EWGEII Cisco Unified CM Administration ¥ | Go
cisco For Cisco Unified Communications Solutions admin Search Decumentation About Logou
System v Call Routing * Media Resources ¥  Advanced Features ~ ‘ Device v~ ‘ Application v  User | ~  Bulk Adminit jon * Help «
Gatekeeper

Add this system to a Cisco Prime License Manager and install sufficient

‘_5 The system is operating on demo licenses Gateway hi to €
he ability to provision users and devices.

licenses to cover its usage before expirati ’-—|
LA WARNING: No backup device is configure: B I your system in case of failure.
‘_ﬁ Smart Call Home is not configured. To con Remote Destination isable the reminder, please go to Cisco Unified Serviceability > Call
Home or click here. Device Settings 3

Cisco Unified CM Administration

System version: 10.5.2.13037-1

Click on the Add New button.

alimli.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System * Call Routing =+ Media Resources *  Advanced Features * Device *  Application *  User Manag

Find and List Phones

I# Add New

Phone

Find Phone where Device Name ¥ begins with -

Select item or enter search text -

No active query. Please enter your s

Choose Cisco 7925 under Phone Type and click Next button (you can chose the phone type in
accordance with the wireless phones that you have).

ahal  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v Call Routing ¥ Media Resources ¥ Advanced Features ¥ Device ¥  Application

. Next

r Status

® Status: Ready

r Select the type of phone you would like to create

Phone Type* Cisco 7925 -




Under Phone Configuration page, add the MAC Address of the phone and assign appropriate
values to specific sections as shown in the image and click the Save button.

b, Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v Call Routing ¥ Media Resources ¥ Advanced Features ¥ Device ¥  Application v User Management v  Bulk Administration ~

Phone Configuration
) s
Status

@ Status: Ready

rPhone Type

Product Type: Cisco 7925
Device Protocol: SCCP

r Device Information

Device is trusted

MAC Address* 00233341E192

Description SEP0O0233341E192

Device Pool* Default ~ View Details
Common Device Configuration < None > - View Details
Phone Button Template® Standard 7925 SCCP -

Softkey Template < None > v

Common Phone Profile* Standard Common Phone Profile ~ View Details

r Protocol Specific Information
Packet Capture Mode* None -
Packet Capture Duration 0
BLF Presence Group* Standard Presence group -
Device Security Profile® Cisco 7925 - Standard SCCP Non-Secure Profile v
SUBSCRIBE Calling Search Space < None > -
i mttmmdnd A

Click on Add a new Line and give a directory number to this phone.

alim)n  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System * CallRouting * Media Resources *  Advanced Features * Device ¥  Application ¥  User Management > Bt

Q save x Delete Copy %l Reset # Apply Config EI]: Add New

 Status

@ Status: Ready

 Association rPhone Type
Modify Button Items Product Type: Cisco 7925

Device Protocol: SCCP

1 ems Line [1] - Add a new DN

2 wmzline [2] - Add a new DN [ Real-time Device Status

my

Registration: Unregistered

3 5 Add a new SD e o
IPv4 Address: 10.106.122.155

4 L_@ Add a new SD Active Load ID: None

Download Status: None

5 (. Add a new SD

[ %M Fl)evice Informati

=



Give any Directory number and then click on the SAVE button. After that, click on Apply Config
and Reset buttons.

alimln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System * CallRouting ¥ Media Resources * Advanced Features * Device ¥  Application ¥  User Management ¥  Bulk Administration =

Directory Number Configuration
G Save

r Status

® Directory Number Configuration has refreshed due to a directory number change. Please click Save button to save the configuration.

r Directory Number Information

Directory Number* 7999 [ Urgent Priority
Route Partition < None > v

i Description

1| Alerting Name

ASCII Alerting Name

External Call Control Profile < None > -

Active

 Directory Number Settings
Physical 7925 Phone Configuration

Profile Name
Navigate to Settings > Network Profiles

- Get into any profile
- Type **# to unlock the phone settings
- Give any profile name

% SETTINGS v
A veice

2 Network Profiles

1 Protiie Name

MNetwork Corfiguration
WWLAMN Cenfigur alion

New Profile Name:

~oicel

70

select setting




Network Configuration

Navigate to Settings > Network Profile > Network Configuration

Set DHCP Enabled value to YES

If the TFTP IP is not pulled from the DHCP server, add the TFTP IP address manually here.

10.106.122.182
2 MACG Addiess

£0233341E192
4 Host Name

10 DNS Server 2
11 AReérnate TFTP
YES

SEFD0233341E192 12 TFTP Server 1

10.106.122.180
13 TFTP Server 2

lﬂ-
: T Cancel

WLAN Configuration

Navigate to Settings > Network Profile > WLAN Config

- Give SSID name (configured on Access Point) then press Option and select SAVE
. Set the Security Mode as Auto (AKM)

- Under Pre-shared Key section, enter the SSID's password (in our lab we set this as
voiclb123)




Verify

Once the phone is registered with the CUCM, the wireless phone displays the configured Directory
Number on the screen. On the Phone Configuration page of CUCM Administration GUI, you see
that the phone is in the registered state as shown in the image.

ahali,  Cisco Unified CM Administration
Cisco

WEWELGEN Cisco Unified CM Administration *

For Cisco Unified Communications Solutions admin Search Documentation About Logout

System » Call Routing + Media Resources v Advanced Features + Device » Application + User Management +  Bulk Administration + Help =

P Related tinks: SIS 7
Lg save x Delete Copy ‘El Reset g Apply Config ;:‘I}a Add New

rAssociation Information r Phone Type
’ Modify Button Items ] Product Type: Cisco 7925 i
} - Device Protocol: SCCP Tl
1 o Line [1] - 4002 (no partition)
2 wm:Line [2] - 4004 (no partition)  Device Information
5 Registration Registered with Cisco Unified Communications Manager cucm192
3 Y Add a new SD
i IP Address 10.106.122.161
1 4 (= Add a new SD Active Load ID Unknown

Download Status  Unknown
Device is Active
6 u@i“\dd 3 new SO E] Device is

5 U= Add a new SD

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.



