afren]n
CISCO.

Cisco Intercompany Media Engine TCP and UDP Port Usage,
Release 9.0(1)

First Published: July 18, 2012
Last Modified: July 18,2012

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883

Text Part Number: 0L-27339-01



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version
of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN'NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL: httpi/ /

WWW.cisco.com/ gO/ trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included in the document are shown
for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and coincidental.

©2012 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/trademarks
http://www.cisco.com/go/trademarks

CONTENTS

CHAPTER 1 Cisco Intercompany Media Engine 1
Release 9.0(1) TCP and UDP Port Usage 1
Port Descriptions 2
References 5
Port Usage Guides 5
Firewall Application Inspection Guides 5

IETF TCP/UDP Port Assignment List 5

Cisco Intercompany Media Engine TCP and UDP Port Usage, Release 9.0(1)
| 0L-27339-01



. Contents

Cisco Intercompany Media Engine TCP and UDP Port Usage, Release 9.0(1)
0L-27339-01 |



CHAPTER 1

Cisco Intercompany Media Engine

» Release 9.0(1) TCP and UDP Port Usage, page 1
» Port Descriptions, page 2

» References, page 5

Release 9.0(1) TCP and UDP Port Usage

N

This document provides a list of the TCP and UDP ports that Cisco Intercompany Media Engine Release
9.0(1) uses for intracluster connections and for communications with external applications or devices. It
provides important information for the configuration of firewalls, Access Control Lists (ACLs), and quality
of service (QoS) on a network when an IP Communications solution is implemented.

Note

| oL-27339-01

Cisco has not verified all possible configuration scenarios for these ports. If you are having configuration
problems using this list, contact Cisco technical support for assistance.

While virtually all protocols are bidirectional, this document gives directionality from the session originator
perspective. In some cases, the administrator can manually change the default port numbers, though Cisco
does not recommend this as a best practice. Be aware that Cisco IME opens several ports strictly for internal
use.

Ports in this document apply specifically to Cisco Intercompany Media Engine Release 9.0(1). Some ports
change from one release to another, and future releases may introduce new ports. Therefore, make sure that
you are using the correct version of this document for the version of Cisco IME that is installed.

Installing Cisco Intercompany Media Engine 9.0(1) software automatically installs the following network
services for serviceability and activates them by default.

* Cisco Log Partition Monitoring (To monitor and purge the common partition. This uses no custom
common port.)

* Cisco Trace Collection Service (TCTS port usage.)
* Cisco RIS Data Collector (RIS server port usage)
* Cisco AMC Service (AMC port usage)
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Configuration of firewalls, ACLs, or QoS will vary depending on topology, placement of telephony devices
and services relative to the placement of network security devices, and which applications and telephony
extensions are in use. Also, bear in mind that ACLs vary in format with different devices and versions.

Note

The Ephemeral port range for the system is 32768 - 61000. See, http://www.cisco.com/en/US/products/

ps6120/tsd_products_support_series_home.html

Port Descriptions
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Table 1: Common service ports

Cisco recommends that you do not allow external Internet traffic to or from the ports in the following table.
The server uses these ports for services, such as NTP and DNS.

From (Sender) To (Listener) Destination Port Purpose

Cisco IME Syslog Server 514 /UDP System logging service

RTMT Cisco IME 1090, 1099 / TCP Cisco AMC Service for
RTMT performance
monitors, data collection,
logging, and alerting

Endpoint Cisco IME 7 Internet Control Message
Protocol (ICMP) This

Cisco IME Endpoint protocol number carries
echo-related traffic. It
does not constitute a port
as indicated in the column
heading.

Cisco IME Endpoint 21/ TCP FTP. Outgoing only.

Endpoint Cisco IME 22/ TCP Secure FTP service, SSH
access

Cisco IME DNS Server 53 /UDP Cisco IME acts as a DNS
client and requires DNS

DNS Server Cisco IME Ephemeral / UDP service
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From (Sender)

To (Listener)

Destination Port

Purpose

Cisco IME

Broadcast
255.255.255.0
DHCP Server

67/ UDP

Cisco IME server acting
as a DHCP client

Note  Cisco does not
recommend
running DHCP
client on Cisco
IME. Configure
Cisco IME with
static IP
addresses instead.

DHCP Server

Broadcast
255.255.255.0
DHCP Server

68 / UDP

Cisco IME acting as a
DHCP client

Note Cisco does not
recommend
running DHCP
client on Cisco
IME. Configure
Cisco IME with
static IP
addresses instead.

Cisco IME

NTP Server

123 /UDP

Network Time Protocol
(NTP)

SNMP Server

Cisco IME

161 / UDP

SNMP service response
(requests from
management applications)

Cisco IME

SNMP Manager

162 / UDP

SNMP traps

Cisco IME

Netdump Server

6601 / UDP

Outgoing to a Netdump
server

Netdump Client

Cisco IME

6601 / UDP

Cisco IME as Netdump
Server

The ports in the following table may require external Internet access, as indicated below. Cisco recommends
that you block external Internet access for those ports requiring internal intranet access.

Table 2: HTTP protocols

From (Sender) To (Listener) Destination Port Purpose
Cisco IME GoDaddy 80/ TCP Hypertext Transport
Protocol (HTTP)

(External Internet
connection required.)
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connection required)

From (Sender) To (Listener) Destination Port Purpose

Cisco IME GoDaddy 443 / TCP Hypertext Transport
(External Tnternet Protocol over SSL

. ) (HTTPS)
connection required.)

Endpoint Cisco IME 8080 / TCP Hypertext Transport
(Internal intranet Protocol (HTTP)
connection required) Cisco recommends that

you do not open this port
to the external Internet.

Endpoint Cisco IME 8443 / TCP Hypertext Transport

. Protocol over SSL
(Internal intranet
(HTTPS)

Cisco recommends that
you do not open this port
to the external Internet.

The ports in the following table do not require external Internect connectivity. Cisco requires that you block

external Internet connections to and from these ports.

Table 3: Communication between applications and Cisco IME server

From (Sender)

To (Listener)

Destination Port

Purpose

Unified CM

Cisco IME Server

5620/ TCP

Cisco recommends a
value of 5620 for this
port, but you can change
the value by executing the
add ime vapserver or set
ime vapserver port CLI
command on the Cisco
IME server.

VAP protocol used to
communicate to the Cisco
Intercompany Media
Engine server.

You are required to connect to and from the ports in the following table over the external Internet.

Table 4: Cisco IME server peer to peer connections

From (Sender) To (Listener) Destination Port Purpose

Cisco IME Server Cisco IME Server 8470/ TCP Cisco IME Validation

Cisco IME Server Cisco IME Server 6084 / TCP Cisco IME Peer to peer
TLS
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Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party trademarks
mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses
or phone numbers in illustrative content is unintentional and coincidental.
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