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Preface

�7�K�L�V�S�U�H�I�D�F�H�G�H�V�F�U�L�E�H�V�W�K�H�S�X�U�S�R�V�H���D�X�G�L�H�Q�F�H���R�U�J�D�Q�L�]�D�W�L�R�Q���D�Q�G�F�R�Q�Y�H�Q�W�L�R�Q�V�R�I�W�K�L�V�J�X�L�G�H�D�Q�G�S�U�R�Y�L�G�H�V
�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�K�R�Z�W�R�R�E�W�D�L�Q�U�H�O�D�W�H�G�G�R�F�X�P�H�Q�W�D�W�L�R�Q��

�‡ �3�X�U�S�R�V�H���S�D�J�H�[�Y

�‡ �$�X�G�L�H�Q�F�H���S�D�J�H�[�Y�L

�‡ �2�U�J�D�Q�L�]�D�W�L�R�Q���S�D�J�H�[�Y�L

�‡ �5�H�O�D�W�H�G�G�R�F�X�P�H�Q�W�D�W�L�R�Q���S�D�J�H�[�Y�L�L�L

�‡ �&�R�Q�Y�H�Q�W�L�R�Q�V���S�D�J�H�[�L�[

�‡ �2�E�W�D�L�Q�L�Q�J�G�R�F�X�P�H�Q�W�D�W�L�R�Q���V�X�S�S�R�U�W���D�Q�G�V�H�F�X�U�L�W�\�J�X�L�G�H�O�L�Q�H�V���S�D�J�H�[�L�[

Purpose
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�6�H�F�X�U�L�W�\�*�X�L�G�H�K�H�O�S�V�V�\�V�W�H�P�D�Q�G�S�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�R�U�V�S�H�U�I�R�U�P�W�K�H
�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�‡�&�R�Q�I�L�J�X�U�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�‡�&�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�L�R�Q��

�‡�&�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�‡�,�Q�V�W�D�O�O�V�H�U�Y�H�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�L�V�D�V�V�R�F�L�D�W�H�G�Z�L�W�K�+�7�7�3�6

�‡�&�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

�‡�&�R�Q�I�L�J�X�U�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V��

�‡�&�R�Q�I�L�J�X�U�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q���&�$�3�)���W�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���R�U�G�H�O�H�W�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W
�F�H�U�W�L�I�L�F�D�W�H�V�R�Q�V�X�S�S�R�U�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�P�R�G�H�O�V��

�‡�&�R�Q�I�L�J�X�U�H�S�K�R�Q�H�K�D�U�G�H�Q�L�Q�J��

�‡�&�R�Q�I�L�J�X�U�H�6�X�U�Y�L�Y�D�E�O�H�5�H�P�R�W�H�6�L�W�H�7�H�O�H�S�K�R�Q�\���6�5�6�7���U�H�I�H�U�H�Q�F�H�V�I�R�U�V�H�F�X�U�L�W�\��

�‡�&�R�Q�I�L�J�X�U�H�J�D�W�H�Z�D�\�V�D�Q�G�W�U�X�Q�N�V�I�R�U�V�H�F�X�U�L�W�\��

�‡�&�R�Q�I�L�J�X�U�H�)�,�3�6���)�H�G�H�U�D�O�,�Q�I�R�U�P�D�W�L�R�Q�3�U�R�F�H�V�V�L�Q�J�6�W�D�Q�G�D�U�G������������ �P�R�G�H��
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�7�K�L�V�J�X�L�G�H�S�U�R�Y�L�G�H�V�D�U�H�I�H�U�H�Q�F�H�D�Q�G�S�U�R�F�H�G�X�U�D�O�J�X�L�G�H�I�R�U�V�\�V�W�H�P�D�Q�G�S�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�R�U�V�Z�K�R�S�O�D�Q�W�R
�F�R�Q�I�L�J�X�U�H�F�D�O�O�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Organization
�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�O�L�V�W�V�W�K�H�P�D�M�R�U�V�H�F�W�L�R�Q�V�R�I�W�K�L�V�J�X�L�G�H��

Table 1: Guide Overview

DescriptionChapter

�6�H�F�X�U�L�W�\�%�D�V�L�F�V

�3�U�R�Y�L�G�H�V�D�Q�R�Y�H�U�Y�L�H�Z�R�I�V�H�F�X�U�L�W�\�W�H�U�P�L�Q�R�O�R�J�\���V�\�V�W�H�P
�U�H�T�X�L�U�H�P�H�Q�W�V���L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V���L�Q�V�W�D�O�O�D�W�L�R�Q
�U�H�T�X�L�U�H�P�H�Q�W�V���D�Q�G�D�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�K�H�F�N�O�L�V�W���G�H�V�F�U�L�E�H�V
�W�K�H�G�L�I�I�H�U�H�Q�W�W�\�S�H�V�R�I�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q��

�6�H�F�X�U�L�W�\�R�Y�H�U�Y�L�H�Z�� �R�Q�S�D�J�H��

�3�U�R�Y�L�G�H�V�D�Q�R�Y�H�U�Y�L�H�Z�R�I�+�7�7�3�6�D�Q�G�G�H�V�F�U�L�E�H�V�K�R�Z
�W�R�L�Q�V�W�D�O�O�W�K�H�V�H�U�Y�H�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H
�W�U�X�V�W�H�G�I�R�O�G�H�U��

�+�\�S�H�U�W�H�[�W�7�U�D�Q�V�I�H�U�3�U�R�W�R�F�R�O�R�Y�H�U�6�H�F�X�U�H�6�R�F�N�H�W�V
�/�D�\�H�U���+�7�7�3�6���� �R�Q�S�D�J�H����

�3�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�W�K�H�6�H�F�X�U�L�W�\�E�\�'�H�I�D�X�O�W
�I�H�D�W�X�U�H���Z�K�L�F�K�S�U�R�Y�L�G�H�V�D�X�W�R�P�D�W�L�F�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V
�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V��

�'�H�I�D�X�O�W�V�H�F�X�U�L�W�\�V�H�W�X�S�� �R�Q�S�D�J�H����

�'�H�V�F�U�L�E�H�V�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�E�\
�L�Q�V�W�D�O�O�L�Q�J�D�Q�G�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

�'�H�V�F�U�L�E�H�V�K�R�Z�W�R�P�D�Q�D�J�H�F�H�U�W�L�I�L�F�D�W�H�V�L�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�&�H�U�W�L�I�L�F�D�W�H�V�H�W�X�S�� �R�Q�S�D�J�H����

�6�H�F�X�U�L�W�\�I�R�U�3�K�R�Q�H�V�D�Q�G�9�R�L�F�H�0�D�L�O�3�R�U�W�V

�'�H�V�F�U�L�E�H�V�K�R�Z�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�D�Q�G�W�K�H�S�K�R�Q�H�X�V�H�V�H�F�X�U�L�W�\���S�U�R�Y�L�G�H�V�D�O�L�V�W
�R�I�W�D�V�N�V�W�K�D�W�\�R�X�S�H�U�I�R�U�P�W�R�F�R�Q�I�L�J�X�U�H�V�H�F�X�U�L�W�\�I�R�U�W�K�H
�S�K�R�Q�H��

�3�K�R�Q�H�V�H�F�X�U�L�W�\�� �R�Q�S�D�J�H����

�'�H�V�F�U�L�E�H�V�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�D�Q�G
�D�S�S�O�\�L�W�W�R�W�K�H�S�K�R�Q�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����

�'�H�V�F�U�L�E�H�V�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H�D�S�K�R�Q�H�W�R�S�O�D�\�D
�V�H�F�X�U�H���L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H��

�6�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�H�W�X�S�� �R�Q�S�D�J�H
������
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�'�H�V�F�U�L�E�H�V�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H�D�V�H�F�X�U�H�6�&�&�3�F�R�Q�Q�H�F�W�L�R�Q
�W�R�D�Q�D�O�R�J�H�Q�G�S�R�L�Q�W�V��

�(�Q�F�U�\�S�W�L�R�Q�W�R�D�Q�D�O�R�J�H�Q�G�S�R�L�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H������

�3�U�R�Y�L�G�H�V�D�Q�R�Y�H�U�Y�L�H�Z�R�I�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\
�)�X�Q�F�W�L�R�Q�D�Q�G�G�H�V�F�U�L�E�H�V�K�R�Z�W�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���G�H�O�H�W�H��
�R�U�W�U�R�X�E�O�H�V�K�R�R�W�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V�R�Q
�V�X�S�S�R�U�W�H�G�S�K�R�Q�H�V��

�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������

�'�H�V�F�U�L�E�H�V�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H
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�D�Q�G�U�H�J�X�O�D�W�L�R�Q�V���,�I�\�R�X�D�U�H�X�Q�D�E�O�H�W�R�F�R�P�S�O�\�Z�L�W�K�8���6���D�Q�G�O�R�F�D�O�O�D�Z�V���U�H�W�X�U�Q�W�K�L�V�S�U�R�G�X�F�W�L�P�P�H�G�L�D�W�H�O�\��

�)�X�U�W�K�H�U�L�Q�I�R�U�P�D�W�L�R�Q�U�H�J�D�U�G�L�Q�J�8���6���H�[�S�R�U�W�U�H�J�X�O�D�W�L�R�Q�V�P�D�\�E�H�I�R�X�Q�G�D�W�K�W�W�S�������Z�Z�Z���D�F�F�H�V�V���J�S�R���J�R�Y���E�L�V���H�D�U��
�H�D�U�B�G�D�W�D���K�W�P�O��
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PA R T  I
Security basics

�‡ �6�H�F�X�U�L�W�\�R�Y�H�U�Y�L�H�Z�� �S�D�J�H��

�‡ �+�\�S�H�U�W�H�[�W�7�U�D�Q�V�I�H�U�3�U�R�W�R�F�R�O�R�Y�H�U�6�H�F�X�U�H�6�R�F�N�H�W�V�/�D�\�H�U���+�7�7�3�6�����S�D�J�H����

�‡ �'�H�I�D�X�O�W�V�H�F�X�U�L�W�\�V�H�W�X�S���S�D�J�H����

�‡ �&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S���S�D�J�H����

�‡ �&�H�U�W�L�I�L�F�D�W�H�V�H�W�X�S���S�D�J�H����





C H A P T E R  1
Security overview

�,�P�S�O�H�P�H�Q�W�L�Q�J�V�H�F�X�U�L�W�\�P�H�F�K�D�Q�L�V�P�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�\�V�W�H�P�S�U�H�Y�H�Q�W�V�L�G�H�Q�W�L�W�\
�W�K�H�I�W�R�I�W�K�H�S�K�R�Q�H�V�D�Q�G�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���G�D�W�D�W�D�P�S�H�U�L�Q�J���D�Q�G
�F�D�O�O���V�L�J�Q�D�O�L�Q�J���P�H�G�L�D���V�W�U�H�D�P�W�D�P�S�H�U�L�Q�J��

�7�K�H�&�L�V�F�R�,�3�W�H�O�H�S�K�R�Q�\�Q�H�W�Z�R�U�N�H�V�W�D�E�O�L�V�K�H�V�D�Q�G�P�D�L�Q�W�D�L�Q�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V�W�U�H�D�P�V���G�L�J�L�W�D�O�O�\
�V�L�J�Q�V�I�L�O�H�V�E�H�I�R�U�H�W�U�D�Q�V�I�H�U�U�L�Q�J�W�K�H�I�L�O�H�W�R�W�K�H�S�K�R�Q�H���D�Q�G�H�Q�F�U�\�S�W�V�P�H�G�L�D�V�W�U�H�D�P�V�D�Q�G�F�D�O�O�V�L�J�Q�D�O�L�Q�J�E�H�W�Z�H�H�Q
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V��

�‡ �7�H�U�P�V�D�Q�G�D�F�U�R�Q�\�P�V���S�D�J�H��

�‡ �6�\�V�W�H�P�U�H�T�X�L�U�H�P�H�Q�W�V���S�D�J�H��

�‡ �)�H�D�W�X�U�H�V�O�L�V�W���S�D�J�H��

�‡ �6�H�F�X�U�L�W�\�L�F�R�Q�V���S�D�J�H��

�‡ �,�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V���S�D�J�H����

�‡ �%�H�V�W�S�U�D�F�W�L�F�H�V���S�D�J�H����

�‡ �&�7�/�F�O�L�H�Q�W���6�6�/���&�$�3�)���D�Q�G�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�V�W�D�O�O�D�W�L�R�Q���S�D�J�H����

�‡ �7�/�6�D�Q�G�,�3�6�H�F���S�D�J�H����

�‡ �&�H�U�W�L�I�L�F�D�W�H�V���S�D�J�H����

�‡ �$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���L�Q�W�H�J�U�L�W�\���D�Q�G�D�X�W�K�R�U�L�]�D�W�L�R�Q���S�D�J�H����

�‡ �(�Q�F�U�\�S�W�L�R�Q���S�D�J�H����

�‡ �1�0�$�3�V�F�D�Q�R�S�H�U�D�W�L�R�Q���S�D�J�H����

�‡ �6�H�W�X�S�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q���S�D�J�H����

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���S�D�J�H����

Terms and acronyms
�7�K�H�G�H�I�L�Q�L�W�L�R�Q�V�L�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�D�S�S�O�\�Z�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���H�Q�F�U�\�S�W�L�R�Q���D�Q�G�R�W�K�H�U�V�H�F�X�U�L�W�\
�I�H�D�W�X�U�H�V�I�R�U�\�R�X�U�&�L�V�F�R�,�3�W�H�O�H�S�K�R�Q�\�Q�H�W�Z�R�U�N��
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Table 2: Terminology

DefinitionTerm

�/�L�V�W�W�K�D�W�G�H�I�L�Q�H�V�U�L�J�K�W�V�D�Q�G�S�H�U�P�L�V�V�L�R�Q�V�W�R�D�F�F�H�V�V�V�\�V�W�H�P�I�X�Q�F�W�L�R�Q�V�D�Q�G
�U�H�V�R�X�U�F�H�V���6�H�H�0�H�W�K�R�G�/�L�V�W��

�$�F�F�H�V�V�&�R�Q�W�U�R�O�/�L�V�W���$�&�/��

�3�U�R�F�H�V�V�W�K�D�W�Y�H�U�L�I�L�H�V�W�K�H�L�G�H�Q�W�L�W�\�R�I�W�K�H�F�R�P�P�X�Q�L�F�D�W�L�Q�J�H�Q�W�L�W�\���$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�3�U�R�F�H�V�V�W�K�D�W�V�S�H�F�L�I�L�H�V�Z�K�H�W�K�H�U�D�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G�X�V�H�U���V�H�U�Y�L�F�H���R�U�D�S�S�O�L�F�D�W�L�R�Q
�K�D�V�W�K�H�Q�H�F�H�V�V�D�U�\�S�H�U�P�L�V�V�L�R�Q�V�W�R�S�H�U�I�R�U�P�D�U�H�T�X�H�V�W�H�G�D�F�W�L�R�Q���L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���W�K�H�V�H�F�X�U�L�W�\�S�U�R�F�H�V�V�W�K�D�W�U�H�V�W�U�L�F�W�V�F�H�U�W�D�L�Q�W�U�X�Q�N���V�L�G�H
�6�,�3�U�H�T�X�H�V�W�V�W�R�D�X�W�K�R�U�L�]�H�G�X�V�H�U�V��

�$�X�W�K�R�U�L�]�D�W�L�R�Q

�$ �6�,�3�X�V�H�U�D�J�H�Q�W�U�H�V�S�R�Q�V�H�W�R�D�F�K�D�O�O�H�Q�J�H���$�X�W�K�R�U�L�]�D�W�L�R�Q�+�H�D�G�H�U

�$ �P�H�V�V�D�J�H�W�K�D�W�F�R�Q�W�D�L�Q�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�K�R�O�G�H�U�Q�D�P�H���W�K�H�S�X�E�O�L�F�N�H�\���D�Q�G�W�K�H
�G�L�J�L�W�D�O�V�L�J�Q�D�W�X�U�H�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�W�K�D�W�L�V�L�V�V�X�L�Q�J�W�K�H�F�H�U�W�L�I�L�F�D�W�H��

�&�H�U�W�L�I�L�F�D�W�H

�7�U�X�V�W�H�G�H�Q�W�L�W�\�W�K�D�W�L�V�V�X�H�V�F�H�U�W�L�I�L�F�D�W�H�V���&�L�V�F�R�R�U�D�W�K�L�U�G���S�D�U�W�\�H�Q�W�L�W�\���&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\���&�$��

�3�U�R�F�H�V�V�E�\�Z�K�L�F�K�V�X�S�S�R�U�W�H�G�G�H�Y�L�F�H�V�F�D�Q�U�H�T�X�H�V�W�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V
�E�\�X�V�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\
�)�X�Q�F�W�L�R�Q���&�$�3�)��

�$ �I�L�O�H���Z�K�L�F�K�L�V�F�U�H�D�W�H�G�Z�L�W�K�W�K�H�&�7�/�&�O�L�H�Q�W�D�Q�G�V�L�J�Q�H�G�E�\�W�K�H�&�L�V�F�R�6�L�W�H
�$�G�P�L�Q�L�V�W�U�D�W�R�U�6�H�F�X�U�L�W�\�7�R�N�H�Q���V�H�F�X�U�L�W�\�W�R�N�H�Q�����W�K�D�W�F�R�Q�W�D�L�Q�V�D�O�L�V�W�R�I
�F�H�U�W�L�I�L�F�D�W�H�V�I�R�U�V�H�U�Y�H�U�V�W�K�D�W�W�K�H�S�K�R�Q�H�L�V�W�R�W�U�X�V�W��

�&�H�U�W�L�I�L�F�D�W�H�7�U�X�V�W�/�L�V�W���&�7�/��

�,�Q�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�U�H�T�X�H�V�W�W�R�D�6�,�3�X�V�H�U�D�J�H�Q�W�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�L�W�V
�L�G�H�Q�W�L�W�\��

�&�K�D�O�O�H�Q�J�H

�$ �S�R�U�W�D�E�O�H�K�D�U�G�Z�D�U�H�V�H�F�X�U�L�W�\�P�R�G�X�O�H�W�K�D�W�F�R�Q�W�D�L�Q�V�D�S�U�L�Y�D�W�H�N�H�\�D�Q�G�D�Q
�;���������Y���F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�V�L�J�Q�V���X�V�H�G�I�R�U�I�L�O�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���L�W�V�L�J�Q�V�W�K�H�&�7�/�I�L�O�H��

�&�L�V�F�R�6�L�W�H�$�G�P�L�Q�L�V�W�U�D�W�R�U
�6�H�F�X�U�L�W�\�7�R�N�H�Q���V�H�F�X�U�L�W�\
�W�R�N�H�Q���H�W�R�N�H�Q��

�3�U�R�F�H�V�V�W�K�D�W�Y�D�O�L�G�D�W�H�V�W�K�H�L�G�H�Q�W�L�W�\�R�I�W�K�H�G�H�Y�L�F�H�D�Q�G�H�Q�V�X�U�H�V�W�K�D�W�W�K�H�H�Q�W�L�W�\�L�V
�Z�K�D�W�L�W�F�O�D�L�P�V�W�R�E�H�E�H�I�R�U�H�D�F�R�Q�Q�H�F�W�L�R�Q�L�V�P�D�G�H��

�'�H�Y�L�F�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�$ �I�R�U�P�R�I�G�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�Z�K�H�U�H�D�Q�0�'�� �K�D�V�K�R�I�D�V�K�D�U�H�G�S�D�V�V�Z�R�U�G
���D�P�R�Q�J�R�W�K�H�U�W�K�L�Q�J�V���J�H�W�V�X�V�H�G�W�R�H�V�W�D�E�O�L�V�K�W�K�H�L�G�H�Q�W�L�W�\�R�I�D�6�,�3�X�V�H�U�D�J�H�Q�W��

�'�L�J�H�V�W�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�8�V�H�U�Q�D�P�H�W�K�D�W�L�V�L�Q�F�O�X�G�H�G�L�Q�D�Q�D�X�W�K�R�U�L�]�D�W�L�R�Q�U�H�T�X�H�V�W�W�K�D�W�S�K�R�Q�H�V�W�K�D�W�D�U�H
�U�X�Q�Q�L�Q�J�6�,�3�R�U�6�,�3�W�U�X�Q�N�V�V�H�Q�G��

�'�L�J�H�V�W�8�V�H�U

�9�D�O�X�H�W�K�D�W�L�V�J�H�Q�H�U�D�W�H�G�E�\�K�D�V�K�L�Q�J�W�K�H�P�H�V�V�D�J�H�D�Q�G�W�K�H�Q�H�Q�F�U�\�S�W�L�Q�J�W�K�H
�P�H�V�V�D�J�H�Z�L�W�K�W�K�H�S�U�L�Y�D�W�H�N�H�\�R�I�W�K�H�V�L�J�Q�H�U���W�K�H�U�H�F�L�S�L�H�Q�W�G�H�F�U�\�S�W�V�W�K�H�P�H�V�V�D�J�H
�D�Q�G�W�K�H�K�D�V�K�Z�L�W�K�W�K�H�V�L�J�Q�H�U�S�X�E�O�L�F�N�H�\���S�U�R�G�X�F�H�V�D�Q�R�W�K�H�U�K�D�V�K�Z�L�W�K�W�K�H�V�D�P�H
�K�D�V�K�I�X�Q�F�W�L�R�Q���W�K�H�Q�F�R�P�S�D�U�H�V�W�K�H�W�Z�R�K�D�V�K�H�V�W�R�H�Q�V�X�U�H�W�K�D�W�W�K�H�P�H�V�V�D�J�H�V
�P�D�W�F�K�D�Q�G�W�K�H�F�R�Q�W�H�Q�W�L�V�L�Q�W�D�F�W��

�'�L�J�L�W�D�O�6�L�J�Q�D�W�X�U�H

�'�L�J�L�W�D�O�V�L�J�Q�D�O�L�Q�J�S�U�R�F�H�V�V�R�U���'�6�3
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DefinitionTerm

�$ �Q�H�W�Z�R�U�N�U�H�V�R�X�U�F�H�I�R�U�,�3�W�H�O�H�S�K�R�Q�\�F�R�Q�I�H�U�H�Q�F�L�Q�J�W�K�D�W�L�V�S�U�R�Y�L�G�H�G�E�\�'�6�3�V
�R�Q�D�+���������R�U�0�*�&�3�J�D�W�H�Z�D�\��

�'�6�3�)�D�U�P

�3�U�R�F�H�V�V�R�I�W�U�D�Q�V�O�D�W�L�Q�J�G�D�W�D�L�Q�W�R�F�L�S�K�H�U�W�H�[�W���Z�K�L�F�K�H�Q�V�X�U�H�V�W�K�H�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\
�R�I�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�D�Q�G�W�K�D�W�R�Q�O�\�W�K�H�L�Q�W�H�Q�G�H�G�U�H�F�L�S�L�H�Q�W�F�D�Q�U�H�D�G�W�K�H�G�D�W�D��
�5�H�T�X�L�U�H�V�D�Q�H�Q�F�U�\�S�W�L�R�Q�D�O�J�R�U�L�W�K�P�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�N�H�\��

�(�Q�F�U�\�S�W�L�R�Q

�3�U�R�F�H�V�V�W�K�D�W�Y�D�O�L�G�D�W�H�V�G�L�J�L�W�D�O�O�\�V�L�J�Q�H�G�I�L�O�H�V�W�K�D�W�W�K�H�S�K�R�Q�H�G�R�Z�Q�O�R�D�G�V���7�K�H
�S�K�R�Q�H�Y�D�O�L�G�D�W�H�V�W�K�H�V�L�J�Q�D�W�X�U�H�W�R�P�D�N�H�V�X�U�H�W�K�D�W�I�L�O�H�W�D�P�S�H�U�L�Q�J�G�L�G�Q�R�W�R�F�F�X�U
�D�I�W�H�U�W�K�H�I�L�O�H�F�U�H�D�W�L�R�Q��

�)�L�O�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�$�Q�L�Q�W�H�U�Q�H�W�V�W�D�Q�G�D�U�G�W�K�D�W�G�H�I�L�Q�H�V�D�F�R�P�P�R�Q�V�H�W�R�I�F�R�G�H�F�V���F�D�O�O�V�H�W�X�S�D�Q�G
�Q�H�J�R�W�L�D�W�L�Q�J�S�U�R�F�H�G�X�U�H�V���D�Q�G�E�D�V�L�F�G�D�W�D�W�U�D�Q�V�S�R�U�W�P�H�W�K�R�G�V��

�+��������

�$ �Q�X�P�E�H�U���X�V�X�D�O�O�\�L�Q�K�H�[�D�G�H�F�L�P�D�O���W�K�D�W�L�V�J�H�Q�H�U�D�W�H�G�I�U�R�P�D�V�W�U�L�Q�J�R�I�W�H�[�W�E�\
�X�V�L�Q�J�D�K�D�V�K�I�X�Q�F�W�L�R�Q���Z�K�L�F�K�F�U�H�D�W�H�V�D�V�P�D�O�O�G�L�J�L�W�D�O�³�I�L�Q�J�H�U�S�U�L�Q�W�´�I�R�U�W�K�H�G�D�W�D��

�K�D�V�K

�$�Q�,�(�7�)���G�H�I�L�Q�H�G�S�U�R�W�R�F�R�O�W�K�D�W�H�Q�V�X�U�H�V���D�W�D�P�L�Q�L�P�X�P���W�K�H�L�G�H�Q�W�L�W�\�R�I�W�K�H
�+�7�7�3�6�V�H�U�Y�H�U���E�\�X�V�L�Q�J�H�Q�F�U�\�S�W�L�R�Q���H�Q�V�X�U�H�V�W�K�H�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�R�I�W�K�H
�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�L�V�H�[�F�K�D�Q�J�H�G�E�H�W�Z�H�H�Q�W�K�H�7�R�P�F�D�W�V�H�U�Y�H�U�D�Q�G�W�K�H�E�U�R�Z�V�H�U
�F�O�L�H�Q�W��

�+�\�S�H�U�W�H�[�W�7�U�D�Q�V�I�H�U�3�U�R�W�R�F�R�O
�R�Y�H�U�6�H�F�X�U�H�6�R�F�N�H�W�V�/�D�\�H�U
���+�7�7�3�6��

�3�U�R�F�H�V�V�Z�K�H�U�H�E�\�D�S�K�R�Q�H�Y�D�O�L�G�D�W�H�V�W�K�H�L�Q�W�H�J�U�L�W�\�D�Q�G�V�R�X�U�F�H�R�I�D�E�L�Q�D�U�\�L�P�D�J�H
�S�U�L�R�U�W�R�O�R�D�G�L�Q�J�L�W�R�Q�W�K�H�S�K�R�Q�H��

�,�P�D�J�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�3�U�R�F�H�V�V�W�K�D�W�H�Q�V�X�U�H�V�W�K�D�W�G�D�W�D�W�D�P�S�H�U�L�Q�J�G�L�G�Q�R�W�R�F�F�X�U�E�H�W�Z�H�H�Q�H�Q�W�L�W�L�H�V���,�Q�W�H�J�U�L�W�\

�7�U�D�Q�V�S�R�U�W�W�K�D�W�S�U�R�Y�L�G�H�V�V�H�F�X�U�H�+�����������+�����������D�Q�G�5�$�6�V�L�J�Q�D�O�L�Q�J�F�K�D�Q�Q�H�O�V
�I�R�U�H�Q�G���W�R���H�Q�G�V�H�F�X�U�L�W�\��

�,�3�6�H�F

�$ �G�L�J�L�W�D�O�;���������Y���F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�&�$�3�)�L�V�V�X�H�V���L�Q�V�W�D�O�O�H�G�R�Q�W�K�H�S�K�R�Q�H�R�U
�-�7�$�3�,���7�$�3�,���&�7�,�D�S�S�O�L�F�D�W�L�R�Q��

�/�R�F�D�O�O�\�6�L�J�Q�L�I�L�F�D�Q�W�&�H�U�W�L�I�L�F�D�W�H
���/�6�&��

�$ �G�L�J�L�W�D�O�;���������Y���F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�L�V�V�L�J�Q�H�G�E�\�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\
�D�Q�G�L�Q�V�W�D�O�O�H�G�L�Q�V�X�S�S�R�U�W�H�G�S�K�R�Q�H�V�E�\�&�L�V�F�R�0�D�Q�X�I�D�F�W�X�U�L�Q�J���X�V�H�G�D�V�W�K�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�H�F�K�D�Q�L�V�P�W�R�&�$�3�)�Z�K�H�Q�/�6�&�V�D�U�H�L�Q�V�W�D�O�O�H�G�L�Q�S�K�R�Q�H�V��

�0�D�Q�X�I�D�F�W�X�U�H�,�Q�V�W�D�O�O�H�G
�&�H�U�W�L�I�L�F�D�W�H���0�,�&��

�3�U�R�F�H�V�V�W�K�D�W�D�O�O�R�Z�V�D�Q�D�W�W�D�F�N�H�U�W�R�R�E�V�H�U�Y�H�D�Q�G�P�R�G�L�I�\�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�I�O�R�Z
�E�H�W�Z�H�H�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�W�K�H�S�K�R�Q�H��

�0�D�Q���L�Q���W�K�H���0�L�G�G�O�H�$�W�W�D�F�N�V

�$ �I�O�H�[�L�E�O�H�V�\�V�W�H�P�W�R�F�R�Q�Q�H�F�W�P�X�O�W�L�S�O�H�+���������H�Q�G�S�R�L�Q�W�V�D�Q�G�D�O�O�R�Z�P�X�O�W�L�S�O�H
�X�V�H�U�V�W�R�S�D�U�W�L�F�L�S�D�W�H�L�Q�,�3���E�D�V�H�G�Y�L�G�H�R�F�R�Q�I�H�U�H�Q�F�H�V��

�0�X�O�W�L�S�R�L�Q�W�&�R�Q�W�U�R�O�8�Q�L�W
���0�&�8��

�$ �K�D�V�K�I�X�Q�F�W�L�R�Q�W�K�D�W�L�V�X�V�H�G�Z�L�W�K�H�Q�F�U�\�S�W�L�R�Q���0�'��

�3�U�R�F�H�V�V�Z�K�H�U�H�E�\�W�K�H�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�R�I�W�K�H�P�H�G�L�D�L�V�S�U�R�W�H�F�W�H�G�Z�L�W�K
�F�U�\�S�W�R�J�U�D�S�K�L�F�S�U�R�F�H�G�X�U�H�V���0�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�X�V�H�V�6�H�F�X�U�H�5�H�D�O���7�L�P�H�3�U�R�W�R�F�R�O
���6�5�7�3���D�V�G�H�I�L�Q�H�G�L�Q�,�(�7�)�5�)�&����������

�0�H�G�L�D�(�Q�F�U�\�S�W�L�R�Q
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DefinitionTerm

�(�Y�H�Q�W�Z�K�H�Q�D�Q�D�W�W�D�F�N�H�U�D�W�W�H�P�S�W�V�W�R�D�O�W�H�U�P�H�V�V�D�J�H�V�L�Q�W�U�D�Q�V�L�W���L�Q�F�O�X�G�L�Q�J�H�Q�G�L�Q�J
�D�F�D�O�O�S�U�H�P�D�W�X�U�H�O�\��

�0�H�V�V�D�J�H���'�D�W�D�7�D�P�S�H�U�L�Q�J

�7�R�R�O�W�R�U�H�V�W�U�L�F�W�F�H�U�W�D�L�Q�F�D�W�H�J�R�U�L�H�V�R�I�P�H�V�V�D�J�H�V�W�K�D�W�F�D�Q�F�R�P�H�L�Q�R�Q�D�6�,�3�W�U�X�Q�N
�G�X�U�L�Q�J�W�K�H�D�X�W�K�R�U�L�]�D�W�L�R�Q�S�U�R�F�H�V�V���G�H�I�L�Q�H�V�Z�K�L�F�K�6�,�3�Q�R�Q�,�1�9�,�7�(�P�H�W�K�R�G�V
�D�U�H�D�O�O�R�Z�H�G�I�R�U�D�W�U�X�Q�N���V�L�G�H�D�S�S�O�L�F�D�W�L�R�Q�R�U�G�H�Y�L�F�H���$�O�V�R�P�H�W�K�R�G�$�&�/��

�0�H�W�K�R�G�/�L�V�W

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H
�W�R�D�O�O�R�Z�G�H�Y�L�F�H�V�Z�L�W�K�V�H�F�X�U�H���Q�R�Q�V�H�F�X�U�H�S�U�R�I�L�O�H�V�D�Q�G�5�7�3���6�5�7�3�P�H�G�L�D�W�R
�F�R�Q�Q�H�F�W�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�0�L�[�H�G�0�R�G�H

�$ �X�Q�L�T�X�H���U�D�Q�G�R�P�Q�X�P�E�H�U�W�K�D�W�W�K�H�V�H�U�Y�H�U�J�H�Q�H�U�D�W�H�V�I�R�U�H�D�F�K�G�L�J�H�V�W
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�U�H�T�X�H�V�W���X�V�H�G�W�R�J�H�Q�H�U�D�W�H�D�Q�0�'�� �K�D�V�K��

�1�R�Q�F�H

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H
�W�R�D�O�O�R�Z�G�H�Y�L�F�H�V�Z�L�W�K�Q�R�Q�V�H�F�X�U�H�S�U�R�I�L�O�H�V�D�Q�G�5�7�3�P�H�G�L�D�W�R�F�R�Q�Q�H�F�W�W�R�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�1�R�Q�V�H�F�X�U�H�0�R�G�H

�&�D�O�O�L�Q�Z�K�L�F�K�D�W�O�H�D�V�W�R�Q�H�G�H�Y�L�F�H�L�V�Q�R�W�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�H�Q�F�U�\�S�W�H�G���1�R�Q�V�H�F�X�U�H�&�D�O�O

�'�H�Y�L�F�H�W�K�D�W�X�V�H�V�8�'�3 �R�U�7�&�3�V�L�J�Q�D�O�L�Q�J�D�Q�G�Q�R�Q�V�H�F�X�U�H�P�H�G�L�D���1�R�Q�V�H�F�X�U�H�'�H�Y�L�F�H

�3�X�E�O�L�F�N�H�\�L�Q�I�U�D�V�W�U�X�F�W�X�U�H���Z�K�L�F�K�F�R�P�S�U�L�V�H�V�W�K�H�V�H�W�R�I�H�O�H�P�H�Q�W�V�W�K�D�W�L�V�Q�H�H�G�H�G
�I�R�U�S�X�E�O�L�F�N�H�\�H�Q�F�U�\�S�W�L�R�Q���L�Q�F�O�X�G�L�Q�J�V�H�F�X�U�H�S�X�E�O�L�F�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q���F�H�U�W�L�I�L�F�D�W�H�V��
�D�Q�G�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�L�H�V��

�3�.�,

�.�H�\�V�W�K�D�W�D�U�H�X�V�H�G�L�Q�H�Q�F�U�\�S�W�L�R�Q���3�X�E�O�L�F�N�H�\�V�D�U�H�Z�L�G�H�O�\�D�Y�D�L�O�D�E�O�H���E�X�W�S�U�L�Y�D�W�H
�N�H�\�V�D�U�H�K�H�O�G�E�\�W�K�H�L�U�U�H�V�S�H�F�W�L�Y�H�R�Z�Q�H�U�V���$�V�\�P�P�H�W�U�L�F�D�O�H�Q�F�U�\�S�W�L�R�Q�F�R�P�E�L�Q�H�V
�E�R�W�K�W�\�S�H�V��

�3�X�E�O�L�F���3�U�L�Y�D�W�H�N�H�\

�(�Y�H�Q�W�Z�K�H�Q�D�Q�D�W�W�D�F�N�H�U�F�D�S�W�X�U�H�V�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�L�G�H�Q�W�L�I�L�H�V�D�S�K�R�Q�H�R�U�S�U�R�[�\
�V�H�U�Y�H�U�D�Q�G�U�H�S�O�D�\�V�L�Q�I�R�U�P�D�W�L�R�Q�Z�K�L�O�H�S�U�H�W�H�Q�G�L�Q�J�W�R�E�H�W�K�H�D�F�W�X�D�O�G�H�Y�L�F�H���I�R�U
�H�[�D�P�S�O�H���E�\�L�P�S�H�U�V�R�Q�D�W�L�Q�J�W�K�H�S�U�R�[�\�V�H�U�Y�H�U�S�U�L�Y�D�W�H�N�H�\��

�5�H�S�O�D�\�$�W�W�D�F�N

�5�H�D�O���7�L�P�H�7�U�D�Q�V�S�R�U�W�3�U�R�W�R�F�R�O�5�7�3

�,�Q�&�7�,���-�7�$�3�,���7�$�3�,�D�S�S�O�L�F�D�W�L�R�Q�V���D�W�R�N�H�Q�W�K�D�W�L�V�X�V�H�G�W�R�V�L�J�Q�W�K�H�&�7�/�I�L�O�H
�I�R�U�&�7�/�G�R�Z�Q�O�R�D�G��

�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�R�U
�6�H�F�X�U�L�W�\�7�R�N�H�Q���6�$�6�7��

�$ �S�U�R�W�R�F�R�O�W�K�D�W�L�V�X�V�H�G�W�R�F�R�P�P�X�Q�L�F�D�W�H�Z�L�W�K�D�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�W�K�D�W�L�V�V�X�H�V
�;�������� �F�H�U�W�L�I�L�F�D�W�H�V��

�6�L�P�S�O�H�&�H�U�W�L�I�L�F�D�W�H�(�Q�U�R�O�O�P�H�Q�W
�3�U�R�W�R�F�R�O���6�&�(�3��

�&�D�O�O�L�Q�Z�K�L�F�K�D�O�O�G�H�Y�L�F�H�V�D�U�H�D�X�W�K�H�Q�W�L�F�D�W�H�G���V�L�J�Q�D�O�L�Q�J�L�V�H�Q�F�U�\�S�W�H�G���D�Q�G�W�K�H
�P�H�G�L�D���Y�R�L�F�H�V�W�U�H�D�P���L�V�H�Q�F�U�\�S�W�H�G��

�6�H�F�X�U�H�&�D�O�O

�7�/�6�S�U�R�F�H�V�V�W�K�D�W�Y�D�O�L�G�D�W�H�V�W�K�D�W�Q�R�W�D�P�S�H�U�L�Q�J�R�F�F�X�U�U�H�G�W�R�V�L�J�Q�D�O�L�Q�J�S�D�F�N�H�W�V
�G�X�U�L�Q�J�W�U�D�Q�V�P�L�V�V�L�R�Q��

�6�L�J�Q�D�O�L�Q�J�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q
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DefinitionTerm

�3�U�R�F�H�V�V�W�K�D�W�X�V�H�V�F�U�\�S�W�R�J�U�D�S�K�L�F�P�H�W�K�R�G�V�W�R�S�U�R�W�H�F�W�W�K�H�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�R�I�D�O�O
�V�L�J�Q�D�O�L�Q�J�P�H�V�V�D�J�H�V�W�K�D�W�D�U�H�V�H�Q�W�E�H�W�Z�H�H�Q�W�K�H�G�H�Y�L�F�H�D�Q�G�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U��

�6�L�J�Q�D�O�L�Q�J�(�Q�F�U�\�S�W�L�R�Q

�$�V�W�U�L�Q�J���Q�D�P�H���W�K�D�W�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�V�H�V�W�R�U�H�V�S�R�Q�G
�W�R�D�F�K�D�O�O�H�Q�J�H��

�6�,�3�5�H�D�O�P

�6�H�F�X�U�H�5�H�D�O���7�L�P�H�7�U�D�Q�V�S�R�U�W�3�U�R�W�R�F�R�O�W�K�D�W�V�H�F�X�U�H�V�Y�R�L�F�H�F�R�Q�Y�H�U�V�D�W�L�R�Q�L�Q�W�K�H
�Q�H�W�Z�R�U�N�D�Q�G�S�U�R�Y�L�G�H�V�S�U�R�W�H�F�W�L�R�Q�D�J�D�L�Q�V�W�U�H�S�O�D�\�D�W�W�D�F�N�V��

�6�5�7�3

�$ �F�U�\�S�W�R�J�U�D�S�K�L�F�S�U�R�W�R�F�R�O�W�K�D�W�V�H�F�X�U�H�V�G�D�W�D�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V�V�X�F�K�D�V�H���P�D�L�O
�R�Q�W�K�H�,�Q�W�H�U�Q�H�W���H�T�X�L�Y�D�O�H�Q�W�W�R�7�/�6���L�W�V�V�X�F�F�H�V�V�R�U��

�6�6�/

�$ �F�U�\�S�W�R�J�U�D�S�K�L�F�S�U�R�W�R�F�R�O�W�K�D�W�V�H�F�X�U�H�V�G�D�W�D�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V�V�X�F�K�D�V�H���P�D�L�O
�R�Q�W�K�H�,�Q�W�H�U�Q�H�W���I�X�Q�F�W�L�R�Q�D�O�O�\�H�T�X�L�Y�D�O�H�Q�W�W�R�6�6�/��

�7�U�D�Q�V�S�R�U�W�/�D�\�H�U�6�H�F�X�U�L�W�\
���7�/�6��

�&�H�U�W�L�I�L�F�D�W�H�O�L�V�W�Z�L�W�K�R�X�W�G�L�J�L�W�D�O�V�L�J�Q�D�W�X�U�H�V���7�U�X�V�W�/�L�V�W

�$ �U�H�S�R�V�L�W�R�U�\�R�I�;�������� �F�H�U�W�L�I�L�F�D�W�H�V�W�K�D�W�D�Q�D�S�S�O�L�F�D�W�L�R�Q���V�X�F�K�D�V�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���H�[�S�O�L�F�L�W�O�\�W�U�X�V�W�V��

�7�U�X�V�W�6�W�R�U�H

�$�Q�,�7�8���7�F�U�\�S�W�R�J�U�D�S�K�L�F�V�W�D�Q�G�D�U�G�I�R�U�L�P�S�R�U�W�L�Q�J�3�.�,�F�H�U�W�L�I�L�F�D�W�H�V���Z�K�L�F�K
�L�Q�F�O�X�G�H�V�F�H�U�W�L�I�L�F�D�W�H�I�R�U�P�D�W�V��

�;��������

System requirements
�7�K�H�I�R�O�O�R�Z�L�Q�J�V�\�V�W�H�P�U�H�T�X�L�U�H�P�H�Q�W�V�H�[�L�V�W�I�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�U�H�Q�F�U�\�S�W�L�R�Q��

�‡�7�K�H�$�G�P�L�Q�L�V�W�U�D�W�R�U�S�D�V�V�Z�R�U�G�F�D�Q�G�L�I�I�H�U�R�Q�H�Y�H�U�\�V�H�U�Y�H�U�L�Q�D�F�O�X�V�W�H�U��

�‡�7�K�H�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�W�K�D�W�D�U�H�X�V�H�G�D�W�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W���W�R�O�R�J�L�Q�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���P�X�V�W�P�D�W�F�K�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q
�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G���W�K�H�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�W�K�D�W�D�U�H�X�V�H�G�W�R�O�R�J�L�Q�W�R�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q����

�‡�/�6�&�V�H�[�L�V�W�L�Q�D�O�O�S�K�R�Q�H�V�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U��

�‡�%�H�I�R�U�H�\�R�X�F�R�Q�I�L�J�X�U�H�Y�R�L�F�H�P�D�L�O�S�R�U�W�V�I�R�U�V�H�F�X�U�L�W�\���Y�H�U�L�I�\�W�K�D�W�\�R�X�L�Q�V�W�D�O�O�H�G�D�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�W�\�R�U
�&�L�V�F�R�8�Q�L�W�\�&�R�Q�Q�H�F�W�L�R�Q�V�\�V�W�H�P�W�K�D�W�V�X�S�S�R�U�W�V�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H��

Related Topics

�&�$�3�)�V�\�V�W�H�P�L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�T�X�L�U�H�P�H�Q�W�V�� �R�Q�S�D�J�H������
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Features list
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�\�V�W�H�P�X�V�H�V�D�P�X�O�W�L�O�D�\�H�U�H�G�D�S�S�U�R�D�F�K�W�R�F�D�O�O�V�H�F�X�U�L�W�\���I�U�R�P�W�K�H
�W�U�D�Q�V�S�R�U�W�O�D�\�H�U�W�R�W�K�H�D�S�S�O�L�F�D�W�L�R�Q�O�D�\�H�U��

�7�U�D�Q�V�S�R�U�W�O�D�\�H�U�V�H�F�X�U�L�W�\�L�Q�F�O�X�G�H�V�7�/�6�D�Q�G�,�3�6�H�F�I�R�U�V�L�J�Q�D�O�L�Q�J�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�W�R�F�R�Q�W�U�R�O�D�Q�G
�S�U�H�Y�H�Q�W�D�F�F�H�V�V�W�R�W�K�H�Y�R�L�F�H�G�R�P�D�L�Q���6�5�7�3�D�G�G�V�P�H�G�L�D�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�W�R�V�H�F�X�U�H�S�U�L�Y�D�F�\�D�Q�G
�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�I�R�U�Y�R�L�F�H�F�R�Q�Y�H�U�V�D�W�L�R�Q�D�Q�G�R�W�K�H�U�P�H�G�L�D��

�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�S�U�R�Y�L�G�H�V�D�V�X�P�P�D�U�\�R�I�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�H�D�W�X�U�H�V�W�K�D�W�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�D�Q�L�P�S�O�H�P�H�Q�W�G�X�U�L�Q�J�D�Q�6�&�&�3�F�D�O�O�V�H�V�V�L�R�Q���G�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�I�H�D�W�X�U�H�V�W�K�D�W�D�U�H
�V�X�S�S�R�U�W�H�G�D�Q�G�F�R�Q�I�L�J�X�U�H�G��

��

Table 3: SCCP Call Security Features

Trunk SideLine SideSecurity Feature

�,�3�6�H�F�D�V�V�R�F�L�D�W�L�R�Q�V�6�H�F�X�U�H�7�/�6�S�R�U�W�7�U�D�Q�V�S�R�U�W���&�R�Q�Q�H�F�W�L�R�Q���,�Q�W�H�J�U�L�W�\

�,�3�6�H�F�F�H�U�W�L�I�L�F�D�W�H�H�[�F�K�D�Q�J�H�R�U
�S�U�H�V�K�D�U�H�G�N�H�\

�7�/�6�F�H�U�W�L�I�L�F�D�W�H�H�[�F�K�D�Q�J�H�Z���&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�D�Q�G���R�U�&�$�3�)

�'�H�Y�L�F�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�,�3�6�H�F�>�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�K�H�D�G�H�U��
�H�Q�F�U�\�S�W�L�R�Q���(�6�3�����R�U�E�R�W�K�@

�7�/�6�0�R�G�H���D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U
�H�Q�F�U�\�S�W�H�G

�6�L�J�Q�D�O�L�Q�J
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���(�Q�F�U�\�S�W�L�R�Q

�6�5�7�3�6�5�7�3�0�H�G�L�D�(�Q�F�U�\�S�W�L�R�Q

�3�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�3�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�$�X�W�K�R�U�L�]�D�W�L�R�Q

�6�X�S�S�R�U�W�H�G�I�H�D�W�X�U�H�V�R�Q�D�G�H�Y�L�F�H�Y�D�U�\�E�\�G�H�Y�L�F�H
�W�\�S�H��

Note

�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�S�U�R�Y�L�G�H�V�D�V�X�P�P�D�U�\�R�I�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�H�D�W�X�U�H�V�W�K�D�W�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�D�Q�L�P�S�O�H�P�H�Q�W�G�X�U�L�Q�J�D�6�,�3�F�D�O�O�V�H�V�V�L�R�Q���G�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�I�H�D�W�X�U�H�V�W�K�D�W�D�U�H�V�X�S�S�R�U�W�H�G
�D�Q�G�F�R�Q�I�L�J�X�U�H�G��

Table 4: SIP Call Security Features

Trunk SideLine SideSecurity Feature

�6�H�F�X�U�H�7�/�6�S�R�U�W�6�H�F�X�U�H�7�/�6�S�R�U�W�7�U�D�Q�V�S�R�U�W���&�R�Q�Q�H�F�W�L�R�Q���,�Q�W�H�J�U�L�W�\

�,�3�6�H�F�F�H�U�W�L�I�L�F�D�W�H�H�[�F�K�D�Q�J�H�R�U
�S�U�H�V�K�D�U�H�G�N�H�\

�7�/�6�F�H�U�W�L�I�L�F�D�W�H�H�[�F�K�D�Q�J�H�Z���&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�D�Q�G���R�U�&�$�3�)

�'�H�Y�L�F�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�6�,�3�W�U�X�Q�N�X�V�H�U�D�J�H�Q�W�V�X�V�H�X�Q�L�T�X�H
�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V��

�(�D�F�K�6�,�3�G�H�Y�L�F�H�X�V�H�V�X�Q�L�T�X�H�G�L�J�H�V�W
�X�V�H�U�F�U�H�G�H�Q�W�L�D�O�V��

�'�L�J�H�V�W�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q
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Trunk SideLine SideSecurity Feature

�7�/�6�0�R�G�H���D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U
�H�Q�F�U�\�S�W�H�G�P�R�G�H

�7�/�6�0�R�G�H���D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U
�H�Q�F�U�\�S�W�H�G���H�[�F�H�S�W�&�L�V�F�R�8�Q�L�I�L�H�G�,�3
�3�K�R�Q�H�V���������*�����������*����

�6�L�J�Q�D�O�L�Q�J
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���(�Q�F�U�\�S�W�L�R�Q

�6�5�7�3�6�5�7�3�0�H�G�L�D�(�Q�F�U�\�S�W�L�R�Q

�3�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V

�0�H�W�K�R�G�O�L�V�W

�3�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�$�X�W�K�R�U�L�]�D�W�L�R�Q

�6�X�S�S�R�U�W�H�G�I�H�D�W�X�U�H�V�R�Q�D�G�H�Y�L�F�H�Y�D�U�\�E�\�G�H�Y�L�F�H
�W�\�S�H��

Note

Security icons
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V�V�H�F�X�U�L�W�\�V�W�D�W�X�V�I�R�U�D�F�D�O�O���D�F�F�R�U�G�L�Q�J�W�R�V�H�F�X�U�L�W�\�O�H�Y�H�O�V�W�K�D�W
�D�U�H�F�R�Q�I�L�J�X�U�H�G�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���V���D�Q�G�G�H�Y�L�F�H�V�W�K�D�W�D�U�H�S�D�U�W�L�F�L�S�D�W�L�Q�J
�L�Q�W�K�H�F�D�O�O��

�3�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�V�H�F�X�U�L�W�\�L�F�R�Q�V�G�L�V�S�O�D�\�W�K�H�F�D�O�O�V�H�F�X�U�L�W�\�O�H�Y�H�O��

�‡�7�K�H�S�K�R�Q�H�G�L�V�S�O�D�\�V�D�V�K�L�H�O�G�L�F�R�Q�I�R�U�F�D�O�O�V�Z�L�W�K�D�V�L�J�Q�D�O�L�Q�J�V�H�F�X�U�L�W�\�O�H�Y�H�O�R�I�D�X�W�K�H�Q�W�L�F�D�W�H�G���$ �V�K�L�H�O�G
�L�G�H�Q�W�L�I�L�H�V�D�V�H�F�X�U�H�G�F�R�Q�Q�H�F�W�L�R�Q�E�H�W�Z�H�H�Q�&�L�V�F�R�,�3�G�H�Y�L�F�H�V���Z�K�L�F�K�P�H�D�Q�V�W�K�D�W�W�K�H�G�H�Y�L�F�H�V�K�D�Y�H�D�X�W�K�H�Q�W�L�F�D�W�H�G
�R�U�H�Q�F�U�\�S�W�H�G�V�L�J�Q�D�O�L�Q�J��

�‡�7�K�H�S�K�R�Q�H�G�L�V�S�O�D�\�V�D�O�R�F�N�L�F�R�Q�I�R�U�F�D�O�O�V�Z�L�W�K�H�Q�F�U�\�S�W�H�G�P�H�G�L�D���Z�K�L�F�K�P�H�D�Q�V�W�K�D�W�W�K�H�G�H�Y�L�F�H�V�D�U�H�X�V�L�Q�J
�H�Q�F�U�\�S�W�H�G�V�L�J�Q�D�O�L�Q�J�D�Q�G�H�Q�F�U�\�S�W�H�G�P�H�G�L�D��

�6�R�P�H�S�K�R�Q�H�P�R�G�H�O�V�G�L�V�S�O�D�\�R�Q�O�\�W�K�H�O�R�F�N�L�F�R�Q��Note

�7�K�H�V�H�F�X�U�L�W�\�V�W�D�W�X�V�R�I�D�F�D�O�O�F�D�Q�F�K�D�Q�J�H�I�R�U�S�R�L�Q�W���W�R���S�R�L�Q�W���L�Q�W�U�D�F�O�X�V�W�H�U���L�Q�W�H�U�F�O�X�V�W�H�U���D�Q�G�P�X�O�W�L�K�R�S�F�D�O�O�V���6�&�&�3
�O�L�Q�H���6�,�3�O�L�Q�H���D�Q�G�+���������V�L�J�Q�D�O�L�Q�J�V�X�S�S�R�U�W�Q�R�W�L�I�L�F�D�W�L�R�Q�R�I�F�D�O�O�V�H�F�X�U�L�W�\�V�W�D�W�X�V�F�K�D�Q�J�H�V�W�R�S�D�U�W�L�F�L�S�D�W�L�Q�J�H�Q�G�S�R�L�Q�W�V��
�,�I�D�6�,�3�W�U�X�Q�N�L�V�L�Q�Y�R�O�Y�H�G�L�Q�D�F�D�O�O�S�D�W�K���W�K�H�F�D�O�O�V�H�V�V�L�R�Q�V�W�D�W�X�V�V�S�H�F�L�I�L�H�V�Q�R�Q�V�H�F�X�U�H���5�H�I�H�U�W�R�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R
�V�H�F�X�U�L�W�\�L�F�R�Q�V�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�R�U�U�H�V�W�U�L�F�W�L�R�Q�V�W�K�D�W�D�U�H�D�V�V�R�F�L�D�W�H�G�Z�L�W�K�V�H�F�X�U�L�W�\�L�F�R�Q�V��

�7�K�H�D�X�G�L�R�D�Q�G�Y�L�G�H�R�S�R�U�W�L�R�Q�V�R�I�W�K�H�F�D�O�O�S�U�R�Y�L�G�H�E�D�V�L�V�I�R�U�W�K�H�F�D�O�O�V�H�F�X�U�L�W�\�V�W�D�W�X�V���&�R�Q�V�L�G�H�U�W�K�H�F�D�O�O�V�H�F�X�U�H
�R�Q�O�\�L�I�E�R�W�K�W�K�H�D�X�G�L�R�D�Q�G�Y�L�G�H�R�S�R�U�W�L�R�Q�V�D�U�H�V�H�F�X�U�H���7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�W�K�H�U�X�O�H�V�W�K�D�W�G�H�W�H�U�P�L�Q�H
�Z�K�H�W�K�H�U�D�V�H�F�X�U�L�W�\�L�F�R�Q�G�L�V�S�O�D�\�V���D�Q�G�Z�K�L�F�K�L�F�R�Q�D�S�S�H�D�U�V��

Table 5: Security Icon Display Rules

Phones That Display Only the
Lock Icon

Phones That Display
Both Shield and Lock
Icons

Media and Device Types In the Call

�/�R�F�N�/�R�F�N�6�H�F�X�U�H�D�X�G�L�R�R�Q�O�\

�1�R�Q�H�6�K�L�H�O�G�6�H�F�X�U�H�D�X�G�L�R�Z�L�W�K�X�Q�V�H�F�X�U�H�Y�L�G�H�R
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Phones That Display Only the
Lock Icon

Phones That Display
Both Shield and Lock
Icons

Media and Device Types In the Call

�/�R�F�N�/�R�F�N�6�H�F�X�U�H�D�X�G�L�R�Z�L�W�K�V�H�F�X�U�H�Y�L�G�H�R

�1�R�Q�H�6�K�L�H�O�G�$�X�W�K�H�Q�W�L�F�D�W�H�G�G�H�Y�L�F�H�Z�L�W�K�Q�R�Q�V�H�F�X�U�H�D�X�G�L�R�R�Q�O�\

�1�R�Q�H�6�K�L�H�O�G�$�X�W�K�H�Q�W�L�F�D�W�H�G�G�H�Y�L�F�H�Z�L�W�K�Q�R�Q�V�H�F�X�U�H�D�X�G�L�R�D�Q�G
�Y�L�G�H�R

�1�R�Q�H�1�R�Q�H�8�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G�G�H�Y�L�F�H�Z�L�W�K�Q�R�Q�V�H�F�X�U�H�D�X�G�L�R�R�Q�O�\

�1�R�Q�H�1�R�Q�H�8�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G�G�H�Y�L�F�H�Z�L�W�K�Q�R�Q�V�H�F�X�U�H�D�X�G�L�R�D�Q�G
�Y�L�G�H�R

�)�R�U�F�R�Q�I�H�U�H�Q�F�H�D�Q�G�E�D�U�J�H�F�D�O�O�V���W�K�H�V�H�F�X�U�L�W�\�L�F�R�Q�G�L�V�S�O�D�\�V�W�K�H�V�H�F�X�U�L�W�\�V�W�D�W�X�V�I�R�U�W�K�H�F�R�Q�I�H�U�H�Q�F�H��

Related Topics

�6�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�L�F�R�Q�V�� �R�Q�S�D�J�H������

Interactions and restrictions
�7�K�L�V�V�H�F�W�L�R�Q�F�R�Q�W�D�L�Q�V�L�Q�W�H�U�D�F�W�L�R�Q�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�L�Q�I�R�U�P�D�W�L�R�Q��

�6�H�H�W�K�H�U�H�O�D�W�H�G�W�R�S�L�F�V�I�R�U�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V�W�K�D�W�D�U�H�D�V�V�R�F�L�D�W�H�G�Z�L�W�K�W�K�H�V�H�F�X�U�H
�F�R�Q�I�H�U�H�Q�F�H�I�H�D�W�X�U�H��

Related Topics

�,�Q�W�H�U�D�F�W�L�R�Q�V�� �R�Q�S�D�J�H����
�5�H�V�W�U�L�F�W�L�R�Q�V�� �R�Q�S�D�J�H����
�6�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�U�H�V�R�X�U�F�H�V�V�H�W�X�S�� �R�Q�S�D�J�H������

Interactions
�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�K�R�Z�&�L�V�F�R�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�L�Q�W�H�U�D�F�W�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�D�S�S�O�L�F�D�W�L�R�Q�V��

Presence

�7�R�D�G�G�S�U�H�V�H�Q�F�H�J�U�R�X�S�D�X�W�K�R�U�L�]�D�W�L�R�Q�I�R�U�S�K�R�Q�H�V�D�Q�G�W�U�X�Q�N�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���F�R�Q�I�L�J�X�U�H�S�U�H�V�H�Q�F�H�J�U�R�X�S�V
�W�R�U�H�V�W�U�L�F�W�S�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�W�R�D�X�W�K�R�U�L�]�H�G�X�V�H�U�V��

�5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�)�H�D�W�X�U�H�V�D�Q�G�6�H�U�Y�L�F�H�V�*�X�L�G�H�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�S�U�H�V�H�Q�F�H�J�U�R�X�S�V��

Note
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�7�R�D�O�O�R�Z�S�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�R�Q�6�,�3�W�U�X�Q�N�V���F�R�Q�I�L�J�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R�D�F�F�H�S�W
�S�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�R�Q�W�K�H�6�,�3�W�U�X�Q�N�D�Q�G���L�I�U�H�T�X�L�U�H�G���F�R�Q�I�L�J�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R
�D�F�F�H�S�W�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�H�L�Q�F�R�P�L�Q�J�S�U�H�V�H�Q�F�H�U�H�T�X�H�V�W�V�I�U�R�P�W�K�H�U�H�P�R�W�H�G�H�Y�L�F�H�R�U�D�S�S�O�L�F�D�W�L�R�Q��

SIP Trunk

�7�R�X�V�H�6�,�3���L�Q�L�W�L�D�W�H�G�W�U�D�Q�V�I�H�U�I�H�D�W�X�U�H�V�D�Q�G�R�W�K�H�U�D�G�Y�D�Q�F�H�G�W�U�D�Q�V�I�H�U���U�H�O�D�W�H�G�I�H�D�W�X�U�H�V�R�Q�6�,�3�W�U�X�Q�N�V���V�X�F�K�D�V�: �H�E
�7�U�D�Q�V�I�H�U�D�Q�G�&�O�L�F�N�W�R�'�L�D�O���F�R�Q�I�L�J�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R�D�F�F�H�S�W�L�Q�F�R�P�L�Q�J�2�X�W�R�I
�'�L�D�O�R�J�5�(�)�(�5�U�H�T�X�H�V�W�V��

�7�R�S�U�R�Y�L�G�H�V�X�S�S�R�U�W�I�R�U�H�Y�H�Q�W�U�H�S�R�U�W�L�Q�J���V�X�F�K�D�V�0�:�, �V�X�S�S�R�U�W���D�Q�G�W�R�U�H�G�X�F�H�S�H�U���F�D�O�O�0�7�3�D�O�O�R�F�D�W�L�R�Q�V���I�U�R�P
�D�Y�R�L�F�H���P�H�V�V�D�J�L�Q�J�V�H�U�Y�H�U���I�R�U�H�[�D�P�S�O�H�����F�R�Q�I�L�J�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R�D�F�F�H�S�W
�8�Q�V�R�O�L�F�L�W�H�G�1�R�W�L�I�L�F�D�W�L�R�Q�6�,�3�U�H�T�X�H�V�W�V��

�7�R�D�O�O�R�Z�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R�W�U�D�Q�V�I�H�U�D�Q�H�[�W�H�U�Q�D�O�F�D�O�O�R�Q�D�6�,�3�W�U�X�Q�N�W�R�D�Q�H�[�W�H�U�Q�D�O
�G�H�Y�L�F�H�R�U�S�D�U�W�\���L�Q�D�W�W�H�Q�G�H�G�W�U�D�Q�V�I�H�U���I�R�U�H�[�D�P�S�O�H�����F�R�Q�I�L�J�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R
�D�F�F�H�S�W�6�,�3�U�H�T�X�H�V�W�V�Z�L�W�K�U�H�S�O�D�F�H�V�K�H�D�G�H�U�L�Q�5�(�)�(�5�6�D�Q�G�,�1�9�,�7�(�6��

Extension Mobility

�)�R�U�H�[�W�H�Q�V�L�R�Q�P�R�E�L�O�L�W�\���W�K�H�6�,�3�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�F�K�D�Q�J�H�Z�K�H�Q�D�X�V�H�U�O�R�J�V�L�Q�D�Q�G�R�X�W�E�H�F�D�X�V�H�G�L�I�I�H�U�H�Q�W
�F�U�H�G�H�Q�W�L�D�O�V�D�U�H�F�R�Q�I�L�J�X�U�H�G�I�R�U�G�L�I�I�H�U�H�Q�W�H�Q�G�X�V�H�U�V��

CTI

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�V�V�L�V�W�D�Q�W�V�X�S�S�R�U�W�V�D�V�H�F�X�U�H�F�R�Q�Q�H�F�W�L�R�Q�W�R�&�7�,���W�U�D�Q�V�S�R�U�W�O�D�\�H�U
�V�H�F�X�U�L�W�\�F�R�Q�Q�H�F�W�L�R�Q���Z�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�D�&�$�3�)�S�U�R�I�L�O�H���R�Q�H�I�R�U�H�D�F�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�V�V�L�V�W�D�Q�W�Q�R�G�H����

�:�K�H�Q�P�X�O�W�L�S�O�H�L�Q�V�W�D�Q�F�H�V�R�I�D�&�7�,���-�7�$�3�,���7�$�3�,�D�S�S�O�L�F�D�W�L�R�Q�D�U�H�U�X�Q�Q�L�Q�J���&�7�,�7�/�6�V�X�S�S�R�U�W�U�H�T�X�L�U�H�V�\�R�X�W�R
�F�R�Q�I�L�J�X�U�H�D�X�Q�L�T�X�H�L�Q�V�W�D�Q�F�H�,�'���,�,�'���I�R�U�H�Y�H�U�\�D�S�S�O�L�F�D�W�L�R�Q�L�Q�V�W�D�Q�F�H�W�R�V�H�F�X�U�H�V�L�J�Q�D�O�L�Q�J�D�Q�G�P�H�G�L�D�F�R�P�P�X�Q�L�F�D�W�L�R�Q
�V�W�U�H�D�P�V�E�H�W�Z�H�H�Q�&�7�,�0�D�Q�D�J�H�U�D�Q�G�-�7�$�3�,���7�6�3���&�7�,�D�S�S�O�L�F�D�W�L�R�Q�V��

�:�K�H�Q�W�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�H�T�X�D�O�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�H�Q�F�U�\�S�W�H�G���W�K�H�&�L�V�F�R�8�Q�L�W�\���&�0�7�6�3�F�R�Q�Q�H�F�W�V�W�R�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�K�U�R�X�J�K�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�7�/�6�S�R�U�W���:�K�H�Q�W�K�H
�V�H�F�X�U�L�W�\�P�R�G�H�H�T�X�D�O�V�Q�R�Q�V�H�F�X�U�H���W�K�H�&�L�V�F�R�8�Q�L�W�\�7�6�3�F�R�Q�Q�H�F�W�V�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�W�K�U�R�X�J�K�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�R�U�W��

Restrictions
�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�U�H�V�W�U�L�F�W�L�R�Q�V�W�K�D�W�D�S�S�O�\�W�R�&�L�V�F�R�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V��

Related Topics

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�%�D�U�J�H�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�&�O�X�V�W�H�U�D�Q�G�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�V�� �R�Q�S�D�J�H����
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�0�H�G�L�D�U�H�V�R�X�U�F�H�V�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�3�D�F�N�H�W�F�D�S�W�X�U�L�Q�J�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�3�K�R�Q�H�V�X�S�S�R�U�W�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�3�K�R�Q�H�V�X�S�S�R�U�W�D�Q�G�H�Q�F�U�\�S�W�H�G�V�H�W�X�S�I�L�O�H�V�� �R�Q�S�D�J�H����
�6�H�F�X�U�L�W�\�L�F�R�Q�V�� �R�Q�S�D�J�H��
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�: �L�G�H�E�D�Q�G�F�R�G�H�F�V�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����

Authentication and encryption

�&�R�Q�V�L�G�H�U�W�K�H�I�R�O�O�R�Z�L�Q�J�U�H�V�W�U�L�F�W�L�R�Q�V�E�H�I�R�U�H�\�R�X�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�H�D�W�X�U�H�V��

�‡�$�X�W�R���U�H�J�L�V�W�U�D�W�L�R�Q�G�R�H�V�Q�R�W�Z�R�U�N�Z�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�P�L�[�H�G�P�R�G�H��

�‡�<�R�X�F�D�Q�Q�R�W�L�P�S�O�H�P�H�Q�W�V�L�J�Q�D�O�L�Q�J�R�U�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�Z�L�W�K�R�X�W�G�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���7�R�L�Q�V�W�D�O�O�G�H�Y�L�F�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���H�Q�D�E�O�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�D�Q�G�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W��

�‡�&�L�V�F�R�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�1�H�W�Z�R�U�N�$�G�G�U�H�V�V�7�U�D�Q�V�O�D�W�L�R�Q���1�$�7���Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�L�I�\�R�X�F�R�Q�I�L�J�X�U�H�P�L�[�H�G�P�R�G�H��

�<�R�X�F�D�Q�H�Q�D�E�O�H�8�'�3 �L�Q�W�K�H�I�L�U�H�Z�D�O�O�W�R�D�O�O�R�Z�P�H�G�L�D�V�W�U�H�D�P�I�L�U�H�Z�D�O�O�W�U�D�Y�H�U�V�D�O���(�Q�D�E�O�L�Q�J�8�'�3 �D�O�O�R�Z�V�W�K�H
�P�H�G�L�D�V�R�X�U�F�H�R�Q�W�K�H�W�U�X�V�W�H�G�V�L�G�H�R�I�W�K�H�I�L�U�H�Z�D�O�O�W�R�R�S�H�Q�D�E�L�G�L�U�H�F�W�L�R�Q�D�O�P�H�G�L�D�I�O�R�Z�W�K�U�R�X�J�K�W�K�H�I�L�U�H�Z�D�O�O
�E�\�V�H�Q�G�L�Q�J�W�K�H�P�H�G�L�D�S�D�F�N�H�W�W�K�U�R�X�J�K�W�K�H�I�L�U�H�Z�D�O�O��

�+�D�U�G�Z�D�U�H�'�6�3�U�H�V�R�X�U�F�H�V�F�D�Q�Q�R�W�L�Q�L�W�L�D�W�H�W�K�L�V�W�\�S�H�R�I�F�R�Q�Q�H�F�W�L�R�Q�D�Q�G���W�K�H�U�H�I�R�U�H���P�X�V�W�H�[�L�V�W�R�X�W�V�L�G�H�W�K�H
�I�L�U�H�Z�D�O�O��

Tip

�6�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�1�$�7�W�U�D�Y�H�U�V�D�O���,�Q�V�W�H�D�G�R�I�X�V�L�Q�J�1�$�7���F�R�Q�V�L�G�H�U�X�V�L�Q�J�/�$�1 �H�[�W�H�Q�V�L�R�Q
�9�3�1�V��

Barge and encryption

�7�K�H�I�R�O�O�R�Z�L�Q�J�U�H�V�W�U�L�F�W�L�R�Q�V�D�S�S�O�\�W�R�E�D�U�J�H�D�Q�G�H�Q�F�U�\�S�W�L�R�Q��

�‡�'�X�H�W�R�E�D�Q�G�Z�L�G�W�K�U�H�T�X�L�U�H�P�H�Q�W�V���&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* �G�R�Q�R�W�V�X�S�S�R�U�W�E�D�U�J�H�I�U�R�P
�D�Q�H�Q�F�U�\�S�W�H�G�G�H�Y�L�F�H�R�Q�D�Q�D�F�W�L�Y�H�H�Q�F�U�\�S�W�H�G�F�D�O�O���7�K�H�E�D�U�J�H�D�W�W�H�P�S�W�Z�L�O�O�I�D�L�O���$ �W�R�Q�H�S�O�D�\�V�R�Q�W�K�H�L�Q�L�W�L�D�W�R�U
�S�K�R�Q�H�W�R�L�Q�G�L�F�D�W�H�W�K�D�W�W�K�H�E�D�U�J�H�I�D�L�O�H�G��

�‡�(�Q�F�U�\�S�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�U�H�O�H�D�V�H�������R�U�H�D�U�O�L�H�U�F�D�Q�R�Q�O�\�E�D�U�J�H�D�Q�D�F�W�L�Y�H�F�D�O�O
�D�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�Q�R�Q�V�H�F�X�U�H�S�D�U�W�L�F�L�S�D�Q�W�V��

�‡�,�I�D�F�D�O�O�H�U�E�D�U�J�H�V�D�V�H�F�X�U�H�6�&�&�3�F�D�O�O���W�K�H�V�\�V�W�H�P�X�V�H�V�D�Q�L�Q�W�H�U�Q�D�O�W�R�Q�H���S�O�D�\�L�Q�J�P�H�F�K�D�Q�L�V�P�D�W�W�K�H�W�D�U�J�H�W
�G�H�Y�L�F�H���D�Q�G�W�K�H�V�W�D�W�X�V�U�H�P�D�L�Q�V�V�H�F�X�U�H��

�‡�,�I�D�F�D�O�O�H�U�E�D�U�J�H�V�D�V�H�F�X�U�H�6�,�3�F�D�O�O���W�K�H�V�\�V�W�H�P�S�U�R�Y�L�G�H�V�W�R�Q�H���R�Q���K�R�O�G���D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�F�O�D�V�V�L�I�L�H�V�W�K�H�F�D�O�O�D�V�Q�R�Q�V�H�F�X�U�H�G�X�U�L�Q�J�W�K�H�W�R�Q�H��

�1�R�Q�V�H�F�X�U�H�R�U�D�X�W�K�H�Q�W�L�F�D�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�U�H�O�H�D�V�H�������R�U�O�D�W�H�U�F�D�Q�E�D�U�J�H�H�Q�F�U�\�S�W�H�G
�F�D�O�O�V���7�K�H�V�H�F�X�U�L�W�\�L�F�R�Q�L�Q�G�L�F�D�W�H�V�W�K�H�V�H�F�X�U�L�W�\�V�W�D�W�X�V�I�R�U�W�K�H�F�R�Q�I�H�U�H�Q�F�H��

Note

Related Topics

�6�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�L�F�R�Q�V�� �R�Q�S�D�J�H������
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Wideband codecs and encryption

�7�K�H�I�R�O�O�R�Z�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q�D�S�S�O�L�H�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �R�U���������* �W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�I�R�U
�H�Q�F�U�\�S�W�L�R�Q�D�Q�G�D�V�V�R�F�L�D�W�H�G�Z�L�W�K�D�Z�L�G�H�E�D�Q�G�F�R�G�H�F�U�H�J�L�R�Q���7�K�L�V�R�Q�O�\�D�S�S�O�L�H�V�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*
�R�U���������* �W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�I�R�U�7�/�6���6�5�7�3��

�7�R�H�V�W�D�E�O�L�V�K�D�Q�H�Q�F�U�\�S�W�H�G�F�D�O�O���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�J�Q�R�U�H�V�W�K�H�Z�L�G�H�E�D�Q�G�F�R�G�H�F�D�Q�G
�F�K�R�R�V�H�V�D�Q�R�W�K�H�U�V�X�S�S�R�U�W�H�G�F�R�G�H�F�I�U�R�P�W�K�H�F�R�G�H�F�O�L�V�W�W�K�D�W�W�K�H�S�K�R�Q�H�S�U�H�V�H�Q�W�V���,�I�W�K�H�R�W�K�H�U�G�H�Y�L�F�H�V�L�Q�W�K�H�F�D�O�O
�D�U�H�Q�R�W�F�R�Q�I�L�J�X�U�H�G�I�R�U�H�Q�F�U�\�S�W�L�R�Q���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�P�D�\�H�V�W�D�E�O�L�V�K�W�K�H
�D�X�W�K�H�Q�W�L�F�D�W�H�G���Q�R�Q�V�H�F�X�U�H�F�D�O�O�E�\�X�V�L�Q�J�W�K�H�Z�L�G�H�E�D�Q�G�F�R�G�H�F��

Media resources and encryption

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�S�S�R�U�W�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�D�Q�G�H�Q�F�U�\�S�W�H�G�F�D�O�O�V�E�H�W�Z�H�H�Q�V�H�F�X�U�H�&�L�V�F�R
�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���6�&�&�3�R�U�6�,�3�����V�H�F�X�U�H�&�7�,�G�H�Y�L�F�H�V���U�R�X�W�H�S�R�L�Q�W�V���V�H�F�X�U�H�&�L�V�F�R�0�*�&�3�,�2�6�J�D�W�H�Z�D�\�V���V�H�F�X�U�H
�6�,�3�W�U�X�Q�N�V���V�H�F�X�U�H�+���������J�D�W�H�Z�D�\�V���V�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�E�U�L�G�J�H�V���D�Q�G�V�H�F�X�U�H�+�����������+�����������+���������W�U�X�Q�N�V�Z�K�H�U�H
�Q�R�P�H�G�L�D�U�H�V�R�X�U�F�H�V�D�U�H�X�V�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�R�H�V�Q�R�W�S�U�R�Y�L�G�H�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�L�Q
�W�K�H�I�R�O�O�R�Z�L�Q�J�F�D�V�H�V��

�‡�&�D�O�O�V�W�K�D�W�L�Q�Y�R�O�Y�H�W�U�D�Q�V�F�R�G�H�U�V

�‡�&�D�O�O�W�K�D�W�L�Q�Y�R�O�Y�H�P�H�G�L�D�W�H�U�P�L�Q�D�W�L�R�Q�S�R�L�Q�W�V

�‡�&�D�O�O�V�W�K�D�W�L�Q�Y�R�O�Y�H�P�X�V�L�F�R�Q�K�R�O�G���H�[�F�H�S�W�I�R�U�V�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�E�U�L�G�J�H�F�D�O�O�V��

Phone support and encryption

�6�R�P�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���V�X�F�K�D�V�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���������*���G�R�Q�R�W�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�H�G�F�D�O�O�V���6�R�P�H
�S�K�R�Q�H�V�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�L�R�Q�E�X�W�G�R�Q�R�W�Y�D�O�L�G�D�W�H�F�H�U�W�L�I�L�F�D�W�H�V�L�J�Q�D�W�X�U�H�V���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H
�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�X�L�G�H�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�L�R�Q�D�Q�G�W�K�L�V�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

�7�K�H�I�R�O�O�R�Z�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�L�R�Q�����������*�� ���������*�� ���������*��
���������*�� ���������*�� ���������*���*�(�����������*�� ���������*�� ���������*�� ���������*�� ���������*���*�(�����������*�� ���������*�� ���������*�� ���������*��
���������*���*�(���D�Q�G���������*�� �7�K�H�I�R�O�O�R�Z�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�L�R�Q��
���������*�� ���������*�� ���������*�� ���������*���*�(�����������*�� ���������*�� ���������*���*�(�����������*�����������*�� ���������*�� ���������*�� ���������*���*�(��
�D�Q�G���������*��

�7�R�R�E�W�D�L�Q�W�K�H�I�X�O�O�E�H�Q�H�I�L�W�R�I�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V���&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�X�S�J�U�D�G�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V
�W�R�U�H�O�H�D�V�H���������Z�K�L�F�K�V�X�S�S�R�U�W�V�W�K�H�H�Q�F�U�\�S�W�L�R�Q�I�H�D�W�X�U�H�V�L�Q�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�U�H�O�H�D�V�H���(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�V�W�K�D�W�U�X�Q�H�D�U�O�L�H�U�U�H�O�H�D�V�H�V�G�R�Q�R�W�I�X�O�O�\�V�X�S�S�R�U�W�W�K�H�V�H�Q�H�Z�I�H�D�W�X�U�H�V���7�K�H�V�H�S�K�R�Q�H�V
�F�D�Q�S�D�U�W�L�F�L�S�D�W�H�L�Q�V�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�D�Q�G�E�D�U�J�H�F�D�O�O�V�R�Q�O�\�D�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�Q�R�Q�V�H�F�X�U�H�S�D�U�W�L�F�L�S�D�Q�W�V��

�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�U�H�O�H�D�V�H�������Z�L�W�K�D�Q�H�D�U�O�L�H�U�U�H�O�H�D�V�H�R�I�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�Z�L�O�O�G�L�V�S�O�D�\�W�K�H�L�U�F�R�Q�Q�H�F�W�L�R�Q�V�H�F�X�U�L�W�\�V�W�D�W�X�V���Q�R�W�W�K�H�F�R�Q�I�H�U�H�Q�F�H�V�H�F�X�U�L�W�\�V�W�D�W�X�V��
�G�X�U�L�Q�J�D�F�R�Q�I�H�U�H�Q�F�H�R�U�E�D�U�J�H�F�D�O�O���D�Q�G�G�R�Q�R�W�V�X�S�S�R�U�W�V�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�I�H�D�W�X�U�H�V�O�L�N�H�F�R�Q�I�H�U�H�Q�F�H�O�L�V�W��

Warning

Phone support and encrypted setup files

�1�R�W�D�O�O�S�K�R�Q�H�V�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V���6�R�P�H�S�K�R�Q�H�V�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�E�X�W
�G�R�Q�R�W�Y�D�O�L�G�D�W�H�I�L�O�H�V�L�J�Q�D�W�X�U�H�V���(�[�F�H�S�W�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������*���D�O�O�S�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W
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�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�U�H�T�X�L�U�H�I�L�U�P�Z�D�U�H�W�K�D�W�L�V�F�R�P�S�D�W�L�E�O�H�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�5�H�O�H�D�V�H�������R�U�O�D�W�H�U�W�R�U�H�F�H�L�Y�H�I�X�O�O�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V���&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������*
�X�V�H�H�[�L�V�W�L�Q�J�V�H�F�X�U�L�W�\�P�H�F�K�D�Q�L�V�P�V�D�Q�G�G�R�Q�R�W�U�H�T�X�L�U�H�Q�H�Z�I�L�U�P�Z�D�U�H�I�R�U�W�K�L�V�I�H�D�W�X�U�H��

Related Topics

�3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W�� �R�Q�S�D�J�H����

Security icons and encryption

�7�K�H�I�R�O�O�R�Z�L�Q�J�U�H�V�W�U�L�F�W�L�R�Q�V�D�S�S�O�\�W�R�V�H�F�X�U�L�W�\�L�F�R�Q�V�D�Q�G�H�Q�F�U�\�S�W�L�R�Q��

�‡�7�K�H�H�Q�F�U�\�S�W�L�R�Q�O�R�F�N�L�F�R�Q�P�D�\�Q�R�W�G�L�V�S�O�D�\�R�Q�W�K�H�S�K�R�Q�H�Z�K�H�Q�\�R�X�S�H�U�I�R�U�P�W�D�V�N�V�V�X�F�K�D�V�W�U�D�Q�V�I�H�U�U�L�Q�J�R�U
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�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�)�H�D�W�X�U�H�V�D�Q�G�6�H�U�Y�L�F�H�V�*�X�L�G�H��

Related Topics

�0�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�Z�L�W�K�%�D�U�J�H�V�H�W�X�S�� �R�Q�S�D�J�H����
�5�H�V�H�W�G�H�Y�L�F�H�V���U�H�E�R�R�W�V�H�U�Y�H�U�V�D�Q�G�F�O�X�V�W�H�U�V���D�Q�G�U�H�V�W�D�U�W�V�H�U�Y�L�F�H�V�� �R�Q�S�D�J�H����

Cisco Unified Communications Manager Security Guide, Release 9.0(1)    
   OL-27107-01 15

Best practices



Device resets, server and cluster reboots, and service restarts
�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�Z�K�H�Q�\�R�X�Q�H�H�G�W�R�U�H�V�H�W�W�K�H�G�H�Y�L�F�H�V���W�R�U�H�E�R�R�W�W�K�H�V�H�U�Y�H�U���F�O�X�V�W�H�U���R�U�W�R�U�H�V�W�D�U�W�V�H�U�Y�L�F�H�V
�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��

�&�R�Q�V�L�G�H�U�W�K�H�I�R�O�O�R�Z�L�Q�J�J�X�L�G�H�O�L�Q�H�V��

�‡�5�H�V�H�W�D�V�L�Q�J�O�H�G�H�Y�L�F�H�D�I�W�H�U�\�R�X�D�S�S�O�\�D�G�L�I�I�H�U�H�Q�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�‡�5�H�V�H�W�W�K�H�G�H�Y�L�F�H�V�L�I�\�R�X�S�H�U�I�R�U�P�S�K�R�Q�H���K�D�U�G�H�Q�L�Q�J�W�D�V�N�V��

�‡�5�H�V�H�W�W�K�H�G�H�Y�L�F�H�V�D�I�W�H�U�\�R�X�F�K�D�Q�J�H�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�I�U�R�P�P�L�[�H�G�W�R�Q�R�Q�V�H�F�X�U�H�P�R�G�H���R�U�Y�L�F�H
�Y�H�U�V�D����

�‡�5�H�V�W�D�U�W�D�O�O�G�H�Y�L�F�H�V�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W�R�U�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H��

�‡�5�H�V�H�W�W�K�H�G�H�Y�L�F�H�V�D�I�W�H�U�\�R�X�X�S�G�D�W�H�&�$�3�)�H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U�V��

�‡�5�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�D�I�W�H�U�\�R�X�X�S�G�D�W�H�S�R�U�W�V�I�R�U�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q��

�‡�5�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H�D�I�W�H�U�\�R�X�F�K�D�Q�J�H�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�I�U�R�P�P�L�[�H�G�W�R�Q�R�Q�V�H�F�X�U�H
�P�R�G�H���R�U�Y�L�F�H�Y�H�U�V�D����

�‡�5�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�D�I�W�H�U�\�R�X�X�S�G�D�W�H�D�V�V�R�F�L�D�W�H�G�&�$�3�)�V�H�U�Y�L�F�H
�S�D�U�D�P�H�W�H�U�V��

�‡�5�H�V�W�D�U�W�D�O�O�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H
�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�R�U�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H���3�H�U�I�R�U�P�W�K�L�V�W�D�V�N�R�Q�D�O�O�V�H�U�Y�H�U�V�W�K�D�W�U�X�Q�W�K�H�V�H�V�H�U�Y�L�F�H�V�L�Q
�W�K�H�F�O�X�V�W�H�U��

�‡�5�H�V�W�D�U�W�D�O�O�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�D�I�W�H�U�\�R�X�V�W�D�U�W�R�U�V�W�R�S�W�K�H�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H��

�‡�5�H�V�H�W�G�H�S�H�Q�G�H�Q�W�G�H�Y�L�F�H�V�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�V�H�F�X�U�H�6�5�6�7�U�H�I�H�U�H�Q�F�H�V��

�‡�,�I�\�R�X�V�H�W�W�K�H�6�P�D�U�W�&�D�U�G�V�H�U�Y�L�F�H�W�R�6�W�D�U�W�H�G�D�Q�G�$�X�W�R�P�D�W�L�F���U�H�E�R�R�W�W�K�H�3�&�Z�K�H�U�H�\�R�X�L�Q�V�W�D�O�O�H�G�W�K�H
�&�L�V�F�R�&�7�/�F�O�L�H�Q�W��

�‡�5�H�V�W�D�U�W�W�K�H�&�L�V�F�R�,�3�0�D�Q�D�J�H�U�$�V�V�L�V�W�D�Q�W�V�H�U�Y�L�F�H���&�L�V�F�R�: �H�E�'�L�D�O�H�U�: �H�E�6�H�U�Y�L�F�H���D�Q�G�W�K�H�&�L�V�F�R�(�[�W�H�Q�G�H�G
�)�X�Q�F�W�L�R�Q�V�V�H�U�Y�L�F�H�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V�W�K�D�W�D�U�H�D�V�V�R�F�L�D�W�H�G�Z�L�W�K
�W�K�H�$�S�S�O�L�F�D�W�L�R�Q�8�V�H�U�&�$�3�)�3�U�R�I�L�O�H��

�7�R�U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

�7�R�U�H�V�H�W�D�V�L�Q�J�O�H�G�H�Y�L�F�H�D�I�W�H�U�\�R�X�X�S�G�D�W�H�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�D�S�S�O�\�L�Q�J�W�K�H�S�K�R�Q�H
�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H��

Related Topics

�$�S�S�O�\�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�� �R�Q�S�D�J�H������

Reset devices, reboot servers and clusters, and restart services
�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�Z�K�H�Q�\�R�X�Q�H�H�G�W�R�U�H�V�H�W�W�K�H�G�H�Y�L�F�H�V���W�R�U�H�V�W�D�U�W�V�H�U�Y�L�F�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��
�R�U�W�R�U�H�E�R�R�W�W�K�H�V�H�U�Y�H�U���F�O�X�V�W�H�U��

�7�R�U�H�V�H�W�D�O�O�G�H�Y�L�F�H�V�L�Q�D�F�O�X�V�W�H�U���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��
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Before You Begin

�5�H�I�H�U�W�R�W�K�H�J�X�L�G�H�O�L�Q�H�V�I�R�U�G�H�Y�L�F�H�U�H�V�H�W�V���V�H�U�Y�H�U�D�Q�G�F�O�X�V�W�H�U�U�H�E�R�R�W�V���D�Q�G�V�H�U�Y�L�F�H�U�H�V�W�D�U�W�V�E�H�I�R�U�H�S�U�R�F�H�H�G�L�Q�J��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �&�L�V�F�R�8�Q�L�I�L�H�G�&�0��
�7�K�H�)�L�Q�G���/�L�V�W�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

Step 2 �&�O�L�F�N�)�L�Q�G��
�$ �O�L�V�W�R�I�F�R�Q�I�L�J�X�U�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�V�G�L�V�S�O�D�\�V��

Step 3 �&�K�R�R�V�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�R�Q�Z�K�L�F�K�\�R�X�Z�D�Q�W�W�R�U�H�V�H�W�G�H�Y�L�F�H�V��

Step 4 �&�O�L�F�N�5�H�V�H�W��

Step 5 �3�H�U�I�R�U�P�6�W�H�S���� �R�Q�S�D�J�H���� �D�Q�G�6�W�H�S���� �R�Q�S�D�J�H���� �I�R�U�H�D�F�K�V�H�U�Y�H�U�L�Q�W�K�H�F�O�X�V�W�H�U��

Related Topics

�'�H�Y�L�F�H�U�H�V�H�W�V���V�H�U�Y�H�U�D�Q�G�F�O�X�V�W�H�U�U�H�E�R�R�W�V���D�Q�G�V�H�U�Y�L�F�H�U�H�V�W�D�U�W�V�� �R�Q�S�D�J�H����

Media encryption with Barge setup
�:�K�H�Q�\�R�X�D�W�W�H�P�S�W�W�R�F�R�Q�I�L�J�X�U�H�E�D�U�J�H�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* �W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�I�R�U
�H�Q�F�U�\�S�W�L�R�Q���W�K�H�I�R�O�O�R�Z�L�Q�J�P�H�V�V�D�J�H�G�L�V�S�O�D�\�V��

�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�L�R�Q�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�P�R�G�H�O�V�������� �D�Q�G�����������W�K�R�V�H�H�Q�F�U�\�S�W�H�G�G�H�Y�L�F�H�V
�F�D�Q�Q�R�W�D�F�F�H�S�W�D�E�D�U�J�H�U�H�T�X�H�V�W�Z�K�H�Q�W�K�H�\�D�U�H�S�D�U�W�L�F�L�S�D�W�L�Q�J�L�Q�D�Q�H�Q�F�U�\�S�W�H�G�F�D�O�O���:�K�H�Q�W�K�H�F�D�O�O�L�V�H�Q�F�U�\�S�W�H�G��
�W�K�H�E�D�U�J�H�D�W�W�H�P�S�W�I�D�L�O�V��

Attention

�7�K�H�P�H�V�V�D�J�H�G�L�V�S�O�D�\�V�Z�K�H�Q�\�R�X�S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�‡�,�Q�W�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�Z�L�Q�G�R�Z���\�R�X�X�S�G�D�W�H�W�K�H�&�O�X�V�W�H�U�6�H�F�X�U�L�W�\�0�R�G�H�S�D�U�D�P�H�W�H�U��

�‡�,�Q�W�K�H�6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�Z�L�Q�G�R�Z���\�R�X�X�S�G�D�W�H�W�K�H�%�X�L�O�W�L�Q�%�U�L�G�J�H�(�Q�D�E�O�H�S�D�U�D�P�H�W�H�U��

�7�K�L�V�P�H�V�V�D�J�H�G�R�H�V�Q�R�W�G�L�V�S�O�D�\�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�Z�K�H�Q�D�Q�H�Q�F�U�\�S�W�H�G�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�L�V
�F�R�Q�I�L�J�X�U�H�G�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* �D�Q�G�\�R�X�F�K�R�R�V�H�'�H�I�D�X�O�W�I�R�U�W�K�H�%�X�L�O�W�,�Q�%�U�L�G�J�H
�V�H�W�W�L�Q�J���R�U�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J�H�T�X�D�O�V�'�H�I�D�X�O�W�����K�R�Z�H�Y�H�U���W�K�H�V�D�P�H�U�H�V�W�U�L�F�W�L�R�Q�D�S�S�O�L�H�V��

�)�R�U�F�K�D�Q�J�H�V�W�R�W�D�N�H�H�I�I�H�F�W���\�R�X�P�X�V�W�U�H�V�H�W�W�K�H�G�H�S�H�Q�G�H�Q�W�&�L�V�F�R�,�3�G�H�Y�L�F�H�V��Tip

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�%�D�U�J�H�D�Q�G�H�Q�F�U�\�S�W�L�R�Q��

Related Topics

�%�D�U�J�H�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
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CTL client, SSL, CAPF, and security token installation
�7�R�R�E�W�D�L�Q�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�X�S�S�R�U�W���\�R�X�L�Q�V�W�D�O�O�D�S�O�X�J���L�Q���W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W���I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���7�R�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W���\�R�X�P�X�V�W�R�E�W�D�L�Q�D�W�O�H�D�V�W�W�Z�R
�V�H�F�X�U�L�W�\�W�R�N�H�Q�V��

�0�H�G�L�D�D�Q�G�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�F�D�S�D�E�L�O�L�W�L�H�V�D�X�W�R�P�D�W�L�F�D�O�O�\�L�Q�V�W�D�O�O�Z�K�H�Q�\�R�X�L�Q�V�W�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�X�W�R�P�D�W�L�F�D�O�O�\�L�Q�V�W�D�O�O�V�6�H�F�X�U�H�6�R�F�N�H�W�V�/�D�\�H�U���6�6�/���I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�Y�L�U�W�X�D�O�G�L�U�H�F�W�R�U�L�H�V��
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�W�K�H�&�7�/�I�L�O�H���$�I�W�H�U�U�X�Q�Q�L�Q�J�W�K�H�&�7�/�F�O�L�H�Q�W���U�H�V�W�D�U�W�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�U�Y�L�F�H���V���I�R�U�W�K�H�X�S�G�D�W�H���I�R�U�H�[�D�P�S�O�H��
�U�H�V�W�D�U�W�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�Z�K�H�Q�\�R�X�X�S�G�D�W�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�F�H�U�W�L�I�L�F�D�W�H���U�H�V�W�D�U�W�&�$�3�)�Z�K�H�Q�\�R�X�X�S�G�D�W�H�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H���D�Q�G�V�R�R�Q��

�$�I�W�H�U�X�S�O�R�D�G�L�Q�J�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�R�U�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�V���\�R�X�P�L�J�K�W�R�E�V�H�U�Y�H
�W�K�H�S�K�R�Q�H�V�U�H�V�H�W�D�X�W�R�P�D�W�L�F�D�O�O�\�W�R�X�S�G�D�W�H�W�K�H�L�U�,�7�/�)�L�O�H��

Note

�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�J�H�Q�H�U�D�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H�6�L�J�Q�L�Q�J�5�H�T�X�H�V�W�V���&�6�5�V���D�W�W�K�H�S�O�D�W�I�R�U�P���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�U�H�O�H�D�V�H��

Related Topics

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�'�H�I�D�X�O�W�V�H�F�X�U�L�W�\�V�H�W�X�S�� �R�Q�S�D�J�H����

Authentication, integrity, and authorization
�,�Q�W�H�J�U�L�W�\�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�S�U�R�W�H�F�W�D�J�D�L�Q�V�W�W�K�H�I�R�O�O�R�Z�L�Q�J�W�K�U�H�D�W�V��

�‡�7�)�7�3�I�L�O�H�P�D�Q�L�S�X�O�D�W�L�R�Q���L�Q�W�H�J�U�L�W�\��

�‡�0�R�G�L�I�L�F�D�W�L�R�Q�R�I�F�D�O�O���S�U�R�F�H�V�V�L�Q�J�V�L�J�Q�D�O�L�Q�J�E�H�W�Z�H�H�Q�W�K�H�S�K�R�Q�H�D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�‡�0�D�Q���L�Q���W�K�H���P�L�G�G�O�H�D�W�W�D�F�N�V���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�����D�V�G�H�I�L�Q�H�G�L�Q�7�D�E�O�H�����7�H�U�P�L�Q�R�O�R�J�\�� �R�Q�S�D�J�H��
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�‡�3�K�R�Q�H�D�Q�G�V�H�U�Y�H�U�L�G�H�Q�W�L�W�\�W�K�H�I�W���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�‡�5�H�S�O�D�\�D�W�W�D�F�N���G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�$�X�W�K�R�U�L�]�D�W�L�R�Q�V�S�H�F�L�I�L�H�V�Z�K�D�W�D�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G�X�V�H�U���V�H�U�Y�L�F�H���R�U�D�S�S�O�L�F�D�W�L�R�Q�F�D�Q�G�R���<�R�X�F�D�Q�L�P�S�O�H�P�H�Q�W�P�X�O�W�L�S�O�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�D�X�W�K�R�U�L�]�D�W�L�R�Q�P�H�W�K�R�G�V�L�Q�D�V�L�Q�J�O�H�V�H�V�V�L�R�Q��

Related Topics

�$�X�W�K�R�U�L�]�D�W�L�R�Q�� �R�Q�S�D�J�H����
�'�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�)�L�O�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�,�P�D�J�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�6�L�J�Q�D�O�L�Q�J�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����

Image authentication
�7�K�L�V�S�U�R�F�H�V�V�S�U�H�Y�H�Q�W�V�W�D�P�S�H�U�L�Q�J�Z�L�W�K�W�K�H�E�L�Q�D�U�\�L�P�D�J�H���W�K�H�I�L�U�P�Z�D�U�H�O�R�D�G���S�U�L�R�U�W�R�O�R�D�G�L�Q�J�L�W�R�Q�W�K�H�S�K�R�Q�H��
�7�D�P�S�H�U�L�Q�J�Z�L�W�K�W�K�H�L�P�D�J�H�F�D�X�V�H�V�W�K�H�S�K�R�Q�H�W�R�I�D�L�O�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�S�U�R�F�H�V�V�D�Q�G�U�H�M�H�F�W�W�K�H�L�P�D�J�H���,�P�D�J�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�W�K�U�R�X�J�K�V�L�J�Q�H�G�E�L�Q�D�U�\�I�L�O�H�V�W�K�D�W�D�X�W�R�P�D�W�L�F�D�O�O�\�L�Q�V�W�D�O�O�Z�K�H�Q�\�R�X�L�Q�V�W�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���/�L�N�H�Z�L�V�H���I�L�U�P�Z�D�U�H�X�S�G�D�W�H�V�W�K�D�W�\�R�X�G�R�Z�Q�O�R�D�G�I�U�R�P�W�K�H�Z�H�E�D�O�V�R�S�U�R�Y�L�G�H�V�L�J�Q�H�G
�E�L�Q�D�U�\�L�P�D�J�H�V��

Device authentication
�7�K�L�V�S�U�R�F�H�V�V�Y�D�O�L�G�D�W�H�V�W�K�H�L�G�H�Q�W�L�W�\�R�I�W�K�H�F�R�P�P�X�Q�L�F�D�W�L�Q�J�G�H�Y�L�F�H�D�Q�G�H�Q�V�X�U�H�V�W�K�D�W�W�K�H�H�Q�W�L�W�\�L�V�Z�K�R�L�W�F�O�D�L�P�V
�W�R�E�H��

�'�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�E�H�W�Z�H�H�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�D�Q�G�V�X�S�S�R�U�W�H�G
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���6�,�3�W�U�X�Q�N�V���R�U�-�7�$�3�,���7�$�3�,���&�7�,�D�S�S�O�L�F�D�W�L�R�Q�V���Z�K�H�Q�V�X�S�S�R�U�W�H�G�����$�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G
�F�R�Q�Q�H�F�W�L�R�Q�R�F�F�X�U�V�E�H�W�Z�H�H�Q�W�K�H�V�H�H�Q�W�L�W�L�H�V�R�Q�O�\�Z�K�H�Q�H�D�F�K�H�Q�W�L�W�\�D�F�F�H�S�W�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�R�I�W�K�H�R�W�K�H�U�H�Q�W�L�W�\��
�0�X�W�X�D�O�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�G�H�V�F�U�L�E�H�V�W�K�L�V�S�U�R�F�H�V�V�R�I�P�X�W�X�D�O�F�H�U�W�L�I�L�F�D�W�H�H�[�F�K�D�Q�J�H��

�'�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�U�H�O�L�H�V�R�Q�W�K�H�F�U�H�D�W�L�R�Q�R�I�W�K�H�&�L�V�F�R�&�7�/�I�L�O�H���I�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�Q�R�G�H�D�Q�G�D�S�S�O�L�F�D�W�L�R�Q�V�����D�Q�G�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q���I�R�U
�D�X�W�K�H�Q�W�L�F�D�W�L�Q�J�S�K�R�Q�H�V�D�Q�G�-�7�$�3�,���7�$�3�,���&�7�,�D�S�S�O�L�F�D�W�L�R�Q�V����

�$ �6�,�3�X�V�H�U�D�J�H�Q�W�W�K�D�W�F�R�Q�Q�H�F�W�V�Y�L�D�D�6�,�3�W�U�X�Q�N�D�X�W�K�H�Q�W�L�F�D�W�H�V�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�L�I�W�K�H�&�D�O�O�0�D�Q�D�J�H�U�W�U�X�V�W�V�W�R�U�H�F�R�Q�W�D�L�Q�V�W�K�H�6�,�3�X�V�H�U�D�J�H�Q�W�F�H�U�W�L�I�L�F�D�W�H�D�Q�G�L�I�W�K�H�6�,�3�X�V�H�U�D�J�H�Q�W�F�R�Q�W�D�L�Q�V�W�K�H
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�H�U�W�L�I�L�F�D�W�H�L�Q�L�W�V�W�U�X�V�W�V�W�R�U�H���)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�X�S�G�D�W�L�Q�J�W�K�H
�&�D�O�O�0�D�Q�D�J�H�U�W�U�X�V�W�V�W�R�U�H���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q
�*�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H��

Tip

Related Topics

�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W�� �R�Q�S�D�J�H����

   Cisco Unified Communications Manager Security Guide, Release 9.0(1)
22 OL-27107-01  

Authentication, integrity, and authorization



File authentication
�7�K�L�V�S�U�R�F�H�V�V�Y�D�O�L�G�D�W�H�V�G�L�J�L�W�D�O�O�\�V�L�J�Q�H�G�I�L�O�H�V�W�K�D�W�W�K�H�S�K�R�Q�H�G�R�Z�Q�O�R�D�G�V���I�R�U�H�[�D�P�S�O�H���W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q���U�L�Q�J
�O�L�V�W���O�R�F�D�O�H���D�Q�G�&�7�/�I�L�O�H�V���7�K�H�S�K�R�Q�H�Y�D�O�L�G�D�W�H�V�W�K�H�V�L�J�Q�D�W�X�U�H�W�R�Y�H�U�L�I�\�W�K�D�W�I�L�O�H�W�D�P�S�H�U�L�Q�J�G�L�G�Q�R�W�R�F�F�X�U�D�I�W�H�U
�W�K�H�I�L�O�H�F�U�H�D�W�L�R�Q���)�R�U�D�O�L�V�W�R�I�G�H�Y�L�F�H�V�W�K�D�W�D�U�H�V�X�S�S�R�U�W�H�G��

�7�K�H�7�)�7�3�V�H�U�Y�H�U�G�R�H�V�Q�R�W�V�L�J�Q�D�Q�\�I�L�O�H�V�L�I�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�F�O�X�V�W�H�U�I�R�U�Q�R�Q�V�H�F�X�U�H�P�R�G�H���,�I�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H
�F�O�X�V�W�H�U�I�R�U�P�L�[�H�G�P�R�G�H���W�K�H�7�)�7�3�V�H�U�Y�H�U�V�L�J�Q�V�V�W�D�W�L�F�I�L�O�H�V���V�X�F�K�D�V�U�L�Q�J�O�L�V�W���O�R�F�D�O�L�]�H�G���G�H�I�D�X�O�W���F�Q�I���[�P�O���D�Q�G
�U�L�Q�J�O�L�V�W�Z�D�Y�I�L�O�H�V���L�Q���V�J�Q�I�R�U�P�D�W���7�K�H�7�)�7�3�V�H�U�Y�H�U�V�L�J�Q�V�I�L�O�H�V�L�Q���G�H�Y�L�F�H�Q�D�P�H�!���F�Q�I���[�P�O�I�R�U�P�D�W�H�Y�H�U�\�W�L�P�H
�W�K�D�W�W�K�H�7�)�7�3�V�H�U�Y�H�U�Y�H�U�L�I�L�H�V�W�K�D�W�D�G�D�W�D�F�K�D�Q�J�H�R�F�F�X�U�U�H�G�I�R�U�W�K�H�I�L�O�H��

�7�K�H�7�)�7�3�V�H�U�Y�H�U�Z�U�L�W�H�V�W�K�H�V�L�J�Q�H�G�I�L�O�H�V�W�R�G�L�V�N�L�I�F�D�F�K�L�Q�J�L�V�G�L�V�D�E�O�H�G���,�I�W�K�H�7�)�7�3�V�H�U�Y�H�U�Y�H�U�L�I�L�H�V�W�K�D�W�D�V�D�Y�H�G
�I�L�O�H�K�D�V�F�K�D�Q�J�H�G���W�K�H�7�)�7�3�V�H�U�Y�H�U�U�H���V�L�J�Q�V�W�K�H�I�L�O�H���7�K�H�Q�H�Z�I�L�O�H�R�Q�W�K�H�G�L�V�N�R�Y�H�U�Z�U�L�W�H�V�W�K�H�V�D�Y�H�G�I�L�O�H�W�K�D�W�J�H�W�V
�G�H�O�H�W�H�G���%�H�I�R�U�H�W�K�H�S�K�R�Q�H�F�D�Q�G�R�Z�Q�O�R�D�G�W�K�H�Q�H�Z�I�L�O�H���W�K�H�D�G�P�L�Q�L�V�W�U�D�W�R�U�P�X�V�W�U�H�V�W�D�U�W�D�I�I�H�F�W�H�G�G�H�Y�L�F�H�V�L�Q�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�$�I�W�H�U�W�K�H�S�K�R�Q�H�U�H�F�H�L�Y�H�V�W�K�H�I�L�O�H�V�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U���W�K�H�S�K�R�Q�H�Y�H�U�L�I�L�H�V�W�K�H�L�Q�W�H�J�U�L�W�\�R�I�W�K�H�I�L�O�H�V�E�\�Y�D�O�L�G�D�W�L�Q�J
�W�K�H�V�L�J�Q�D�W�X�U�H�R�Q�W�K�H�I�L�O�H���)�R�U�W�K�H�S�K�R�Q�H�W�R�H�V�W�D�E�O�L�V�K�D�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G�F�R�Q�Q�H�F�W�L�R�Q���H�Q�V�X�U�H�W�K�D�W�W�K�H�I�R�O�O�R�Z�L�Q�J
�F�U�L�W�H�U�L�D�D�U�H�P�H�W��

�‡�$ �F�H�U�W�L�I�L�F�D�W�H�P�X�V�W�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H��

�‡�7�K�H�&�7�/�I�L�O�H�P�X�V�W�H�[�L�V�W�R�Q�W�K�H�S�K�R�Q�H���D�Q�G�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�H�Q�W�U�\�D�Q�G
�F�H�U�W�L�I�L�F�D�W�H�P�X�V�W�H�[�L�V�W�L�Q�W�K�H�I�L�O�H��

�‡�<�R�X�F�R�Q�I�L�J�X�U�H�G�W�K�H�G�H�Y�L�F�H�I�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�U�H�Q�F�U�\�S�W�L�R�Q��

�)�L�O�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�U�H�O�L�H�V�R�Q�W�K�H�F�U�H�D�W�L�R�Q�R�I�W�K�H�&�H�U�W�L�I�L�F�D�W�H�7�U�X�V�W�/�L�V�W���&�7�/���I�L�O�H��Note

Related Topics

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W�� �R�Q�S�D�J�H����

Signaling authentication
�7�K�L�V�S�U�R�F�H�V�V���D�O�V�R�N�Q�R�Z�Q�D�V�V�L�J�Q�D�O�L�Q�J�L�Q�W�H�J�U�L�W�\���X�V�H�V�W�K�H�7�/�6�S�U�R�W�R�F�R�O�W�R�Y�D�O�L�G�D�W�H�W�K�D�W�Q�R�W�D�P�S�H�U�L�Q�J�R�F�F�X�U�U�H�G
�W�R�V�L�J�Q�D�O�L�Q�J�S�D�F�N�H�W�V�G�X�U�L�Q�J�W�U�D�Q�V�P�L�V�V�L�R�Q��

�6�L�J�Q�D�O�L�Q�J�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�U�H�O�L�H�V�R�Q�W�K�H�F�U�H�D�W�L�R�Q�R�I�W�K�H�&�H�U�W�L�I�L�F�D�W�H�7�U�X�V�W�/�L�V�W���&�7�/���I�L�O�H��

Related Topics

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Digest authentication
�7�K�L�V�S�U�R�F�H�V�V�I�R�U�6�,�3�W�U�X�Q�N�V�D�Q�G�S�K�R�Q�H�V�D�O�O�R�Z�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R�F�K�D�O�O�H�Q�J�H�W�K�H
�L�G�H�Q�W�L�W�\�R�I�D�G�H�Y�L�F�H�W�K�D�W�L�V�F�R�Q�Q�H�F�W�L�Q�J�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���:�K�H�Q�F�K�D�O�O�H�Q�J�H�G���W�K�H
�G�H�Y�L�F�H�S�U�H�V�H�Q�W�V�L�W�V�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���V�L�P�L�O�D�U�W�R�D�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G���W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�I�R�U�Y�H�U�L�I�L�F�D�W�L�R�Q���,�I�W�K�H�F�U�H�G�H�Q�W�L�D�O�V�W�K�D�W�D�U�H�S�U�H�V�H�Q�W�H�G�P�D�W�F�K�W�K�R�V�H�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�G�D�W�D�E�D�V�H
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�I�R�U�W�K�D�W�G�H�Y�L�F�H���G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�X�F�F�H�H�G�V���D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�F�H�V�V�H�V�W�K�H
�6�,�3�U�H�T�X�H�V�W��

�%�H�D�Z�D�U�H�W�K�D�W�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�K�D�V�Q�R�H�I�I�H�F�W�R�Q�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��Note

�,�I�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�D�G�H�Y�L�F�H���W�K�H�G�H�Y�L�F�H�U�H�T�X�L�U�H�V�D�X�Q�L�T�X�H�G�L�J�H�V�W�X�V�H�U�,�' �D�Q�G�S�D�V�V�Z�R�U�G
�W�R�U�H�J�L�V�W�H�U��

Note

�<�R�X�F�R�Q�I�L�J�X�U�H�6�,�3�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H�I�R�U�D�S�K�R�Q�H
�X�V�H�U�R�U�D�S�S�O�L�F�D�W�L�R�Q�X�V�H�U��

�‡�)�R�U�D�S�S�O�L�F�D�W�L�R�Q�V���\�R�X�V�S�H�F�L�I�\�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�$�S�S�O�L�F�D�W�L�R�Q�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�‡�)�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���\�R�X�V�S�H�F�L�I�\�W�K�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�(�Q�G�8�V�H�U�Z�L�Q�G�R�Z��
�7�R�D�V�V�R�F�L�D�W�H�W�K�H�F�U�H�G�H�Q�W�L�D�O�V�Z�L�W�K�W�K�H�S�K�R�Q�H�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�X�V�H�U���\�R�X�F�K�R�R�V�H�D�'�L�J�H�V�W�8�V�H�U���W�K�H
�H�Q�G�X�V�H�U���L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���$�I�W�H�U�\�R�X�U�H�V�H�W�W�K�H�S�K�R�Q�H���W�K�H�F�U�H�G�H�Q�W�L�D�O�V�H�[�L�V�W�L�Q�W�K�H
�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�W�K�D�W�W�K�H�7�)�7�3�V�H�U�Y�H�U�R�I�I�H�U�V�W�R�W�K�H�S�K�R�Q�H���6�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�W�R�H�Q�V�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�G�R�Q�R�W�J�H�W�V�H�Q�W�L�Q�W�K�H�F�O�H�D�U�L�Q�7�)�7�3�G�R�Z�Q�O�R�D�G�V��

�‡�)�R�U�F�K�D�O�O�H�Q�J�H�V�U�H�F�H�L�Y�H�G�R�Q�6�,�3�W�U�X�Q�N�V���\�R�X�F�R�Q�I�L�J�X�U�H�D�6�,�3�U�H�D�O�P���Z�K�L�F�K�V�S�H�F�L�I�L�H�V�W�K�H�U�H�D�O�P�X�V�H�U�Q�D�P�H
���G�H�Y�L�F�H�R�U�D�S�S�O�L�F�D�W�L�R�Q�X�V�H�U���D�Q�G�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V��

�:�K�H�Q�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�D�Q�H�[�W�H�U�Q�D�O�S�K�R�Q�H�R�U�W�U�X�Q�N�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�,�3�D�Q�G�F�R�Q�I�L�J�X�U�H�G�L�J�H�V�W
�F�U�H�G�H�Q�W�L�D�O�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�D�O�F�X�O�D�W�H�V�D�F�U�H�G�H�Q�W�L�D�O�V�F�K�H�F�N�V�X�P�W�K�D�W�L�Q�F�O�X�G�H�V�D�K�D�V�K
�R�I�W�K�H�X�V�H�U�Q�D�P�H���S�D�V�V�Z�R�U�G���D�Q�G�W�K�H�U�H�D�O�P���7�K�H�V�\�V�W�H�P�X�V�H�V�D�Q�R�Q�F�H�Y�D�O�X�H���Z�K�L�F�K�L�V�D�U�D�Q�G�R�P�Q�X�P�E�H�U���W�R
�F�D�O�F�X�O�D�W�H�W�K�H�0�'�� �K�D�V�K���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�H�Q�F�U�\�S�W�V�W�K�H�Y�D�O�X�H�V�D�Q�G�V�W�R�U�H�V�W�K�H�X�V�H�U�Q�D�P�H
�D�Q�G�W�K�H�F�K�H�F�N�V�X�P�L�Q�W�K�H�G�D�W�D�E�D�V�H��

�7�R�L�Q�L�W�L�D�W�H�D�F�K�D�O�O�H�Q�J�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�V�H�V�D�6�,�3������ ���8�Q�D�X�W�K�R�U�L�]�H�G���P�H�V�V�D�J�H��
�Z�K�L�F�K�L�Q�F�O�X�G�H�V�W�K�H�Q�R�Q�F�H�D�Q�G�W�K�H�U�H�D�O�P�L�Q�W�K�H�K�H�D�G�H�U���<�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�Q�R�Q�F�H�Y�D�O�L�G�L�W�\�W�L�P�H�L�Q�W�K�H�6�,�3�G�H�Y�L�F�H
�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U�W�K�H�S�K�R�Q�H�R�U�W�U�X�Q�N���7�K�H�Q�R�Q�F�H�Y�D�O�L�G�L�W�\�W�L�P�H�V�S�H�F�L�I�L�H�V�W�K�H�Q�X�P�E�H�U�R�I�P�L�Q�X�W�H�V�W�K�D�W�D�Q�R�Q�F�H
�Y�D�O�X�H�V�W�D�\�V�Y�D�O�L�G���:�K�H�Q�W�K�H�W�L�P�H�L�Q�W�H�U�Y�D�O�H�[�S�L�U�H�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�M�H�F�W�V�W�K�H�H�[�W�H�U�Q�D�O
�G�H�Y�L�F�H�D�Q�G�J�H�Q�H�U�D�W�H�V�D�Q�H�Z�Q�X�P�E�H�U��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�F�W�V�D�V�D�X�V�H�U�D�J�H�Q�W�V�H�U�Y�H�U���8�$�6���I�R�U�6�,�3�F�D�O�O�V�W�K�D�W�D�U�H�R�U�L�J�L�Q�D�W�H�G
�E�\�O�L�Q�H���V�L�G�H�S�K�R�Q�H�V�R�U�G�H�Y�L�F�H�V�W�K�D�W�D�U�H�U�H�D�F�K�H�G�W�K�U�R�X�J�K�W�K�H�6�,�3�W�U�X�Q�N���D�V�D�X�V�H�U�D�J�H�Q�W�F�O�L�H�Q�W���8�$�&���I�R�U
�6�,�3�F�D�O�O�V�W�K�D�W�L�W�R�U�L�J�L�Q�D�W�H�V�W�R�W�K�H�6�,�3�W�U�X�Q�N���R�U�D�E�D�F�N���W�R���E�D�F�N�X�V�H�U�D�J�H�Q�W���%���%�8�$���I�R�U�O�L�Q�H���W�R���O�L�Q�H�R�U
�W�U�X�Q�N���W�R���W�U�X�Q�N�F�R�Q�Q�H�F�W�L�R�Q�V���,�Q�P�R�V�W�H�Q�Y�L�U�R�Q�P�H�Q�W�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�F�W�V�S�U�L�P�D�U�L�O�\
�D�V�%���%�8�$�F�R�Q�Q�H�F�W�L�Q�J�6�&�&�3�D�Q�G�6�,�3�H�Q�G�S�R�L�Q�W�V�����$�6�,�3�X�V�H�U�D�J�H�Q�W�U�H�S�U�H�V�H�Q�W�V�D�G�H�Y�L�F�H�R�U�D�S�S�O�L�F�D�W�L�R�Q�W�K�D�W
�R�U�L�J�L�Q�D�W�H�V�D�6�,�3�P�H�V�V�D�J�H����

Note

�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�G�R�H�V�Q�R�W�S�U�R�Y�L�G�H�L�Q�W�H�J�U�L�W�\�R�U�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\���7�R�H�Q�V�X�U�H�L�Q�W�H�J�U�L�W�\�D�Q�G�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\
�I�R�U�W�K�H�G�H�Y�L�F�H���F�R�Q�I�L�J�X�U�H�W�K�H�7�/�6�S�U�R�W�R�F�R�O�I�R�U�W�K�H�G�H�Y�L�F�H���L�I�W�K�H�G�H�Y�L�F�H�V�X�S�S�R�U�W�V�7�/�6���,�I�W�K�H�G�H�Y�L�F�H�V�X�S�S�R�U�W�V
�H�Q�F�U�\�S�W�L�R�Q���F�R�Q�I�L�J�X�U�H�W�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�D�V�H�Q�F�U�\�S�W�H�G���,�I�W�K�H�G�H�Y�L�F�H�V�X�S�S�R�U�W�V�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V���F�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�L�R�Q�I�R�U�W�K�H�I�L�O�H�V��

Tip
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Digest Authentication for Phones

�:�K�H�Q�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�D�S�K�R�Q�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�K�D�O�O�H�Q�J�H�V�D�O�O
�U�H�T�X�H�V�W�V�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�H�[�F�H�S�W�N�H�H�S�D�O�L�Y�H�P�H�V�V�D�J�H�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�G�R�H�V�Q�R�W�U�H�V�S�R�Q�G�W�R�F�K�D�O�O�H�Q�J�H�V�I�U�R�P�O�L�Q�H���V�L�G�H�S�K�R�Q�H�V��

�$�I�W�H�U�U�H�F�H�L�Y�L�Q�J�D�U�H�V�S�R�Q�V�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�Y�D�O�L�G�D�W�H�V�W�K�H�F�K�H�F�N�V�X�P�I�R�U�W�K�H�X�V�H�U�Q�D�P�H
�W�K�D�W�L�V�V�W�R�U�H�G�L�Q�W�K�H�G�D�W�D�E�D�V�H�D�J�D�L�Q�V�W�W�K�H�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�U�H�V�S�R�Q�V�H�K�H�D�G�H�U��

�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�H�[�L�V�W�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�D�O�P���Z�K�L�F�K�L�V�G�H�I�L�Q�H�G�L�Q
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�W�L�Q�V�W�D�O�O�D�W�L�R�Q���<�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�6�,�3�5�H�D�O�P�I�R�U
�F�K�D�O�O�H�Q�J�H�V�W�R�S�K�R�Q�H�V�Z�L�W�K�W�K�H�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�6�,�3�6�W�D�W�L�R�Q�5�H�D�O�P���(�D�F�K�G�L�J�H�V�W�X�V�H�U�F�D�Q�K�D�Y�H�R�Q�H�V�H�W�R�I�G�L�J�H�V�W
�F�U�H�G�H�Q�W�L�D�O�V�S�H�U�U�H�D�O�P��

�,�I�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�D�Q�H�Q�G�X�V�H�U�E�X�W�G�R�Q�R�W�F�R�Q�I�L�J�X�U�H�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���W�K�H�S�K�R�Q�H
�Z�L�O�O�I�D�L�O�U�H�J�L�V�W�U�D�W�L�R�Q���,�I�W�K�H�F�O�X�V�W�H�U�P�R�G�H�L�V�Q�R�Q�V�H�F�X�U�H�D�Q�G�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�F�R�Q�I�L�J�X�U�H
�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�J�H�W�V�H�Q�W�W�R�W�K�H�S�K�R�Q�H���D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�V�W�L�O�O�L�Q�L�W�L�D�W�H�V�F�K�D�O�O�H�Q�J�H�V��

Tip

Digest Authentication for Trunks

�:�K�H�Q�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�D�W�U�X�Q�N���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�K�D�O�O�H�Q�J�H�V�6�,�3
�W�U�X�Q�N�U�H�T�X�H�V�W�V�I�U�R�P�6�,�3�G�H�Y�L�F�H�V�D�Q�G�D�S�S�O�L�F�D�W�L�R�Q�V�W�K�D�W�F�R�Q�Q�H�F�W�W�K�U�R�X�J�K�D�6�,�3�W�U�X�Q�N���7�K�H�V�\�V�W�H�P�X�V�H�V�W�K�H�&�O�X�V�W�H�U
�,�' �H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U�L�Q�W�K�H�F�K�D�O�O�H�Q�J�H�P�H�V�V�D�J�H���6�,�3�X�V�H�U�D�J�H�Q�W�V�W�K�D�W�F�R�Q�Q�H�F�W�W�K�U�R�X�J�K�W�K�H�6�,�3�W�U�X�Q�N�U�H�V�S�R�Q�G
�Z�L�W�K�W�K�H�X�Q�L�T�X�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�G�I�R�U�W�K�H�G�H�Y�L�F�H�R�U�D�S�S�O�L�F�D�W�L�R�Q�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�:�K�H�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�L�W�L�D�W�H�V�D�6�,�3�W�U�X�Q�N�U�H�T�X�H�V�W���D�6�,�3�X�V�H�U�D�J�H�Q�W�W�K�D�W�F�R�Q�Q�H�F�W�V
�W�K�U�R�X�J�K�W�K�H�6�,�3�W�U�X�Q�N�F�D�Q�F�K�D�O�O�H�Q�J�H�W�K�H�L�G�H�Q�W�L�W�\�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���)�R�U�W�K�H�V�H
�L�Q�F�R�P�L�Q�J�F�K�D�O�O�H�Q�J�H�V���\�R�X�F�R�Q�I�L�J�X�U�H�D�6�,�3�5�H�D�O�P�W�R�S�U�R�Y�L�G�H�W�K�H�U�H�T�X�H�V�W�H�G�F�U�H�G�H�Q�W�L�D�O�V�I�R�U�W�K�H�X�V�H�U���:�K�H�Q�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�F�H�L�Y�H�V�D�6�,�3���������8�Q�D�X�W�K�R�U�L�]�H�G���R�U�6�,�3������ ���3�U�R�[�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�5�H�T�X�L�U�H�G���P�H�V�V�D�J�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�O�R�R�N�V�X�S�W�K�H�H�Q�F�U�\�S�W�H�G�S�D�V�V�Z�R�U�G�I�R�U�W�K�H�U�H�D�O�P
�W�K�D�W�F�R�Q�Q�H�F�W�V�W�K�R�X�J�K�W�K�H�W�U�X�Q�N�D�Q�G�I�R�U�W�K�H�X�V�H�U�Q�D�P�H�W�K�D�W�W�K�H�F�K�D�O�O�H�Q�J�H�P�H�V�V�D�J�H�V�S�H�F�L�I�L�H�V���&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�H�F�U�\�S�W�V�W�K�H�S�D�V�V�Z�R�U�G���F�D�O�F�X�O�D�W�H�V�W�K�H�G�L�J�H�V�W���D�Q�G�S�U�H�V�H�Q�W�V�L�W�L�Q�W�K�H�U�H�V�S�R�Q�V�H�P�H�V�V�D�J�H��

�7�K�H�U�H�D�O�P�U�H�S�U�H�V�H�Q�W�V�W�K�H�G�R�P�D�L�Q�W�K�D�W�F�R�Q�Q�H�F�W�V�W�K�U�R�X�J�K�W�K�H�6�,�3�W�U�X�Q�N���V�X�F�K�D�V�[�\�]���F�R�P���Z�K�L�F�K�K�H�O�S�V�W�R
�L�G�H�Q�W�L�I�\�W�K�H�V�R�X�U�F�H�R�I�W�K�H�U�H�T�X�H�V�W��

Tip

�7�R�F�R�Q�I�L�J�X�U�H�W�K�H�6�,�3�5�H�D�O�P���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�W�U�X�Q�N�V���<�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�D
�6�,�3�5�H�D�O�P�D�Q�G�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�I�R�U�H�D�F�K�6�,�3�W�U�X�Q�N�X�V�H�U
�D�J�H�Q�W�W�K�D�W�F�D�Q�F�K�D�O�O�H�Q�J�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���(�D�F�K�X�V�H�U�D�J�H�Q�W�F�D�Q�K�D�Y�H�R�Q�H�V�H�W�R�I�G�L�J�H�V�W
�F�U�H�G�H�Q�W�L�D�O�V�S�H�U�U�H�D�O�P��

Related Topics

�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�S�K�R�Q�H�V�V�H�W�X�S�� �R�Q�S�D�J�H������
�(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�H�W�X�S�I�R�U�6�,�3�W�U�X�Q�N�V�� �R�Q�S�D�J�H������
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Authorization
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�V�H�V�W�K�H�D�X�W�K�R�U�L�]�D�W�L�R�Q�S�U�R�F�H�V�V�W�R�U�H�V�W�U�L�F�W�F�H�U�W�D�L�Q�F�D�W�H�J�R�U�L�H�V�R�I�P�H�V�V�D�J�H�V
�I�U�R�P�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���I�U�R�P�6�,�3�W�U�X�Q�N�V���D�Q�G�I�U�R�P�6�,�3�D�S�S�O�L�F�D�W�L�R�Q�U�H�T�X�H�V�W�V�R�Q�6�,�3�W�U�X�Q�N�V��

�‡�)�R�U�6�,�3�,�1�9�,�7�(�P�H�V�V�D�J�H�V�D�Q�G�L�Q���G�L�D�O�R�J�P�H�V�V�D�J�H�V���D�Q�G�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V�D�X�W�K�R�U�L�]�D�W�L�R�Q�W�K�U�R�X�J�K�F�D�O�O�L�Q�J�V�H�D�U�F�K�V�S�D�F�H�V�D�Q�G�S�D�U�W�L�W�L�R�Q�V��

�‡�)�R�U�6�,�3�6�8�%�6�&�5�,�%�(�U�H�T�X�H�V�W�V�I�U�R�P�S�K�R�Q�H�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V
�D�X�W�K�R�U�L�]�D�W�L�R�Q�I�R�U�X�V�H�U�D�F�F�H�V�V�W�R�S�U�H�V�H�Q�F�H�J�U�R�X�S�V��

�‡�)�R�U�6�,�3�W�U�X�Q�N�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V�D�X�W�K�R�U�L�]�D�W�L�R�Q�R�I�S�U�H�V�H�Q�F�H�V�X�E�V�F�U�L�S�W�L�R�Q�V
�D�Q�G�F�H�U�W�D�L�Q�Q�R�Q���,�1�9�,�7�(�6�,�3�P�H�V�V�D�J�H�V���I�R�U�H�[�D�P�S�O�H���R�X�W���R�I���G�L�D�O�5�(�)�(�5���X�Q�V�R�O�L�F�L�W�H�G�Q�R�W�L�I�L�F�D�W�L�R�Q���D�Q�G
�D�Q�\�6�,�3�U�H�T�X�H�V�W�Z�L�W�K�W�K�H�U�H�S�O�D�F�H�V�K�H�D�G�H�U���<�R�X�V�S�H�F�L�I�\�D�X�W�K�R�U�L�]�D�W�L�R�Q�L�Q�W�K�H�6�,�3�7�U�X�Q�N�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�Z�K�H�Q�\�R�X�F�K�H�F�N�W�K�H�D�O�O�R�Z�H�G�6�,�3�U�H�T�X�H�V�W�V�L�Q�W�K�H�Z�L�Q�G�R�Z��

�7�R�H�Q�D�E�O�H�D�X�W�K�R�U�L�]�D�W�L�R�Q�I�R�U�6�,�3�W�U�X�Q�N�D�S�S�O�L�F�D�W�L�R�Q�V���F�K�H�F�N�W�K�H�(�Q�D�E�O�H�$�S�S�O�L�F�D�W�L�R�Q�/�H�Y�H�O�$�X�W�K�R�U�L�]�D�W�L�R�Q�D�Q�G�W�K�H
�'�L�J�H�V�W�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�K�H�F�N�E�R�[�L�Q�W�K�H�6�,�3�7�U�X�Q�N�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�Z�L�Q�G�R�Z���W�K�H�Q���F�K�H�F�N�W�K�H�D�O�O�R�Z�H�G�6�,�3
�U�H�T�X�H�V�W�F�K�H�F�N�E�R�[�H�V�L�Q�W�K�H�$�S�S�O�L�F�D�W�L�R�Q�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�,�I�\�R�X�H�Q�D�E�O�H�E�R�W�K�6�,�3�W�U�X�Q�N�D�X�W�K�R�U�L�]�D�W�L�R�Q�D�Q�G�D�S�S�O�L�F�D�W�L�R�Q�O�H�Y�H�O�D�X�W�K�R�U�L�]�D�W�L�R�Q���D�X�W�K�R�U�L�]�D�W�L�R�Q�R�F�F�X�U�V�I�R�U�W�K�H
�6�,�3�W�U�X�Q�N�I�L�U�V�W�D�Q�G�W�K�H�Q�I�R�U�W�K�H�6�,�3�D�S�S�O�L�F�D�W�L�R�Q�X�V�H�U���)�R�U�W�K�H�W�U�X�Q�N���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�G�R�Z�Q�O�R�D�G�V�W�K�H�W�U�X�Q�N�$�F�F�H�V�V�&�R�Q�W�U�R�O�/�L�V�W���$�&�/���L�Q�I�R�U�P�D�W�L�R�Q�D�Q�G�F�D�F�K�H�V�L�W���7�K�H�$�&�/�L�Q�I�R�U�P�D�W�L�R�Q�J�H�W�V�D�S�S�O�L�H�G
�W�R�W�K�H�L�Q�F�R�P�L�Q�J�6�,�3�U�H�T�X�H�V�W���,�I�W�K�H�$�&�/�G�R�H�V�Q�R�W�D�O�O�R�Z�W�K�H�6�,�3�U�H�T�X�H�V�W���W�K�H�F�D�O�O�I�D�L�O�V�Z�L�W�K�D������ �)�R�U�E�L�G�G�H�Q
�P�H�V�V�D�J�H��

�,�I�W�K�H�$�&�/�D�O�O�R�Z�V�W�K�H�6�,�3�U�H�T�X�H�V�W���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�K�H�F�N�V�Z�K�H�W�K�H�U�G�L�J�H�V�W
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�V�H�Q�D�E�O�H�G�L�Q�W�K�H�6�,�3�7�U�X�Q�N�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H���,�I�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�V�Q�R�W�H�Q�D�E�O�H�G�D�Q�G
�D�S�S�O�L�F�D�W�L�R�Q���O�H�Y�H�O�D�X�W�K�R�U�L�]�D�W�L�R�Q�L�V�Q�R�W�H�Q�D�E�O�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�F�H�V�V�H�V�W�K�H�U�H�T�X�H�V�W��
�,�I�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�V�H�Q�D�E�O�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�Y�H�U�L�I�L�H�V�W�K�D�W�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�K�H�D�G�H�U�H�[�L�V�W�V�L�Q�W�K�H�L�Q�F�R�P�L�Q�J�U�H�T�X�H�V�W�D�Q�G�W�K�H�Q�X�V�H�V�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�W�R�L�G�H�Q�W�L�I�\�W�K�H�V�R�X�U�F�H�D�S�S�O�L�F�D�W�L�R�Q��
�,�I�W�K�H�K�H�D�G�H�U�G�R�H�V�Q�R�W�H�[�L�V�W���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�K�D�O�O�H�Q�J�H�V�W�K�H�G�H�Y�L�F�H�Z�L�W�K�D������ �P�H�V�V�D�J�H��

�%�H�I�R�U�H�D�Q�D�S�S�O�L�F�D�W�L�R�Q���O�H�Y�H�O�$�&�/�J�H�W�V�D�S�S�O�L�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�X�W�K�H�Q�W�L�F�D�W�H�V�W�K�H�6�,�3
�W�U�X�Q�N�X�V�H�U�D�J�H�Q�W�W�K�U�R�X�J�K�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���7�K�H�U�H�I�R�U�H���\�R�X�P�X�V�W�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�Q�W�K�H�6�,�3
�7�U�X�Q�N�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�E�H�I�R�U�H�D�S�S�O�L�F�D�W�L�R�Q���O�H�Y�H�O�D�X�W�K�R�U�L�]�D�W�L�R�Q�F�D�Q�R�F�F�X�U��

Encryption

�(�Q�F�U�\�S�W�L�R�Q�F�D�S�D�E�L�O�L�W�\�L�Q�V�W�D�O�O�V�D�X�W�R�P�D�W�L�F�D�O�O�\�Z�K�H�Q�\�R�X�L�Q�V�W�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�R�Q
�D�V�H�U�Y�H�U��

Tip

�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�W�K�H�W�\�S�H�V�R�I�H�Q�F�U�\�S�W�L�R�Q�W�K�D�W�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�S�S�R�U�W�V��

Related Topics

�&�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�0�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�6�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
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Signaling encryption
�6�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�H�Q�V�X�U�H�V�W�K�D�W�D�O�O�6�,�3�D�Q�G�6�&�&�3�V�L�J�Q�D�O�L�Q�J�P�H�V�V�D�J�H�V�W�K�D�W�D�U�H�V�H�Q�W�E�H�W�Z�H�H�Q�W�K�H�G�H�Y�L�F�H�D�Q�G
�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�D�U�H�H�Q�F�U�\�S�W�H�G��

�6�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�H�Q�V�X�U�H�V�W�K�D�W�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�S�H�U�W�D�L�Q�V�W�R�W�K�H�S�D�U�W�L�H�V���'�7�0�) �G�L�J�L�W�V�W�K�D�W�D�U�H�H�Q�W�H�U�H�G
�E�\�W�K�H�S�D�U�W�L�H�V���F�D�O�O�V�W�D�W�X�V���P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V���D�Q�G�V�R�R�Q���D�U�H�S�U�R�W�H�F�W�H�G�D�J�D�L�Q�V�W�X�Q�L�Q�W�H�Q�G�H�G�R�U�X�Q�D�X�W�K�R�U�L�]�H�G
�D�F�F�H�V�V��

�&�L�V�F�R�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�1�H�W�Z�R�U�N�$�G�G�U�H�V�V�7�U�D�Q�V�O�D�W�L�R�Q���1�$�7���Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�L�I�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�F�O�X�V�W�H�U�I�R�U�P�L�[�H�G�P�R�G�H���1�$�7�G�R�H�V�Q�R�W�Z�R�U�N�Z�L�W�K�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q��

�<�R�X�F�D�Q�H�Q�D�E�O�H�8�'�3 �$�/�* �L�Q�W�K�H�I�L�U�H�Z�D�O�O�W�R�D�O�O�R�Z�P�H�G�L�D�V�W�U�H�D�P�I�L�U�H�Z�D�O�O�W�U�D�Y�H�U�V�D�O���(�Q�D�E�O�L�Q�J�W�K�H�8�'�3 �$�/�*
�D�O�O�R�Z�V�W�K�H�P�H�G�L�D�V�R�X�U�F�H�R�Q�W�K�H�W�U�X�V�W�H�G�V�L�G�H�R�I�W�K�H�I�L�U�H�Z�D�O�O�W�R�R�S�H�Q�D�E�L�G�L�U�H�F�W�L�R�Q�D�O�P�H�G�L�D�I�O�R�Z�W�K�U�R�X�J�K�W�K�H
�I�L�U�H�Z�D�O�O�E�\�V�H�Q�G�L�Q�J�W�K�H�P�H�G�L�D�S�D�F�N�H�W�W�K�U�R�X�J�K�W�K�H�I�L�U�H�Z�D�O�O��

�+�D�U�G�Z�D�U�H�'�6�3�U�H�V�R�X�U�F�H�V�F�D�Q�Q�R�W�L�Q�L�W�L�D�W�H�W�K�L�V�W�\�S�H�R�I�F�R�Q�Q�H�F�W�L�R�Q�D�Q�G���W�K�H�U�H�I�R�U�H���P�X�V�W�H�[�L�V�W�R�X�W�V�L�G�H�W�K�H
�I�L�U�H�Z�D�O�O��

Tip

�6�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�1�$�7�W�U�D�Y�H�U�V�D�O���,�Q�V�W�H�D�G�R�I�X�V�L�Q�J�1�$�7���F�R�Q�V�L�G�H�U�X�V�L�Q�J�/�$�1 �H�[�W�H�Q�V�L�R�Q
�9�3�1�V��

�6�,�3�W�U�X�Q�N�V�V�X�S�S�R�U�W�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�E�X�W�G�R�Q�R�W�V�X�S�S�R�U�W�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q��

Media encryption
�0�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q���Z�K�L�F�K�X�V�H�V�6�H�F�X�U�H�5�H�D�O���7�L�P�H�3�U�R�W�R�F�R�O���6�5�7�3�����H�Q�V�X�U�H�V�W�K�D�W�R�Q�O�\�W�K�H�L�Q�W�H�Q�G�H�G�U�H�F�L�S�L�H�Q�W
�F�D�Q�L�Q�W�H�U�S�U�H�W�W�K�H�P�H�G�L�D�V�W�U�H�D�P�V�E�H�W�Z�H�H�Q�V�X�S�S�R�U�W�H�G�G�H�Y�L�F�H�V���0�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�L�Q�F�O�X�G�H�V�F�U�H�D�W�L�Q�J�D�P�H�G�L�D�P�D�V�W�H�U
�N�H�\�S�D�L�U�I�R�U�W�K�H�G�H�Y�L�F�H�V���G�H�O�L�Y�H�U�L�Q�J�W�K�H�N�H�\�V�W�R�W�K�H�G�H�Y�L�F�H�V���D�Q�G�V�H�F�X�U�L�Q�J�W�K�H�G�H�O�L�Y�H�U�\�R�I�W�K�H�N�H�\�V�Z�K�L�O�H�W�K�H
�N�H�\�V�D�U�H�L�Q�W�U�D�Q�V�S�R�U�W���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�S�S�R�U�W�V�6�5�7�3�S�U�L�P�D�U�L�O�\�I�R�U�,�2�6�J�D�W�H�Z�D�\�V
�D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�+���������W�U�X�Q�N�V�R�Q�J�D�W�H�N�H�H�S�H�U���F�R�Q�W�U�R�O�O�H�G�D�Q�G
�Q�R�Q���J�D�W�H�N�H�H�S�H�U���F�R�Q�W�U�R�O�O�H�G�W�U�X�Q�N�V�D�V�Z�H�O�O�D�V�R�Q�6�,�3�W�U�X�Q�N�V��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�K�D�Q�G�O�H�V�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V�G�L�I�I�H�U�H�Q�W�O�\�I�R�U�G�L�I�I�H�U�H�Q�W�G�H�Y�L�F�H�V
�D�Q�G�S�U�R�W�R�F�R�O�V���$�O�O�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�J�H�W�W�K�H�L�U�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V�I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���Z�K�L�F�K�V�H�F�X�U�H�V�W�K�H�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�N�H�\�G�R�Z�Q�O�R�D�G�V�W�R�S�K�R�Q�H�V�Z�L�W�K�7�/�6
�H�Q�F�U�\�S�W�H�G�V�L�J�Q�D�O�L�Q�J�F�K�D�Q�Q�H�O�V���3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�J�H�Q�H�U�D�W�H�D�Q�G�V�W�R�U�H�W�K�H�L�U�R�Z�Q�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q
�N�H�\�V���0�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V�W�K�D�W�D�U�H�G�H�U�L�Y�H�G�E�\�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�\�V�W�H�P�V�H�F�X�U�H�O�\
�J�H�W�V�H�Q�W�Y�L�D�H�Q�F�U�\�S�W�H�G�V�L�J�Q�D�O�L�Q�J�S�D�W�K�V�W�R�J�D�W�H�Z�D�\�V�R�Y�H�U�,�3�6�H�F���S�U�R�W�H�F�W�H�G�O�L�Q�N�V�I�R�U�+���������D�Q�G�0�*�&�3�R�U
�H�Q�F�U�\�S�W�H�G�7�/�6�O�L�Q�N�V�I�R�U�6�&�&�3�D�Q�G�6�,�3��

Note

�,�I�W�K�H�G�H�Y�L�F�H�V�V�X�S�S�R�U�W�6�5�7�3���W�K�H�V�\�V�W�H�P�X�V�H�V�D�6�5�7�3�F�R�Q�Q�H�F�W�L�R�Q���,�I�D�W�O�H�D�V�W�R�Q�H�G�H�Y�L�F�H�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�6�5�7�3��
�W�K�H�V�\�V�W�H�P�X�V�H�V�D�Q�5�7�3�F�R�Q�Q�H�F�W�L�R�Q���6�5�7�3���W�R���5�7�3�I�D�O�O�E�D�F�N�P�D�\�R�F�F�X�U�I�R�U�W�U�D�Q�V�I�H�U�V�I�U�R�P�D�V�H�F�X�U�H�G�H�Y�L�F�H�W�R
�D�Q�R�Q���V�H�F�X�U�H�G�H�Y�L�F�H���W�U�D�Q�V�F�R�G�L�Q�J���P�X�V�L�F�R�Q�K�R�O�G���D�Q�G�V�R�R�Q��

�)�R�U�P�R�V�W�V�H�F�X�U�L�W�\���V�X�S�S�R�U�W�H�G�G�H�Y�L�F�H�V���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�V�H�U�Y�H�D�V�W�K�H�P�L�Q�L�P�X�P�U�H�T�X�L�U�H�P�H�Q�W�V
�I�R�U�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q���W�K�D�W�L�V���L�I�W�K�H�G�H�Y�L�F�H�V�G�R�Q�R�W�V�X�S�S�R�U�W�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�G�L�D
�H�Q�F�U�\�S�W�L�R�Q�F�D�Q�Q�R�W�R�F�F�X�U���&�L�V�F�R�,�2�6�J�D�W�H�Z�D�\�V�D�Q�G�W�U�X�Q�N�V�V�X�S�S�R�U�W�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�Z�L�W�K�R�X�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��
�)�R�U�&�L�V�F�R�,�2�6�J�D�W�H�Z�D�\�V�D�Q�G�W�U�X�Q�N�V���\�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�,�3�6�H�F�Z�K�H�Q�\�R�X�H�Q�D�E�O�H�W�K�H�6�5�7�3�F�D�S�D�E�L�O�L�W�\���P�H�G�L�D
�H�Q�F�U�\�S�W�L�R�Q����
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�%�H�I�R�U�H�\�R�X�F�R�Q�I�L�J�X�U�H�6�5�7�3�R�U�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�I�R�U�J�D�W�H�Z�D�\�V�D�Q�G�W�U�X�Q�N�V���&�L�V�F�R�V�W�U�R�Q�J�O�\�U�H�F�R�P�P�H�Q�G�V
�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�,�3�6�H�F�E�H�F�D�X�V�H�&�L�V�F�R�,�2�6�0�*�&�3�J�D�W�H�Z�D�\�V���+���������J�D�W�H�Z�D�\�V���D�Q�G�+�����������+�����������+��������
�W�U�X�Q�N�V�U�H�O�\�R�Q�,�3�6�H�F�F�R�Q�I�L�J�X�U�D�W�L�R�Q�W�R�H�Q�V�X�U�H�W�K�D�W�V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�L�Q�I�R�U�P�D�W�L�R�Q�G�R�H�V�Q�R�W�J�H�W�V�H�Q�W�L�Q�W�K�H�F�O�H�D�U��
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�R�H�V�Q�R�W�Y�H�U�L�I�\�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�G�,�3�6�H�F�F�R�U�U�H�F�W�O�\���,�I�\�R�X�G�R
�Q�R�W�F�R�Q�I�L�J�X�U�H�,�3�6�H�F�F�R�U�U�H�F�W�O�\���V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�L�Q�I�R�U�P�D�W�L�R�Q�P�D�\�J�H�W�H�[�S�R�V�H�G��

�6�,�3�W�U�X�Q�N�V�U�H�O�\�R�Q�7�/�6�W�R�H�Q�V�X�U�H�W�K�D�W�V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�L�Q�I�R�U�P�D�W�L�R�Q�G�R�H�V�Q�R�W�J�H�W�V�H�Q�W�L�Q�W�K�H�F�O�H�D�U��

Warning

�7�K�H�I�R�O�O�R�Z�L�Q�J�H�[�D�P�S�O�H�G�H�P�R�Q�V�W�U�D�W�H�V�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�I�R�U�6�&�&�3�D�Q�G�0�*�&�3�F�D�O�O�V��

�� �'�H�Y�L�F�H�$ �D�Q�G�'�H�Y�L�F�H�%���Z�K�L�F�K�V�X�S�S�R�U�W�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���U�H�J�L�V�W�H�U�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�� �:�K�H�Q�'�H�Y�L�F�H�$ �S�O�D�F�H�V�D�F�D�O�O�W�R�'�H�Y�L�F�H�%���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�T�X�H�V�W�V�W�Z�R�V�H�W�V�R�I
�P�H�G�L�D�V�H�V�V�L�R�Q�P�D�V�W�H�U�Y�D�O�X�H�V�I�U�R�P�W�K�H�N�H�\�P�D�Q�D�J�H�U�I�X�Q�F�W�L�R�Q��

�� �%�R�W�K�G�H�Y�L�F�H�V�U�H�F�H�L�Y�H�W�K�H�W�Z�R�V�H�W�V���R�Q�H�V�H�W�I�R�U�W�K�H�P�H�G�L�D�V�W�U�H�D�P���'�H�Y�L�F�H�$�²�'�H�Y�L�F�H�%���D�Q�G�W�K�H�R�W�K�H�U�V�H�W
�I�R�U�W�K�H�P�H�G�L�D�V�W�U�H�D�P���'�H�Y�L�F�H�%�²�'�H�Y�L�F�H�$��

�� �8�V�L�Q�J�W�K�H�I�L�U�V�W�V�H�W�R�I�P�D�V�W�H�U�Y�D�O�X�H�V���'�H�Y�L�F�H�$ �G�H�U�L�Y�H�V�W�K�H�N�H�\�V�W�K�D�W�H�Q�F�U�\�S�W�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�P�H�G�L�D
�V�W�U�H�D�P���'�H�Y�L�F�H�$�²�'�H�Y�L�F�H�%��

�� �8�V�L�Q�J�W�K�H�V�H�F�R�Q�G�V�H�W�R�I�P�D�V�W�H�U�Y�D�O�X�H�V���'�H�Y�L�F�H�$ �G�H�U�L�Y�H�V�W�K�H�N�H�\�V�W�K�D�W�D�X�W�K�H�Q�W�L�F�D�W�H�D�Q�G�G�H�F�U�\�S�W�W�K�H�P�H�G�L�D
�V�W�U�H�D�P���'�H�Y�L�F�H�%�²�'�H�Y�L�F�H�$��

�� �'�H�Y�L�F�H�%�X�V�H�V�W�K�H�V�H�V�H�W�V�L�Q�W�K�H�L�Q�Y�H�U�V�H�R�S�H�U�D�W�L�R�Q�D�O�V�H�T�X�H�Q�F�H��

�� �$�I�W�H�U�W�K�H�G�H�Y�L�F�H�V�U�H�F�H�L�Y�H�W�K�H�N�H�\�V���W�K�H�G�H�Y�L�F�H�V�S�H�U�I�R�U�P�W�K�H�U�H�T�X�L�U�H�G�N�H�\�G�H�U�L�Y�D�W�L�R�Q���D�Q�G�6�5�7�3�S�D�F�N�H�W
�S�U�R�F�H�V�V�L�Q�J�R�F�F�X�U�V��

�3�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�D�Q�G�+���������W�U�X�Q�N�V���J�D�W�H�Z�D�\�V�J�H�Q�H�U�D�W�H�W�K�H�L�U�R�Z�Q�F�U�\�S�W�R�J�U�D�S�K�L�F�S�D�U�D�P�H�W�H�U�V�D�Q�G
�V�H�Q�G�W�K�H�P�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Note

�)�R�U�P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q�Z�L�W�K�F�R�Q�I�H�U�H�Q�F�H�F�D�O�O�V���U�H�I�H�U�W�R�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�V�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�U�H�V�R�X�U�F�H�V��

Related Topics

�6�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�U�H�V�R�X�U�F�H�V�V�H�W�X�S�� �R�Q�S�D�J�H������

Configuration file encryption
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�X�V�K�H�V�F�R�Q�I�L�G�H�Q�W�L�D�O�G�D�W�D�V�X�F�K�D�V�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�D�Q�G�D�G�P�L�Q�L�V�W�U�D�W�R�U
�S�D�V�V�Z�R�U�G�V�W�R�S�K�R�Q�H�V�L�Q�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�G�R�Z�Q�O�R�D�G�V�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�V�H�V�U�H�Y�H�U�V�L�E�O�H�H�Q�F�U�\�S�W�L�R�Q�W�R�V�H�F�X�U�H�W�K�H�V�H�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�G�D�W�D�E�D�V�H��
�7�R�V�H�F�X�U�H�W�K�L�V�G�D�W�D�G�X�U�L�Q�J�W�K�H�G�R�Z�Q�O�R�D�G�S�U�R�F�H�V�V���&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q
�I�L�O�H�V�I�R�U�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�W�K�L�V�R�S�W�L�R�Q���:�K�H�Q�W�K�L�V�R�S�W�L�R�Q�L�V�H�Q�D�E�O�H�G���R�Q�O�\�W�K�H�G�H�Y�L�F�H
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�J�H�W�V�H�Q�F�U�\�S�W�H�G�I�R�U�G�R�Z�Q�O�R�D�G��
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Encryption



�,�Q�V�R�P�H�F�L�U�F�X�P�V�W�D�Q�F�H�V���\�R�X�P�D�\�F�K�R�R�V�H�W�R�G�R�Z�Q�O�R�D�G�F�R�Q�I�L�G�H�Q�W�L�D�O�G�D�W�D�W�R�S�K�R�Q�H�V�L�Q�W�K�H�F�O�H�D�U���I�R�U�H�[�D�P�S�O�H��
�W�R�W�U�R�X�E�O�H�V�K�R�R�W�W�K�H�S�K�R�Q�H�R�U�G�X�U�L�Q�J�D�X�W�R���U�H�J�L�V�W�U�D�W�L�R�Q��

Note

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�H�Q�F�R�G�H�V�D�Q�G�V�W�R�U�H�V�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V�L�Q�W�K�H�G�D�W�D�E�D�V�H���7�K�H�7�)�7�3�V�H�U�Y�H�U
�H�Q�F�U�\�S�W�V�D�Q�G�G�H�F�U�\�S�W�V�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�E�\�X�V�L�Q�J�V�\�P�P�H�W�U�L�F�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V��

�‡�,�I�W�K�H�S�K�R�Q�H�K�D�V�3�.�,�F�D�S�D�E�L�O�L�W�L�H�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�D�Q�X�V�H�W�K�H�S�K�R�Q�H�S�X�E�O�L�F
�N�H�\�W�R�H�Q�F�U�\�S�W�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H��

�‡�,�I�W�K�H�S�K�R�Q�H�G�R�H�V�Q�R�W�K�D�Y�H�3�.�,�F�D�S�D�E�L�O�L�W�L�H�V���\�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�D�X�Q�L�T�X�H�V�\�P�P�H�W�U�L�F�N�H�\�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�L�Q�W�K�H�S�K�R�Q�H��

�<�R�X�H�Q�D�E�O�H�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�Z�L�Q�G�R�Z�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���Z�K�L�F�K�\�R�X�W�K�H�Q�D�S�S�O�\�W�R�D�S�K�R�Q�H�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

Related Topics

�$�E�R�X�W�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H������
�3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W�� �R�Q�S�D�J�H����

NMAP scan operation
�<�R�X�F�D�Q�U�X�Q�D�1�H�W�Z�R�U�N�0�D�S�S�H�U���1�0�$�3���V�F�D�Q�S�U�R�J�U�D�P�R�Q�D�Q�\�: �L�Q�G�R�Z�V�R�U�/�L�Q�X�[�S�O�D�W�I�R�U�P�W�R�S�H�U�I�R�U�P
�Y�X�O�Q�H�U�D�E�L�O�L�W�\�V�F�D�Q�V���1�0�$�3�U�H�S�U�H�V�H�Q�W�V�D�I�U�H�H�D�Q�G�R�S�H�Q�V�R�X�U�F�H�X�W�L�O�L�W�\�I�R�U�Q�H�W�Z�R�U�N�H�[�S�O�R�U�D�W�L�R�Q�R�U�V�H�F�X�U�L�W�\
�D�X�G�L�W�L�Q�J��

�1�0�$�3�'�3 �V�F�D�Q�F�D�Q�W�D�N�H�X�S�W�R���� �K�R�X�U�V�W�R�F�R�P�S�O�H�W�H��Note

Syntax

�Q�P�D�S���Q���Y�Y���V�8���S���S�R�U�W�B�U�D�Q�J�H�!���F�F�P�B�L�S�B�D�G�G�U�H�V�V�!

�Z�K�H�U�H��

���Q���1�R�'�1�6 �U�H�V�R�O�X�W�L�R�Q���7�H�O�O�V�1�0�$�3�W�R�Q�H�Y�H�U�G�R�U�H�Y�H�U�V�H�'�1�6 �U�H�V�R�O�X�W�L�R�Q�R�Q�W�K�H�D�F�W�L�Y�H�,�3�D�G�G�U�H�V�V�H�V�W�K�D�W�L�W
�I�L�Q�G�V���%�H�F�D�X�V�H�'�1�6 �F�D�Q�E�H�V�O�R�Z�H�Y�H�Q�Z�L�W�K�W�K�H�1�0�$�3�E�X�L�O�W���L�Q�S�D�U�D�O�O�H�O�V�W�X�E�U�H�V�R�O�Y�H�U���W�K�L�V�R�S�W�L�R�Q�F�D�Q�V�O�D�V�K
�V�F�D�Q�Q�L�Q�J�W�L�P�H�V��

���Y���,�Q�F�U�H�D�V�H�V�W�K�H�Y�H�U�E�R�V�L�W�\�O�H�Y�H�O���Z�K�L�F�K�F�D�X�V�H�V�1�0�$�3�W�R�S�U�L�Q�W�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�W�K�H�V�F�D�Q�L�Q�S�U�R�J�U�H�V�V��
�7�K�H�V�\�V�W�H�P�V�K�R�Z�V�R�S�H�Q�S�R�U�W�V�D�V�W�K�H�\�D�U�H�I�R�X�Q�G�D�Q�G�S�U�R�Y�L�G�H�V�F�R�P�S�O�H�W�L�R�Q�W�L�P�H�H�V�W�L�P�D�W�H�V�Z�K�H�Q�1�0�$�3�H�V�W�L�P�D�W�H�V
�W�K�D�W�D�V�F�D�Q�Z�L�O�O�W�D�N�H�P�R�U�H�W�K�D�Q�D�I�H�Z�P�L�Q�X�W�H�V���8�V�H�W�K�L�V�R�S�W�L�R�Q�W�Z�L�F�H�R�U�P�R�U�H�I�R�U�H�Y�H�Q�J�U�H�D�W�H�U�Y�H�U�E�R�V�L�W�\��

���V�8���6�S�H�F�L�I�L�H�V�D�8�'�3 �S�R�U�W�V�F�D�Q��

���S���6�S�H�F�L�I�L�H�V�Z�K�L�F�K�S�R�U�W�V�W�R�V�F�D�Q�D�Q�G�R�Y�H�U�U�L�G�H�V�W�K�H�G�H�I�D�X�O�W���%�H�D�Z�D�U�H�W�K�D�W�L�Q�G�L�Y�L�G�X�D�O�S�R�U�W�Q�X�P�E�H�U�V�D�U�H�D�F�F�H�S�W�D�E�O�H��
�D�V�D�U�H�U�D�Q�J�H�V�W�K�D�W�D�U�H�V�H�S�D�U�D�W�H�G�E�\�D�K�\�S�K�H�Q���I�R�U�H�[�D�P�S�O�H����������������

�F�F�P�B�L�S�B�D�G�G�U�H�V�V���,�3�D�G�G�U�H�V�V�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
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NMAP scan operation



Set up authentication and encryption
�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�S�U�R�Y�L�G�H�V�D�O�O�W�K�H�W�D�V�N�V�W�K�D�W�\�R�X�P�X�V�W�S�H�U�I�R�U�P�W�R�L�P�S�O�H�P�H�Q�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G
�H�Q�F�U�\�S�W�L�R�Q���6�H�H�W�K�H�U�H�O�D�W�H�G�W�R�S�L�F�V�I�R�U�F�K�D�S�W�H�U�U�H�I�H�U�H�Q�F�H�V�Z�K�L�F�K�F�R�Q�W�D�L�Q�W�D�V�N�V�W�K�D�W�\�R�X�P�X�V�W�S�H�U�I�R�U�P�I�R�U�W�K�H
�V�S�H�F�L�I�L�H�G�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H��

�‡�7�R�L�P�S�O�H�P�H�Q�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�R�U�D�Q�H�Z�L�Q�V�W�D�O�O���U�H�I�H�U�W�R�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H��

�‡�7�R�D�G�G�D�Q�R�G�H�W�R�D�V�H�F�X�U�H�F�O�X�V�W�H�U���U�H�I�H�U�W�R�,�Q�V�W�D�O�O�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H
���������������Z�K�L�F�K�G�H�V�F�U�L�E�H�V�K�R�Z�W�R�D�G�G�D�Q�R�G�H�D�Q�G�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H�V�H�F�X�U�L�W�\�I�R�U�W�K�H�Q�H�Z�Q�R�G�H��

Procedure

Step 1 �$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\
�%�H�V�X�U�H�W�R�D�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�R�Q�H�D�F�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U
�L�Q�W�K�H�F�O�X�V�W�H�U��

�,�I�\�R�X�D�F�W�L�Y�D�W�H�G�W�K�L�V�V�H�U�Y�L�F�H�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���\�R�X�G�R�Q�R�W
�Q�H�H�G�W�R�D�F�W�L�Y�D�W�H�W�K�H�V�H�U�Y�L�F�H�D�J�D�L�Q���7�K�H�V�H�U�Y�L�F�H�D�X�W�R�P�D�W�L�F�D�O�O�\�D�F�W�L�Y�D�W�H�V�D�I�W�H�U�W�K�H�X�S�J�U�D�G�H��

Tip

Step 2 �$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�W�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H��
�W�U�R�X�E�O�H�V�K�R�R�W���R�U�G�H�O�H�W�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V��
�$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�V�H�U�Y�L�F�H�R�Q�W�K�H�I�L�U�V�W�Q�R�G�H�R�Q�O�\��

�3�H�U�I�R�U�P�L�Q�J�W�K�L�V�W�D�V�N�E�H�I�R�U�H�\�R�X�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W�H�Q�V�X�U�H�V�W�K�D�W�\�R�X�G�R
�Q�R�W�K�D�Y�H�W�R�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H�W�R�X�V�H�&�$�3�)��

Timesaver

Step 3 �,�I�\�R�X�G�R�Q�R�W�Z�D�Q�W�W�R�X�V�H�W�K�H�G�H�I�D�X�O�W�S�R�U�W�V�H�W�W�L�Q�J�V���F�R�Q�I�L�J�X�U�H�S�R�U�W�V�I�R�U�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q��
�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�W�K�H�V�H�V�H�W�W�L�Q�J�V�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���W�K�H�V�H�W�W�L�Q�J�V
�P�L�J�U�D�W�H�D�X�W�R�P�D�W�L�F�D�O�O�\�G�X�U�L�Q�J�W�K�H�X�S�J�U�D�G�H��

Tip

Step 4 �2�E�W�D�L�Q�D�W�O�H�D�V�W�W�Z�R�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�D�Q�G�W�K�H�S�D�V�V�Z�R�U�G�V���K�R�V�W�Q�D�P�H�V���,�3�D�G�G�U�H�V�V�H�V���D�Q�G�S�R�U�W�Q�X�P�E�H�U�V�I�R�U�W�K�H
�V�H�U�Y�H�U�V�W�K�D�W�\�R�X�Z�L�O�O�F�R�Q�I�L�J�X�U�H�I�R�U�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W��

Step 5 �,�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W��
�7�R�X�S�G�D�W�H�W�K�H�&�L�V�F�R�&�7�/�I�L�O�H�D�I�W�H�U�D�Q�X�S�J�U�D�G�H�W�R�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H��
�\�R�X�P�X�V�W�L�Q�V�W�D�O�O�W�K�H�S�O�X�J���L�Q�W�K�D�W�L�V�D�Y�D�L�O�D�E�O�H�L�Q�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�U�H�O�H�D�V�H��

Tip

Step 6 �&�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W��
�,�I�\�R�X�F�U�H�D�W�H�G�W�K�H�&�L�V�F�R�&�7�/�I�L�O�H�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���W�K�H
�&�L�V�F�R�&�7�/�I�L�O�H�P�L�J�U�D�W�H�V�D�X�W�R�P�D�W�L�F�D�O�O�\�G�X�U�L�Q�J�W�K�H�X�S�J�U�D�G�H���7�R�X�S�G�D�W�H�W�K�H�&�L�V�F�R�&�7�/�I�L�O�H�D�I�W�H�U�D�Q
�X�S�J�U�D�G�H�W�R�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H���\�R�X�P�X�V�W�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H
�O�D�W�H�V�W�Y�H�U�V�L�R�Q�R�I�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W��

Tip

Step 7 �&�R�Q�I�L�J�X�U�H�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V��
�3�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V�Z�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�S�U�R�I�L�O�H�V��

�D���&�R�Q�I�L�J�X�U�H�W�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H��
�7�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�P�L�J�U�D�W�H�V�D�X�W�R�P�D�W�L�F�D�O�O�\�G�X�U�L�Q�J�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���,�I�\�R�X�Z�D�Q�W�W�R�F�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�L�R�Q�I�R�U�G�H�Y�L�F�H�V�W�K�D�W�R�Q�O�\�V�X�S�S�R�U�W�H�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�L�Q�D�S�U�L�R�U�U�H�O�H�D�V�H���\�R�X�P�X�V�W�F�K�R�R�V�H�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U�H�Q�F�U�\�S�W�L�R�Q�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

Tip

�E���&�R�Q�I�L�J�X�U�H�&�$�3�)�V�H�W�W�L�Q�J�V���I�R�U�V�R�P�H�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�D�Q�G�6�,�3����
�$�G�G�L�W�L�R�Q�D�O�&�$�3�)�V�H�W�W�L�Q�J�V�G�L�V�S�O�D�\�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�F���,�I�\�R�X�S�O�D�Q�W�R�X�V�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���F�K�H�F�N�W�K�H�(�Q�D�E�O�H�'�L�J�H�V�W
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�K�H�F�N�E�R�[��
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Set up authentication and encryption



�G���7�R�H�Q�D�E�O�H�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V���I�R�U�V�R�P�H�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�D�Q�G�6�,�3�����F�K�H�F�N�W�K�H
�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�G�H�F�K�H�F�N�E�R�[��

�H���7�R�H�[�F�O�X�G�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�G�R�Z�Q�O�R�D�G�V���F�K�H�F�N�W�K�H�(�[�F�O�X�G�H�'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�L�Q
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�)�L�O�H�F�K�H�F�N�E�R�[��

Step 8 �$�S�S�O�\�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�W�R�W�K�H�S�K�R�Q�H�V��

Step 9 �&�R�Q�I�L�J�X�U�H�&�$�3�)�W�R�L�V�V�X�H�F�H�U�W�L�I�L�F�D�W�H�V�W�R�W�K�H�S�K�R�Q�H�V��
�,�I�\�R�X�S�H�U�I�R�U�P�H�G�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�V�E�H�I�R�U�H�W�K�H�X�S�J�U�D�G�H�W�R�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�U�H�O�H�D�V�H�D�Q�G�&�$�3�)�U�D�Q�R�Q�D�V�X�E�V�F�U�L�E�H�U�V�H�U�Y�H�U���\�R�X�P�X�V�W�F�R�S�\�W�K�H�&�$�3�)�G�D�W�D�W�R�W�K�H�S�X�E�O�L�V�K�H�U
�G�D�W�D�E�D�V�H�V�H�U�Y�H�U�E�H�I�R�U�H�\�R�X�X�S�J�U�D�G�H�D�F�O�X�V�W�H�U�W�R�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H��

Tip

�7�K�H�&�$�3�)�G�D�W�D�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�E�V�F�U�L�E�H�U�V�H�U�Y�H�U�G�R�H�V�Q�R�W�P�L�J�U�D�W�H
�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H���D�Q�G�D�O�R�V�V�R�I�G�D�W�D�R�F�F�X�U�V���L�I�\�R�X�G�R�Q�R�W
�F�R�S�\�W�K�H�G�D�W�D�W�R�W�K�H�G�D�W�D�E�D�V�H���,�I�D�O�R�V�V�R�I�G�D�W�D�R�F�F�X�U�V���W�K�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V�W�K�D�W�\�R�X
�L�V�V�X�H�G�Z�L�W�K�W�K�H�&�$�3�)�X�W�L�O�L�W�\�U�H�P�D�L�Q�L�Q�W�K�H�S�K�R�Q�H�V���E�X�W�W�K�H�&�$�3�)�X�W�L�O�L�W�\�I�R�U�W�K�L�V�U�H�O�H�D�V�H�P�X�V�W�U�H�L�V�V�X�H
�W�K�H�F�H�U�W�L�I�L�F�D�W�H�V���Z�K�L�F�K�D�U�H�Q�R�O�R�Q�J�H�U�Y�D�O�L�G��

Caution

Step 10 �9�H�U�L�I�\�W�K�D�W�W�K�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V�D�U�H�L�Q�V�W�D�O�O�H�G�R�Q�V�X�S�S�R�U�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V��

Step 11 �&�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3��

Step 12 �3�H�U�I�R�U�P�S�K�R�Q�H���K�D�U�G�H�Q�L�Q�J�W�D�V�N�V��
�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�S�K�R�Q�H���K�D�U�G�H�Q�L�Q�J�V�H�W�W�L�Q�J�V�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H��
�W�K�H�G�H�Y�L�F�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V�P�L�J�U�D�W�H�D�X�W�R�P�D�W�L�F�D�O�O�\�G�X�U�L�Q�J�W�K�H�X�S�J�U�D�G�H��

Tip

Step 13 �&�R�Q�I�L�J�X�U�H�F�R�Q�I�H�U�H�Q�F�H�E�U�L�G�J�H�U�H�V�R�X�U�F�H�V�I�R�U�V�H�F�X�U�L�W�\��

Step 14 �&�R�Q�I�L�J�X�U�H�Y�R�L�F�H�P�D�L�O�S�R�U�W�V�I�R�U�V�H�F�X�U�L�W�\��
�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�W�K�H�D�S�S�O�L�F�D�E�O�H�&�L�V�F�R�8�Q�L�W�\�R�U�&�L�V�F�R�8�Q�L�W�\�&�R�Q�Q�H�F�W�L�R�Q�L�Q�W�H�J�U�D�W�L�R�Q�J�X�L�G�H�I�R�U�W�K�L�V
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H��

Step 15 �&�R�Q�I�L�J�X�U�H�V�H�F�X�U�L�W�\�V�H�W�W�L�Q�J�V�I�R�U�6�5�6�7�U�H�I�H�U�H�Q�F�H�V��
�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�V�H�F�X�U�H�6�5�6�7�U�H�I�H�U�H�Q�F�H�V�L�Q�D�S�U�H�Y�L�R�X�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�U�H�O�H�D�V�H���W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�D�X�W�R�P�D�W�L�F�D�O�O�\�P�L�J�U�D�W�H�V�G�X�U�L�Q�J�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�X�S�J�U�D�G�H��

Tip

Step 16 �&�R�Q�I�L�J�X�U�H�,�3�6�H�F��
�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�0�H�G�L�D�D�Q�G�6�L�J�Q�D�O�L�Q�J�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�(�Q�F�U�\�S�W�L�R�Q�)�H�D�W�X�U�H�I�R�U�&�L�V�F�R�,�2�6�0�*�&�3
�*�D�W�H�Z�D�\�V�D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H

Step 17 �&�R�Q�I�L�J�X�U�H�W�K�H�6�,�3�W�U�X�Q�N�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H��
�,�I�\�R�X�S�O�D�Q�W�R�X�V�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���F�K�H�F�N�W�K�H�(�Q�D�E�O�H�'�L�J�H�V�W�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�K�H�F�N�E�R�[�L�Q�W�K�H�S�U�R�I�L�O�H��

�)�R�U�W�U�X�Q�N���O�H�Y�H�O�D�X�W�K�R�U�L�]�D�W�L�R�Q���F�K�H�F�N�W�K�H�D�X�W�K�R�U�L�]�D�W�L�R�Q�F�K�H�F�N�E�R�[�H�V�I�R�U�W�K�H�D�O�O�R�Z�H�G�6�,�3�U�H�T�X�H�V�W�V��

�,�I�\�R�X�Z�D�Q�W�D�S�S�O�L�F�D�W�L�R�Q���O�H�Y�H�O�D�X�W�K�R�U�L�]�D�W�L�R�Q�W�R�R�F�F�X�U�D�I�W�H�U�W�U�X�Q�N���O�H�Y�H�O�D�X�W�K�R�U�L�]�D�W�L�R�Q���F�K�H�F�N�W�K�H�(�Q�D�E�O�H�$�S�S�O�L�F�D�W�L�R�Q
�/�H�Y�H�O�$�X�W�K�R�U�L�]�D�W�L�R�Q�F�K�H�F�N�E�R�[��
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Hypertext Transfer Protocol over Secure Sockets
Layer (HTTPS)
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�<�R�X�F�D�Q�U�H�J�H�Q�H�U�D�W�H�W�K�H�V�H�O�I���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H�E�\�X�V�L�Q�J�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J
�6�\�V�W�H�P�*�8�,���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U
�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

Note

�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�V�K�R�Z�V�W�K�H�D�S�S�O�L�F�D�W�L�R�Q�V�W�K�D�W�X�V�H�+�7�7�3�6�Z�L�W�K�&�L�V�F�R�7�R�P�F�D�W�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Table 6: Cisco Unified Communications Manager HTTPS Applications

Web ApplicationCisco Unified Communications
Manager HTTPS Application

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�F�F�P�D�G�P�L�Q

�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�F�F�P�V�H�U�Y�L�F�H

�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�S�D�J�H�V�F�P�S�O�D�W�I�R�U�P

�&�L�V�F�R�3�H�U�V�R�Q�D�O�$�V�V�L�V�W�D�Q�W�F�P�X�V�H�U

�5�H�D�O�7�L�P�H�0�R�Q�L�W�R�U�L�Q�J�7�R�R�O�D�V�W

�5�H�D�O�7�L�P�H�0�R�Q�L�W�R�U�L�Q�J�7�R�R�O�U�H�S�R�U�W�V�D�U�F�K�L�Y�H�5�7�0�7�5�H�S�R�U�W�V

�7�$�&�W�U�R�X�E�O�H�V�K�R�R�W�L�Q�J�W�R�R�O�V�W�K�D�W�D�U�H�X�V�H�G�I�R�U�S�D�F�N�H�W�F�D�S�W�X�U�L�Q�J�3�N�W�&�D�S

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�&�'�5 �$�Q�D�O�\�V�L�V�D�Q�G
�5�H�S�R�U�W�L�Q�J

�D�U�W

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�X�W�R���5�H�J�L�V�W�H�U�3�K�R�Q�H
�7�R�R�O

�W�D�S�V

�'�L�D�O�H�G�1�X�P�E�H�U�$�Q�D�O�\�]�H�U�G�Q�D

�'�L�V�D�V�W�H�U�5�H�F�R�Y�H�U�\�6�\�V�W�H�P�G�U�I

�6�L�P�S�O�H�2�E�M�H�F�W�$�F�F�H�V�V�3�U�R�W�R�F�R�O�$�3�,�I�R�U�U�H�D�G�L�Q�J�I�U�R�P�D�Q�G�Z�U�L�W�L�Q�J
�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H

�)�R�U�V�H�F�X�U�L�W�\���D�O�O�: �H�E�D�S�S�O�L�F�D�W�L�R�Q�V�W�K�D�W�D�U�H�X�V�L�Q�J�6�2�$�3
�U�H�T�X�L�U�H�+�7�7�3�6���&�L�V�F�R�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�+�7�7�3�I�R�U�6�2�$�3
�D�S�S�O�L�F�D�W�L�R�Q�V���(�[�L�V�W�L�Q�J�D�S�S�O�L�F�D�W�L�R�Q�V�W�K�D�W�X�V�H�+�7�7�3�Z�L�O�O�I�D�L�O��
�W�K�H�\�F�D�Q�Q�R�W�E�H�F�R�Q�Y�H�U�W�H�G�W�R�+�7�7�3�6�E�\�F�K�D�Q�J�L�Q�J
�G�L�U�H�F�W�R�U�L�H�V��

Note

�6�2�$�3
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HTTPS for Cisco Unified IP Phone services
�3�U�L�R�U�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H���������&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3
�3�K�R�Q�H�6�H�U�Y�L�F�H�V�G�L�G�Q�R�W�V�X�S�S�R�U�W�+�7�7�3�6�F�R�P�P�X�Q�L�F�D�W�L�R�Q�D�Q�G�F�R�P�P�X�Q�L�F�D�W�H�G�X�V�L�Q�J�³�F�O�H�D�U�W�H�[�W�´�R�Y�H�U�S�R�U�W����������

�)�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H���������&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�D�Q�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3
�3�K�R�Q�H�6�H�U�Y�L�F�H�V�V�X�S�S�R�U�W�+�7�7�3�6���H�Q�F�U�\�S�W�L�R�Q���D�Q�G�V�H�F�X�U�H�L�G�H�Q�W�L�I�L�F�D�W�L�R�Q�R�I�W�K�H�V�H�U�Y�H�U�X�V�L�Q�J�S�R�U�W����������

Cisco Unified IP Phones supporting HTTPS
�7�K�H�I�R�O�O�R�Z�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�V�X�S�S�R�U�W�+�7�7�3�6��

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

�‡��������

Features that support HTTPS
�7�K�H�I�R�O�O�R�Z�L�Q�J�I�H�D�W�X�U�H�V�V�X�S�S�R�U�W�+�7�7�3�6��

�‡�&�L�V�F�R�(�[�W�H�Q�V�L�R�Q�0�R�E�L�O�L�W�\���(�0��

�‡�&�L�V�F�R�(�[�W�H�Q�V�L�R�Q�0�R�E�L�O�L�W�\�&�U�R�V�V�&�O�X�V�W�H�U���(�0�&�&��

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�0�D�Q�D�J�H�U�$�V�V�L�V�W�D�Q�W���,�3�0�$��

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�6�H�U�Y�L�F�H�V

�‡�3�H�U�V�R�Q�D�O�'�L�U�H�F�W�R�U�\

�‡�&�K�D�Q�J�H�&�U�H�G�H�Q�W�L�D�O�V

Cisco Unified IP Phone services settings
�7�R�V�X�S�S�R�U�W�+�7�7�3�6�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H���������������W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�6�H�W�W�L�Q�J�V�L�Q�F�O�X�G�H�W�K�H�V�H�F�X�U�H�8�5�/ �S�D�U�D�P�H�W�H�U�V�V�K�R�Z�Q�L�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H��
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�7�R�F�R�Q�I�L�J�X�U�H�W�K�H�V�H�F�X�U�H�8�5�/ �S�D�U�D�P�H�W�H�U�V���F�K�R�R�V�H�'�H�Y�L�F�H�! �'�H�Y�L�F�H�6�H�W�W�L�Q�J�V�! �3�K�R�Q�H�6�H�U�Y�L�F�H�V�I�U�R�P�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�W�K�H�³�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H
�6�H�U�Y�L�F�H�V�&�R�Q�I�L�J�X�U�D�W�L�R�Q�´�F�K�D�S�W�H�U�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H

�:�K�H�Q�\�R�X�G�H�O�H�W�H�W�K�H�6�H�F�X�U�H�G�3�K�R�Q�H�8�5�/�3�D�U�D�P�H�W�H�U�V�L�Q�W�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V�H�F�W�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�Q�G�W�K�H�Q�U�H�E�R�R�W���W�K�H�8�5�/ �3�D�U�D�P�H�W�H�U�V�D�U�H�U�H���S�R�S�X�O�D�W�H�G�E�\
�G�H�I�D�X�O�W���$�I�W�H�U�\�R�X�U�H�E�R�R�W�J�R�W�R�W�K�H�6�H�F�X�U�H�G�3�K�R�Q�H�8�5�/ �3�D�U�D�P�H�W�H�U�V�V�H�F�W�L�R�Q�D�Q�G�P�D�N�H�W�K�H�F�R�U�U�H�F�W
�P�R�G�L�I�L�F�D�W�L�R�Q�V�W�R�W�K�H�8�5�/ �D�Q�G�U�H�E�R�R�W�W�K�H�S�K�R�Q�H�V��

Note

Table 7: Phone Configuration Settings for Secure URLs

DescriptionField

�(�Q�W�H�U�W�K�H�V�H�F�X�U�H�8�5�/ �W�K�D�W�W�K�H�S�K�R�Q�H�X�V�H�V�W�R�Y�D�O�L�G�D�W�H
�U�H�T�X�H�V�W�V�W�K�D�W�D�U�H�P�D�G�H�W�R�W�K�H�S�K�R�Q�H�Z�H�E�V�H�U�Y�H�U��

�,�I�\�R�X�G�R�Q�R�W�S�U�R�Y�L�G�H�D�6�H�F�X�U�H
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�8�5�/���W�K�H�G�H�Y�L�F�H�X�V�H�V�W�K�H
�Q�R�Q�V�H�F�X�U�H�8�5�/���,�I�\�R�X�S�U�R�Y�L�G�H�E�R�W�K�D�V�H�F�X�U�H
�8�5�/ �D�Q�G�D�Q�R�Q�V�H�F�X�U�H�8�5�/���W�K�H�G�H�Y�L�F�H
�F�K�R�R�V�H�V�W�K�H�D�S�S�U�R�S�U�L�D�W�H�8�5�/���E�D�V�H�G�R�Q�L�W�V
�F�D�S�D�E�L�O�L�W�L�H�V��

Note

�%�\�G�H�I�D�X�O�W���W�K�L�V�8�5�/ �D�F�F�H�V�V�H�V�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�0
�8�V�H�U�2�S�W�L�R�Q�V�Z�L�Q�G�R�Z�W�K�D�W�Z�D�V�F�R�Q�I�L�J�X�U�H�G�G�X�U�L�Q�J
�L�Q�V�W�D�O�O�D�W�L�R�Q��

�/�H�D�Y�H�W�K�L�V�I�L�H�O�G�E�O�D�Q�N�W�R�D�F�F�H�S�W�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J��

�0�D�[�L�P�X�P�O�H�Q�J�W�K��������

�6�H�F�X�U�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�8�5�/

�(�Q�W�H�U�W�K�H�V�H�F�X�U�H�8�5�/ �I�R�U�W�K�H�V�H�U�Y�H�U�I�U�R�P�Z�K�L�F�K�W�K�H
�S�K�R�Q�H�R�E�W�D�L�Q�V�G�L�U�H�F�W�R�U�\�L�Q�I�R�U�P�D�W�L�R�Q���7�K�L�V�S�D�U�D�P�H�W�H�U
�V�S�H�F�L�I�L�H�V�W�K�H�8�5�/ �W�K�D�W�V�H�F�X�U�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3
�3�K�R�Q�H�V�X�V�H�Z�K�H�Q�\�R�X�S�U�H�V�V�W�K�H�'�L�U�H�F�W�R�U�\�E�X�W�W�R�Q��

�,�I�\�R�X�G�R�Q�R�W�S�U�R�Y�L�G�H�D�6�H�F�X�U�H�'�L�U�H�F�W�R�U�\
�8�5�/���W�K�H�G�H�Y�L�F�H�X�V�H�V�W�K�H�Q�R�Q�V�H�F�X�U�H�8�5�/��
�,�I�\�R�X�S�U�R�Y�L�G�H�E�R�W�K�D�V�H�F�X�U�H�8�5�/ �D�Q�G�D
�Q�R�Q�V�H�F�X�U�H�8�5�/���W�K�H�G�H�Y�L�F�H�F�K�R�R�V�H�V�W�K�H
�D�S�S�U�R�S�U�L�D�W�H�8�5�/���E�D�V�H�G�R�Q�L�W�V�F�D�S�D�E�L�O�L�W�L�H�V��

Note

�/�H�D�Y�H�W�K�L�V�I�L�H�O�G�E�O�D�Q�N�W�R�D�F�F�H�S�W�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J��

�0�D�[�L�P�X�P�O�H�Q�J�W�K��������

�6�H�F�X�U�H�'�L�U�H�F�W�R�U�\�8�5�/

   Cisco Unified Communications Manager Security Guide, Release 9.0(1)
38 OL-27107-01  

HTTPS for Cisco Unified IP Phone services



DescriptionField

�(�Q�W�H�U�W�K�H�V�H�F�X�U�H�8�5�/�I�R�U�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�G�L�V�S�O�D�\�V
�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�G�L�V�S�O�D�\�Z�K�H�Q�W�K�H�S�K�R�Q�H
�L�V�L�G�O�H���D�V�V�S�H�F�L�I�L�H�G�L�Q�,�G�O�H�7�L�P�H�U�I�L�H�O�G���)�R�U�H�[�D�P�S�O�H��
�\�R�X�F�D�Q�G�L�V�S�O�D�\�D�O�R�J�R�R�Q�W�K�H�/�&�' �Z�K�H�Q�W�K�H�S�K�R�Q�H
�K�D�V�Q�R�W�E�H�H�Q�X�V�H�G�I�R�U�� �P�L�Q�X�W�H�V��

�,�I�\�R�X�G�R�Q�R�W�S�U�R�Y�L�G�H�D�6�H�F�X�U�H�,�G�O�H�8�5�/���W�K�H
�G�H�Y�L�F�H�X�V�H�V�W�K�H�Q�R�Q�V�H�F�X�U�H�8�5�/���,�I�\�R�X
�S�U�R�Y�L�G�H�E�R�W�K�D�V�H�F�X�U�H�8�5�/ �D�Q�G�D�Q�R�Q�V�H�F�X�U�H
�8�5�/���W�K�H�G�H�Y�L�F�H�F�K�R�R�V�H�V�W�K�H�D�S�S�U�R�S�U�L�D�W�H
�8�5�/���E�D�V�H�G�R�Q�L�W�V�F�D�S�D�E�L�O�L�W�L�H�V��

Note

�7�R�D�F�F�H�S�W�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���O�H�D�Y�H�W�K�L�V�I�L�H�O�G�E�O�D�Q�N��

�0�D�[�L�P�X�P�O�H�Q�J�W�K��������

�6�H�F�X�U�H�,�G�O�H�8�5�/

�(�Q�W�H�U�W�K�H�V�H�F�X�U�H�8�5�/ �I�R�U�W�K�H�V�H�U�Y�H�U�O�R�F�D�W�L�R�Q�Z�K�H�U�H
�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�F�D�Q�I�L�Q�G�K�H�O�S�W�H�[�W
�L�Q�I�R�U�P�D�W�L�R�Q���7�K�L�V�L�Q�I�R�U�P�D�W�L�R�Q�G�L�V�S�O�D�\�V�Z�K�H�Q�W�K�H�X�V�H�U
�S�U�H�V�V�H�V�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q���L���E�X�W�W�R�Q�R�U�W�K�H�T�X�H�V�W�L�R�Q�P�D�U�N
���"���E�X�W�W�R�Q��

�,�I�\�R�X�G�R�Q�R�W�S�U�R�Y�L�G�H�D�6�H�F�X�U�H�,�Q�I�R�U�P�D�W�L�R�Q
�8�5�/���W�K�H�G�H�Y�L�F�H�X�V�H�V�W�K�H�Q�R�Q�V�H�F�X�U�H�8�5�/��
�,�I�\�R�X�S�U�R�Y�L�G�H�E�R�W�K�D�V�H�F�X�U�H�8�5�/ �D�Q�G�D
�Q�R�Q�V�H�F�X�U�H�8�5�/���W�K�H�G�H�Y�L�F�H�F�K�R�R�V�H�V�W�K�H
�D�S�S�U�R�S�U�L�D�W�H�8�5�/���E�D�V�H�G�R�Q�L�W�V�F�D�S�D�E�L�O�L�W�L�H�V��

Note

�7�R�D�F�F�H�S�W�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���O�H�D�Y�H�W�K�L�V�I�L�H�O�G�E�O�D�Q�N��

�0�D�[�L�P�X�P�O�H�Q�J�W�K��������

�6�H�F�X�U�H�,�Q�I�R�U�P�D�W�L�R�Q�8�5�/

�(�Q�W�H�U�W�K�H�V�H�F�X�U�H�8�5�/ �I�R�U�W�K�H�P�H�V�V�D�J�H�V�V�H�U�Y�H�U���7�K�H
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�F�R�Q�W�D�F�W�V�W�K�L�V�8�5�/ �Z�K�H�Q�W�K�H
�X�V�H�U�S�U�H�V�V�H�V�W�K�H�0�H�V�V�D�J�H�V�E�X�W�W�R�Q��

�,�I�\�R�X�G�R�Q�R�W�S�U�R�Y�L�G�H�D�6�H�F�X�U�H�0�H�V�V�D�J�H�V
�8�5�/���W�K�H�G�H�Y�L�F�H�X�V�H�V�W�K�H�Q�R�Q�V�H�F�X�U�H�8�5�/��
�,�I�\�R�X�S�U�R�Y�L�G�H�E�R�W�K�D�V�H�F�X�U�H�8�5�/ �D�Q�G�D
�Q�R�Q�V�H�F�X�U�H�8�5�/���W�K�H�G�H�Y�L�F�H�F�K�R�R�V�H�V�W�K�H
�D�S�S�U�R�S�U�L�D�W�H�8�5�/���E�D�V�H�G�R�Q�L�W�V�F�D�S�D�E�L�O�L�W�L�H�V��

Note

�7�R�D�F�F�H�S�W�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���O�H�D�Y�H�W�K�L�V�I�L�H�O�G�E�O�D�Q�N��

�0�D�[�L�P�X�P�O�H�Q�J�W�K��������

�6�H�F�X�U�H�0�H�V�V�D�J�H�V�8�5�/
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DescriptionField

�(�Q�W�H�U�W�K�H�V�H�F�X�U�H�8�5�/ �I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H
�V�H�U�Y�L�F�H�V���7�K�H�L�V�W�K�H�O�R�F�D�W�L�R�Q�W�K�D�W�W�K�H�V�H�F�X�U�H�&�L�V�F�R
�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�F�R�Q�W�D�F�W�V�Z�K�H�Q�W�K�H�X�V�H�U�S�U�H�V�V�H�V�W�K�H
�6�H�U�Y�L�F�H�V�E�X�W�W�R�Q��

�,�I�\�R�X�G�R�Q�R�W�S�U�R�Y�L�G�H�D�6�H�F�X�U�H�6�H�U�Y�L�F�H�V
�8�5�/���W�K�H�G�H�Y�L�F�H�X�V�H�V�W�K�H�Q�R�Q�V�H�F�X�U�H�8�5�/��
�,�I�\�R�X�S�U�R�Y�L�G�H�E�R�W�K�D�V�H�F�X�U�H�8�5�/ �D�Q�G�D
�Q�R�Q�V�H�F�X�U�H�8�5�/���W�K�H�G�H�Y�L�F�H�F�K�R�R�V�H�V�W�K�H
�D�S�S�U�R�S�U�L�D�W�H�8�5�/���E�D�V�H�G�R�Q�L�W�V�F�D�S�D�E�L�O�L�W�L�H�V��

Note

�7�R�D�F�F�H�S�W�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���O�H�D�Y�H�W�K�L�V�I�L�H�O�G�E�O�D�Q�N��

�0�D�[�L�P�X�P�O�H�Q�J�W�K��������

�6�H�F�X�U�H�6�H�U�Y�L�F�H�V�8�5�/

Enterprise parameter settings for HTTPS support
�7�R�V�X�S�S�R�U�W�+�7�7�3�6���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H�������������V�X�S�S�R�U�W�V�W�K�H�I�R�O�O�R�Z�L�Q�J�Q�H�Z
�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V��

�‡�6�H�F�X�U�H�G�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�8�5�/

�‡�6�H�F�X�U�H�G�'�L�U�H�F�W�R�U�\�8�5�/

�‡�6�H�F�X�U�H�G�,�G�O�H�8�5�/

�‡�6�H�F�X�U�H�G�,�Q�I�R�U�P�D�W�L�R�Q�8�5�/

�‡�6�H�F�X�U�H�G�0�H�V�V�D�J�H�G�8�5�/

�‡�6�H�F�X�U�H�G�6�H�U�Y�L�F�H�V�8�5�/

Save certificate to trusted folder using Internet Explorer 8
�%�H�V�X�U�H�W�R�L�P�S�R�U�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�H�U�W�L�I�L�F�D�W�H�W�R�,�Q�W�H�U�Q�H�W�(�[�S�O�R�U�H�U�� �W�R�V�H�F�X�U�H
�D�F�F�H�V�V�Z�L�W�K�R�X�W�K�D�Y�L�Q�J�W�R�U�H�O�R�D�G�W�K�H�F�H�U�W�L�I�L�F�D�W�H�H�Y�H�U�\�W�L�P�H�W�K�D�W�\�R�X�U�H�V�W�D�U�W�W�K�H�E�U�R�Z�V�H�U���,�I�\�R�X�F�R�Q�W�L�Q�X�H�W�R�D
�Z�H�E�V�L�W�H�W�K�D�W�K�D�V�D�F�H�U�W�L�I�L�F�D�W�H�Z�D�U�Q�L�Q�J�D�Q�G�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�V�Q�R�W�L�Q�W�K�H�W�U�X�V�W�V�W�R�U�H���,�Q�W�H�U�Q�H�W�(�[�S�O�R�U�H�U�� �U�H�P�H�P�E�H�U�V
�W�K�H�F�H�U�W�L�I�L�F�D�W�H�I�R�U�W�K�H�F�X�U�U�H�Q�W�V�H�V�V�L�R�Q�R�Q�O�\��

�$�I�W�H�U�\�R�X�G�R�Z�Q�O�R�D�G�W�K�H�V�H�U�Y�H�U�F�H�U�W�L�I�L�F�D�W�H���,�Q�W�H�U�Q�H�W�(�[�S�O�R�U�H�U�� �F�R�Q�W�L�Q�X�H�V�W�R�G�L�V�S�O�D�\�F�H�U�W�L�I�L�F�D�W�H�H�U�U�R�U�V�I�R�U�W�K�H
�Z�H�E�V�L�W�H���<�R�X�F�D�Q�L�J�Q�R�U�H�W�K�H�V�H�F�X�U�L�W�\�Z�D�U�Q�L�Q�J�V�Z�K�H�Q�W�K�H�7�U�X�V�W�H�G�5�R�R�W�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�W�U�X�V�W�V�W�R�U�H�I�R�U�W�K�H
�E�U�R�Z�V�H�U�F�R�Q�W�D�L�Q�V�W�K�H�L�P�S�R�U�W�H�G�F�H�U�W�L�I�L�F�D�W�H��

�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�G�H�V�F�U�L�E�H�V�K�R�Z�W�R�L�P�S�R�U�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�H�U�W�L�I�L�F�D�W�H�W�R
�W�K�H�U�R�R�W�F�H�U�W�L�I�L�F�D�W�H�W�U�X�V�W�V�W�R�U�H�I�R�U�,�Q�W�H�U�Q�H�W�(�[�S�O�R�U�H�U����

Procedure

Step 1 �%�U�R�Z�V�H�W�R�D�S�S�O�L�F�D�W�L�R�Q�R�Q�W�K�H�7�R�P�F�D�W�V�H�U�Y�H�U���I�R�U�H�[�D�P�S�O�H���H�Q�W�H�U�W�K�H�K�R�V�W�Q�D�P�H���O�R�F�D�O�K�R�V�W���R�U�,�3�D�G�G�U�H�V�V�I�R�U
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�L�Q�W�K�H�E�U�R�Z�V�H�U����
�7�K�H�E�U�R�Z�V�H�U�G�L�V�S�O�D�\�V�D�&�H�U�W�L�I�L�F�D�W�H�(�U�U�R�U���1�D�Y�L�J�D�W�L�R�Q�%�O�R�F�N�H�G�P�H�V�V�D�J�H�W�R�L�Q�G�L�F�D�W�H�W�K�D�W�W�K�L�V�Z�H�E�V�L�W�H�L�V�X�Q�W�U�X�V�W�H�G��

   Cisco Unified Communications Manager Security Guide, Release 9.0(1)
40 OL-27107-01  

Save certificate to trusted folder using Internet Explorer 8



Step 2 �7�R�D�F�F�H�V�V�W�K�H�V�H�U�Y�H�U���F�O�L�F�N�&�R�Q�W�L�Q�X�H�W�R�W�K�L�V�Z�H�E�V�L�W�H���Q�R�W�U�H�F�R�P�P�H�Q�G�H�G����
�7�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���D�Q�G�W�K�H�E�U�R�Z�V�H�U�G�L�V�S�O�D�\�V�W�K�H
�D�G�G�U�H�V�V�E�D�U�D�Q�G�&�H�U�W�L�I�L�F�D�W�H�(�U�U�R�U�V�W�D�W�X�V�L�Q�U�H�G��

Step 3 �7�R�L�P�S�R�U�W�W�K�H�V�H�U�Y�H�U�F�H�U�W�L�I�L�F�D�W�H���F�O�L�F�N�W�K�H�&�H�U�W�L�I�L�F�D�W�H�(�U�U�R�U�V�W�D�W�X�V�E�R�[�W�R�G�L�V�S�O�D�\�W�K�H�V�W�D�W�X�V�U�H�S�R�U�W���&�O�L�F�N�W�K�H
�9�L�H�Z�&�H�U�W�L�I�L�F�D�W�H�V�O�L�Q�N�L�Q�W�K�H�U�H�S�R�U�W��

Step 4 �9�H�U�L�I�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�G�H�W�D�L�O�V��

Step 5 �6�H�O�H�F�W�W�K�H�*�H�Q�H�U�D�O�W�D�E�L�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H�Z�L�Q�G�R�Z�D�Q�G�F�O�L�F�N�,�Q�V�W�D�O�O�&�H�U�W�L�I�L�F�D�W�H��
�7�K�H�&�H�U�W�L�I�L�F�D�W�H�,�P�S�R�U�W�: �L�]�D�U�G�O�D�X�Q�F�K�H�V��

Step 6 �7�R�V�W�D�U�W�W�K�H�: �L�]�D�U�G���F�O�L�F�N�1�H�[�W��
�7�K�H�&�H�U�W�L�I�L�F�D�W�H�6�W�R�U�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

Step 7 �9�H�U�L�I�\�W�K�D�W�W�K�H�$�X�W�R�P�D�W�L�F�R�S�W�L�R�Q���Z�K�L�F�K�D�O�O�R�Z�V�W�K�H�Z�L�]�D�U�G�W�R�V�H�O�H�F�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�V�W�R�U�H�I�R�U�W�K�L�V�F�H�U�W�L�I�L�F�D�W�H
�W�\�S�H���L�V�V�H�O�H�F�W�H�G�D�Q�G�F�O�L�F�N�1�H�[�W��

Step 8 �9�H�U�L�I�\�W�K�H�V�H�W�W�L�Q�J�D�Q�G�F�O�L�F�N�)�L�Q�L�V�K��
�$ �V�H�F�X�U�L�W�\�Z�D�U�Q�L�Q�J�G�L�V�S�O�D�\�V�I�R�U�W�K�H�L�P�S�R�U�W�R�S�H�U�D�W�L�R�Q��

Step 9 �7�R�L�Q�V�W�D�O�O�W�K�H�F�H�U�W�L�I�L�F�D�W�H���F�O�L�F�N�<�H�V��
�7�K�H�,�P�S�R�U�W�: �L�]�D�U�G�G�L�V�S�O�D�\�V�³�7�K�H�L�P�S�R�U�W�Z�D�V�V�X�F�F�H�V�V�I�X�O���´

Step 10 �&�O�L�F�N�2�. ���7�K�H�Q�H�[�W�W�L�P�H�W�K�D�W�\�R�X�F�O�L�F�N�W�K�H�9�L�H�Z�F�H�U�W�L�I�L�F�D�W�H�V�O�L�Q�N���W�K�H�&�H�U�W�L�I�L�F�D�W�L�R�Q�3�D�W�K�W�D�E�L�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H
�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�³�7�K�L�V�F�H�U�W�L�I�L�F�D�W�H�L�V�2�.���´

Step 11 �7�R�Y�H�U�L�I�\�W�K�D�W�W�K�H�W�U�X�V�W�V�W�R�U�H�F�R�Q�W�D�L�Q�V�W�K�H�L�P�S�R�U�W�H�G�F�H�U�W�L�I�L�F�D�W�H���F�O�L�F�N�7�R�R�O�V�! �,�Q�W�H�U�Q�H�W�2�S�W�L�R�Q�V�L�Q�W�K�H�,�Q�W�H�U�Q�H�W
�(�[�S�O�R�U�H�U�W�R�R�O�E�D�U�D�Q�G�V�H�O�H�F�W�W�K�H�&�R�Q�W�H�Q�W�W�D�E���&�O�L�F�N�&�H�U�W�L�I�L�F�D�W�H�V�D�Q�G�V�H�O�H�F�W�W�K�H�7�U�X�V�W�H�G�5�R�R�W�&�H�U�W�L�I�L�F�D�W�L�R�Q�V
�$�X�W�K�R�U�L�W�L�H�V�W�D�E���6�F�U�R�O�O�W�R�I�L�Q�G�W�K�H�L�P�S�R�U�W�H�G�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�O�L�V�W��
�$�I�W�H�U�L�P�S�R�U�W�L�Q�J�W�K�H�F�H�U�W�L�I�L�F�D�W�H���W�K�H�E�U�R�Z�V�H�U�F�R�Q�W�L�Q�X�H�V�W�R�G�L�V�S�O�D�\�W�K�H�D�G�G�U�H�V�V�E�D�U�D�Q�G�D�&�H�U�W�L�I�L�F�D�W�H�(�U�U�R�U�V�W�D�W�X�V
�L�Q�U�H�G���7�K�H�V�W�D�W�X�V�S�H�U�V�L�V�W�V�H�Y�H�Q�L�I�\�R�X�U�H�H�Q�W�H�U�W�K�H�K�R�V�W�Q�D�P�H���O�R�F�D�O�K�R�V�W���R�U�,�3�D�G�G�U�H�V�V�R�U�U�H�I�U�H�V�K�R�U�U�H�O�D�X�Q�F�K�W�K�H
�E�U�R�Z�V�H�U��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�+�7�7�3�6�V�H�W�X�S�� �R�Q�S�D�J�H����

Copy Internet Explorer 8 certificate to file
�&�R�S�\�L�Q�J�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�R�D�I�L�O�H�D�Q�G�V�W�R�U�L�Q�J�L�W�O�R�F�D�O�O�\�D�O�O�R�Z�V�\�R�X�W�R�U�H�V�W�R�U�H�W�K�H�F�H�U�W�L�I�L�F�D�W�H�Z�K�H�Q�H�Y�H�U�Q�H�F�H�V�V�D�U�\��

�3�H�U�I�R�U�P�L�Q�J�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�F�R�S�L�H�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�E�\�X�V�L�Q�J�D�V�W�D�Q�G�D�U�G�F�H�U�W�L�I�L�F�D�W�H�V�W�R�U�D�J�H�I�R�U�P�D�W���7�R
�F�R�S�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�F�R�Q�W�H�Q�W�V�W�R�I�L�O�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��
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Procedure
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�‡�;�������� �&�H�U�W�L�I�L�F�D�W�H�Z�L�W�K�F�K�D�L�Q���3�.�&�6�������²�8�V�H�V�3�.�&�6�����W�R�Y�H�U�L�I�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�F�K�D�L�Q�D�Q�G�W�U�D�Q�V�I�H�U
�L�Q�I�R�U�P�D�W�L�R�Q�E�H�W�Z�H�H�Q�H�Q�W�L�W�L�H�V��

Step 8 �&�O�L�F�N�6�D�Y�H��

Step 9 �&�O�L�F�N�2�. ��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�+�7�7�3�6�V�H�W�X�S�� �R�Q�S�D�J�H����

First-time authentication for Safari with HTTPS
�7�K�H�I�L�U�V�W�W�L�P�H�W�K�D�W�\�R�X���R�U�D�X�V�H�U���D�F�F�H�V�V�H�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�R�U�R�W�K�H�U
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�6�6�/���H�Q�D�E�O�H�G�Y�L�U�W�X�D�O�G�L�U�H�F�W�R�U�L�H�V���D�I�W�H�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�V�W�D�O�O�D�W�L�R�Q���X�S�J�U�D�G�H���I�U�R�P�D�E�U�R�Z�V�H�U�F�O�L�H�Q�W���D�6�H�F�X�U�L�W�\�$�O�H�U�W�G�L�D�O�R�J�E�R�[�D�V�N�V�Z�K�H�W�K�H�U
�\�R�X�W�U�X�V�W�W�K�H�V�H�U�Y�H�U��

�:�K�H�Q�W�K�H�G�L�D�O�R�J�E�R�[�G�L�V�S�O�D�\�V���\�R�X�P�X�V�W�S�H�U�I�R�U�P�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�‡�%�\�F�O�L�F�N�L�Q�J�<�H�V���\�R�X�F�K�R�R�V�H�W�R�W�U�X�V�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�I�R�U�W�K�H�F�X�U�U�H�Q�W�Z�H�E�V�H�V�V�L�R�Q�R�Q�O�\���,�I�\�R�X�W�U�X�V�W�W�K�H
�F�H�U�W�L�I�L�F�D�W�H�I�R�U�W�K�H�F�X�U�U�H�Q�W�V�H�V�V�L�R�Q�R�Q�O�\���W�K�H�6�H�F�X�U�L�W�\�$�O�H�U�W�G�L�D�O�R�J�E�R�[�G�L�V�S�O�D�\�V�H�D�F�K�W�L�P�H�W�K�D�W�\�R�X�D�F�F�H�V�V
�W�K�H�D�S�S�O�L�F�D�W�L�R�Q���W�K�D�W�L�V���X�Q�W�L�O�\�R�X�L�Q�V�W�D�O�O�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�W�U�X�V�W�H�G�I�R�O�G�H�U��

�‡�%�\�F�O�L�F�N�L�Q�J�6�K�R�Z�&�H�U�W�L�I�L�F�D�W�H�! �,�Q�V�W�D�O�O�&�H�U�W�L�I�L�F�D�W�H���\�R�X�L�Q�W�H�Q�G�W�R�S�H�U�I�R�U�P�F�H�U�W�L�I�L�F�D�W�H�L�Q�V�W�D�O�O�D�W�L�R�Q�W�D�V�N�V��
�V�R�\�R�X�D�O�Z�D�\�V�W�U�X�V�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H���,�I�\�R�X�L�Q�V�W�D�O�O�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�W�U�X�V�W�H�G�I�R�O�G�H�U���W�K�H�6�H�F�X�U�L�W�\�$�O�H�U�W
�G�L�D�O�R�J�E�R�[�G�R�H�V�Q�R�W�G�L�V�S�O�D�\�H�D�F�K�W�L�P�H�W�K�D�W�\�R�X�D�F�F�H�V�V�W�K�H�Z�H�E�D�S�S�O�L�F�D�W�L�R�Q��

�‡�%�\�F�O�L�F�N�L�Q�J�1�R���\�R�X�F�D�Q�F�H�O�W�K�H�D�F�W�L�R�Q���1�R�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V���D�Q�G�\�R�X�F�D�Q�Q�R�W�D�F�F�H�V�V�W�K�H�Z�H�E
�D�S�S�O�L�F�D�W�L�R�Q���7�R�D�F�F�H�V�V�W�K�H�Z�H�E�D�S�S�O�L�F�D�W�L�R�Q���\�R�X�P�X�V�W�F�O�L�F�N�<�H�V�R�U�L�Q�V�W�D�O�O�W�K�H�F�H�U�W�L�I�L�F�D�W�H�Y�L�D�W�K�H�6�K�R�Z
�&�H�U�W�L�I�L�F�D�W�H�! �,�Q�V�W�D�O�O�&�H�U�W�L�I�L�F�D�W�H�R�S�W�L�R�Q�V��
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�7�K�H�D�G�G�U�H�V�V�W�K�D�W�\�R�X�X�V�H�W�R�D�F�F�H�V�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�P�X�V�W�P�D�W�F�K
�W�K�H�Q�D�P�H�R�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H���R�U�D�P�H�V�V�D�J�H�Z�L�O�O�G�L�V�S�O�D�\�E�\�G�H�I�D�X�O�W���,�I�\�R�X�D�F�F�H�V�V�W�K�H�Z�H�E
�D�S�S�O�L�F�D�W�L�R�Q�E�\�X�V�L�Q�J�W�K�H�O�R�F�D�O�K�R�V�W�R�U�,�3�D�G�G�U�H�V�V�D�I�W�H�U�\�R�X�L�Q�V�W�D�O�O�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H
�W�U�X�V�W�H�G�I�R�O�G�H�U���D�V�H�F�X�U�L�W�\�D�O�H�U�W�L�Q�G�L�F�D�W�H�V�W�K�D�W�W�K�H�Q�D�P�H�R�I�W�K�H�V�H�F�X�U�L�W�\�F�H�U�W�L�I�L�F�D�W�H�G�R�H�V�Q�R�W
�P�D�W�F�K�W�K�H�Q�D�P�H�R�I�W�K�H�V�L�W�H�W�K�D�W�\�R�X�D�U�H�D�F�F�H�V�V�L�Q�J��

Note

Related Topics

�&�R�S�\�,�Q�W�H�U�Q�H�W�(�[�S�O�R�U�H�U�� �F�H�U�W�L�I�L�F�D�W�H�W�R�I�L�O�H�� �R�Q�S�D�J�H����
�6�D�Y�H�F�H�U�W�L�I�L�F�D�W�H�W�R�W�U�X�V�W�H�G�I�R�O�G�H�U�X�V�L�Q�J�)�L�U�H�I�R�[�����[�� �R�Q�S�D�J�H����

Save certificate to trusted folder using Safari 4.x
�3�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�W�R�V�D�Y�H�W�K�H�+�7�7�3�6�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�W�U�X�V�W�H�G�I�R�O�G�H�U�L�Q�W�K�H�E�U�R�Z�V�H�U�F�O�L�H�Q�W��

Procedure

Step 1 �$�F�F�H�V�V�W�K�H�7�R�P�F�D�W�V�H�U�Y�H�U���I�R�U�H�[�D�P�S�O�H���H�Q�W�H�U�W�K�H�K�R�V�W�Q�D�P�H���O�R�F�D�O�K�R�V�W���R�U�,�3�D�G�G�U�H�V�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�L�Q�W�K�H�E�U�R�Z�V�H�U����

Step 2 �:�K�H�Q�W�K�H�6�H�F�X�U�L�W�\�$�O�H�U�W�G�L�D�O�R�J�E�R�[�G�L�V�S�O�D�\�V���F�O�L�F�N�6�K�R�Z�&�H�U�W�L�I�L�F�D�W�H��
�<�R�X�F�D�Q�F�O�L�F�N�W�K�H�'�H�W�D�L�O�V�W�D�E�W�R�Y�L�H�Z�W�K�H�G�H�W�D�L�O�V�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�I�\�R�X�F�K�R�R�V�H�W�R�Y�H�U�L�I�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�G�D�W�D��
�7�R�G�L�V�S�O�D�\�D�V�X�E�V�H�W�R�I�V�H�W�W�L�Q�J�V���L�I�D�Y�D�L�O�D�E�O�H���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�D���$�O�O�²�$�O�O�R�S�W�L�R�Q�V�G�L�V�S�O�D�\�L�Q�W�K�H�'�H�W�D�L�O�V�S�D�Q�H��
�E���9�H�U�V�L�R�Q�� �)�L�H�O�G�V�2�Q�O�\�²�9 �H�U�V�L�R�Q���6�H�U�L�D�O�1�X�P�E�H�U���6�L�J�Q�D�W�X�U�H�$�O�J�R�U�L�W�K�P���,�V�V�X�H�U���9�D�O�L�G�)�U�R�P���9�D�O�L�G�7�R��

�6�X�E�M�H�F�W���D�Q�G�W�K�H�3�X�E�O�L�F�.�H�\�R�S�W�L�R�Q�V�G�L�V�S�O�D�\��
�F���(�[�W�H�Q�V�L�R�Q�V�2�Q�O�\�²�6�X�E�M�H�F�W�.�H�\�,�G�H�Q�W�L�I�L�H�U���.�H�\�8�V�D�J�H���D�Q�G�W�K�H�(�Q�K�D�Q�F�H�G�.�H�\�8�V�D�J�H�R�S�W�L�R�Q�V�G�L�V�S�O�D�\��
�G���&�U�L�W�L�F�D�O�(�[�W�H�Q�V�L�R�Q�V�2�Q�O�\�²�&�U�L�W�L�F�D�O�(�[�W�H�Q�V�L�R�Q�V���L�I�D�Q�\���G�L�V�S�O�D�\
�H���3�U�R�S�H�U�W�L�H�V�2�Q�O�\�²�7�K�X�P�E�S�U�L�Q�W�D�O�J�R�U�L�W�K�P�D�Q�G�W�K�H�W�K�X�P�E�S�U�L�Q�W�R�S�W�L�R�Q�V�G�L�V�S�O�D�\��

Step 3 �,�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H�S�D�Q�H���F�O�L�F�N�,�Q�V�W�D�O�O�&�H�U�W�L�I�L�F�D�W�H��

Step 4 �:�K�H�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H�,�P�S�R�U�W�: �L�]�D�U�G�G�L�V�S�O�D�\�V���F�O�L�F�N�1�H�[�W��

Step 5 �&�O�L�F�N�W�K�H�3�O�D�F�H�D�O�O�F�H�U�W�L�I�L�F�D�W�H�V�L�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�V�W�R�U�H�U�D�G�L�R�E�X�W�W�R�Q���F�O�L�F�N�%�U�R�Z�V�H��

Step 6 �%�U�R�Z�V�H�W�R�7�U�X�V�W�H�G�5�R�R�W�&�H�U�W�L�I�L�F�D�W�L�R�Q�$�X�W�K�R�U�L�W�L�H�V���V�H�O�H�F�W�L�W�D�Q�G�F�O�L�F�N�2�. ��

Step 7 �&�O�L�F�N�1�H�[�W��

Step 8 �&�O�L�F�N�)�L�Q�L�V�K��
�$ �6�H�F�X�U�L�W�\�: �D�U�Q�L�Q�J�%�R�[�G�L�V�S�O�D�\�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�K�X�P�E�S�U�L�Q�W�I�R�U�\�R�X��

Step 9 �7�R�L�Q�V�W�D�O�O�W�K�H�F�H�U�W�L�I�L�F�D�W�H���F�O�L�F�N�<�H�V��
�$ �P�H�V�V�D�J�H�V�W�D�W�H�V�W�K�D�W�W�K�H�L�P�S�R�U�W�Z�D�V�V�X�F�F�H�V�V�I�X�O���&�O�L�F�N�2�. ��

Step 10 �,�Q�W�K�H�O�R�Z�H�U���U�L�J�K�W�F�R�U�Q�H�U�R�I�W�K�H�G�L�D�O�R�J�E�R�[���F�O�L�F�N�2�. ��

Step 11 �7�R�W�U�X�V�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H���V�R�\�R�X�G�R�Q�R�W�U�H�F�H�L�Y�H�W�K�H�G�L�D�O�R�J�E�R�[�D�J�D�L�Q���F�O�L�F�N�<�H�V��
�<�R�X�F�D�Q�Y�H�U�L�I�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�Z�D�V�L�Q�V�W�D�O�O�H�G�V�X�F�F�H�V�V�I�X�O�O�\�E�\�F�O�L�F�N�L�Q�J�W�K�H�&�H�U�W�L�I�L�F�D�W�L�R�Q�3�D�W�K�W�D�E�L�Q�W�K�H
�&�H�U�W�L�I�L�F�D�W�H�S�D�Q�H��

Tip
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Copy Safari 4.x certificate to file
�&�R�S�\�L�Q�J�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�R�D�I�L�O�H�D�Q�G�V�W�R�U�L�Q�J�L�W�O�R�F�D�O�O�\�D�O�O�R�Z�V�\�R�X�W�R�U�H�V�W�R�U�H�W�K�H�F�H�U�W�L�I�L�F�D�W�H�Z�K�H�Q�H�Y�H�U�Q�H�F�H�V�V�D�U�\��

�3�H�U�I�R�U�P�L�Q�J�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�F�R�S�L�H�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�E�\�X�V�L�Q�J�D�V�W�D�Q�G�D�U�G�F�H�U�W�L�I�L�F�D�W�H�V�W�R�U�D�J�H�I�R�U�P�D�W���7�R
�F�R�S�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�F�R�Q�W�H�Q�W�V�W�R�I�L�O�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�W�K�H�6�H�F�X�U�L�W�\�$�O�H�U�W�G�L�D�O�R�J�E�R�[���F�O�L�F�N�6�K�R�Z�&�H�U�W�L�I�L�F�D�W�H��
�,�Q�6�D�I�D�U�L���F�O�L�F�N�W�K�H�&�H�U�W�L�I�L�F�D�W�H�(�U�U�R�U�V�W�D�W�X�V�E�R�[�W�R�G�L�V�S�O�D�\�W�K�H�6�K�R�Z�&�H�U�W�L�I�L�F�D�W�H
�R�S�W�L�R�Q��

Tip

Step 2 �&�O�L�F�N�W�K�H�'�H�W�D�L�O�V�W�D�E��

Step 3 �&�O�L�F�N�W�K�H�&�R�S�\�W�R�)�L�O�H�E�X�W�W�R�Q��

Step 4 �7�K�H�&�H�U�W�L�I�L�F�D�W�H�(�[�S�R�U�W�: �L�]�D�U�G�G�L�V�S�O�D�\�V���&�O�L�F�N�1�H�[�W��

Step 5 �7�K�H�I�R�O�O�R�Z�L�Q�J�O�L�V�W�G�H�I�L�Q�H�V�W�K�H�I�L�O�H�I�R�U�P�D�W�V�I�U�R�P�Z�K�L�F�K�\�R�X�F�D�Q�F�K�R�R�V�H���&�K�R�R�V�H�W�K�H�I�L�O�H�I�R�U�P�D�W�W�K�D�W�\�R�X�Z�D�Q�W
�W�R�X�V�H�I�R�U�W�K�H�H�[�S�R�U�W�H�G�I�L�O�H���F�O�L�F�N�1�H�[�W��

�D���'�(�5 �H�Q�F�R�G�H�G�E�L�Q�D�U�\�;�������� �����&�(�5���²�8�V�H�V�'�(�5 �W�R�W�U�D�Q�V�I�H�U�L�Q�I�R�U�P�D�W�L�R�Q�E�H�W�Z�H�H�Q�H�Q�W�L�W�L�H�V��
�E���%�D�V�H�������H�Q�F�R�G�H�G�;�������� �����&�(�5���²�6�H�Q�G�V�V�H�F�X�U�H�E�L�Q�D�U�\�D�W�W�D�F�K�P�H�Q�W�V�R�Y�H�U�W�K�H�L�Q�W�H�U�Q�H�W���X�V�H�V�$�6�&�,�,�W�H�[�W

�I�R�U�P�D�W�W�R�S�U�H�Y�H�Q�W�F�R�U�U�X�S�W�L�R�Q�R�I�I�L�O�H��
�F���&�U�\�S�W�R�J�U�D�S�K�L�F�0�H�V�V�D�J�H�6�\�Q�W�D�[�6�W�D�Q�G�D�U�G���3�.�&�6���� �&�H�U�W�L�I�L�F�D�W�H�V�����3���%���²�(�[�S�R�U�W�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�D�Q�G�D�O�O

�F�H�U�W�L�I�L�F�D�W�H�V�L�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�L�R�Q�S�D�W�K�W�R�W�K�H�F�K�R�V�H�Q�3�&��

Step 6 �%�U�R�Z�V�H�W�R�W�K�H�O�R�F�D�W�L�R�Q�W�R�Z�K�L�F�K�\�R�X�Z�D�Q�W�W�R�H�[�S�R�U�W�W�K�H�I�L�O�H�F�R�S�\�D�Q�G�Q�D�P�H�W�K�H�I�L�O�H���&�O�L�F�N�6�D�Y�H��

Step 7 �7�K�H�I�L�O�H�Q�D�P�H�D�Q�G�S�D�W�K�G�L�V�S�O�D�\�L�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H�(�[�S�R�U�W�: �L�]�D�U�G�S�D�Q�H���&�O�L�F�N�1�H�[�W��

Step 8 �<�R�X�U�I�L�O�H�D�Q�G�V�H�W�W�L�Q�J�V�G�L�V�S�O�D�\���&�O�L�F�N�)�L�Q�L�V�K��

Step 9 �:�K�H�Q�W�K�H�V�X�F�F�H�V�V�I�X�O�H�[�S�R�U�W�G�L�D�O�R�J�E�R�[�G�L�V�S�O�D�\�V���F�O�L�F�N�2�. ��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�+�7�7�3�6�V�H�W�X�S�� �R�Q�S�D�J�H����

Where to find more information about HTTPS setup

Related Cisco Documentation

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H

�‡�0�L�F�U�R�V�R�I�W�G�R�F�X�P�H�Q�W�D�W�L�R�Q�W�K�D�W�L�V�D�Y�D�L�O�D�E�O�H�R�Q�+�7�7�3�6

   Cisco Unified Communications Manager Security Guide, Release 9.0(1)
46 OL-27107-01  

Where to find more information about HTTPS setup



C H A P T E R  3
Default security setup

�7�K�L�V�V�H�F�W�L�R�Q�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�W�K�H�G�H�I�D�X�O�W�V�H�F�X�U�L�W�\�V�H�W�X�S��

�‡ �'�H�I�D�X�O�W�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V���S�D�J�H����

�‡ �7�U�X�V�W�9�H�U�L�I�L�F�D�W�L�R�Q�6�H�U�Y�L�F�H���S�D�J�H����

�‡ �,�Q�L�W�L�D�O�W�U�X�V�W�O�L�V�W���S�D�J�H����

�‡ �8�S�G�D�W�H�,�7�/�I�L�O�H�I�R�U�,�3�S�K�R�Q�H�V���S�D�J�H����

�‡ �$�X�W�R�U�H�J�L�V�W�U�D�W�L�R�Q���S�D�J�H����

�‡ �2�E�W�D�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�X�S�S�R�U�W�O�L�V�W���S�D�J�H����

�‡ �&�H�U�W�L�I�L�F�D�W�H�U�H�J�H�Q�H�U�D�W�L�R�Q���S�D�J�H����

�‡ �7�R�P�F�D�W�F�H�U�W�L�I�L�F�D�W�H�U�H�J�H�Q�H�U�D�W�L�R�Q���S�D�J�H����

�‡ �6�\�V�W�H�P�E�D�F�N���X�S�S�U�R�F�H�G�X�U�H�D�I�W�H�U�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�U�H�J�H�Q�H�U�D�W�L�R�Q���S�D�J�H����

�‡ �5�H�I�U�H�V�K�X�S�J�U�D�G�H�I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H�����[�W�R�5�H�O�H�D�V�H�������R�U�O�D�W�H�U��
�S�D�J�H����

�‡ �5�R�O�O�E�D�F�N�F�O�X�V�W�H�U�W�R�D�S�U�H���������U�H�O�H�D�V�H���S�D�J�H����

�‡ �0�L�J�U�D�W�H�,�3�S�K�R�Q�H�V�E�H�W�Z�H�H�Q�F�O�X�V�W�H�U�V�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�������D�Q�G�,�7�/�I�L�O�H�V��
�S�D�J�H����

Default security features
�6�H�F�X�U�L�W�\�E�\�'�H�I�D�X�O�W�S�U�R�Y�L�G�H�V�W�K�H�I�R�O�O�R�Z�L�Q�J�D�X�W�R�P�D�W�L�F�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V��

�‡�6�L�J�Q�L�Q�J�R�I�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V��

�‡�6�X�S�S�R�U�W�I�R�U�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q��

�‡�K�W�W�S�V�Z�L�W�K�7�R�P�F�D�W�D�Q�G�R�W�K�H�U�: �H�E�V�H�U�Y�L�F�H�V���0�L�G�O�H�W�V��

�)�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H���������W�K�H�V�H�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�D�U�H�S�U�R�Y�L�G�H�G�E�\�G�H�I�D�X�O�W
�Z�L�W�K�R�X�W�U�X�Q�Q�L�Q�J�W�K�H�&�7�/�&�O�L�H�Q�W��
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�6�H�F�X�U�H�6�L�J�Q�D�O�L�Q�J�D�Q�G�0�H�G�L�D�Z�L�O�O�V�W�L�O�O�U�H�T�X�L�U�H�U�X�Q�Q�L�Q�J�W�K�H�&�7�/�&�O�L�H�Q�W�D�Q�G�X�V�L�Q�J�W�K�H�K�D�U�G�Z�D�U�H�H�7�R�N�H�Q�V��Note

Trust Verification Service
�7�U�X�V�W�9�H�U�L�I�L�F�D�W�L�R�Q�6�H�U�Y�L�F�H���7�9�6���L�V�W�K�H�P�D�L�Q�F�R�P�S�R�Q�H�Q�W�R�I�6�H�F�X�U�L�W�\�E�\�'�H�I�D�X�O�W���7�9�6�H�Q�D�E�O�H�V�&�L�V�F�R�8�Q�L�I�L�H�G
�,�3�3�K�R�Q�H�V�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�D�S�S�O�L�F�D�W�L�R�Q�V�H�U�Y�H�U�V���V�X�F�K�D�V�(�0 �V�H�U�Y�L�F�H�V���G�L�U�H�F�W�R�U�\���D�Q�G�0�,�'�O�H�W���G�X�U�L�Q�J�+�7�7�3�6
�H�V�W�D�E�O�L�V�K�P�H�Q�W��

�7�9�6�S�U�R�Y�L�G�H�V�W�K�H�I�R�O�O�R�Z�L�Q�J�I�H�D�W�X�U�H�V��

�‡�6�F�D�O�D�E�L�O�L�W�\�²�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�U�H�V�R�X�U�F�H�V�D�U�H�Q�R�W�L�P�S�D�F�W�H�G�E�\�W�K�H�Q�X�P�E�H�U�R�I�F�H�U�W�L�I�L�F�D�W�H�V�W�R�W�U�X�V�W��

�‡�)�O�H�[�L�E�L�O�L�W�\�²�$�G�G�L�W�L�R�Q�R�U�U�H�P�R�Y�D�O�R�I�W�U�X�V�W�F�H�U�W�L�I�L�F�D�W�H�V�D�U�H�D�X�W�R�P�D�W�L�F�D�O�O�\�U�H�I�O�H�F�W�H�G�L�Q�W�K�H�V�\�V�W�H�P��

�‡�6�H�F�X�U�L�W�\�E�\�'�H�I�D�X�O�W�²�1�R�Q���P�H�G�L�D�D�Q�G�V�L�J�Q�D�O�L�Q�J�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�D�U�H�S�D�U�W�R�I�W�K�H�G�H�I�D�X�O�W�L�Q�V�W�D�O�O�D�W�L�R�Q�D�Q�G
�G�R�Q�R�W�U�H�T�X�L�U�H�X�V�H�U�L�Q�W�H�U�Y�H�Q�W�L�R�Q��

�(�Q�D�E�O�L�Q�J�V�H�F�X�U�H�V�L�J�Q�D�O�L�Q�J�D�Q�G�P�H�G�L�D�U�H�T�X�L�U�H�V�W�K�H�&�7�/�&�O�L�H�Q�W��Note

TVS description
�7�K�H�I�R�O�O�R�Z�L�Q�J�E�D�V�L�F�F�R�Q�F�H�S�W�V�G�H�V�F�U�L�E�H�W�K�H�7�U�X�V�W�9�H�U�L�I�L�F�D�W�L�R�Q�6�H�U�Y�L�F�H��

�‡�7�9�6�U�X�Q�V�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�H�V�F�H�U�W�L�I�L�F�D�W�H�V�R�Q�E�H�K�D�O�I
�R�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H��

�‡�,�Q�V�W�H�D�G�R�I�G�R�Z�Q�O�R�D�G�L�Q�J�D�O�O�W�K�H�W�U�X�V�W�H�G�F�H�U�W�L�I�L�F�D�W�H�V���&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�R�Q�O�\�Q�H�H�G�W�R�W�U�X�V�W�7�9�6��

�‡�7�K�H�7�9�6�F�H�U�W�L�I�L�F�D�W�H�V�D�Q�G�D�I�H�Z�N�H�\�F�H�U�W�L�I�L�F�D�W�H�V�D�U�H�E�X�Q�G�O�H�G�L�Q�D�Q�H�Z�I�L�O�H���W�K�H�,�Q�L�W�L�D�O�7�U�X�V�W�/�L�V�W�I�L�O�H���,�7�/����

�‡�7�K�H�,�7�/�I�L�O�H�J�H�W�V�J�H�Q�H�U�D�W�H�G�D�X�W�R�P�D�W�L�F�D�O�O�\�Z�L�W�K�R�X�W�X�V�H�U�L�Q�W�H�U�Y�H�Q�W�L�R�Q��

�‡�7�K�H�,�7�/�I�L�O�H�J�H�W�V�G�R�Z�Q�O�R�D�G�H�G�E�\�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�D�Q�G�W�U�X�V�W�I�O�R�Z�V�I�U�R�P�W�K�H�U�H��

Initial trust list
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�Q�H�H�G�D�Q�,�Q�L�W�L�D�O�7�U�X�V�W�/�L�V�W���,�7�/���W�R�S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�‡�$�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�L�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�L�J�Q�D�W�X�U�H��

�‡�7�D�O�N�V�H�F�X�U�H�O�\�W�R�&�$�3�)���D�S�U�H���U�H�T�X�L�V�L�W�H�W�R�V�X�S�S�R�U�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�Q�F�U�\�S�W�L�R�Q��

�‡�7�U�X�V�W�7�9�6���Z�K�L�F�K�D�X�W�K�H�Q�W�L�F�D�W�H�V�K�W�W�S�V�F�H�U�W�L�I�L�F�D�W�H�V�D�P�R�Q�J�R�W�K�H�U�I�X�Q�F�W�L�R�Q�V����

�,�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�G�R�H�V�Q�R�W�K�D�Y�H�D�Q�H�[�L�V�W�L�Q�J�&�7�/�I�L�O�H���L�W�W�U�X�V�W�V�W�K�H�I�L�U�V�W�,�7�/�)�L�O�H�D�X�W�R�P�D�W�L�F�D�O�O�\��
�O�L�N�H�L�W�G�R�H�V�W�K�H�&�7�/�)�L�O�H���6�X�E�V�H�T�X�H�Q�W�,�7�/�I�L�O�H�V�P�X�V�W�E�H�H�L�W�K�H�U�V�L�J�Q�H�G�E�\�W�K�H�V�D�P�H�7�)�7�3�S�U�L�Y�D�W�H�N�H�\�R�U�7�9�6
�P�X�V�W�E�H�D�E�O�H�W�R�U�H�W�X�U�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H�F�R�U�U�H�V�S�R�Q�G�L�Q�J�W�R�W�K�H�V�L�J�Q�H�U��
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�,�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�K�D�V�D�Q�H�[�L�V�W�L�Q�J�&�7�/�I�L�O�H���L�W�X�V�H�V�W�K�H�&�7�/�I�L�O�H�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�,�7�/�I�L�O�H�V�L�J�Q�D�W�X�U�H��

ITL files
�7�K�H�,�7�/�I�L�O�H�F�R�Q�W�D�L�Q�V�W�K�H�L�Q�L�W�L�D�O�W�U�X�V�W�O�L�V�W���7�K�H�,�7�/�I�L�O�H�K�D�V�W�K�H�V�D�P�H�I�R�U�P�D�W�D�V�W�K�H�&�7�/�I�L�O�H�D�Q�G�L�V�E�D�V�L�F�D�O�O�\�D
�V�P�D�O�O�H�U���O�H�D�Q�H�U�Y�H�U�V�L�R�Q�R�I�W�K�H�&�7�/�I�L�O�H���7�K�H�I�R�O�O�R�Z�L�Q�J�D�W�W�U�L�E�X�W�H�V�D�S�S�O�\�W�R�W�K�H�,�7�/�I�L�O�H��

�‡�8�Q�O�L�N�H�W�K�H�&�7�/�)�L�O�H���W�K�H�V�\�V�W�H�P�E�X�L�O�G�V�W�K�H�,�7�/�I�L�O�H�D�X�W�R�P�D�W�L�F�D�O�O�\�Z�K�H�Q�\�R�X�L�Q�V�W�D�O�O�W�K�H�F�O�X�V�W�H�U���D�Q�G�W�K�H
�,�7�/�I�L�O�H�J�H�W�V�X�S�G�D�W�H�G�D�X�W�R�P�D�W�L�F�D�O�O�\�L�I�W�K�H�F�R�Q�W�H�Q�W�V�Q�H�H�G�W�R�E�H�F�K�D�Q�J�H�G��

�‡�7�K�H�,�7�/�)�L�O�H�G�R�H�V�Q�R�W�U�H�T�X�L�U�H�H�7�R�N�H�Q�V���,�W�X�V�H�V�D�V�R�I�W�H�7�R�N�H�Q���W�K�H�7�)�7�3�S�U�L�Y�D�W�H�N�H�\����

�‡�7�K�H�,�7�/�)�L�O�H�L�V�G�R�Z�Q�O�R�D�G�H�G�E�\�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�D�W�E�R�R�W�X�S�W�L�P�H�R�U�G�X�U�L�Q�J�U�H�V�H�W���U�L�J�K�W�D�I�W�H�U
�G�R�Z�Q�O�R�D�G�L�Q�J�W�K�H�&�7�/�)�L�O�H���L�I�S�U�H�V�H�Q�W����

ITL file contents
�7�K�H�,�7�/�)�L�O�H�F�R�Q�W�D�L�Q�V�W�K�H�I�R�O�O�R�Z�L�Q�J�F�H�U�W�L�I�L�F�D�W�H�V��

�‡�7�K�H�F�H�U�W�L�I�L�F�D�W�H�R�I�W�K�H�7�)�7�3�V�H�U�Y�H�U���7�K�L�V�F�H�U�W�L�I�L�F�D�W�H�D�O�O�R�Z�V�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�,�7�/�)�L�O�H�V�L�J�Q�D�W�X�U�H�D�Q�G�W�K�H
�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�L�J�Q�D�W�X�U�H��

�‡�$�O�O�W�K�H�7�9�6�F�H�U�W�L�I�L�F�D�W�H�V�L�Q�W�K�H�F�O�X�V�W�H�U���7�K�H�V�H�F�H�U�W�L�I�L�F�D�W�H�V�D�O�O�R�Z�S�K�R�Q�H�W�R�W�D�O�N�W�R�7�9�6�V�H�F�X�U�H�O�\�W�R�U�H�T�X�H�V�W
�F�H�U�W�L�I�L�F�D�W�H�V�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�‡�7�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H���7�K�L�V�D�O�O�R�Z�V�W�R�V�X�S�S�R�U�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q���7�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�L�V�Q�R�W
�U�H�D�O�O�\�U�H�T�X�L�U�H�G�L�Q�W�K�H�,�7�/�)�L�O�H���7�9�6�F�D�Q�D�X�W�K�H�Q�W�L�F�D�W�H�L�W���E�X�W�L�W�V�L�P�S�O�L�I�L�H�V�W�K�H�F�R�Q�Q�H�F�W�L�R�Q�W�R�&�$�3�)��

�/�L�N�H�W�K�H�&�7�/�)�L�O�H���W�K�H�,�7�/�)�L�O�H�F�R�Q�W�D�L�Q�V�D�U�H�F�R�U�G�I�R�U�H�D�F�K�F�H�U�W�L�I�L�F�D�W�H���(�D�F�K�U�H�F�R�U�G�F�R�Q�W�D�L�Q�V��

�‡�$ �F�H�U�W�L�I�L�F�D�W�H��

�‡�3�U�H���H�[�W�U�D�F�W�H�G�F�H�U�W�L�I�L�F�D�W�H�I�L�H�O�G�V�I�R�U�H�D�V�\�O�R�R�N�X�S�E�\�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H��

�‡�&�H�U�W�L�I�L�F�D�W�H�U�R�O�H���7�)�7�3���&�8�&�0���7�)�7�3���&�&�0���&�$�3�)���7�9�6���6�$�6�7��

�7�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�L�V�S�U�H�V�H�Q�W�L�Q�� �,�7�/�U�H�F�R�U�G�V�Z�L�W�K�� �G�L�I�I�H�U�H�Q�W�U�R�O�H�V��

�‡�7�)�7�3�R�U�7�)�7�3���&�&�0�U�R�O�H���W�R�D�X�W�K�H�Q�W�L�F�D�W�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�L�J�Q�D�W�X�U�H��

�‡�6�$�6�7�U�R�O�H���W�R�D�X�W�K�H�Q�W�L�F�D�W�H�,�7�/�I�L�O�H�V�L�J�Q�D�W�X�U�H��

ITL and CTL file interaction
�7�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�L�O�O�U�H�O�L�H�V�R�Q�W�K�H�&�7�/�I�L�O�H�W�R�N�Q�R�Z�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H���Q�R�Q�V�H�F�X�U�H�R�U�P�L�[�H�G
�P�R�G�H�����7�K�H�&�7�/�)�L�O�H�W�U�D�F�N�V�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�E�\�L�Q�F�O�X�G�L�Q�J�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�F�R�U�G��

�7�K�H�,�7�/�)�L�O�H�D�O�V�R�F�R�Q�W�D�L�Q�V�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�L�Q�G�L�F�D�W�L�R�Q��
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Update ITL file for IP phones
�$ �&�H�Q�W�U�D�O�L�]�H�G�7�)�7�3�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�5�H�O�H�D�V�H�������D�Q�G�O�D�W�H�U�X�V�L�Q�J�6�H�F�X�U�L�W�\�%�\�'�H�I�D�X�O�W�Z�L�W�K�,�7�/�I�L�O�H�V
�L�Q�V�W�D�O�O�H�G�R�Q�W�K�H�S�K�R�Q�H�V�G�R�H�V�Q�R�W�Y�D�O�L�G�D�W�H�7�)�7�3�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V���7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�P�X�V�W�E�H�F�R�P�S�O�H�W�H�G
�E�H�I�R�U�H�D�Q�\�S�K�R�Q�H�V�I�U�R�P�W�K�H�U�H�P�R�W�H�F�O�X�V�W�H�U�V�D�U�H�D�G�G�H�G�W�R�W�K�H�&�H�Q�W�U�D�O�L�]�H�G�7�)�7�3�G�H�S�O�R�\�P�H�Q�W��

Procedure

Step 1 �2�Q�W�K�H�&�H�Q�W�U�D�O�7�)�7�3�V�H�U�Y�H�U�H�Q�D�E�O�H�W�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�3�U�H�S�D�U�H�F�O�X�V�W�H�U�I�R�U�S�U�H�&�0���������U�R�O�O�E�D�F�N��

Step 2 �5�H�V�W�D�U�W�7�9�6�D�Q�G�7�)�7�3��

Step 3 �5�H�V�H�W�D�O�O�S�K�R�Q�H�V�W�R�Y�H�U�L�I�\�W�K�H�\�G�R�Z�Q�O�R�D�G�W�K�H�Q�H�Z�,�7�/�I�L�O�H�W�K�D�W�Z�L�O�O�G�L�V�D�E�O�H�,�7�/�V�L�J�Q�D�W�X�U�H�Y�H�U�L�I�L�F�D�W�L�R�Q��

Step 4 �&�R�Q�I�L�J�X�U�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�6�H�F�X�U�H�K�W�W�S�V�8�5�/�V�W�R�X�V�H�K�W�W�S�L�Q�V�W�H�D�G�R�I�K�W�W�S�V��

Autoregistration
�,�I�W�K�H�F�O�X�V�W�H�U�L�V�L�Q�Q�R�Q�V�H�F�X�U�H�P�R�G�H���W�K�H�V�\�V�W�H�P�V�X�S�S�R�U�W�V�D�X�W�R�U�H�J�L�V�W�U�D�W�L�R�Q���7�K�H�G�H�I�D�X�O�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�Z�L�O�O
�D�O�V�R�E�H�V�L�J�Q�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�G�R�Q�R�W�V�X�S�S�R�U�W�6�H�F�X�U�L�W�\�E�\�'�H�I�D�X�O�W�Z�L�O�O�E�H�V�H�U�Y�H�G�D�Q�R�Q�V�L�J�Q�H�G
�G�H�I�D�X�O�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H��

�,�Q�P�L�[�H�G�P�R�G�H���W�K�H�V�\�V�W�H�P�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�D�X�W�R�U�H�J�L�V�W�U�D�W�L�R�Q��Note

Obtain Cisco Unified IP Phone support list
�<�R�X�F�D�Q�R�E�W�D�L�Q�D�O�L�V�W�R�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�V�H�F�X�U�L�W�\�E�\�G�H�I�D�X�O�W�E�\�X�V�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G
�5�H�S�R�U�W�L�Q�J���7�R�X�V�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J���I�R�O�O�R�Z�W�K�L�V�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �)�U�R�P�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J�P�D�L�Q�Z�L�Q�G�R�Z���F�O�L�F�N�6�\�V�W�H�P�5�H�S�R�U�W�V��

Step 2 �)�U�R�P�W�K�H�6�\�V�W�H�P�5�H�S�R�U�W�V�O�L�V�W���F�O�L�F�N�8�Q�L�I�L�H�G�&�0 �3�K�R�Q�H�)�H�D�W�X�U�H�/�L�V�W��

Step 3 �&�K�R�R�V�H�W�K�H�D�S�S�U�R�S�U�L�D�W�H�I�H�D�W�X�U�H�I�U�R�P�W�K�H�)�H�D�W�X�U�H�S�X�O�O���G�R�Z�Q�P�H�Q�X��

Step 4 �&�O�L�F�N�6�X�E�P�L�W��

What to Do Next

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�X�V�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J���V�H�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q
�*�X�L�G�H��

   Cisco Unified Communications Manager Security Guide, Release 9.0(1)
50 OL-27107-01  

Update ITL file for IP phones



Certificate regeneration
�,�I�\�R�X�U�H�J�H�Q�H�U�D�W�H�R�Q�H�R�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�H�U�W�L�I�L�F�D�W�H�V���\�R�X�P�X�V�W�S�H�U�I�R�U�P�W�K�H�V�W�H�S�V
�L�Q�W�K�L�V�V�H�F�W�L�R�Q��

Regenerate CAPF certificate
�7�R�U�H�J�H�Q�H�U�D�W�H�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�V�W�H�S�V��

�,�I�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�L�V�R�Q�W�K�H�S�X�E�O�L�V�K�H�U���\�R�X�P�L�J�K�W�R�E�V�H�U�Y�H�W�K�H�S�K�R�Q�H�V�U�H�V�W�D�U�W�L�Q�J�D�X�W�R�P�D�W�L�F�D�O�O�\�W�R�X�S�G�D�W�H
�W�K�H�L�U�,�7�/�I�L�O�H��

Note

Procedure

Step 1 �5�H�J�H�Q�H�U�D�W�H�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H��
�6�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\�´���L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �,�I�\�R�X�K�D�Y�H�D�&�7�/�I�L�O�H�W�K�H�Q�\�R�X�P�X�V�W�U�H�U�X�Q�W�K�H�&�7�/�F�O�L�H�Q�W��
�6�H�H�&�K�D�S�W�H�U�����³�&�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�´���L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 3 �5�H�V�W�D�U�W�W�K�H�&�$�3�)�V�H�U�Y�L�F�H��
�6�H�H�W�K�H�³�$�F�W�L�Y�D�W�L�Q�J�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�6�H�U�Y�L�F�H�´�V�H�F�W�L�R�Q���L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�6�H�F�X�U�L�W�\�*�X�L�G�H��

Regenerate TVS certificate
�1�R�P�D�Q�X�D�O�V�W�H�S�V�D�U�H�U�H�T�X�L�U�H�G�W�R�U�H�J�H�Q�H�U�D�W�H�D�7�9�6�F�H�U�W�L�I�L�F�D�W�H��

�,�I�\�R�X�S�O�D�Q�W�R�U�H�J�H�Q�H�U�D�W�H�E�R�W�K�7�9�6�D�Q�G�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�V���U�H�J�H�Q�H�U�D�W�H�W�K�H�7�9�6�F�H�U�W�L�I�L�F�D�W�H���Z�D�L�W�I�R�U�W�K�H
�S�R�V�V�L�E�O�H�S�K�R�Q�H�U�H�V�W�D�U�W�V�W�R�F�R�P�S�O�H�W�H���D�Q�G�W�K�H�Q�U�H�J�H�Q�H�U�D�W�H�W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H��

Note

Regenerate TFTP certificate
�7�R�U�H�J�H�Q�H�U�D�W�H�D�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H���I�R�O�O�R�Z�W�K�H�V�H�V�W�H�S�V��

�,�I�\�R�X�S�O�D�Q�W�R�U�H�J�H�Q�H�U�D�W�H�P�X�O�W�L�S�O�H�V�F�H�U�W�L�I�L�F�D�W�H�V�\�R�X�P�X�V�W�U�H�J�H�Q�H�U�D�W�H�W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�O�D�V�W���: �D�L�W�I�R�U�W�K�H
�S�R�V�V�L�E�O�H�S�K�R�Q�H�U�H�V�W�D�U�W�V�W�R�F�R�P�S�O�H�W�H�E�H�I�R�U�H�\�R�X�U�H�J�H�Q�H�U�D�W�H�W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H���<�R�X�P�L�J�K�W�Q�H�H�G�W�R�P�D�Q�X�D�O�O�\
�G�H�O�H�W�H�W�K�H�,�7�/�)�L�O�H�I�U�R�P�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���L�I�\�R�X�G�R�Q�R�W�I�R�O�O�R�Z�W�K�L�V�S�U�R�F�H�G�X�U�H��

Note
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Procedure

Step 1 �5�H�J�H�Q�H�U�D�W�H�W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H��
�6�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\��� �́L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �,�I�W�K�H�7�)�7�3�V�H�U�Y�L�F�H�Z�D�V�D�F�W�L�Y�D�W�H�G���Z�D�L�W�X�Q�W�L�O�D�O�O�W�K�H�S�K�R�Q�H�V�K�D�Y�H�D�X�W�R�P�D�W�L�F�D�O�O�\�U�H�V�W�D�U�W�H�G��

Step 3 �,�I�\�R�X�U�F�O�X�V�W�H�U�L�V�L�Q�P�L�[�H�G�P�R�G�H���U�X�Q�W�K�H�&�7�/�F�O�L�H�Q�W��
�6�H�H�&�K�D�S�W�H�U�����³�&�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�7�/�&�O�L�H�Q�W���´��

Step 4 �,�I�W�K�H�F�O�X�V�W�H�U�L�V�S�D�U�W�R�I�D�Q�(�0�&�&�G�H�S�O�R�\�P�H�Q�W���U�H�S�H�D�W�W�K�H�V�W�H�S�V�I�R�U�E�X�O�N�F�H�U�W�L�I�L�F�D�W�H�S�U�R�Y�L�V�L�R�Q�L�Q�J��
�6�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\��� �́L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Tomcat certificate regeneration
�7�R�U�H�J�H�Q�H�U�D�W�H�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�V�W�H�S�V��

Procedure

Step 1 �5�H�J�H�Q�H�U�D�W�H�W�K�H�7�R�P�F�D�W�F�H�U�W�L�I�L�F�D�W�H��
�6�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\�´���L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �5�H�V�W�D�U�W�W�K�H�7�R�P�F�D�W�V�H�U�Y�L�F�H
�6�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\�´���L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 3 �,�I�W�K�H�F�O�X�V�W�H�U�L�V�S�D�U�W�R�I�D�Q�(�0�&�&�G�H�S�O�R�\�P�H�Q�W���U�H�S�H�D�W�W�K�H�V�W�H�S�V�I�R�U�E�X�O�N�F�H�U�W�L�I�L�F�D�W�H�S�U�R�Y�L�V�L�R�Q�L�Q�J��
�6�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\��� �́L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

System back-up procedure after TFTP certificate regeneration
�7�K�H�W�U�X�V�W�D�Q�F�K�R�U�I�R�U�W�K�H�,�7�/�)�L�O�H�L�V�D�V�R�I�W�Z�D�U�H�H�Q�W�L�W�\���W�K�H�7�)�7�3�S�U�L�Y�D�W�H�N�H�\���,�I�W�K�H�V�H�U�Y�H�U�F�U�D�V�K�H�V���W�K�H�N�H�\�J�H�W�V
�O�R�V�W���D�Q�G�S�K�R�Q�H�V�Z�L�O�O�Q�R�W�E�H�D�E�O�H�W�R�Y�D�O�L�G�D�W�H�Q�H�Z�,�7�/�)�L�O�H��

�,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H���������W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�D�Q�G�S�U�L�Y�D�W�H�N�H�\�E�R�W�K�J�H�W�E�D�F�N�H�G
�X�S�E�\�W�K�H�'�L�V�D�V�W�H�U�5�H�F�R�Y�H�U�\�6�\�V�W�H�P���7�K�H�V�\�V�W�H�P�H�Q�F�U�\�S�W�V�W�K�H�E�D�F�N�X�S�S�D�F�N�D�J�H�W�R�N�H�H�S�W�K�H�S�U�L�Y�D�W�H�N�H�\�V�H�F�U�H�W��
�,�I�W�K�H�V�H�U�Y�H�U�F�U�D�V�K�H�V���W�K�H�S�U�H�Y�L�R�X�V�F�H�U�W�L�I�L�F�D�W�H�V�D�Q�G�N�H�\�V�Z�L�O�O�E�H�U�H�V�W�R�U�H�G��

�:�K�H�Q�H�Y�H�U�W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�J�H�W�V�U�H�J�H�Q�H�U�D�W�H�G���\�R�X�P�X�V�W�F�U�H�D�W�H�D�Q�H�Z�V�\�V�W�H�P�E�D�F�N�X�S���)�R�U�E�D�F�N�X�S�S�U�R�F�H�G�X�U�H�V��
�V�H�H�W�K�H�'�L�V�D�V�W�H�U�5�H�F�R�Y�H�U�\�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��
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Release 8.6 or later

�7�R�X�S�J�U�D�G�H�\�R�X�U�F�O�X�V�W�H�U�I�U�R�P�5�H�O�H�D�V�H�����[�W�R�5�H�O�H�D�V�H�������R�U�O�D�W�H�U���I�R�O�O�R�Z�W�K�L�V�S�U�R�F�H�G�X�U�H��

�3�U�R�F�H�G�X�U�H

Procedure

Step 1 �)�R�O�O�R�Z�W�K�H�Q�R�U�P�D�O�S�U�R�F�H�G�X�U�H�I�R�U�X�S�J�U�D�G�L�Q�J�D�F�O�X�V�W�H�U���)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�&�K�D�S�W�H�U�����³�6�R�I�W�Z�D�U�H
�8�S�J�U�D�G�H�V���´�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

�$�I�W�H�U�\�R�X�I�L�Q�L�V�K�X�S�J�U�D�G�L�Q�J�D�O�O�Q�R�G�H�V�L�Q�W�K�H�F�O�X�V�W�H�U�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H
�������R�U�O�D�W�H�U���\�R�X�P�X�V�W�D�O�V�R�I�R�O�O�R�Z�D�O�O�W�K�H�V�W�H�S�V�L�Q�W�K�L�V�S�U�R�F�H�G�X�U�H�W�R�H�Q�V�X�U�H�W�K�D�W�\�R�X�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3
�3�K�R�Q�H�V�U�H�J�L�V�W�H�U�Z�L�W�K�W�K�H�V�\�V�W�H�P��

Tip

Step 2 �,�I�\�R�X�D�U�H�U�X�Q�Q�L�Q�J�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�U�H�O�H�D�V�H�V�L�Q�P�L�[�H�G�P�R�G�H���\�R�X�P�X�V�W�U�X�Q�W�K�H�&�7�/�F�O�L�H�Q�W��

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H������������

�‡�$�O�O�U�H�J�X�O�D�U�U�H�O�H�D�V�H�V�R�I������������

�‡�$�O�O�(�6�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H������������

�‡�$�O�O�U�H�J�X�O�D�U�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������� �����������D���V�X���D

�‡�$�O�O�(�6�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�U�X�Q�Q�L�Q�J�W�K�H�&�7�/�F�O�L�H�Q�W���V�H�H�&�K�D�S�W�H�U�����³�&�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�7�/
�&�O�L�H�Q�W���´��

Note

Step 3 �: �D�L�W�W�H�Q�P�L�Q�X�W�H�V�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�R�D�X�W�R�P�D�W�L�F�D�O�O�\�U�H�V�W�D�U�W�D�Q�G�U�H�J�L�V�W�H�U�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�<�R�X�P�X�V�W�E�D�F�N�X�S�\�R�X�U�F�O�X�V�W�H�U�X�V�L�Q�J�W�K�H�'�L�V�D�V�W�H�U�5�H�F�R�Y�H�U�\�6�\�V�W�H�P���'�5�6���W�R�E�H�D�E�O�H�W�R�U�H�F�R�Y�H�U
�W�K�H�F�O�X�V�W�H�U��

Caution

Step 4 �%�D�F�N�8�S�<�R�X�U�&�O�X�V�W�H�U��
�7�R�E�D�F�N�X�S�\�R�X�U�F�O�X�V�W�H�U�X�V�L�Q�J�'�5�6���V�H�H�W�K�H�'�L�V�D�V�W�H�U�5�H�F�R�Y�H�U�\�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Roll back cluster to a pre-8.0 release
�%�H�I�R�U�H�\�R�X�U�R�O�O�E�D�F�N�D�F�O�X�V�W�H�U�W�R�D�S�U�H���������U�H�O�H�D�V�H�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���\�R�X�P�X�V�W
�S�U�H�S�D�U�H�W�K�H�F�O�X�V�W�H�U�I�R�U�U�R�O�O�E�D�F�N�X�V�L�Q�J�W�K�H�3�U�H�S�D�U�H�&�O�X�V�W�H�U�I�R�U�5�R�O�O�E�D�F�N�W�R�S�U�H���������H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U��

�7�R�S�U�H�S�D�U�H�W�K�H�F�O�X�V�W�H�U�I�R�U�U�R�O�O�E�D�F�N���I�R�O�O�R�Z�W�K�L�V�S�U�R�F�H�G�X�U�H�R�Q�H�D�F�K�V�H�U�Y�H�U�L�Q�W�K�H�F�O�X�V�W�H�U��
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Procedure

Step 1 �)�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V
�&�R�Q�I�L�J�X�U�D�W�L�R�Q��
�7�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

�6�H�W�W�K�H�3�U�H�S�D�U�H�&�O�X�V�W�H�U�I�R�U�5�R�O�O�E�D�F�N�W�R�S�U�H���������H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U�W�R�7�U�X�H��

�(�Q�D�E�O�H�W�K�L�V�S�D�U�D�P�H�W�H�U�R�Q�O�\�L�I�\�R�X�D�U�H�S�U�H�S�D�U�L�Q�J�W�R�U�R�O�O�E�D�F�N�\�R�X�U�F�O�X�V�W�H�U�W�R�D�S�U�H���������U�H�O�H�D�V�H�R�I�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���3�K�R�Q�H�V�H�U�Y�L�F�H�V�W�K�D�W�X�V�H�K�W�W�S�V���I�R�U�H�[�D�P�S�O�H���H�[�W�H�Q�V�L�R�Q�P�R�E�L�O�L�W�\��
�Z�L�O�O�Q�R�W�Z�R�U�N�Z�K�L�O�H�W�K�L�V�S�D�U�D�P�H�W�H�U�L�V�H�Q�D�E�O�H�G���+�R�Z�H�Y�H�U���X�V�H�U�V�Z�L�O�O�E�H�D�E�O�H�W�R�F�R�Q�W�L�Q�X�H�P�D�N�L�Q�J�D�Q�G
�U�H�F�H�L�Y�L�Q�J�E�D�V�L�F�S�K�R�Q�H�F�D�O�O�V�Z�K�L�O�H�W�K�L�V�S�D�U�D�P�H�W�H�U�L�V�H�Q�D�E�O�H�G��

Note

Step 2 �: �D�L�W�W�H�Q�P�L�Q�X�W�H�V�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�R�D�X�W�R�P�D�W�L�F�D�O�O�\�U�H�V�W�D�U�W�D�Q�G�U�H�J�L�V�W�H�U�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Step 3 �5�H�Y�H�U�W�H�D�F�K�V�H�U�Y�H�U�L�Q�W�K�H�F�O�X�V�W�H�U�W�R�W�K�H�S�U�H�Y�L�R�X�V�U�H�O�H�D�V�H��
�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�U�H�Y�H�U�W�L�Q�J�D�F�O�X�V�W�H�U�W�R�D�S�U�H�Y�L�R�X�V�Y�H�U�V�L�R�Q���V�H�H�&�K�D�S�W�H�U�����³�6�R�I�W�Z�D�U�H�8�S�J�U�D�G�H�V�´�L�Q
�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 4 �: �D�L�W�X�Q�W�L�O�W�K�H�F�O�X�V�W�H�U�I�L�Q�L�V�K�H�V�V�Z�L�W�F�K�L�Q�J�W�R�W�K�H�S�U�H�Y�L�R�X�V�Y�H�U�V�L�R�Q��

Step 5 �,�I�\�R�X�D�U�H�U�X�Q�Q�L�Q�J�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�U�H�O�H�D�V�H�V�L�Q�P�L�[�H�G�P�R�G�H���\�R�X�P�X�V�W�U�X�Q�W�K�H�&�7�/�F�O�L�H�Q�W��

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H������������

�•�$�O�O�U�H�J�X�O�D�U�U�H�O�H�D�V�H�V�R�I������������

�•�$�O�O�(�6�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H������������

�‡�$�O�O�U�H�J�X�O�D�U�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������� �����������D���V�X���D

�‡�$�O�O�(�6�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�U�X�Q�Q�L�Q�J�W�K�H�&�7�/�F�O�L�H�Q�W���V�H�H�&�K�D�S�W�H�U�����³�&�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�7�/
�&�O�L�H�Q�W���´��

Note

Switch back to release 8.6 or later after revert
�,�I�\�R�X�G�H�F�L�G�H�W�R�V�Z�L�W�F�K�E�D�F�N�W�R�W�K�H�5�H�O�H�D�V�H�������R�U�O�D�W�H�U�U�H�O�H�D�V�H�S�D�U�W�L�W�L�R�Q�D�I�W�H�U�\�R�X�U�H�Y�H�U�W�W�K�H�F�O�X�V�W�H�U�W�R�5�H�O�H�D�V�H
�����[���I�R�O�O�R�Z�W�K�H�S�U�R�F�H�G�X�U�H�L�Q�W�K�L�V�V�H�F�W�L�R�Q��

Procedure

Step 1 �)�R�O�O�R�Z�W�K�H�S�U�R�F�H�G�X�U�H�I�R�U�V�Z�L�W�F�K�L�Q�J�W�K�H�F�O�X�V�W�H�U�E�D�F�N�W�R�W�K�H�L�Q�D�F�W�L�Y�H�S�D�U�W�L�W�L�R�Q���)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�W�K�H
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �,�I�\�R�X�Z�H�U�H�U�X�Q�Q�L�Q�J�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�U�H�O�H�D�V�H�V�L�Q�P�L�[�H�G�P�R�G�H���\�R�X�P�X�V�W�U�X�Q�W�K�H�&�7�/�F�O�L�H�Q�W��
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H������������
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�‡�$�O�O�U�H�J�X�O�D�U�U�H�O�H�D�V�H�V�R�I������������

�‡�$�O�O�(�6�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H������������

�•�$�O�O�U�H�J�X�O�D�U�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������� �����������D���V�X���D

�•�$�O�O�(�6�U�H�O�H�D�V�H�V�R�I������ �S�U�L�R�U�W�R��������������������������������������������

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�U�X�Q�Q�L�Q�J�W�K�H�&�7�/�F�O�L�H�Q�W���V�H�H�&�K�D�S�W�H�U�����³�&�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�7�/
�&�O�L�H�Q�W���´��

Note

Step 3 �)�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V
�&�R�Q�I�L�J�X�U�D�W�L�R�Q��
�7�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

�6�H�W�W�K�H�3�U�H�S�D�U�H�&�O�X�V�W�H�U�I�R�U�5�R�O�O�E�D�F�N�W�R�S�U�H���������H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U�W�R�)�D�O�V�H��

Step 4 �: �D�L�W�W�H�Q�P�L�Q�X�W�H�V�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�R�D�X�W�R�P�D�W�L�F�D�O�O�\�U�H�V�W�D�U�W�D�Q�G�U�H�J�L�V�W�H�U�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Migrate IP phones between clusters with Cisco Unified Communications
Manager 8.0 and ITL files

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�������������D�Q�G�O�D�W�H�U�L�Q�W�U�R�G�X�F�H�G�W�K�H�Q�H�Z�6�H�F�X�U�L�W�\�%�\�'�H�I�D�X�O�W�I�H�D�W�X�U�H�D�Q�G
�W�K�H�X�V�H�R�I�,�Q�L�W�L�D�O�7�U�X�V�W�/�L�V�W���,�7�/���I�L�O�H�V���: �L�W�K�W�K�L�V�Q�H�Z�I�H�D�W�X�U�H���\�R�X�P�X�V�W�E�H�F�D�U�H�I�X�O�Z�K�H�Q�P�R�Y�L�Q�J�S�K�R�Q�H�V
�E�H�W�Z�H�H�Q�G�L�I�I�H�U�H�Q�W�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�F�O�X�V�W�H�U�V���,�I�\�R�X�G�R�Q�
�W�I�R�O�O�R�Z�W�K�H�S�U�R�S�H�U�V�W�H�S�V�L�W�L�V�S�R�V�V�L�E�O�H�W�R�H�Q�F�R�X�Q�W�H�U�D
�V�L�W�X�D�W�L�R�Q�Z�K�H�U�H�W�K�R�X�V�D�Q�G�V�R�I�S�K�R�Q�H�V�P�X�V�W�P�D�Q�X�D�O�O�\�K�D�Y�H�W�K�H�L�U�,�7�/�I�L�O�H�V�G�H�O�H�W�H�G��

�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�W�K�H�Q�H�Z�,�7�/�I�L�O�H�P�X�V�W�G�R�Z�Q�O�R�D�G�W�K�L�V�V�S�H�F�L�D�O�I�L�O�H�I�U�R�P�W�K�H�L�U�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�7�)�7�3�V�H�U�Y�H�U���2�Q�F�H�D�Q�,�7�/�I�L�O�H�L�V�L�Q�V�W�D�O�O�H�G�R�Q�D�S�K�R�Q�H���D�O�O�I�X�W�X�U�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V
�D�Q�G�,�7�/�I�L�O�H�X�S�G�D�W�H�V�P�X�V�W�E�H�H�L�W�K�H�U�V�L�J�Q�H�G�E�\�W�K�H�7�)�7�3�6�H�U�Y�H�U�F�H�U�W�L�I�L�F�D�W�H�F�X�U�U�H�Q�W�O�\�L�Q�V�W�D�O�O�H�G�R�Q�W�K�H�S�K�R�Q�H�R�U
�V�L�J�Q�H�G�E�\�D�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�F�D�Q�E�H�Y�D�O�L�G�D�W�H�G�E�\�R�Q�H�R�I�W�K�H�F�O�X�V�W�H�U�
�V�7�9�6�V�H�U�Y�L�F�H�V���7�K�H�F�H�U�W�L�I�L�F�D�W�H�V�R�I
�7�9�6�V�H�U�Y�L�F�H�V�Z�L�W�K�L�Q�W�K�H�F�O�X�V�W�H�U�D�U�H�O�L�V�W�H�G�L�Q�W�K�H�,�7�/�I�L�O�H��

�: �L�W�K�W�K�L�V�Q�H�Z�V�H�F�X�U�L�W�\�I�X�Q�F�W�L�R�Q�D�O�L�W�\�L�Q�P�L�Q�G�K�H�U�H�D�U�H�W�K�H�W�K�U�H�H�S�U�R�E�O�H�P�V�W�K�D�W�F�D�Q�R�F�F�X�U�Z�K�H�Q�P�R�Y�L�Q�J�D�S�K�R�Q�H
�I�U�R�P�R�Q�H�F�O�X�V�W�H�U�W�R�D�Q�R�W�K�H�U�F�O�X�V�W�H�U��

�� �7�K�H�,�7�/�I�L�O�H�R�I�W�K�H�Q�H�Z�F�O�X�V�W�H�U�L�V�Q�R�W�V�L�J�Q�H�G�E�\�W�K�H�F�X�U�U�H�Q�W�,�7�/�I�L�O�H�V�L�J�Q�H�U���V�R�W�K�H�S�K�R�Q�H�F�D�Q�Q�R�W�D�F�F�H�S�W
�W�K�H�Q�H�Z�,�7�/�I�L�O�H�R�U�F�R�Q�I�L�J�I�L�O�H�V��

�� �7�K�H�7�9�6�V�H�U�Y�H�U�V�O�L�V�W�H�G�L�Q�W�K�H�H�[�L�V�W�L�Q�J�,�7�/�R�I�W�K�H�S�K�R�Q�H�P�D�\�Q�R�W�E�H�U�H�D�F�K�D�E�O�H�Z�K�H�Q�W�K�H�S�K�R�Q�H�V�D�U�H�P�R�Y�H�G
�W�R�W�K�H�Q�H�Z�F�O�X�V�W�H�U��

�� �(�Y�H�Q�L�I�W�K�H�7�9�6�V�H�U�Y�H�U�V�D�U�H�U�H�D�F�K�D�E�O�H�I�R�U�F�H�U�W�L�I�L�F�D�W�H�Y�H�U�L�I�L�F�D�W�L�R�Q���W�K�H�R�O�G�F�O�X�V�W�H�U�V�H�U�Y�H�U�V�P�D�\�Q�R�W�K�D�Y�H�W�K�H
�Q�H�Z�V�H�U�Y�H�U�
�V�F�H�U�W�L�I�L�F�D�W�H�V��

�,�I�R�Q�H�R�U�P�R�U�H�R�I�W�K�H�V�H�W�K�U�H�H�S�U�R�E�O�H�P�V�D�U�H�H�Q�F�R�X�Q�W�H�U�H�G�R�Q�H�S�R�V�V�L�E�O�H�V�R�O�X�W�L�R�Q�L�V�W�R�G�H�O�H�W�H�W�K�H�,�7�/�I�L�O�H�P�D�Q�X�D�O�O�\
�I�U�R�P�D�O�O�S�K�R�Q�H�V�E�H�L�Q�J�P�R�Y�H�G�E�H�W�Z�H�H�Q�F�O�X�V�W�H�U�V���+�R�Z�H�Y�H�U���W�K�L�V�L�V�Q�R�W�D�G�H�V�L�U�D�E�O�H�V�R�O�X�W�L�R�Q�V�L�Q�F�H�L�W�U�H�T�X�L�U�H�V
�P�D�V�V�L�Y�H�H�I�I�R�U�W�D�V�W�K�H�Q�X�P�E�H�U�R�I�S�K�R�Q�H�V�L�Q�F�U�H�D�V�H�V��
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�7�K�H�P�R�V�W�S�U�H�I�H�U�U�H�G�R�S�W�L�R�Q�L�V�W�R�P�D�N�H�X�V�H�R�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�³�3�U�H�S�D�U�H�&�O�X�V�W�H�U�I�R�U
�5�R�O�O�E�D�F�N�W�R�S�U�H���������´���2�Q�F�H�W�K�L�V�S�D�U�D�P�H�W�H�U�L�V�V�H�W�W�R�7�U�X�H���W�K�H�S�K�R�Q�H�V�G�R�Z�Q�O�R�D�G�D�V�S�H�F�L�D�O�,�7�/�I�L�O�H�W�K�D�W�F�R�Q�W�D�L�Q�V
�H�P�S�W�\�7�9�6�D�Q�G�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�V�H�F�W�L�R�Q�V��

�:�K�H�Q�D�S�K�R�Q�H�K�D�V�D�Q�H�P�S�W�\�,�7�/�I�L�O�H�L�W�D�F�F�H�S�W�V�D�Q�\�X�Q�V�L�J�Q�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���I�R�U�P�L�J�U�D�W�L�R�Q�V�W�R�S�U�H
�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�����[�F�O�X�V�W�H�U�V�����D�Q�G�D�O�V�R�D�F�F�H�S�W�V�D�Q�\�Q�H�Z�,�7�/�I�L�O�H���I�R�U�P�L�J�U�D�W�L�R�Q�V�W�R�G�L�I�I�H�U�H�Q�W�&�L�V�F�R�8�Q�L�I�L�H�G
�&�0�����[�F�O�X�V�W�H�U�V����

�7�K�H�H�P�S�W�\�,�7�/�I�L�O�H�F�D�Q�E�H�Y�H�U�L�I�L�H�G�R�Q�W�K�H�S�K�R�Q�H�E�\�F�K�H�F�N�L�Q�J�6�H�W�W�L�Q�J�V�! �6�H�F�X�U�L�W�\�! �7�U�X�V�W�/�L�V�W�! �,�7�/���(�P�S�W�\
�H�Q�W�U�L�H�V�D�S�S�H�D�U�Z�K�H�U�H�W�K�H�R�O�G�7�9�6�D�Q�G�7�)�7�3�V�H�U�Y�H�U�V�X�V�H�G�W�R�E�H��

�7�K�H�S�K�R�Q�H�V�P�X�V�W�K�D�Y�H�D�F�F�H�V�V�W�R�W�K�H�R�O�G�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�V�H�U�Y�H�U�V�R�Q�O�\�D�V�O�R�Q�J�D�V�L�W�W�D�N�H�V�W�K�H�P�W�R�G�R�Z�Q�O�R�D�G
�W�K�H�Q�H�Z�H�P�S�W�\�,�7�/�I�L�O�H�V��

�,�I�\�R�X�S�O�D�Q�W�R�N�H�H�S�W�K�H�R�O�G�F�O�X�V�W�H�U�R�Q�O�L�Q�H���G�L�V�D�E�O�H�W�K�H�³�3�U�H�S�D�U�H�&�O�X�V�W�H�U�I�R�U�5�R�O�O�E�D�F�N�W�R�S�U�H���������´ �(�Q�W�H�U�S�U�L�V�H
�3�D�U�D�P�H�W�H�U�W�R�U�H�V�W�R�U�H�6�H�F�X�U�L�W�\�%�\�'�H�I�D�X�O�W��

Related Topics

�5�R�O�O�E�D�F�N�F�O�X�V�W�H�U�W�R�D�S�U�H���������U�H�O�H�D�V�H�� �R�Q�S�D�J�H����

Bulk certificate export
�,�I�E�R�W�K�W�K�H�R�O�G�D�Q�G�Q�H�Z�F�O�X�V�W�H�U�V�D�U�H�R�Q�O�L�Q�H�D�W�W�K�H�V�D�P�H�W�L�P�H���\�R�X�F�D�Q�X�V�H�W�K�H�%�X�O�N�&�H�U�W�L�I�L�F�D�W�H�P�L�J�U�D�W�L�R�Q�P�H�W�K�R�G��

�5�H�P�H�P�E�H�U�W�K�D�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�Y�H�U�L�I�\�H�Y�H�U�\�G�R�Z�Q�O�R�D�G�H�G�I�L�O�H�D�J�D�L�Q�V�W�H�L�W�K�H�U�W�K�H�,�7�/�I�L�O�H���R�U�D�J�D�L�Q�V�W
�D�7�9�6�V�H�U�Y�H�U�W�K�D�W�H�[�L�V�W�V�L�Q�W�K�H�,�7�/�I�L�O�H���,�I�W�K�H�S�K�R�Q�H�Q�H�H�G�V�W�R�P�R�Y�H�W�R�D�Q�H�Z�F�O�X�V�W�H�U���W�K�H�,�7�/�I�L�O�H�W�K�D�W�W�K�H�Q�H�Z
�F�O�X�V�W�H�U�S�U�H�V�H�Q�W�V�P�X�V�W�E�H�W�U�X�V�W�H�G�E�\�W�K�H�R�O�G�F�O�X�V�W�H�U�7�9�6�F�H�U�W�L�I�L�F�D�W�H�V�W�R�U�H��

�7�K�H�%�X�O�N�&�H�U�W�L�I�L�F�D�W�H�(�[�S�R�U�W�P�H�W�K�R�G�R�Q�O�\�Z�R�U�N�V�L�I�E�R�W�K�F�O�X�V�W�H�U�V�D�U�H�R�Q�O�L�Q�H�Z�L�W�K�Q�H�W�Z�R�U�N�F�R�Q�Q�H�F�W�L�Y�L�W�\�Z�K�L�O�H
�W�K�H�S�K�R�Q�H�V�D�U�H�E�H�L�Q�J�P�L�J�U�D�W�H�G��

Note

�7�R�X�V�H�W�K�H�%�X�O�N�&�H�U�W�L�I�L�F�D�W�H�(�[�S�R�U�W�P�H�W�K�R�G�F�R�P�S�O�H�W�H�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �)�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�H�F�X�U�L�W�\�! �%�X�O�N�&�H�U�W�L�I�L�F�D�W�H�0�D�Q�D�J�H�P�H�Q�W��

Step 2 �(�[�S�R�U�W�F�H�U�W�L�I�L�F�D�W�H�V�I�U�R�P�Q�H�Z�G�H�V�W�L�Q�D�W�L�R�Q�F�O�X�V�W�H�U���7�)�7�3�R�Q�O�\���W�R�D�F�H�Q�W�U�D�O�6�)�7�3�V�H�U�Y�H�U��

Step 3 �&�R�Q�V�R�O�L�G�D�W�H�F�H�U�W�L�I�L�F�D�W�H�V���7�)�7�3�R�Q�O�\���R�Q�W�K�H�6�)�7�3�V�H�U�Y�H�U�X�V�L�Q�J�W�K�H�%�X�O�N�&�H�U�W�L�I�L�F�D�W�H�L�Q�W�H�U�I�D�F�H��

Step 4 �2�Q�W�K�H�R�U�L�J�L�Q�D�W�L�R�Q�F�O�X�V�W�H�U�X�V�H�W�K�H�%�X�O�N�&�H�U�W�L�I�L�F�D�W�H�I�X�Q�F�W�L�R�Q�W�R�L�P�S�R�U�W�W�K�H�7�)�7�3�F�H�U�W�L�I�L�F�D�W�H�V�I�U�R�P�W�K�H�F�H�Q�W�U�D�O
�6�)�7�3�V�H�U�Y�H�U��

Step 5 �8�V�H�'�+�&�3�R�S�W�L�R�Q���������R�U�V�R�P�H�R�W�K�H�U�P�H�W�K�R�G���W�R�S�R�L�Q�W�W�K�H�S�K�R�Q�H�V�W�R�W�K�H�Q�H�Z�G�H�V�W�L�Q�D�W�L�R�Q�F�O�X�V�W�H�U��
�7�K�H�S�K�R�Q�H�V�G�R�Z�Q�O�R�D�G�W�K�H�Q�H�Z�G�H�V�W�L�Q�D�W�L�R�Q�F�O�X�V�W�H�U�,�7�/�I�L�O�H�D�Q�G�D�W�W�H�P�S�W�W�R�Y�H�U�L�I�\�L�W�D�J�D�L�Q�V�W�W�K�H�L�U�H�[�L�V�W�L�Q�J�,�7�/
�I�L�O�H���7�K�H�F�H�U�W�L�I�L�F�D�W�H�L�V�Q�R�W�L�Q�W�K�H�H�[�L�V�W�L�Q�J�,�7�/�I�L�O�H�V�R�W�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�W�K�H�R�O�G�7�9�6�V�H�U�Y�H�U�W�R�Y�H�U�L�I�\�W�K�H
�V�L�J�Q�D�W�X�U�H�R�I�W�K�H�Q�H�Z�,�7�/�I�L�O�H���7�K�H�S�K�R�Q�H�V�H�Q�G�V�D�7�9�6�T�X�H�U�\�W�R�W�K�H�R�O�G�R�U�L�J�L�Q�D�W�L�R�Q�F�O�X�V�W�H�U�R�Q�7�&�3�S�R�U�W��������
�W�R�P�D�N�H�W�K�L�V�U�H�T�X�H�V�W��

�,�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�H�[�S�R�U�W���F�R�Q�V�R�O�L�G�D�W�H���L�P�S�R�U�W�S�U�R�F�H�V�V�Z�R�U�N�V�F�R�U�U�H�F�W�O�\�W�K�H�Q�W�K�H�7�9�6�U�H�W�X�U�Q�V�V�X�F�F�H�V�V���D�Q�G�W�K�H
�S�K�R�Q�H�U�H�S�O�D�F�H�V�W�K�H�,�7�/�I�L�O�H�L�Q�P�H�P�R�U�\�Z�L�W�K�W�K�H�Q�H�Z�O�\�G�R�Z�Q�O�R�D�G�H�G�,�7�/�I�L�O�H��

�7�K�H�S�K�R�Q�H�V�F�D�Q�Q�R�Z�G�R�Z�Q�O�R�D�G�D�Q�G�Y�H�U�L�I�\�W�K�H�V�L�J�Q�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�I�U�R�P�W�K�H�Q�H�Z�F�O�X�V�W�H�U��
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C H A P T E R  4
Cisco CTL Client setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�L�V�F�R�&�7�/�F�O�L�H�Q�W�V�H�W�X�S��

�‡ �$�E�R�X�W�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S���S�D�J�H����

�‡ �5�H�P�R�Y�H�H�7�R�N�H�Q�5�X�Q�7�L�P�H�(�Q�Y�L�U�R�Q�P�H�Q�W���������I�R�U�&�7�/�&�O�L�H�Q�W�������S�O�X�J���L�Q���S�D�J�H����

�‡ �&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�W�L�S�V���S�D�J�H����

�‡ �6�H�W�X�S�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���S�D�J�H����

�‡ �$�F�W�L�Y�D�W�H�&�L�V�F�R�&�7�/�S�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H���S�D�J�H����

�‡ �&�L�V�F�R�&�$�3�)�V�H�U�Y�L�F�H�D�F�W�L�Y�D�W�L�R�Q���S�D�J�H����

�‡ �6�H�W�X�S�S�R�U�W�V�I�R�U�7�/�6�F�R�Q�Q�H�F�W�L�R�Q���S�D�J�H����

�‡ �&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�D�W�L�R�Q���S�D�J�H����

�‡ �8�S�J�U�D�G�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�0�L�J�U�D�W�H�&�L�V�F�R�&�7�/�I�L�O�H���S�D�J�H����

�‡ �6�H�W�X�S�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���S�D�J�H����

�‡ �8�S�G�D�W�H�&�7�/�I�L�O�H���S�D�J�H����

�‡ �'�H�O�H�W�H�&�7�/�I�L�O�H�H�Q�W�U�\�� �S�D�J�H����

�‡ �8�S�G�D�W�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H���S�D�J�H����

�‡ �&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�W�L�Q�J�V���S�D�J�H����

�‡ �9�H�U�L�I�\�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H���S�D�J�H����

�‡ �6�H�W�X�S�6�P�D�U�W�&�D�U�G�V�H�U�Y�L�F�H�W�R�V�W�D�U�W�H�G�R�U�D�X�W�R�P�D�W�L�F���S�D�J�H����

�‡ �6�H�F�X�U�L�W�\�7�R�N�H�Q�3�D�V�V�Z�R�U�G���(�W�R�N�H�Q���P�R�G�L�I�L�F�D�W�L�R�Q���S�D�J�H����

�‡ �'�H�O�H�W�H�&�7�/�I�L�O�H�R�Q�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���S�D�J�H����

�‡ �'�H�W�H�U�P�L�Q�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�9�H�U�V�L�R�Q���S�D�J�H����

�‡ �9�H�U�L�I�\�R�U�X�Q�L�Q�V�W�D�O�O�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���S�D�J�H����

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S���S�D�J�H����
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About Cisco CTL Client setup
�'�H�Y�L�F�H���I�L�O�H���D�Q�G�V�L�J�Q�D�O�L�Q�J�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�U�H�O�\�R�Q�W�K�H�F�U�H�D�W�L�R�Q�R�I�W�K�H�&�H�U�W�L�I�L�F�D�W�H�7�U�X�V�W�/�L�V�W���&�7�/���I�L�O�H���Z�K�L�F�K
�L�V�F�U�H�D�W�H�G�Z�K�H�Q�\�R�X�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�7�U�X�V�W�/�L�V�W���&�7�/���&�O�L�H�Q�W�R�Q�D�V�L�Q�J�O�H�: �L�Q�G�R�Z�V
�Z�R�U�N�V�W�D�W�L�R�Q�R�U�V�H�U�Y�H�U�W�K�D�W�K�D�V�D�8�6�%�S�R�U�W��

�6�X�S�S�R�U�W�H�G�: �L�Q�G�R�Z�V�Y�H�U�V�L�R�Q�V�I�R�U�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�F�O�X�G�H�: �L�Q�G�R�Z�V�;�3���: �L�Q�G�R�Z�V�9�L�V�W�D���D�Q�G�: �L�Q�G�R�Z�V
�����'�R�Q�R�W�X�V�H�7�H�U�P�L�Q�D�O�6�H�U�Y�L�F�H�V�W�R�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���&�L�V�F�R�L�Q�V�W�D�O�O�V�7�H�U�P�L�Q�D�O�6�H�U�Y�L�F�H�V���V�R
�&�L�V�F�R�7�H�F�K�Q�L�F�D�O�$�V�V�L�V�W�D�Q�F�H�&�H�Q�W�H�U���7�$�&���F�D�Q�S�H�U�I�R�U�P�U�H�P�R�W�H�W�U�R�X�E�O�H�V�K�R�R�W�L�Q�J�D�Q�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�W�D�V�N�V��

Note

�7�K�H�&�7�/�I�L�O�H�F�R�Q�W�D�L�Q�V�H�Q�W�U�L�H�V�I�R�U�W�K�H�I�R�O�O�R�Z�L�Q�J�V�H�U�Y�H�U�V�R�U�V�H�F�X�U�L�W�\�W�R�N�H�Q�V��

�‡�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�R�U�6�H�F�X�U�L�W�\�7�R�N�H�Q���6�$�6�7��

�‡�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�R�Q�W�K�H�V�D�P�H�V�H�U�Y�H�U

�‡�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q���&�$�3�)��

�‡�7�)�7�3�V�H�U�Y�H�U���V��

�‡�$�6�$�I�L�U�H�Z�D�O�O

�7�K�H�&�7�/�I�L�O�H�F�R�Q�W�D�L�Q�V�D�V�H�U�Y�H�U�F�H�U�W�L�I�L�F�D�W�H���S�X�E�O�L�F�N�H�\���V�H�U�L�D�O�Q�X�P�E�H�U���V�L�J�Q�D�W�X�U�H���L�V�V�X�H�U�Q�D�P�H���V�X�E�M�H�F�W�Q�D�P�H��
�V�H�U�Y�H�U�I�X�Q�F�W�L�R�Q���'�1�6 �Q�D�P�H���D�Q�G�,�3�D�G�G�U�H�V�V�I�R�U�H�D�F�K�V�H�U�Y�H�U��

�$�I�W�H�U�\�R�X�F�U�H�D�W�H�W�K�H�&�7�/�I�L�O�H���\�R�X�P�X�V�W�U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�L�Q�&�L�V�F�R
�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�R�Q�D�O�O�Q�R�G�H�V�W�K�D�W�U�X�Q�W�K�H�V�H�V�H�U�Y�L�F�H�V���7�K�H�Q�H�[�W�W�L�P�H�W�K�D�W�W�K�H�S�K�R�Q�H�L�Q�L�W�L�D�O�L�]�H�V���L�W�G�R�Z�Q�O�R�D�G�V
�W�K�H�&�7�/�I�L�O�H�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U���,�I�W�K�H�&�7�/�I�L�O�H�F�R�Q�W�D�L�Q�V�D�7�)�7�3�V�H�U�Y�H�U�H�Q�W�U�\�W�K�D�W�K�D�V�D�V�H�O�I���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H��
�W�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�D�V�L�J�Q�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�L�Q���V�J�Q�I�R�U�P�D�W���,�I�Q�R�7�)�7�3�V�H�U�Y�H�U�F�R�Q�W�D�L�Q�V�D�F�H�U�W�L�I�L�F�D�W�H���W�K�H
�S�K�R�Q�H�U�H�T�X�H�V�W�V�D�Q�X�Q�V�L�J�Q�H�G�I�L�O�H��

�$�I�W�H�U�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�G�G�V�D�V�H�U�Y�H�U�F�H�U�W�L�I�L�F�D�W�H�W�R�W�K�H�&�7�/�I�L�O�H���\�R�X�F�D�Q�G�L�V�S�O�D�\�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�&�7�/
�&�O�L�H�Q�W�*�8�,��

�:�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�D�I�L�U�H�Z�D�O�O�L�Q�W�K�H�&�7�/�I�L�O�H���\�R�X�F�D�Q�V�H�F�X�U�H�D�&�L�V�F�R�$�6�$�)�L�U�H�Z�D�O�O�D�V�S�D�U�W�R�I�D�V�H�F�X�U�H�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�\�V�W�H�P���7�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�G�L�V�S�O�D�\�V�W�K�H�I�L�U�H�Z�D�O�O�F�H�U�W�L�I�L�F�D�W�H�D�V�D�³�&�&�0�´
�F�H�U�W�L�I�L�F�D�W�H��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�X�V�H�V�D�Q�H�W�R�N�H�Q�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q
�E�H�W�Z�H�H�Q�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U��

Remove eToken Run Time Environment 3.00 for CTL Client 5.0 plug-in
�,�I�\�R�X�D�U�H�X�S�J�U�D�G�L�Q�J�W�R�W�K�H�&�7�/�&�O�L�H�Q�W�������R�U�������S�O�X�J���L�Q���\�R�X�I�L�U�V�W�Q�H�H�G�W�R�U�H�P�R�Y�H�H�7�R�N�H�Q�5�X�Q�7�L�P�H
�(�Q�Y�L�U�R�Q�P�H�Q�W���������E�\�S�H�U�I�R�U�P�L�Q�J�W�K�H�I�R�O�O�R�Z�L�Q�J�V�W�H�S�V��

Procedure

Step 1 �'�R�Z�Q�O�R�D�G�: �L�Q�G�R�Z�V�,�Q�V�W�D�O�O�H�U�&�O�H�D�Q�X�S�8�W�L�O�L�W�\�D�W�W�K�H�I�R�O�O�R�Z�L�Q�J�8�5�/��
�K�W�W�S�������V�X�S�S�R�U�W���P�L�F�U�R�V�R�I�W���F�R�P���N�E��������������
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Step 2 �,�Q�V�W�D�O�O�W�K�H�X�W�L�O�L�W�\�R�Q�\�R�X�U�3�&��

Step 3 �5�X�Q�W�K�H�X�W�L�O�L�W�\��

Step 4 �)�L�Q�G�H�7�R�N�H�Q�U�W�H�������L�Q�W�K�H�O�L�V�W�R�I�S�U�R�J�U�D�P�V�D�Q�G�U�H�P�R�Y�H�L�W��

Step 5 �3�U�R�F�H�H�G�Z�L�W�K�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�D�W�L�R�Q��

Cisco CTL Client setup tips
�&�R�Q�V�L�G�H�U�W�K�H�I�R�O�O�R�Z�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q�Z�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U��

�‡�7�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�O�L�P�L�W�V�W�K�H�I�L�O�H�V�L�]�H�R�I�D�&�7�/�I�L�O�H�W�R���� �N�L�O�R�E�\�W�H�V�E�H�F�D�X�V�H�W�K�H�S�K�R�Q�H�V�F�D�Q�Q�R�W�D�F�F�H�S�W
�D�O�D�U�J�H�U�&�7�/�I�L�O�H���7�K�H�I�R�O�O�R�Z�L�Q�J�I�D�F�W�R�U�V�D�I�I�H�F�W�W�K�H�V�L�]�H�R�I�D�&�7�/�I�L�O�H��

�•�7�K�H�Q�X�P�E�H�U�R�I�Q�R�G�H�V�L�Q�W�K�H�F�O�X�V�W�H�U

�0�R�U�H�Q�R�G�H�V�U�H�T�X�L�U�H�P�R�U�H�F�H�U�W�L�I�L�F�D�W�H�V�L�Q�W�K�H�&�7�/�I�L�O�H��

�•�7�K�H�Q�X�P�E�H�U�R�I�I�L�U�H�Z�D�O�O�V�W�K�D�W�D�U�H�X�V�H�G�I�R�U�7�/�6�3�U�R�[�\

�)�L�U�H�Z�D�O�O�V�Z�L�W�K�7�/�6�3�U�R�[�\�I�H�D�W�X�U�H���Z�K�L�F�K�D�U�H�W�K�H�V�D�P�H�D�V�Q�R�G�H�V���W�K�H�U�H�I�R�U�H�J�H�W�L�Q�F�O�X�G�H�G�L�Q�W�K�H�&�7�/
�I�L�O�H��

�•�:�K�H�W�K�H�U�D�Q�H�[�W�H�U�Q�D�O�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\���&�$���V�L�J�Q�V�W�K�H�&�$�3�)�D�Q�G�&�D�O�O�0�D�Q�D�J�H�U�F�H�U�W�L�I�L�F�D�W�H�V

�%�H�F�D�X�V�H�F�H�U�W�L�I�L�F�D�W�H�V���&�$�3�)���&�D�O�O�0�D�Q�D�J�H�U���W�K�D�W�D�U�H�V�L�J�Q�H�G�E�\�D�Q�H�[�W�H�U�Q�D�O�&�$�D�U�H�V�L�J�Q�L�I�L�F�D�Q�W�O�\�O�D�U�J�H�U
�W�K�D�Q�G�H�I�D�X�O�W�V�H�O�I���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H�V���W�K�L�V�F�D�Q�O�L�P�L�W�W�K�H�P�D�[�L�P�X�P�Q�X�P�E�H�U�R�I�F�H�U�W�L�I�L�F�D�W�H�V�W�K�D�W�F�D�Q�I�L�W
�L�Q�W�R�W�K�H�&�7�/�I�L�O�H��

�7�K�H�V�H�I�D�F�W�R�U�V�G�L�U�H�F�W�O�\�O�L�P�L�W�W�K�H�P�D�[�L�P�X�P�Q�X�P�E�H�U�R�I�F�H�U�W�L�I�L�F�D�W�H�V�W�K�D�W�\�R�X�F�D�Q�I�L�W�L�Q�D�������N�L�O�R�E�\�W�H
�&�7�/�I�L�O�H���V�R�W�K�H�\�G�L�F�W�D�W�H�W�K�H�P�D�[�L�P�X�P�Q�X�P�E�H�U�R�I�Q�R�G�H�V�R�U�I�L�U�H�Z�D�O�O�V�W�K�D�W�\�R�X�F�D�Q�K�D�Y�H�L�Q�D�V�H�F�X�U�H
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�H�S�O�R�\�P�H�Q�W��

�‡�(�Q�V�X�U�H�W�K�D�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�Q�R�G�H�K�R�V�W�Q�D�P�H�R�U�K�R�V�W�Q�D�P�H�V�D�U�H�U�H�V�R�O�Y�D�E�O�H
�R�Q�W�K�H�U�H�P�R�W�H�3�&�Z�K�H�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�V�L�Q�V�W�D�O�O�H�G���R�U�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�Z�L�O�O�Q�R�W�I�X�Q�F�W�L�R�Q
�F�R�U�U�H�F�W�O�\��

�‡�<�R�X�P�X�V�W�D�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H���,�I�\�R�X�K�D�Y�H�D�F�O�X�V�W�H�U�H�Q�Y�L�U�R�Q�P�H�Q�W���\�R�X�P�X�V�W�D�F�W�L�Y�D�W�H
�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�R�Q�D�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�$�I�W�H�U�\�R�X�F�U�H�D�W�H�R�U�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H���\�R�X�P�X�V�W�U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V
�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�R�Q�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�V�W�K�D�W�U�X�Q�W�K�H�V�H
�V�H�U�Y�L�F�H�V�D�Q�G�R�Q�D�O�O�7�)�7�3�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�:�K�H�Q�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�F�R�Q�W�D�L�Q�V�H�Q�W�U�L�H�V�I�R�U�R�I�I���F�O�X�V�W�H�U�V�H�U�Y�H�U�V���V�X�F�K�D�V�D�O�W�H�U�Q�D�W�H�R�U�F�H�Q�W�U�D�O�L�]�H�G�7�)�7�3
�V�H�U�Y�H�U���\�R�X�P�X�V�W�D�O�V�R�U�X�Q�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�R�Q�W�K�H�V�H�V�H�U�Y�H�U�V��

�‡�7�K�H�D�O�W�H�U�Q�D�W�H�7�)�7�3�V�H�U�Y�H�U�V�H�F�W�L�R�Q�R�I�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�*�8�,�G�H�V�L�J�Q�D�W�H�V�D�&�L�V�F�R�7�)�7�3�V�H�U�Y�H�U�W�K�D�W
�H�[�L�V�W�V�L�Q�D�G�L�I�I�H�U�H�Q�W�F�O�X�V�W�H�U���8�V�H�W�K�H�$�O�W�H�U�Q�D�W�H�7�)�7�3�6�H�U�Y�H�U�7�D�E�V�H�W�W�L�Q�J�V�W�R�F�R�Q�I�L�J�X�U�H�D�O�W�H�U�Q�D�W�H�D�Q�G
�F�H�Q�W�U�D�O�L�]�H�G�7�)�7�3�V�H�U�Y�H�U�V�L�Q�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��
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Cisco CTL Client setup tips



�6�H�H�³�&�L�V�F�R�7�)�7�3�´�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�6�\�V�W�H�P�*�X�L�G�H�I�R�U�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W
�F�R�Q�I�L�J�X�U�L�Q�J�R�I�I���F�O�X�V�W�H�U���D�O�W�H�U�Q�D�W�H�D�Q�G�F�H�Q�W�U�D�O�L�]�H�G���7�)�7�3�V�H�U�Y�H�U�V�Z�L�W�K�7�)�7�3�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V��

Note

�‡�)�R�U�F�H�Q�W�U�D�O�L�]�H�G�7�)�7�3�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V���D�O�O�R�I�I���F�O�X�V�W�H�U�7�)�7�3�V�H�U�Y�H�U�V�W�K�D�W�D�U�H�R�S�H�U�D�W�L�Q�J�L�Q�P�L�[�H�G�P�R�G�H�P�X�V�W
�D�G�G�W�K�H�0�D�V�W�H�U�7�)�7�3�V�H�U�Y�H�U�R�U�0�D�V�W�H�U�7�)�7�3�V�H�U�Y�H�U�,�3�D�G�G�U�H�V�V�W�R�W�K�H�R�I�I���F�O�X�V�W�H�U�&�7�/�I�L�O�H���7�K�H�P�D�V�W�H�U
�7�)�7�3�V�H�U�Y�H�U�V�H�U�Y�H�V�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�I�U�R�P�D�O�O�D�O�W�H�U�Q�D�W�H�7�)�7�3�V�H�U�Y�H�U�V�L�Q�W�K�H�D�O�W�H�U�Q�D�W�H�I�L�O�H�O�L�V�W�W�K�D�W�L�V
�F�R�Q�I�L�J�X�U�H�G�I�R�U�W�K�H�P�D�V�W�H�U�7�)�7�3�V�H�U�Y�H�U���&�O�X�V�W�H�U�V�L�Q�D�F�H�Q�W�U�D�O�L�]�H�G�7�)�7�3�F�R�Q�I�L�J�X�U�D�W�L�R�Q�G�R�Q�R�W�Q�H�H�G�W�R�X�V�H
�W�K�H�V�D�P�H�V�H�F�X�U�L�W�\�P�R�G�H���H�D�F�K�F�O�X�V�W�H�U�F�D�Q�V�H�O�H�F�W�L�W�V�R�Z�Q�P�R�G�H��

Set up Cisco CTL Client
�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�S�U�R�Y�L�G�H�V�D�O�L�V�W�R�I�F�R�Q�I�L�J�X�U�D�W�L�R�Q�W�D�V�N�V�W�K�D�W�\�R�X�S�H�U�I�R�U�P�W�R�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R
�&�7�/�&�O�L�H�Q�W�I�R�U�W�K�H�I�L�U�V�W�W�L�P�H���6�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�X�S�J�U�D�G�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�P�L�J�U�D�W�L�Q�J�W�K�H�&�L�V�F�R
�&�7�/�I�L�O�H�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�7�/�I�L�O�H�Z�K�H�Q�\�R�X�X�S�J�U�D�G�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U��

Procedure

Step 1 �(�Q�V�X�U�H�W�K�D�W�D�O�O�W�K�H�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U�D�U�H�R�Q�O�L�Q�H�D�Q�G�U�H�D�F�K�D�E�O�H�I�U�R�P�W�K�H�3�&�R�Q�Z�K�L�F�K�W�K�H�&�7�/�&�O�L�H�Q�W�Z�L�O�O
�U�X�Q���,�I�D�V�H�U�Y�H�U�L�V�F�R�Q�I�L�J�X�U�H�G�Z�L�W�K�D�K�R�V�W�Q�D�P�H���S�L�Q�J�W�K�H�K�R�V�W�Q�D�P�H�W�R�Y�H�U�L�I�\�U�H�D�F�K�D�E�L�O�L�W�\��

Step 2 �(�Q�V�X�U�H�W�K�D�W�D�O�O�R�I�W�K�H�K�R�V�W�Q�D�P�H�V�R�I�W�K�H�F�O�X�V�W�H�U�V�H�U�Y�H�U�V�D�U�H�G�H�I�L�Q�H�G�L�Q�W�K�H�'�1�6 �V�H�U�Y�H�U�W�K�D�W�L�V�F�R�Q�I�L�J�X�U�H�G�R�Q�W�K�H
�S�X�E�O�L�V�K�H�U�V�H�U�Y�H�U��

Step 3 �$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��
�$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�R�Q�H�D�F�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�L�Q�W�K�H
�F�O�X�V�W�H�U��

�,�I�\�R�X�D�F�W�L�Y�D�W�H�G�W�K�L�V�V�H�U�Y�L�F�H�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���\�R�X�G�R�Q�R�W
�Q�H�H�G�W�R�D�F�W�L�Y�D�W�H�W�K�H�V�H�U�Y�L�F�H�D�J�D�L�Q���7�K�H�V�H�U�Y�L�F�H�D�X�W�R�P�D�W�L�F�D�O�O�\�D�F�W�L�Y�D�W�H�V�D�I�W�H�U�W�K�H�X�S�J�U�D�G�H��

Tip

Step 4 �$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��
�$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�V�H�U�Y�L�F�H�R�Q�O�\�R�Q�W�K�H�I�L�U�V�W�Q�R�G�H�L�Q�W�K�H
�F�O�X�V�W�H�U��

Tip

�3�H�U�I�R�U�P�L�Q�J�W�K�L�V�W�D�V�N�E�H�I�R�U�H�\�R�X�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�H�Q�V�X�U�H�V�W�K�D�W�\�R�X�G�R
�Q�R�W�K�D�Y�H�W�R�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H�W�R�X�V�H�&�$�3�)��

Timesaver

Step 5 �,�I�\�R�X�G�R�Q�R�W�Z�D�Q�W�W�R�X�V�H�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J�V���F�R�Q�I�L�J�X�U�H�S�R�U�W�V�I�R�U�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q��
�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�W�K�H�V�H�V�H�W�W�L�Q�J�V�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���W�K�H�V�H�W�W�L�Q�J�V
�P�L�J�U�D�W�H�D�X�W�R�P�D�W�L�F�D�O�O�\��

Tip

Step 6 �2�E�W�D�L�Q�D�W�O�H�D�V�W�W�Z�R�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�D�Q�G�W�K�H�S�D�V�V�Z�R�U�G�V���K�R�V�W�Q�D�P�H�V���,�3�D�G�G�U�H�V�V�H�V���D�Q�G�S�R�U�W�Q�X�P�E�H�U�V�I�R�U�W�K�H
�V�H�U�Y�H�U�V�W�K�D�W�\�R�X�Z�L�O�O�F�R�Q�I�L�J�X�U�H�I�R�U�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 7 �,�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 8 �&�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Related Topics

�$�F�W�L�Y�D�W�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�� �R�Q�S�D�J�H������
�$�F�W�L�Y�D�W�H�&�L�V�F�R�&�7�/�S�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�� �R�Q�S�D�J�H����
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Set up Cisco CTL Client



�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�D�W�L�R�Q�� �R�Q�S�D�J�H����
�&�7�/�F�O�L�H�Q�W���6�6�/���&�$�3�)���D�Q�G�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�V�W�D�O�O�D�W�L�R�Q�� �R�Q�S�D�J�H����
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�6�H�W�X�S�S�R�U�W�V�I�R�U�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�� �R�Q�S�D�J�H����
�6�\�V�W�H�P�U�H�T�X�L�U�H�P�H�Q�W�V�� �R�Q�S�D�J�H��
�8�S�J�U�D�G�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�0�L�J�U�D�W�H�&�L�V�F�R�&�7�/�I�L�O�H�� �R�Q�S�D�J�H����

Activate Cisco CTL provider service
�$�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�F�K�D�Q�J�H�V�W�K�H�V�H�F�X�U�L�W�\�P�R�G�H�I�U�R�P
�Q�R�Q�V�H�F�X�U�H�W�R�P�L�[�H�G�P�R�G�H�D�Q�G�W�U�D�Q�V�S�R�U�W�V�W�K�H�V�H�U�Y�H�U�F�H�U�W�L�I�L�F�D�W�H�V�W�R�W�K�H�&�7�/�I�L�O�H���7�K�H�V�H�U�Y�L�F�H�W�K�H�Q�W�U�D�Q�V�S�R�U�W�V
�W�K�H�&�7�/�I�L�O�H�W�R�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�H�U�V��

�,�I�\�R�X�D�F�W�L�Y�D�W�H�W�K�L�V�V�H�U�Y�L�F�H�D�Q�G�W�K�H�Q�X�S�J�U�D�G�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�X�W�R�P�D�W�L�F�D�O�O�\�U�H�D�F�W�L�Y�D�W�H�V�W�K�H�V�H�U�Y�L�F�H�D�I�W�H�U�W�K�H�X�S�J�U�D�G�H��

�<�R�X�P�X�V�W�D�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�R�Q�D�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��Tip

�7�R�D�F�W�L�Y�D�W�H�W�K�H�V�H�U�Y�L�F�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\���F�K�R�R�V�H�7�R�R�O�V�! �6�H�U�Y�L�F�H�$�F�W�L�Y�D�W�L�R�Q��

Step 2 �,�Q�W�K�H�6�H�U�Y�H�U�V�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�U�Y�H�U�Z�K�H�U�H�\�R�X�K�D�Y�H�D�F�W�L�Y�D�W�H�G�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�R�U�&�L�V�F�R
�7�)�7�3�V�H�U�Y�L�F�H�V��

Step 3 �&�O�L�F�N�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�U�D�G�L�R�E�X�W�W�R�Q��

Step 4 �&�O�L�F�N�6�D�Y�H��
�3�H�U�I�R�U�P�W�K�L�V�S�U�R�F�H�G�X�U�H�R�Q�D�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H
�F�O�X�V�W�H�U��

Tip

�<�R�X�F�D�Q�H�Q�W�H�U�D�&�7�/�S�R�U�W�E�H�I�R�U�H�\�R�X�D�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H���,�I�\�R�X�Z�D�Q�W�W�R�F�K�D�Q�J�H
�W�K�H�G�H�I�D�X�O�W�S�R�U�W�Q�X�P�E�H�U���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�V�H�W�W�L�Q�J�X�S�S�R�U�W�V�I�R�U�D�7�/�6�F�R�Q�Q�H�F�W�L�R�Q��

Note

Step 5 �9�H�U�L�I�\�W�K�D�W�W�K�H�V�H�U�Y�L�F�H�U�X�Q�V�R�Q�W�K�H�V�H�U�Y�H�U�V���,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\���F�K�R�R�V�H�7�R�R�O�V�! �&�R�Q�W�U�R�O�&�H�Q�W�H�U
���)�H�D�W�X�U�H�6�H�U�Y�L�F�H�V�W�R�Y�H�U�L�I�\�W�K�H�V�W�D�W�H�R�I�W�K�H�V�H�U�Y�L�F�H��

Related Topics

�6�H�W�X�S�S�R�U�W�V�I�R�U�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Cisco CAPF service activation

�$�F�W�L�Y�D�W�L�Q�J�W�K�H�&�L�V�F�R�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�E�H�I�R�U�H�\�R�X�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R
�&�7�/�&�O�L�H�Q�W�H�Q�V�X�U�H�V�W�K�D�W�\�R�X�G�R�Q�R�W�K�D�Y�H�W�R�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H�W�R�X�V�H�&�$�3�)��

Warning
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Related Topics

�$�F�W�L�Y�D�W�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�� �R�Q�S�D�J�H������

Set up ports for TLS connection
�<�R�X�P�D�\�K�D�Y�H�W�R�F�R�Q�I�L�J�X�U�H�D�G�L�I�I�H�U�H�Q�W�7�/�6�S�R�U�W�Q�X�P�E�H�U�L�I�W�K�H�G�H�I�D�X�O�W�S�R�U�W�L�V�F�X�U�U�H�Q�W�O�\�E�H�L�Q�J�X�V�H�G�R�U�L�I�\�R�X
�X�V�H�D�I�L�U�H�Z�D�O�O�D�Q�G�\�R�X�F�D�Q�Q�R�W�X�V�H�W�K�H�S�R�U�W�Z�L�W�K�L�Q�W�K�H�I�L�U�H�Z�D�O�O��

�‡�7�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�G�H�I�D�X�O�W�S�R�U�W�I�R�U�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�H�T�X�D�O�V�����������7�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�S�R�U�W
�P�R�Q�L�W�R�U�V�U�H�T�X�H�V�W�V�I�U�R�P�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���7�K�L�V�S�R�U�W�S�U�R�F�H�V�V�H�V�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�U�H�T�X�H�V�W�V���V�X�F�K�D�V
�U�H�W�U�L�H�Y�L�Q�J�W�K�H�&�7�/�I�L�O�H���V�H�W�W�L�Q�J�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H���D�Q�G�V�D�Y�L�Q�J�W�K�H�&�7�/�I�L�O�H�W�R�W�K�H�7�)�7�3�V�H�U�Y�H�U��

�&�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�F�R�Q�I�L�J�X�U�H�V�W�K�H�V�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�\�I�R�U�\�R�X�U�V�W�D�Q�G�D�O�R�Q�H�V�H�U�Y�H�U�R�U�D�F�O�X�V�W�H�U��Note

�‡�7�K�H�(�W�K�H�U�Q�H�W�3�K�R�Q�H�3�R�U�W�P�R�Q�L�W�R�U�V�U�H�J�L�V�W�U�D�W�L�R�Q�U�H�T�X�H�V�W�V�I�U�R�P�W�K�H�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�&�&�3���,�Q�Q�R�Q�V�H�F�X�U�H
�P�R�G�H���W�K�H�S�K�R�Q�H�F�R�Q�Q�H�F�W�V�W�K�U�R�X�J�K�S�R�U�W�����������,�Q�P�L�[�H�G�P�R�G�H���W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�S�R�U�W�I�R�U�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�H�T�X�D�O�V�W�K�H�Y�D�O�X�H�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�R�U�W
�Q�X�P�E�H�U�D�G�G�H�G�W�R���������������W�K�H�U�H�I�R�U�H���W�K�H�G�H�I�D�X�O�W�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�H�T�X�D�O�V�����������8�S�G�D�W�H�W�K�L�V�V�H�W�W�L�Q�J�R�Q�O�\�L�I�W�K�H�S�R�U�W�Q�X�P�E�H�U�L�V�L�Q�X�V�H�R�U�L�I�\�R�X�X�V�H�D�I�L�U�H�Z�D�O�O�D�Q�G
�\�R�X�F�D�Q�Q�R�W�X�V�H�W�K�H�S�R�U�W�Z�L�W�K�L�Q�W�K�H�I�L�U�H�Z�D�O�O��

�‡�7�K�H�6�,�3�6�H�F�X�U�H�3�R�U�W�D�O�O�R�Z�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�R�O�L�V�W�H�Q�I�R�U�6�,�3�P�H�V�V�D�J�H�V�I�U�R�P
�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���7�K�H�G�H�I�D�X�O�W�Y�D�O�X�H�H�T�X�D�O�V�����������,�I�\�R�X�F�K�D�Q�J�H�W�K�L�V�S�R�U�W���\�R�X�P�X�V�W�U�H�V�W�D�U�W
�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�D�Q�G�U�H�V�H�W�W�K�H�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J
�6�,�3��

�$�I�W�H�U�\�R�X�X�S�G�D�W�H�W�K�H�S�R�U�W���V�����\�R�X�P�X�V�W�U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��

Tip

�<�R�X�P�X�V�W�R�S�H�Q�W�K�H�&�7�/�S�R�U�W�V�W�R�W�K�H�G�D�W�D�9�/�$�1�I�U�R�P�Z�K�H�U�H�W�K�H�&�7�/�&�O�L�H�Q�W�U�X�Q�V��Tip

�7�R�F�K�D�Q�J�H�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �3�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V���G�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�S�R�U�W�W�K�D�W�\�R�X�Z�D�Q�W�W�R�F�K�D�Q�J�H��

�D���7�R�F�K�D�Q�J�H�W�K�H�3�R�U�W�1�X�P�E�H�U�S�D�U�D�P�H�W�H�U�I�R�U�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H���S�H�U�I�R�U�P�6�W�H�S���� �R�Q�S�D�J�H����
�W�K�U�R�X�J�K�6�W�H�S���� �R�Q�S�D�J�H������
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�E���7�R�F�K�D�Q�J�H�W�K�H�(�W�K�H�U�Q�H�W�3�K�R�Q�H�3�R�U�W�R�U�6�,�3�3�K�R�Q�H�6�H�F�X�U�H�3�R�U�W�V�H�W�W�L�Q�J�V���S�H�U�I�R�U�P�6�W�H�S���� �R�Q�S�D�J�H���� �W�K�U�R�X�J�K
�6�W�H�S������ �R�Q�S�D�J�H������

Step 2 �7�R�F�K�D�Q�J�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�S�R�U�W���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Step 3 �,�Q�W�K�H�6�H�U�Y�H�U�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�U�Y�H�U�Z�K�H�U�H�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�U�X�Q�V��

Step 4 �,�Q�W�K�H�6�H�U�Y�L�F�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H��
�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U���F�O�L�F�N�W�K�H�T�X�H�V�W�L�R�Q�P�D�U�N�R�U�W�K�H�O�L�Q�N
�Q�D�P�H��

Tip

Step 5 �7�R�F�K�D�Q�J�H�W�K�H�Y�D�O�X�H�I�R�U�W�K�H�3�R�U�W�1�X�P�E�H�U�S�D�U�D�P�H�W�H�U���H�Q�W�H�U�W�K�H�Q�H�Z�S�R�U�W�Q�X�P�E�H�U�L�Q�W�K�H�3�D�U�D�P�H�W�H�U�9�D�O�X�H�I�L�H�O�G��

Step 6 �&�O�L�F�N�6�D�Y�H��

Step 7 �7�R�F�K�D�Q�J�H�W�K�H�(�W�K�H�U�Q�H�W�3�K�R�Q�H�3�R�U�W�R�U�6�,�3�3�K�R�Q�H�6�H�F�X�U�H�3�R�U�W�V�H�W�W�L�Q�J�V���F�K�R�R�V�H�6�\�V�W�H�P�! �&�L�V�F�R�8�Q�L�I�L�H�G�&�0
�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Step 8 �)�L�Q�G�D�V�H�U�Y�H�U�Z�K�H�U�H�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H�U�X�Q�V���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H���D�I�W�H�U�W�K�H�U�H�V�X�O�W�V�G�L�V�S�O�D�\���F�O�L�F�N�W�K�H�1�D�P�H�O�L�Q�N�I�R�U�W�K�H�V�H�U�Y�H�U��

Step 9 �$�I�W�H�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���H�Q�W�H�U�W�K�H�Q�H�Z�S�R�U�W�Q�X�P�E�H�U�V
�L�Q�W�K�H�(�W�K�H�U�Q�H�W�3�K�R�Q�H�3�R�U�W�R�U�6�,�3�3�K�R�Q�H�6�H�F�X�U�H�3�R�U�W�I�L�H�O�G�V��

Step 10 �5�H�V�H�W�W�K�H�S�K�R�Q�H�V�D�Q�G�U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��

Step 11 �&�O�L�F�N�6�D�Y�H��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Cisco CTL Client installation
�<�R�X�P�X�V�W�X�V�H�W�K�H�F�O�L�H�Q�W�D�Q�G�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H�Z�K�H�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�H�Y�H�Q�W�V�R�F�F�X�U��

�‡�7�K�H�I�L�U�V�W�W�L�P�H�W�K�D�W�\�R�X�V�H�W�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H

�‡�7�K�H�I�L�U�V�W�W�L�P�H�W�K�D�W�\�R�X�F�U�H�D�W�H�W�K�H�&�7�/�I�L�O�H

�‡�$�I�W�H�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�V�W�D�O�O�D�W�L�R�Q

�‡�$�I�W�H�U�\�R�X�U�H�V�W�R�U�H�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�G�D�W�D

�‡�$�I�W�H�U�\�R�X�F�K�D�Q�J�H�W�K�H�,�3�D�G�G�U�H�V�V�R�U�K�R�V�W�Q�D�P�H�R�I�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U

�‡�$�I�W�H�U�\�R�X�D�G�G�R�U�U�H�P�R�Y�H�D�V�H�F�X�U�L�W�\�W�R�N�H�Q

�‡�$�I�W�H�U�\�R�X�D�G�G�R�U�U�H�P�R�Y�H�D�$�6�$�I�L�U�H�Z�D�O�O

�‡�$�I�W�H�U�\�R�X�D�G�G�R�U�U�H�P�R�Y�H�D�7�)�7�3�V�H�U�Y�H�U

�‡�$�I�W�H�U�\�R�X�D�G�G�R�U�U�H�P�R�Y�H�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U

�‡�$�I�W�H�U�\�R�X�X�S�O�R�D�G�D�W�K�L�U�G���S�D�U�W�\���&�$���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H�W�R�W�K�H�S�O�D�W�I�R�U�P
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Cisco CTL Client installation



�,�I�W�K�H�6�P�D�U�W�&�D�U�G�V�H�U�Y�L�F�H�L�V�Q�R�W�V�H�W�W�R�V�W�D�U�W�H�G�D�Q�G�D�X�W�R�P�D�W�L�F�R�Q�W�K�H�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q�Z�K�H�U�H�\�R�X�S�O�D�Q
�W�R�L�Q�V�W�D�O�O�W�K�H�F�O�L�H�Q�W���W�K�H�L�Q�V�W�D�O�O�D�W�L�R�Q�I�D�L�O�V��

Tip

Install Cisco CTL Client for Windows XP, Windows Vista, and Windows 7
�7�R�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�I�R�U�: �L�Q�G�R�Z�V�;�3���: �L�Q�G�R�Z�V�9�L�V�W�D���D�Q�G�: �L�Q�G�R�Z�V�� ���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J
�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �)�U�R�P�W�K�H�: �L�Q�G�R�Z�V�Z�R�U�N�V�W�D�W�L�R�Q�R�U�V�H�U�Y�H�U�Z�K�H�U�H�\�R�X�S�O�D�Q�W�R�L�Q�V�W�D�O�O�W�K�H�F�O�L�H�Q�W���E�U�R�Z�V�H�W�R�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�$�S�S�O�L�F�D�W�L�R�Q�! �3�O�X�J�L�Q�V��
�7�K�H�)�L�Q�G�D�Q�G�/�L�V�W�3�O�X�J�L�Q�V�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

Step 3 �)�U�R�P�W�K�H�3�O�X�J�L�Q�7�\�S�H�H�T�X�D�O�V�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�,�Q�V�W�D�O�O�D�W�L�R�Q�D�Q�G�F�O�L�F�N�)�L�Q�G��

Step 4 �/�R�F�D�W�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 5 �7�R�G�R�Z�Q�O�R�D�G�W�K�H�I�L�O�H���F�O�L�F�N�'�R�Z�Q�O�R�D�G�R�Q�W�K�H�O�H�I�W�V�L�G�H�R�I�W�K�H�Z�L�Q�G�R�Z���G�L�U�H�F�W�O�\�R�S�S�R�V�L�W�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W
�S�O�X�J���L�Q�Q�D�P�H��

Step 6 �&�O�L�F�N�6�D�Y�H�D�Q�G�V�D�Y�H�W�K�H�I�L�O�H�W�R�D�O�R�F�D�W�L�R�Q�W�K�D�W�\�R�X�Z�L�O�O�U�H�P�H�P�E�H�U��

Step 7 �7�R�E�H�J�L�Q�W�K�H�L�Q�V�W�D�O�O�D�W�L�R�Q���G�R�X�E�O�H���F�O�L�F�N�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���L�F�R�Q�R�U�H�[�H�F�X�W�D�E�O�H�G�H�S�H�Q�G�L�Q�J�R�Q�Z�K�H�U�H�\�R�X�V�D�Y�H�G
�W�K�H�I�L�O�H����

�<�R�X�F�D�Q�D�O�V�R�F�O�L�F�N�2�S�H�Q�I�U�R�P�W�K�H�'�R�Z�Q�O�R�D�G�&�R�P�S�O�H�W�H
�E�R�[��

Note

Step 8 �7�K�H�Y�H�U�V�L�R�Q�R�I�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�G�L�V�S�O�D�\�V���F�O�L�F�N�1�H�[�W��

Step 9 �7�K�H�L�Q�V�W�D�O�O�D�W�L�R�Q�Z�L�]�D�U�G�G�L�V�S�O�D�\�V���&�O�L�F�N�1�H�[�W��

Step 10 �$�F�F�H�S�W�W�K�H�O�L�F�H�Q�V�H�D�J�U�H�H�P�H�Q�W�D�Q�G�F�O�L�F�N�1�H�[�W��

Step 11 �&�K�R�R�V�H�D�I�R�O�G�H�U�Z�K�H�U�H�\�R�X�Z�D�Q�W�W�R�L�Q�V�W�D�O�O�W�K�H�F�O�L�H�Q�W���,�I�\�R�X�Z�D�Q�W�W�R�G�R�V�R���F�O�L�F�N�%�U�R�Z�V�H�W�R�F�K�D�Q�J�H�W�K�H�G�H�I�D�X�O�W
�O�R�F�D�W�L�R�Q���D�I�W�H�U�\�R�X�F�K�R�R�V�H�W�K�H�O�R�F�D�W�L�R�Q���F�O�L�F�N�1�H�[�W��

Step 12 �7�R�E�H�J�L�Q�W�K�H�L�Q�V�W�D�O�O�D�W�L�R�Q���F�O�L�F�N�1�H�[�W��

Step 13 �$�I�W�H�U�W�K�H�L�Q�V�W�D�O�O�D�W�L�R�Q�F�R�P�S�O�H�W�H�V���F�O�L�F�N�)�L�Q�L�V�K��

Upgrade Cisco CTL Client and Migrate Cisco CTL file
�,�I�\�R�X�Z�D�Q�W�W�R�P�D�N�H�F�K�D�Q�J�H�V�W�R�W�K�H�&�7�/�I�L�O�H�D�I�W�H�U�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�5�H�O�H�D�V�H�����[�W�R
�����[�X�S�J�U�D�G�H���\�R�X�P�X�V�W�X�Q�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�W�K�D�W�\�R�X�L�Q�V�W�D�O�O�H�G�S�U�L�R�U�W�R�W�K�H�X�S�J�U�D�G�H���L�Q�V�W�D�O�O�W�K�H�O�D�W�H�V�W
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�U�H�J�H�Q�H�U�D�W�H�W�K�H�&�7�/�I�L�O�H���,�I�\�R�X�G�L�G�Q�R�W�U�H�P�R�Y�H�R�U�D�G�G�D�Q�\�V�H�U�Y�H�U�V�E�H�I�R�U�H�W�K�H�X�S�J�U�D�G�H��
�\�R�X�G�R�Q�R�W�Q�H�H�G�W�R�U�H�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�I�W�H�U�W�K�H�X�S�J�U�D�G�H���7�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�X�S�J�U�D�G�H�D�X�W�R�P�D�W�L�F�D�O�O�\�P�L�J�U�D�W�H�V�W�K�H�G�D�W�D�L�Q�W�K�H�&�7�/�I�L�O�H��
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Upgrade Cisco CTL Client and Migrate Cisco CTL file



�:�K�H�Q�\�R�X�X�S�J�U�D�G�H�I�U�R�P�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�����[�U�H�O�H�D�V�H�W�R�D�����[�U�H�O�H�D�V�H�D�Q�G�V�H�F�X�U�L�W�\
�L�V�H�Q�D�E�O�H�G�R�Q�W�K�H�F�O�X�V�W�H�U���\�R�X�P�X�V�W�X�Q�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�W�K�D�W�\�R�X�L�Q�V�W�D�O�O�H�G�S�U�L�R�U�W�R�W�K�H�X�S�J�U�D�G�H��
�L�Q�V�W�D�O�O�W�K�H�O�D�W�H�V�W�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���D�Q�G�U�H�J�H�Q�H�U�D�W�H�W�K�H�&�7�/�I�L�O�H���)�R�O�O�R�Z�W�K�L�V�S�U�R�F�H�G�X�U�H�W�R�H�Q�D�E�O�H�V�H�F�X�U�L�W�\�R�Q
�W�K�H�X�S�J�U�D�G�H�G�F�O�X�V�W�H�U��

Procedure

Step 1 �8�Q�L�Q�V�W�D�O�O�W�K�H�H�[�L�V�W�L�Q�J�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 2 �,�Q�V�W�D�O�O�W�K�H�Q�H�Z�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 3 �5�X�Q�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�E�\�X�V�L�Q�J�D�W�O�H�D�V�W�R�Q�H�R�I�W�K�H�S�U�H�Y�L�R�X�V�O�\�X�V�H�G�8�6�%�N�H�\�V��

Step 4 �5�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�R�Q�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�V�W�K�D�W�U�X�Q�W�K�H�V�H�V�H�U�Y�L�F�H�V�D�Q�G�R�Q�D�O�O�7�)�7�3�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

Related Topics

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�D�W�L�R�Q�� �R�Q�S�D�J�H����
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Set up Cisco CTL Client
�7�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�S�H�U�I�R�U�P�V�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�‡�6�H�W�V�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H��

�&�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�F�R�Q�I�L�J�X�U�H�V�W�K�H�V�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�\�I�R�U�D�V�W�D�Q�G�D�O�R�Q�H�V�H�U�Y�H�U�R�U�D�F�O�X�V�W�H�U��Note

�<�R�X�F�D�Q�Q�R�W�V�H�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�S�D�U�D�P�H�W�H�U�W�R�P�L�[�H�G�P�R�G�H
�W�K�U�R�X�J�K�W�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���<�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�W�R�V�H�W�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H���)�R�U�P�R�U�H
�L�Q�I�R�U�P�D�W�L�R�Q��

Tip

�‡�&�U�H�D�W�H�V�W�K�H�&�H�U�W�L�I�L�F�D�W�H�7�U�X�V�W�/�L�V�W���&�7�/�����Z�K�L�F�K�L�V�D�I�L�O�H�W�K�D�W�F�R�Q�W�D�L�Q�V�F�H�U�W�L�I�L�F�D�W�H�H�Q�W�U�L�H�V�I�R�U�V�H�F�X�U�L�W�\
�W�R�N�H�Q�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���$�6�$�I�L�U�H�Z�D�O�O���D�Q�G�&�$�3�)�V�H�U�Y�H�U��
�7�K�H�&�7�/�I�L�O�H�L�Q�G�L�F�D�W�H�V�W�K�H�V�H�U�Y�H�U���V���W�K�D�W�V�X�S�S�R�U�W�7�/�6�I�R�U�W�K�H�S�K�R�Q�H�F�R�Q�Q�H�F�W�L�R�Q���7�K�H�F�O�L�H�Q�W�D�X�W�R�P�D�W�L�F�D�O�O�\
�G�H�W�H�F�W�V�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���&�L�V�F�R�&�$�3�)���D�Q�G�$�6�$�I�L�U�H�Z�D�O�O�D�Q�G�D�G�G�V�F�H�U�W�L�I�L�F�D�W�H
�H�Q�W�U�L�H�V�I�R�U�W�K�H�V�H�V�H�U�Y�H�U�V��

�7�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�W�K�D�W�\�R�X�L�Q�V�H�U�W�G�X�U�L�Q�J�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�L�J�Q�W�K�H�&�7�/�I�L�O�H��
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�7�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�O�V�R�S�U�R�Y�L�G�H�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�S�H�U�F�O�X�V�W�H�U�V�X�S�S�R�U�W���X�S�W�R
���� �F�D�O�O�S�U�R�F�H�V�V�L�Q�J�V�H�U�Y�H�U�V���� �S�X�E�O�L�V�K�H�U���� �7�)�7�3�V�H�U�Y�H�U�V���D�Q�G�X�S�W�R�� �P�H�G�L�D�U�H�V�R�X�U�F�H�V�H�U�Y�H�U�V��

Note

�&�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�G�X�U�L�Q�J�D�V�F�K�H�G�X�O�H�G�P�D�L�Q�W�H�Q�D�Q�F�H�Z�L�Q�G�R�Z�E�H�F�D�X�V�H�\�R�X�P�X�V�W�U�H�V�W�D�U�W�W�K�H
�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H�V�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�R�Q�D�O�O�V�H�U�Y�H�U�V�W�K�D�W�U�X�Q�W�K�H�V�H�V�H�U�Y�L�F�H�V�L�Q�W�K�H�F�O�X�V�W�H�U��

Tip

�$�I�W�H�U�\�R�X�F�R�P�S�O�H�W�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q���W�K�H�&�7�/�&�O�L�H�Q�W�S�H�U�I�R�U�P�V�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�‡�: �U�L�W�H�V�W�K�H�&�7�/�I�L�O�H�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���V����

�‡�: �U�L�W�H�V�&�$�3�)�F�D�S�I���F�H�U�W�R�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�E�V�H�T�X�H�Q�W�Q�R�G�H�V���Q�R�W�I�L�U�V�W�Q�R�G�H��
�L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�: �U�L�W�H�V�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�I�L�O�H�L�Q�3�(�0�I�R�U�P�D�W�W�R�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�E�V�H�T�X�H�Q�W
�Q�R�G�H�V���Q�R�W�I�L�U�V�W�Q�R�G�H���L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�: �U�L�W�H�V�W�K�H�I�L�O�H�W�R�D�O�O�F�R�Q�I�L�J�X�U�H�G�7�)�7�3�V�H�U�Y�H�U�V��

�‡�: �U�L�W�H�V�W�K�H�I�L�O�H�W�R�D�O�O�F�R�Q�I�L�J�X�U�H�G�$�6�$�I�L�U�H�Z�D�O�O�V��

�‡�6�L�J�Q�V�W�K�H�&�7�/�I�L�O�H�Z�L�W�K�W�K�H�S�U�L�Y�D�W�H�N�H�\�R�I�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�W�K�D�W�H�[�L�V�W�V�L�Q�W�K�H�8�6�%�S�R�U�W�D�W�W�K�H�W�L�P�H�\�R�X
�F�U�H�D�W�H�W�K�H�&�7�/�I�L�O�H��

�7�R�F�R�Q�I�L�J�X�U�H�W�K�H�F�O�L�H�Q�W���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Before You Begin

�6�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�X�S�J�U�D�G�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�P�L�J�U�D�W�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�I�L�O�H�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�7�/�I�L�O�H�Z�K�H�Q�\�R�X�X�S�J�U�D�G�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Tip

�%�H�I�R�U�H�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���Y�H�U�L�I�\�W�K�D�W�\�R�X�D�F�W�L�Y�D�W�H�G�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�D�Q�G�W�K�H
�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\���2�E�W�D�L�Q�D�W�O�H�D�V�W�W�Z�R�V�H�F�X�U�L�W�\
�W�R�N�H�Q�V���W�K�H�&�L�V�F�R�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�L�V�V�X�H�V�W�K�H�V�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V���7�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�P�X�V�W�F�R�P�H�I�U�R�P�&�L�V�F�R��
�<�R�X�Z�L�O�O�L�Q�V�H�U�W�W�K�H�W�R�N�H�Q�V�R�Q�H�D�W�D�W�L�P�H�L�Q�W�R�W�K�H�8�6�%�S�R�U�W�R�Q�W�K�H�V�H�U�Y�H�U���Z�R�U�N�V�W�D�W�L�R�Q���,�I�\�R�X�G�R�Q�R�W�K�D�Y�H�D�8�6�%
�S�R�U�W�R�Q�W�K�H�V�H�U�Y�H�U���\�R�X�P�D�\�X�V�H�D�8�6�%�3�&�,�F�D�U�G��

�2�E�W�D�L�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�S�D�V�V�Z�R�U�G�V���K�R�V�W�Q�D�P�H�V���,�3�D�G�G�U�H�V�V�H�V���D�Q�G�S�R�U�W�Q�X�P�E�H�U�V��

�‡�$�G�P�L�Q�L�V�W�U�D�W�L�Y�H�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U

�(�Q�V�X�U�H�W�K�H�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H�X�V�H�U�Q�D�P�H�L�V�D�Q�D�S�S�O�L�F�D�W�L�R�Q�X�V�H�U���Q�R�W�D�Q�H�Q�G�X�V�H�U���D�Q�G�D�P�H�P�E�H�U�R�I�D�V�X�S�H�U�X�V�H�U
�J�U�R�X�S�Z�L�W�K�V�X�S�H�U�X�V�H�U�U�R�O�H�V��

Tip

�‡�6�H�F�X�U�L�W�\�W�R�N�H�Q�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H�S�D�V�V�Z�R�U�G

�‡�$�G�P�L�Q�L�V�W�U�D�W�L�Y�H�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�I�R�U�W�K�H�$�6�$�I�L�U�H�Z�D�O�O

�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�D�G�H�V�F�U�L�S�W�L�R�Q�R�I�W�K�H�S�U�H�F�H�G�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q��
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Set up Cisco CTL Client



�%�H�I�R�U�H�\�R�X�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���Y�H�U�L�I�\�W�K�D�W�\�R�X�K�D�Y�H�Q�H�W�Z�R�U�N�F�R�Q�Q�H�F�W�L�Y�L�W�\�W�R�W�K�H�V�H�U�Y�H�U���7�R�H�Q�V�X�U�H
�W�K�D�W�\�R�X�K�D�Y�H�Q�H�W�Z�R�U�N�F�R�Q�Q�H�F�W�L�Y�L�W�\���L�V�V�X�H�D�S�L�Q�J�F�R�P�P�D�Q�G���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H���,�Q�D�F�O�X�V�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q���Y�H�U�L�I�\�\�R�X�K�D�Y�H
�Q�H�W�Z�R�U�N�F�R�Q�Q�H�F�W�L�Y�L�W�\�W�R�D�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

Tip

�,�I�\�R�X�L�Q�V�W�D�O�O�H�G�P�X�O�W�L�S�O�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�F�F�H�S�W�V�&�7�/�F�R�Q�I�L�J�X�U�D�W�L�R�Q
�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�R�Q�O�\�R�Q�H�F�O�L�H�Q�W�D�W�D�W�L�P�H���E�X�W�\�R�X�F�D�Q�S�H�U�I�R�U�P�F�R�Q�I�L�J�X�U�D�W�L�R�Q�W�D�V�N�V�R�Q�X�S�W�R�I�L�Y�H�&�L�V�F�R�&�7�/
�&�O�L�H�Q�W�V�V�L�P�X�O�W�D�Q�H�R�X�V�O�\���:�K�L�O�H�\�R�X�S�H�U�I�R�U�P�F�R�Q�I�L�J�X�U�D�W�L�R�Q�W�D�V�N�V�R�Q�R�Q�H�F�O�L�H�Q�W���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�D�X�W�R�P�D�W�L�F�D�O�O�\�V�W�R�U�H�V�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�\�R�X�H�Q�W�H�U�H�G�R�Q�W�K�H�R�W�K�H�U�F�O�L�H�Q�W�V��

�$�I�W�H�U�\�R�X�F�R�P�S�O�H�W�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q���W�K�H�&�7�/�&�O�L�H�Q�W�S�H�U�I�R�U�P�V�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�‡�: �U�L�W�H�V�W�K�H�&�7�/�I�L�O�H�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���V����

�‡�: �U�L�W�H�V�&�$�3�)�F�D�S�I���F�H�U�W�R�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�E�V�H�T�X�H�Q�W�Q�R�G�H�V���Q�R�W�I�L�U�V�W�Q�R�G�H��
�L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�: �U�L�W�H�V�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�I�L�O�H�L�Q�3�(�0�I�R�U�P�D�W�W�R�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�E�V�H�T�X�H�Q�W
�Q�R�G�H�V���Q�R�W�I�L�U�V�W�Q�R�G�H���L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�: �U�L�W�H�V�W�K�H�I�L�O�H�W�R�D�O�O�F�R�Q�I�L�J�X�U�H�G�7�)�7�3�V�H�U�Y�H�U�V��

�‡�: �U�L�W�H�V�W�K�H�I�L�O�H�W�R�D�O�O�F�R�Q�I�L�J�X�U�H�G�$�6�$�I�L�U�H�Z�D�O�O�V��

�‡�6�L�J�Q�V�W�K�H�&�7�/�I�L�O�H�Z�L�W�K�W�K�H�S�U�L�Y�D�W�H�N�H�\�R�I�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�W�K�D�W�H�[�L�V�W�V�L�Q�W�K�H�8�6�%�S�R�U�W�D�W�W�K�H�W�L�P�H�\�R�X
�F�U�H�D�W�H�W�K�H�&�7�/�I�L�O�H��

�7�R�F�R�Q�I�L�J�X�U�H�W�K�H�F�O�L�H�Q�W���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �2�E�W�D�L�Q�D�W�O�H�D�V�W�W�Z�R�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�W�K�D�W�\�R�X�S�X�U�F�K�D�V�H�G��

Step 2 �3�H�U�I�R�U�P�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�D���'�R�X�E�O�H���F�O�L�F�N�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�F�R�Q�W�K�D�W�H�[�L�V�W�V�R�Q�W�K�H�G�H�V�N�W�R�S�R�I�W�K�H�Z�R�U�N�V�W�D�W�L�R�Q���V�H�U�Y�H�U�Z�K�H�U�H�\�R�X
�L�Q�V�W�D�O�O�H�G�L�W��

�E���&�K�R�R�V�H�6�W�D�U�W�! �3�U�R�J�U�D�P�V�! �&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 3 �(�Q�W�H�U�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���D�V�G�H�V�F�U�L�E�H�G�L�Q�7�D�E�O�H
�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H�������F�O�L�F�N�1�H�[�W��

Step 4 �&�O�L�F�N�6�H�W�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�&�O�X�V�W�H�U�W�R�0�L�[�H�G�0�R�G�H���W�K�H�Q�F�O�L�F�N�1�H�[�W��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

Step 5 �3�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V���G�H�S�H�Q�G�L�Q�J�R�Q�Z�K�D�W�\�R�X�Z�D�Q�W�W�R�D�F�F�R�P�S�O�L�V�K��

�D���7�R�D�G�G�D�V�H�F�X�U�L�W�\�W�R�N�H�Q���V�H�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H���� �W�K�U�R�X�J�K�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q
�S�D�J�H������

�E���7�R�F�R�P�S�O�H�W�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q���V�H�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H���� �W�K�U�R�X�J�K�&�L�V�F�R
�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H������

�<�R�X�Q�H�H�G�D�P�L�Q�L�P�X�P�R�I�W�Z�R�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�W�K�H�I�L�U�V�W�W�L�P�H�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�F�O�L�H�Q�W���'�R
�Q�R�W�L�Q�V�H�U�W�W�K�H�W�R�N�H�Q�V�X�Q�W�L�O�W�K�H�D�S�S�O�L�F�D�W�L�R�Q�S�U�R�P�S�W�V�\�R�X�W�R�G�R�V�R���,�I�\�R�X�K�D�Y�H�W�Z�R�8�6�%�S�R�U�W�V�R�Q
�W�K�H�Z�R�U�N�V�W�D�W�L�R�Q�R�U�V�H�U�Y�H�U���G�R�Q�R�W�L�Q�V�H�U�W�W�Z�R�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�D�W�W�K�H�V�D�P�H�W�L�P�H��

Caution
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Set up Cisco CTL Client



Step 6 �:�K�H�Q�W�K�H�D�S�S�O�L�F�D�W�L�R�Q�S�U�R�P�S�W�V�\�R�X�W�R�G�R�V�R���L�Q�V�H�U�W�R�Q�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�D�Q�D�Y�D�L�O�D�E�O�H�8�6�%�S�R�U�W�R�Q�W�K�H�Z�R�U�N�V�W�D�W�L�R�Q
�R�U�V�H�U�Y�H�U�Z�K�H�U�H�\�R�X�D�U�H�F�X�U�U�H�Q�W�O�\�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���F�O�L�F�N�2�. ��

Step 7 �7�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�I�R�U�P�D�W�L�R�Q�G�L�V�S�O�D�\�V�I�R�U�W�K�H�W�R�N�H�Q�W�K�D�W�\�R�X�L�Q�V�H�U�W�H�G���F�O�L�F�N�$�G�G��

Step 8 �7�K�H�G�H�W�H�F�W�H�G�F�H�U�W�L�I�L�F�D�W�H�H�Q�W�U�L�H�V�G�L�V�S�O�D�\�L�Q�W�K�H�S�D�Q�H��

Step 9 �7�R�D�G�G�R�W�K�H�U�V�H�F�X�U�L�W�\�W�R�N�H�Q���V���W�R�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�U�X�V�W�O�L�V�W���F�O�L�F�N�$�G�G�7�R�N�H�Q�V��

Step 10 �,�I�\�R�X�K�D�Y�H�Q�R�W�D�O�U�H�D�G�\�G�R�Q�H�V�R���U�H�P�R�Y�H�W�K�H�W�R�N�H�Q�W�K�D�W�\�R�X�L�Q�V�H�U�W�H�G�L�Q�W�R�W�K�H�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q���:�K�H�Q�W�K�H
�D�S�S�O�L�F�D�W�L�R�Q�S�U�R�P�S�W�V�\�R�X�W�R�G�R�V�R���L�Q�V�H�U�W�W�K�H�Q�H�[�W�W�R�N�H�Q�D�Q�G�F�O�L�F�N�2�. ��

Step 11 �7�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�I�R�U�P�D�W�L�R�Q�I�R�U�W�K�H�V�H�F�R�Q�G�W�R�N�H�Q�G�L�V�S�O�D�\�V���F�O�L�F�N�$�G�G��

Step 12 �)�R�U�D�O�O�V�H�F�X�U�L�W�\�W�R�N�H�Q�V���U�H�S�H�D�W�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H���� �W�K�U�R�X�J�K�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H
������

Step 13 �7�K�H�F�H�U�W�L�I�L�F�D�W�H�H�Q�W�U�L�H�V�G�L�V�S�O�D�\�L�Q�W�K�H�S�D�Q�H��

Step 14 �(�Q�W�H�U�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

Step 15 �&�O�L�F�N�1�H�[�W��

Step 16 �(�Q�W�H�U�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V���W�K�H�Q�F�O�L�F�N�1�H�[�W��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

Step 17 �:�K�H�Q�\�R�X�K�D�Y�H�D�G�G�H�G�D�O�O�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�D�Q�G�V�H�U�Y�H�U�V���F�O�L�F�N�)�L�Q�L�V�K��

Step 18 �(�Q�W�H�U�W�K�H�X�V�H�U�Q�D�P�H�S�D�V�V�Z�R�U�G�I�R�U�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q���W�K�H�Q�F�O�L�F�N�2�. ��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

Step 19 �$�I�W�H�U�W�K�H�F�O�L�H�Q�W�F�U�H�D�W�H�V�W�K�H�&�7�/�I�L�O�H���D�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�W�K�H�V�H�U�Y�H�U���I�L�O�H�O�R�F�D�W�L�R�Q���D�Q�G�V�W�D�W�X�V�R�I�W�K�H�&�7�/�I�L�O�H�R�Q
�H�D�F�K�V�H�U�Y�H�U���&�O�L�F�N�)�L�Q�L�V�K��

Step 20 �5�H�V�H�W�D�O�O�G�H�Y�L�F�H�V�I�R�U�\�R�X�U�V�W�D�Q�G�D�O�R�Q�H�V�H�U�Y�H�U�R�U�F�O�X�V�W�H�U��

Step 21 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\���U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�I�W�S�V�H�U�Y�L�F�H�V��
�5�H�V�W�D�U�W�W�K�H�V�H�V�H�U�Y�L�F�H�V�R�Q�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�V�W�K�D�W�U�X�Q�W�K�H�V�H�V�H�U�Y�L�F�H�V
�D�Q�G�R�Q�D�O�O�7�)�7�3�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

Tip

Step 22 �$�I�W�H�U�\�R�X�F�U�H�D�W�H�W�K�H�&�7�/�I�L�O�H���\�R�X�P�D�\�U�H�P�R�Y�H�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�I�U�R�P�W�K�H�8�6�%�S�R�U�W���6�W�R�U�H�D�O�O�V�H�F�X�U�L�W�\�W�R�N�H�Q�V
�L�Q�D�V�D�I�H�S�O�D�F�H�W�K�D�W�\�R�X�Z�L�O�O�U�H�P�H�P�E�H�U��

Related Topics

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H����
�5�H�V�H�W�G�H�Y�L�F�H�V���U�H�E�R�R�W�V�H�U�Y�H�U�V�D�Q�G�F�O�X�V�W�H�U�V���D�Q�G�U�H�V�W�D�U�W�V�H�U�Y�L�F�H�V�� �R�Q�S�D�J�H����
�8�S�J�U�D�G�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�0�L�J�U�D�W�H�&�L�V�F�R�&�7�/�I�L�O�H�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Update CTL file
�<�R�X�P�X�V�W�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H�L�I�W�K�H�I�R�O�O�R�Z�L�Q�J�V�F�H�Q�D�U�L�R�V�R�F�F�X�U��

�‡�,�I�\�R�X�D�G�G�D�Q�H�Z�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�W�R�W�K�H�F�O�X�V�W�H�U
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Update CTL file



�7�R�D�G�G�D�Q�R�G�H�W�R�D�V�H�F�X�U�H�F�O�X�V�W�H�U���U�H�I�H�U�W�R�,�Q�V�W�D�O�O�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�5�H�O�H�D�V�H���������������Z�K�L�F�K�G�H�V�F�U�L�E�H�V�K�R�Z�W�R�D�G�G�D�Q�R�G�H�D�Q�G�K�R�Z�W�R�F�R�Q�I�L�J�X�U�H
�V�H�F�X�U�L�W�\�I�R�U�W�K�H�Q�H�Z�Q�R�G�H��

Note

�‡�,�I�\�R�X�F�K�D�Q�J�H�W�K�H�Q�D�P�H�R�U�,�3�D�G�G�U�H�V�V�R�I�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U

�‡�,�I�\�R�X�F�K�D�Q�J�H�W�K�H�,�3�D�G�G�U�H�V�V�R�U�K�R�V�W�Q�D�P�H�I�R�U�D�Q�\�F�R�Q�I�L�J�X�U�H�G�7�)�7�3�V�H�U�Y�H�U�V

�‡�,�I�\�R�X�F�K�D�Q�J�H�W�K�H�,�3�D�G�G�U�H�V�V�R�U�K�R�V�W�Q�D�P�H�I�R�U�D�Q�\�F�R�Q�I�L�J�X�U�H�G�$�6�$�I�L�U�H�Z�D�O�O

�‡�,�I�\�R�X�H�Q�D�E�O�H�G�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\

�‡�,�I�\�R�X�Q�H�H�G�W�R�D�G�G�R�U�U�H�P�R�Y�H�D�V�H�F�X�U�L�W�\�W�R�N�H�Q

�‡�,�I�\�R�X�Q�H�H�G�W�R�D�G�G�R�U�U�H�P�R�Y�H�D�7�)�7�3�V�H�U�Y�H�U

�‡�,�I�\�R�X�Q�H�H�G�W�R�D�G�G�R�U�U�H�P�R�Y�H�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U

�‡�,�I�\�R�X�Q�H�H�G�W�R�D�G�G�R�U�U�H�P�R�Y�H�D�Q�$�6�$�I�L�U�H�Z�D�O�O

�‡�,�I�\�R�X�U�H�V�W�R�U�H�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�G�D�W�D

�‡�,�I�\�R�X�P�D�Q�X�D�O�O�\�U�H�J�H�Q�H�U�D�W�H�F�H�U�W�L�I�L�F�D�W�H�V�R�Q�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�X�V�W�H�U�W�K�D�W�F�R�Q�W�D�L�Q�V
�D�&�7�/�I�L�O�H

�‡�$�I�W�H�U�\�R�X�X�S�O�R�D�G�D�W�K�L�U�G���S�D�U�W�\���&�$���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H�W�R�W�K�H�S�O�D�W�I�R�U�P

�:�K�H�Q�D�G�R�P�D�L�Q�Q�D�P�H�L�V�D�G�G�H�G�R�U�F�K�D�Q�J�H�G�R�Q�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�X�V�W�H�U�L�Q�P�L�[�H�G
�P�R�G�H���\�R�X�P�X�V�W�U�H���U�X�Q�W�K�H�&�7�/�&�O�L�H�Q�W�R�U�F�K�D�Q�J�H�V�W�R�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�G�R�Q�R�W�W�D�N�H�H�I�I�H�F�W��

Note

�&�L�V�F�R�V�W�U�R�Q�J�O�\�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�X�S�G�D�W�H�W�K�H�I�L�O�H�Z�K�H�Q�P�L�Q�L�P�D�O�F�D�O�O���S�U�R�F�H�V�V�L�Q�J�L�Q�W�H�U�U�X�S�W�L�R�Q�V�Z�L�O�O�R�F�F�X�U��Tip

�7�R�X�S�G�D�W�H�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�H�[�L�V�W�V�L�Q�&�7�/�I�L�O�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �2�E�W�D�L�Q�R�Q�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�W�K�D�W�\�R�X�L�Q�V�H�U�W�H�G�W�R�F�R�Q�I�L�J�X�U�H�W�K�H�O�D�W�H�V�W�&�7�/�I�L�O�H��

Step 2 �'�R�X�E�O�H���F�O�L�F�N�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�F�R�Q�W�K�D�W�H�[�L�V�W�V�R�Q�W�K�H�G�H�V�N�W�R�S�R�I�W�K�H�Z�R�U�N�V�W�D�W�L�R�Q���V�H�U�Y�H�U�Z�K�H�U�H�\�R�X
�L�Q�V�W�D�O�O�H�G�L�W��

Step 3 �(�Q�W�H�U�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���W�K�H�Q�F�O�L�F�N�1�H�[�W��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

�<�R�X�P�D�N�H�X�S�G�D�W�H�V�L�Q�W�K�L�V�Z�L�Q�G�R�Z�I�R�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�V�H�U�Y�H�U��

Tip

Step 4 �7�R�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H���F�O�L�F�N�8�S�G�D�W�H�&�7�/�)�L�O�H���W�K�H�Q�F�O�L�F�N�1�H�[�W��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��
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Update CTL file



�)�R�U�D�O�O�&�7�/�I�L�O�H�X�S�G�D�W�H�V���\�R�X�P�X�V�W�L�Q�V�H�U�W�R�Q�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�W�K�D�W�D�O�U�H�D�G�\�H�[�L�V�W�V�L�Q�W�K�H�&�7�/�I�L�O�H�L�Q�W�R
�W�K�H�8�6�%�S�R�U�W���7�K�H�F�O�L�H�Q�W�Y�D�O�L�G�D�W�H�V�W�K�H�V�L�J�Q�D�W�X�U�H�R�I�W�K�H�&�7�/�I�L�O�H�W�K�U�R�X�J�K�W�K�L�V�W�R�N�H�Q���<�R�X�F�D�Q�Q�R�W
�D�G�G�Q�H�Z�W�R�N�H�Q�V�X�Q�W�L�O�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�Y�D�O�L�G�D�W�H�V�W�K�H�V�L�J�Q�D�W�X�U�H���,�I�\�R�X�K�D�Y�H�W�Z�R�8�6�%�S�R�U�W�V�R�Q
�W�K�H�Z�R�U�N�V�W�D�W�L�R�Q�R�U�V�H�U�Y�H�U���G�R�Q�R�W�L�Q�V�H�U�W�E�R�W�K�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�D�W�W�K�H�V�D�P�H�W�L�P�H��

Caution

Step 5 �,�I�\�R�X�K�D�Y�H�Q�R�W�D�O�U�H�D�G�\�L�Q�V�H�U�W�H�G�R�Q�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�D�Q�D�Y�D�L�O�D�E�O�H�8�6�%�S�R�U�W�R�Q�W�K�H�Z�R�U�N�V�W�D�W�L�R�Q�R�U�V�H�U�Y�H�U
�Z�K�H�U�H�\�R�X�D�U�H�F�X�U�U�H�Q�W�O�\�X�S�G�D�W�L�Q�J�W�K�H�&�7�/�I�L�O�H���L�Q�V�H�U�W�R�Q�H�R�I�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V���F�O�L�F�N�2�. ��

Step 6 �7�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�I�R�U�P�D�W�L�R�Q�G�L�V�S�O�D�\�V�I�R�U�W�K�H�W�R�N�H�Q�W�K�D�W�\�R�X�L�Q�V�H�U�W�H�G���F�O�L�F�N�1�H�[�W��
�7�K�H�G�H�W�H�F�W�H�G�F�H�U�W�L�I�L�F�D�W�H�H�Q�W�U�L�H�V�G�L�V�S�O�D�\�L�Q�W�K�H�S�D�Q�H��

�<�R�X�F�D�Q�Q�R�W�X�S�G�D�W�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���&�L�V�F�R�7�)�7�3���R�U�$�6�$�I�L�U�H�Z�D�O�O�H�Q�W�U�L�H�V
�I�U�R�P�W�K�L�V�S�D�Q�H���7�R�X�S�G�D�W�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�H�Q�W�U�\���F�O�L�F�N�&�D�Q�F�H�O�D�Q�G�S�H�U�I�R�U�P
�6�W�H�S���� �R�Q�S�D�J�H���� �W�K�U�R�X�J�K�6�W�H�S���� �R�Q�S�D�J�H���� �D�J�D�L�Q��

Tip

Step 7 �8�S�G�D�W�H�H�[�L�V�W�L�Q�J�&�L�V�F�R�&�7�/�H�Q�W�U�L�H�V���R�U�D�G�G�R�U�G�H�O�H�W�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V��

Step 8 �:�K�H�Q�\�R�X�K�D�Y�H�I�L�Q�L�V�K�H�G�X�S�G�D�W�L�Q�J�W�K�H�&�7�/�I�L�O�H���U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�D�Q�G�&�L�V�F�R�7�)�7�3�V�H�U�Y�L�F�H�V�L�Q
�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��

�5�H�V�W�D�U�W�W�K�H�7�)�7�3�D�Q�G�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H�V�R�Q�D�O�O�Q�R�G�H�V�L�Q�W�K�H�F�O�X�V�W�H�U�W�K�D�W�U�X�Q�W�K�H�V�H�V�H�U�Y�L�F�H�V��Tip

Related Topics

�'�H�O�H�W�H�&�7�/�I�L�O�H�H�Q�W�U�\�� �R�Q�S�D�J�H����
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Delete CTL file entry
�$�W�D�Q�\�W�L�P�H���\�R�X�F�D�Q�G�H�O�H�W�H�V�R�P�H�&�7�/�H�Q�W�U�L�H�V�W�K�D�W�G�L�V�S�O�D�\�L�Q�W�K�H�&�7�/�(�Q�W�U�L�H�V�Z�L�Q�G�R�Z�R�I�W�K�H�&�L�V�F�R�&�7�/
�&�O�L�H�Q�W��

�<�R�X�F�D�Q�Q�R�W�G�H�O�H�W�H�V�H�U�Y�H�U�V�W�K�D�W�U�X�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���&�L�V�F�R�7�)�7�3���$�6�$�I�L�U�H�Z�D�O�O���R�U
�&�L�V�F�R�&�$�3�)�I�U�R�P�W�K�H�&�7�/�I�L�O�H��

�7�Z�R�V�H�F�X�U�L�W�\�W�R�N�H�Q�H�Q�W�U�L�H�V�P�X�V�W�H�[�L�V�W�L�Q�W�K�H�&�7�/�I�L�O�H�D�W�D�O�O�W�L�P�H�V���<�R�X�F�D�Q�Q�R�W�G�H�O�H�W�H�D�O�O�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�I�U�R�P
�W�K�H�I�L�O�H��

Procedure

�$�I�W�H�U�\�R�X�R�S�H�Q�W�K�H�F�O�L�H�Q�W�D�Q�G�I�R�O�O�R�Z�W�K�H�S�U�R�P�S�W�V�W�R�G�L�V�S�O�D�\�W�K�H�&�7�/�(�Q�W�U�L�H�V�Z�L�Q�G�R�Z���K�L�J�K�O�L�J�K�W�W�K�H�L�W�H�P�W�R
�G�H�O�H�W�H�D�Q�G�F�O�L�F�N�'�H�O�H�W�H�6�H�O�H�F�W�H�G�W�R�G�H�O�H�W�H�W�K�H�H�Q�W�U�\��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

   Cisco Unified Communications Manager Security Guide, Release 9.0(1)
72 OL-27107-01  

Delete CTL file entry



Update Cisco Unified Communications Manager security mode
�<�R�X�P�X�V�W�X�V�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�W�R�F�R�Q�I�L�J�X�U�H�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H���<�R�X�F�D�Q�Q�R�W�F�K�D�Q�J�H�W�K�H�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H�I�U�R�P�W�K�H�(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�L�Q
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�&�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�F�R�Q�I�L�J�X�U�H�V�W�K�H�V�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�\�I�R�U�D�V�W�D�Q�G�D�O�R�Q�H�V�H�U�Y�H�U�R�U�D�F�O�X�V�W�H�U��Note

�7�R�F�K�D�Q�J�H�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�D�I�W�H�U�W�K�H�L�Q�L�W�L�D�O�F�R�Q�I�L�J�X�U�D�W�L�R�Q�R�I�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���\�R�X�P�X�V�W�X�S�G�D�W�H
�W�K�H�&�7�/�I�L�O�H��

�,�I�\�R�X�F�K�D�Q�J�H�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�I�U�R�P�P�L�[�H�G�W�R�Q�R�Q�V�H�F�X�U�H�P�R�G�H���W�K�H�&�7�/�I�L�O�H�V�W�L�O�O�H�[�L�V�W�V�R�Q�W�K�H�V�H�U�Y�H�U���V����
�E�X�W�W�K�H�&�7�/�I�L�O�H�G�R�H�V�Q�R�W�F�R�Q�W�D�L�Q�D�Q�\�F�H�U�W�L�I�L�F�D�W�H�V���%�H�F�D�X�V�H�Q�R�F�H�U�W�L�I�L�F�D�W�H�V�H�[�L�V�W�L�Q�W�K�H�&�7�/�I�L�O�H���W�K�H�S�K�R�Q�H
�U�H�T�X�H�V�W�V�D�Q�X�Q�V�L�J�Q�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�D�Q�G�U�H�J�L�V�W�H�U�V�D�V�Q�R�Q�V�H�F�X�U�H�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U��

Procedure

�1�D�Y�L�J�D�W�H�W�R�W�K�H�&�O�X�V�W�H�U�6�H�F�X�U�L�W�\�0�R�G�H�Z�L�Q�G�R�Z���F�K�D�Q�J�H�W�K�H�P�R�G�H�V�H�W�W�L�Q�J���D�Q�G�F�O�L�F�N�1�H�[�W���W�K�H�Q�)�L�Q�L�V�K��
�6�H�H�7�D�E�O�H�����&�7�/�&�O�L�H�Q�W�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H���� �I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

Related Topics

�8�S�G�D�W�H�&�7�/�I�L�O�H�� �R�Q�S�D�J�H����

Cisco CTL Client settings
�<�R�X�F�D�Q�V�H�W�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�W�R�Q�R�Q�V�H�F�X�U�H�R�U�P�L�[�H�G�P�R�G�H���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H���2�Q�O�\
�P�L�[�H�G�P�R�G�H�V�X�S�S�R�U�W�V�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���H�Q�F�U�\�S�W�H�G�V�L�J�Q�D�O�L�Q�J���D�Q�G�H�Q�F�U�\�S�W�H�G�P�H�G�L�D��

�&�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�F�R�Q�I�L�J�X�U�H�V�W�K�H�V�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�\�I�R�U�D�V�W�D�Q�G�D�O�R�Q�H�V�H�U�Y�H�U�R�U�D�F�O�X�V�W�H�U��Note

�8�V�H�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�W�R�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�I�R�U�W�K�H�I�L�U�V�W�W�L�P�H���W�R�X�S�G�D�W�H�W�K�H�&�7�/�I�L�O�H���R�U�W�R
�F�K�D�Q�J�H�W�K�H�P�R�G�H�I�U�R�P�P�L�[�H�G�W�R�Q�R�Q�V�H�F�X�U�H��

Table 8: CTL Client Configuration Settings

DescriptionSetting

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�6�H�U�Y�H�U

�(�Q�W�H�U�W�K�H�K�R�V�W�Q�D�P�H�R�U�,�3�D�G�G�U�H�V�V�I�R�U�W�K�H�V�H�U�Y�H�U�I�R�U�W�K�H�I�L�U�V�W�Q�R�G�H���+�R�V�W�Q�D�P�H�R�U�,�3�$�G�G�U�H�V�V

�(�Q�W�H�U�W�K�H�&�7�/�S�R�U�W�Q�X�P�E�H�U�I�R�U�W�K�H�&�L�V�F�R�&�7�/�3�U�R�Y�L�G�H�U�V�H�U�Y�L�F�H�W�K�D�W�U�X�Q�V�R�Q
�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���7�K�H�G�H�I�D�X�O�W�S�R�U�W�Q�X�P�E�H�U
�H�T�X�D�O�V����������

�3�R�U�W
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DescriptionSetting

�(�Q�W�H�U�W�K�H�V�D�P�H�D�S�S�O�L�F�D�W�L�R�Q�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�W�K�D�W�K�D�V�V�X�S�H�U�X�V�H�U
�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H�S�U�L�Y�L�O�H�J�H�V�R�Q�W�K�H�I�L�U�V�W�Q�R�G�H��

�8�V�H�U�Q�D�P�H�D�Q�G�3�D�V�V�Z�R�U�G

�6�H�F�X�U�L�W�\�0�R�G�H

�0�L�[�H�G�P�R�G�H�D�O�O�R�Z�V�D�X�W�K�H�Q�W�L�F�D�W�H�G���H�Q�F�U�\�S�W�H�G���D�Q�G�Q�R�Q�V�H�F�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G
�,�3�3�K�R�Q�H�V�W�R�U�H�J�L�V�W�H�U�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���,�Q�W�K�L�V
�P�R�G�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�H�Q�V�X�U�H�V�W�K�D�W�D�X�W�K�H�Q�W�L�F�D�W�H�G
�R�U�H�Q�F�U�\�S�W�H�G�G�H�Y�L�F�H�V�X�V�H�D�V�H�F�X�U�H�S�R�U�W��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�L�V�D�E�O�H�V�D�X�W�R���U�H�J�L�V�W�U�D�W�L�R�Q
�L�I�\�R�X�F�R�Q�I�L�J�X�U�H�P�L�[�H�G�P�R�G�H��

Note

�6�H�W�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�&�O�X�V�W�H�U�W�R�0�L�[�H�G�0�R�G�H

�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�Q�R�Q�V�H�F�X�U�H�P�R�G�H���D�O�O�G�H�Y�L�F�H�V�U�H�J�L�V�W�H�U�D�V�X�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G���D�Q�G
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�S�S�R�U�W�V�L�P�D�J�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�Q�O�\��

�:�K�H�Q�\�R�X�F�K�R�R�V�H�W�K�L�V�P�R�G�H���W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�U�H�P�R�Y�H�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�V
�I�R�U�D�O�O�H�Q�W�U�L�H�V�W�K�D�W�D�U�H�O�L�V�W�H�G�L�Q�W�K�H�&�7�/�I�L�O�H���E�X�W�W�K�H�&�7�/�I�L�O�H�V�W�L�O�O�H�[�L�V�W�V�L�Q
�W�K�H�G�L�U�H�F�W�R�U�\�W�K�D�W�\�R�X�V�S�H�F�L�I�L�H�G���7�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�X�Q�V�L�J�Q�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q
�I�L�O�H�V�D�Q�G�U�H�J�L�V�W�H�U�V�D�V�Q�R�Q�V�H�F�X�U�H�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�7�R�U�H�Y�H�U�W�W�K�H�S�K�R�Q�H�W�R�W�K�H�G�H�I�D�X�O�W�Q�R�Q�V�H�F�X�U�H�P�R�G�H���\�R�X�P�X�V�W�G�H�O�H�W�H
�W�K�H�&�7�/�I�L�O�H�I�U�R�P�W�K�H�S�K�R�Q�H�D�Q�G�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�V�H�U�Y�H�U�V��

Tip

�<�R�X�F�D�Q�X�V�H�D�X�W�R���U�H�J�L�V�W�U�D�W�L�R�Q�L�Q�W�K�L�V�P�R�G�H��

�6�H�W�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�&�O�X�V�W�H�U�W�R�1�R�Q���6�H�F�X�U�H�0�R�G�H

�$�I�W�H�U�\�R�X�K�D�Y�H�F�U�H�D�W�H�G�W�K�H�&�7�/�I�L�O�H���\�R�X�P�X�V�W�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�W�R�P�D�N�H
�D�Q�\�F�K�D�Q�J�H�V�W�R�W�K�H�&�7�/�I�L�O�H���&�K�R�R�V�L�Q�J�W�K�L�V�R�S�W�L�R�Q�H�Q�V�X�U�H�V�W�K�D�W�W�K�H�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H�G�R�H�V�Q�R�W�F�K�D�Q�J�H��

�8�S�G�D�W�H�&�7�/�)�L�O�H

�&�7�/�(�Q�W�U�L�H�V

�&�O�L�F�N�W�K�L�V�E�X�W�W�R�Q�W�R�D�G�G�D�G�G�L�W�L�R�Q�D�O�V�H�F�X�U�L�W�\�W�R�N�H�Q���V���W�R�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�U�X�V�W
�O�L�V�W��

�,�I�\�R�X�K�D�Y�H�Q�R�W�D�O�U�H�D�G�\�G�R�Q�H�V�R���U�H�P�R�Y�H�W�K�H�W�R�N�H�Q�W�K�D�W�\�R�X�L�Q�L�W�L�D�O�O�\�L�Q�V�H�U�W�H�G
�L�Q�W�R�W�K�H�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q���:�K�H�Q�W�K�H�D�S�S�O�L�F�D�W�L�R�Q�S�U�R�P�S�W�V�\�R�X�W�R�G�R�V�R��
�L�Q�V�H�U�W�W�K�H�Q�H�[�W�W�R�N�H�Q�D�Q�G�F�O�L�F�N�2�. ���:�K�H�Q�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�I�R�U�P�D�W�L�R�Q�I�R�U
�W�K�H�D�G�G�L�W�L�R�Q�D�O�W�R�N�H�Q�G�L�V�S�O�D�\�V���F�O�L�F�N�$�G�G���)�R�U�D�O�O�V�H�F�X�U�L�W�\�W�R�N�H�Q�V���U�H�S�H�D�W�W�K�H�V�H
�W�D�V�N�V��

�$�G�G�7�R�N�H�Q�V

�&�O�L�F�N�W�K�L�V�E�X�W�W�R�Q�W�R�D�G�G�D�Q�$�O�W�H�U�Q�D�W�H�7�)�7�3�V�H�U�Y�H�U�W�R�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�U�X�V�W�O�L�V�W��
�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�V�H�W�W�L�Q�J�V���F�O�L�F�N�W�K�H�+�H�O�S�E�X�W�W�R�Q�D�I�W�H�U�W�K�H�$�O�W�H�U�Q�D�W�H
�7�)�7�3�6�H�U�Y�H�U�W�D�E�V�H�W�W�L�Q�J�V�G�L�V�S�O�D�\���$�I�W�H�U�\�R�X�H�Q�W�H�U�W�K�H�V�H�W�W�L�Q�J�V���F�O�L�F�N�1�H�[�W��

�$�G�G�7�)�7�3�6�H�U�Y�H�U

�&�O�L�F�N�W�K�L�V�E�X�W�W�R�Q�W�R�D�G�G�D�Q�$�6�$�I�L�U�H�Z�D�O�O�W�R�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�U�X�V�W�O�L�V�W���)�R�U
�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�V�H�W�W�L�Q�J�V���F�O�L�F�N�W�K�H�+�H�O�S�E�X�W�W�R�Q�D�I�W�H�U�W�K�H�)�L�U�H�Z�D�O�O�W�D�E�V�H�W�W�L�Q�J�V
�G�L�V�S�O�D�\���$�I�W�H�U�\�R�X�H�Q�W�H�U�W�K�H�V�H�W�W�L�Q�J�V���F�O�L�F�N�1�H�[�W��

�$�G�G�)�L�U�H�Z�D�O�O

�$�O�W�H�U�Q�D�W�H�7�)�7�3�6�H�U�Y�H�U
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Cisco CTL Client settings



DescriptionSetting

�(�Q�W�H�U�W�K�H�K�R�V�W�Q�D�P�H�R�U�,�3�D�G�G�U�H�V�V�I�R�U�W�K�H�7�)�7�3�V�H�U�Y�H�U��

�$�O�W�H�U�Q�D�W�H�7�)�7�3�V�H�U�Y�H�U�G�H�V�L�J�Q�D�W�H�V�D�&�L�V�F�R�7�)�7�3�V�H�U�Y�H�U�W�K�D�W�H�[�L�V�W�V�L�Q�D�G�L�I�I�H�U�H�Q�W
�F�O�X�V�W�H�U���,�I�\�R�X�X�V�H�W�Z�R�G�L�I�I�H�U�H�Q�W�F�O�X�V�W�H�U�V�I�R�U�W�K�H�D�O�W�H�U�Q�D�W�H�7�)�7�3�V�H�U�Y�H�U
�F�R�Q�I�L�J�X�U�D�W�L�R�Q���E�R�W�K�F�O�X�V�W�H�U�V�P�X�V�W�X�V�H�W�K�H�V�D�P�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H���Z�K�L�F�K
�P�H�D�Q�V�W�K�D�W�\�R�X�P�X�V�W�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�E�R�W�K
�F�O�X�V�W�H�U�V���/�L�N�H�Z�L�V�H���E�R�W�K�F�O�X�V�W�H�U�V�P�X�V�W�U�X�Q�W�K�H�V�D�P�H�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�(�Q�V�X�U�H�W�K�D�W�W�K�H�S�D�W�K�L�Q�W�K�H�7�)�7�3�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U���)�L�O�H�/�R�F�D�W�L�R�Q���L�V�W�K�H�V�D�P�H
�I�R�U�D�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

�+�R�V�W�Q�D�P�H�R�U�,�3�$�G�G�U�H�V�V

�1�R�W�U�H�T�X�L�U�H�G�Z�L�W�K�W�K�L�V�U�H�O�H�D�V�H�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���3�R�U�W

�1�R�W�U�H�T�X�L�U�H�G�Z�L�W�K�W�K�L�V�U�H�O�H�D�V�H�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���8�V�H�U�Q�D�P�H�D�Q�G�3�D�V�V�Z�R�U�G

�)�L�U�H�Z�D�O�O

�(�Q�W�H�U�W�K�H�K�R�V�W�Q�D�P�H�R�U�,�3�D�G�G�U�H�V�V�I�R�U�W�K�H�I�L�U�H�Z�D�O�O���+�R�V�W�Q�D�P�H�R�U�,�3�$�G�G�U�H�V�V

�1�R�W�F�R�Q�I�L�J�X�U�D�E�O�H���7�K�H�V�\�V�W�H�P�X�V�H�V�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�S�R�U�W���W�K�H�G�H�I�D�X�O�W�S�R�U�W�Q�X�P�E�H�U�H�T�X�D�O�V����������

�3�R�U�W

�1�R�W�F�R�Q�I�L�J�X�U�D�E�O�H���7�K�H�V�\�V�W�H�P�X�V�H�V�W�K�H�D�G�P�L�Q�L�V�W�U�D�W�R�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�W�K�D�W
�\�R�X�F�R�Q�I�L�J�X�U�H�G�G�X�U�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�V�W�D�O�O�D�W�L�R�Q��

�8�V�H�U�Q�D�P�H�D�Q�G�3�D�V�V�Z�R�U�G

�6�H�F�X�U�L�W�\�7�R�N�H�Q

�7�K�H�I�L�U�V�W�W�L�P�H�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�F�O�L�H�Q�W���H�Q�W�H�U�&�L�V�F�R���������W�K�H
�F�D�V�H���V�H�Q�V�L�W�L�Y�H�G�H�I�D�X�O�W�S�D�V�V�Z�R�U�G���W�R�U�H�W�U�L�H�Y�H�W�K�H�S�U�L�Y�D�W�H�N�H�\�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H
�D�Q�G�H�Q�V�X�U�H�W�K�D�W�W�K�H�&�7�/�I�L�O�H�J�H�W�V�V�L�J�Q�H�G��

�8�V�H�U�3�D�V�V�Z�R�U�G

Related Topics

�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Verify Cisco Unified Communications Manager security mode
�7�R�Y�H�U�L�I�\�W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

�&�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�F�R�Q�I�L�J�X�U�H�V�W�K�H�V�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�\�I�R�U�D�V�W�D�Q�G�D�O�R�Q�H�V�H�U�Y�H�U�R�U�D�F�O�X�V�W�H�U��Note
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Verify Cisco Unified Communications Manager security mode



Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V
�&�R�Q�I�L�J�X�U�D�W�L�R�Q��

Step 2 �/�R�F�D�W�H�W�K�H�&�O�X�V�W�H�U�6�H�F�X�U�L�W�\�0�R�G�H�I�L�H�O�G���,�I�W�K�H�Y�D�O�X�H�L�Q�W�K�H�I�L�H�O�G�G�L�V�S�O�D�\�V�D�V�����\�R�X�F�R�U�U�H�F�W�O�\�F�R�Q�I�L�J�X�U�H�G�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�I�R�U�P�L�[�H�G�P�R�G�H�����&�O�L�F�N�W�K�H�I�L�H�O�G�Q�D�P�H�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q����

�<�R�X�F�D�Q�Q�R�W�F�R�Q�I�L�J�X�U�H�W�K�L�V�Y�D�O�X�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���7�K�L�V
�Y�D�O�X�H�G�L�V�S�O�D�\�V�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Tip

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Set up Smart Card service to started or automatic
�,�I�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�D�W�L�R�Q�G�H�W�H�F�W�V�W�K�D�W�W�K�H�6�P�D�U�W�&�D�U�G�V�H�U�Y�L�F�H�L�V�G�L�V�D�E�O�H�G���\�R�X�P�X�V�W�V�H�W�W�K�H�6�P�D�U�W
�&�D�U�G�V�H�U�Y�L�F�H�W�R�D�X�W�R�P�D�W�L�F�D�Q�G�V�W�D�U�W�H�G�R�Q�W�K�H�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q�Z�K�H�U�H�\�R�X�D�U�H�L�Q�V�W�D�O�O�L�Q�J�W�K�H�&�L�V�F�R�&�7�/
�&�O�L�H�Q�W�S�O�X�J���L�Q��

�<�R�X�F�D�Q�Q�R�W�D�G�G�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�W�R�W�K�H�&�7�/�I�L�O�H�L�I�W�K�H�V�H�U�Y�L�F�H�L�V�Q�R�W�V�H�W�W�R�V�W�D�U�W�H�G�D�Q�G�D�X�W�R�P�D�W�L�F��Tip

�$�I�W�H�U�\�R�X�X�S�J�U�D�G�H�W�K�H�R�S�H�U�D�W�L�Q�J�V�\�V�W�H�P���D�S�S�O�\�V�H�U�Y�L�F�H�U�H�O�H�D�V�H�V���X�S�J�U�D�G�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U���D�Q�G�V�R�R�Q���Y�H�U�L�I�\�W�K�D�W�W�K�H�6�P�D�U�W�&�D�U�G�V�H�U�Y�L�F�H�L�V�V�W�D�U�W�H�G�D�Q�G�D�X�W�R�P�D�W�L�F��

Tip

�7�R�V�H�W�W�K�H�V�H�U�Y�L�F�H�W�R�V�W�D�U�W�H�G�D�Q�G�D�X�W�R�P�D�W�L�F���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �2�Q�W�K�H�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q�Z�K�H�U�H�\�R�X�L�Q�V�W�D�O�O�H�G�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���F�K�R�R�V�H�6�W�D�U�W�! �3�U�R�J�U�D�P�V�!
�$�G�P�L�Q�L�V�W�U�D�W�L�Y�H�7�R�R�O�V�! �6�H�U�Y�L�F�H�V�R�U�6�W�D�U�W�! �&�R�Q�W�U�R�O�3�D�Q�H�O�! �$�G�P�L�Q�L�V�W�U�D�W�L�Y�H�7�R�R�O�V�! �6�H�U�Y�L�F�H�V��

Step 2 �)�U�R�P�W�K�H�6�H�U�Y�L�F�H�V�Z�L�Q�G�R�Z���U�L�J�K�W���F�O�L�F�N�W�K�H�6�P�D�U�W�&�D�U�G�V�H�U�Y�L�F�H�D�Q�G�F�K�R�R�V�H�3�U�R�S�H�U�W�L�H�V��

Step 3 �,�Q�W�K�H�3�U�R�S�H�U�W�L�H�V�Z�L�Q�G�R�Z���Y�H�U�L�I�\�W�K�D�W�W�K�H�*�H�Q�H�U�D�O�W�D�E�G�L�V�S�O�D�\�V��

Step 4 �)�U�R�P�W�K�H�6�W�D�U�W�X�S�W�\�S�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�$�X�W�R�P�D�W�L�F��

Step 5 �&�O�L�F�N�$�S�S�O�\��

Step 6 �,�Q�W�K�H�6�H�U�Y�L�F�H�6�W�D�W�X�V�D�U�H�D���F�O�L�F�N�6�W�D�U�W��

Step 7 �&�O�L�F�N�2�. ��

Step 8 �5�H�E�R�R�W�W�K�H�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q�D�Q�G�Y�H�U�L�I�\�W�K�D�W�W�K�H�V�H�U�Y�L�F�H�L�V�U�X�Q�Q�L�Q�J��
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Set up Smart Card service to started or automatic



Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Security Token Password (Etoken) modification
�7�K�L�V�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H�S�D�V�V�Z�R�U�G�U�H�W�U�L�H�Y�H�V�W�K�H�S�U�L�Y�D�W�H�N�H�\�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�D�Q�G�H�Q�V�X�U�H�V�W�K�D�W�W�K�H�&�7�/�I�L�O�H�J�H�W�V
�V�L�J�Q�H�G���(�D�F�K�V�H�F�X�U�L�W�\�W�R�N�H�Q�F�R�P�H�V�Z�L�W�K�D�G�H�I�D�X�O�W�S�D�V�V�Z�R�U�G���<�R�X�F�D�Q�F�K�D�Q�J�H�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�S�D�V�V�Z�R�U�G�D�W
�D�Q�\�W�L�P�H���,�I�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�S�U�R�P�S�W�V�\�R�X�W�R�F�K�D�Q�J�H�W�K�H�S�D�V�V�Z�R�U�G���\�R�X�P�X�V�W�F�K�D�Q�J�H�W�K�H�S�D�V�V�Z�R�U�G�E�H�I�R�U�H
�\�R�X�F�D�Q�S�U�R�F�H�H�G�Z�L�W�K�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q��

�7�R�U�H�Y�L�H�Z�S�H�U�W�L�Q�H�Q�W�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�V�H�W�W�L�Q�J�S�D�V�V�Z�R�U�G�V���F�O�L�F�N�W�K�H�6�K�R�Z�7�L�S�V�E�X�W�W�R�Q���,�I�\�R�X�F�D�Q�Q�R�W�V�H�W�W�K�H
�S�D�V�V�Z�R�U�G�I�R�U�D�Q�\�U�H�D�V�R�Q���U�H�Y�L�H�Z�W�K�H�W�L�S�V�W�K�D�W�G�L�V�S�O�D�\��

Change Etoken password for Windows XP, Windows Vista, or Windows 7
�7�R�F�K�D�Q�J�H�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�S�D�V�V�Z�R�U�G�R�Q�D�: �L�Q�G�R�Z�V�;�3���: �L�Q�G�R�Z�V�9�L�V�W�D���R�U�: �L�Q�G�R�Z�V�� �V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q��
�S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �9�H�U�L�I�\�W�K�D�W�\�R�X�K�D�Y�H�L�Q�V�W�D�O�O�H�G�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�R�Q�D�: �L�Q�G�R�Z�V�V�H�U�Y�H�U�R�U�Z�R�U�N�V�W�D�W�L�R�Q��

Step 2 �,�I�\�R�X�K�D�Y�H�Q�R�W�D�O�U�H�D�G�\�G�R�Q�H�V�R���L�Q�V�H�U�W�W�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�L�Q�W�R�W�K�H�8�6�%�S�R�U�W�R�Q�W�K�H�: �L�Q�G�R�Z�V�V�H�U�Y�H�U�R�U
�Z�R�U�N�V�W�D�W�L�R�Q�Z�K�H�U�H�\�R�X�L�Q�V�W�D�O�O�H�G�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 3 �&�K�R�R�V�H�6�W�D�U�W�! �3�U�R�J�U�D�P�V�! �H�W�R�N�H�Q�! �(�W�R�N�H�Q�3�U�R�S�H�U�W�L�H�V���U�L�J�K�W���F�O�L�F�N�H�W�R�N�H�Q���D�Q�G�F�K�R�R�V�H�&�K�D�Q�J�H�H�W�R�N�H�Q
�S�D�V�V�Z�R�U�G��

Step 4 �,�Q�W�K�H�&�X�U�U�H�Q�W�3�D�V�V�Z�R�U�G�I�L�H�O�G���H�Q�W�H�U�W�K�H�S�D�V�V�Z�R�U�G�W�K�D�W�\�R�X�R�U�L�J�L�Q�D�O�O�\�F�U�H�D�W�H�G�I�R�U�W�K�H�W�R�N�H�Q��

Step 5 �(�Q�W�H�U�D�Q�H�Z�S�D�V�V�Z�R�U�G��

Step 6 �(�Q�W�H�U�W�K�H�Q�H�Z�S�D�V�V�Z�R�U�G�D�J�D�L�Q�W�R�F�R�Q�I�L�U�P�L�W��

Step 7 �&�O�L�F�N�2�. ��

Delete CTL file on Cisco Unified IP Phone

�&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�S�H�U�I�R�U�P�W�K�L�V�W�D�V�N�L�Q�D�V�H�F�X�U�H�O�D�E�H�Q�Y�L�U�R�Q�P�H�Q�W���H�V�S�H�F�L�D�O�O�\�L�I�\�R�X�G�R�Q�R�W�S�O�D�Q
�W�R�G�H�O�H�W�H�W�K�H�&�7�/�I�L�O�H�I�U�R�P�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U���V����

Caution

�'�H�O�H�W�H�W�K�H�&�7�/�I�L�O�H�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�I�R�U�W�K�H�I�R�O�O�R�Z�L�Q�J�F�D�V�H�V��

�‡�<�R�X�O�R�V�H�D�O�O�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�W�K�D�W�V�L�J�Q�H�G�W�K�H�&�7�/�I�L�O�H��

�‡�7�K�H�V�H�F�X�U�L�W�\�W�R�N�H�Q�V�W�K�D�W�V�L�J�Q�H�G�W�K�H�&�7�/�I�L�O�H�D�S�S�H�D�U�F�R�P�S�U�R�P�L�V�H�G��

�‡�<�R�X�P�R�Y�H�D�S�K�R�Q�H�R�X�W�R�I�D�V�H�F�X�U�H�H�Q�Y�L�U�R�Q�P�H�Q�W���I�R�U�H�[�D�P�S�O�H���W�R�D�V�W�R�U�D�J�H�D�U�H�D��

�‡�<�R�X�P�R�Y�H�D�S�K�R�Q�H�W�R�D�Q�R�Q�V�H�F�X�U�H�F�O�X�V�W�H�U�R�U�W�R�D�Q�R�W�K�H�U�V�H�F�X�U�H�F�O�X�V�W�H�U�L�Q�D�G�L�I�I�H�U�H�Q�W�G�R�P�D�L�Q��
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�‡�<�R�X�P�R�Y�H�D�S�K�R�Q�H�I�U�R�P�D�Q�D�U�H�D�Z�L�W�K�D�Q�X�Q�N�Q�R�Z�Q�V�H�F�X�U�L�W�\�S�R�O�L�F�\�W�R�D�V�H�F�X�U�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�‡�<�R�X�F�K�D�Q�J�H�W�K�H�D�O�W�H�U�Q�D�W�H�7�)�7�3�V�H�U�Y�H�U�D�G�G�U�H�V�V�W�R�D�V�H�U�Y�H�U�W�K�D�W�G�R�H�V�Q�R�W�H�[�L�V�W�L�Q�W�K�H�&�7�/�I�L�O�H��

�7�R�G�H�O�H�W�H�W�K�H�&�7�/�I�L�O�H�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���S�H�U�I�R�U�P�W�K�H�W�D�V�N�V�L�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H��

Table 9: Deleting the CTL File on the Cisco Unified IP Phone

TasksCisco Unified IP Phone
Model

�8�Q�G�H�U�W�K�H�6�H�F�X�U�L�W�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�P�H�Q�X�R�Q�W�K�H�S�K�R�Q�H���S�U�H�V�V�&�7�/�I�L�O�H���X�Q�O�R�F�N
�R�U�������D�Q�G�H�U�D�V�H��

�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V
���������* �D�Q�G���������*

�3�H�U�I�R�U�P�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�P�H�W�K�R�G�V��

�‡�8�Q�O�R�F�N�W�K�H�6�H�F�X�U�L�W�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�P�H�Q�X���D�V�G�H�V�F�U�L�E�H�G�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�,�3�3�K�R�Q�H�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U���8�Q�G�H�U�W�K�H�&�7�/�R�S�W�L�R�Q���S�U�H�V�V�W�K�H�(�U�D�V�H�V�R�I�W�N�H�\��

�‡�8�Q�G�H�U�W�K�H�6�H�W�W�L�Q�J�V�P�H�Q�X���S�U�H�V�V�W�K�H�(�U�D�V�H�V�R�I�W�N�H�\��

�3�U�H�V�V�L�Q�J�W�K�H�(�U�D�V�H�V�R�I�W�N�H�\�X�Q�G�H�U�W�K�H�6�H�W�W�L�Q�J�V�P�H�Q�X�G�H�O�H�W�H�V�R�W�K�H�U
�L�Q�I�R�U�P�D�W�L�R�Q�E�H�V�L�G�H�V�W�K�H�&�7�/�I�L�O�H���)�R�U�D�G�G�L�W�L�R�Q�D�O�L�Q�I�R�U�P�D�W�L�R�Q���U�H�I�H�U
�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Note

�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H
���������* �D�Q�G�H�T�X�L�Y�D�O�H�Q�W

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Determine Cisco CTL Client Version
�7�R�G�H�W�H�U�P�L�Q�H�Z�K�L�F�K�Y�H�U�V�L�R�Q�R�I�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�\�R�X�D�U�H�X�V�L�Q�J���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �3�H�U�I�R�U�P�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�D���'�R�X�E�O�H���F�O�L�F�N�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�F�R�Q�W�K�D�W�H�[�L�V�W�V�R�Q�W�K�H�G�H�V�N�W�R�S��
�E���&�K�R�R�V�H�6�W�D�U�W�! �3�U�R�J�U�D�P�V�! �&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 2 �,�Q�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�Z�L�Q�G�R�Z���F�O�L�F�N�W�K�H�L�F�R�Q�L�Q�W�K�H�X�S�S�H�U���O�H�I�W�F�R�U�Q�H�U�R�I�W�K�H�Z�L�Q�G�R�Z��

Step 3 �&�K�R�R�V�H�$�E�R�X�W�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���7�K�H�Y�H�U�V�L�R�Q�R�I�W�K�H�F�O�L�H�Q�W�G�L�V�S�O�D�\�V��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
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Verify or uninstall Cisco CTL Client
�8�Q�L�Q�V�W�D�O�O�L�Q�J�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�G�R�H�V�Q�R�W�G�H�O�H�W�H�W�K�H�&�7�/�I�L�O�H���/�L�N�H�Z�L�V�H���W�K�H�F�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�D�Q�G�W�K�H
�&�7�/�I�L�O�H�G�R�Q�R�W�F�K�D�Q�J�H�Z�K�H�Q�\�R�X�X�Q�L�Q�V�W�D�O�O�W�K�H�F�O�L�H�Q�W���,�I�\�R�X�F�K�R�R�V�H�W�R�G�R�V�R���\�R�X�F�D�Q�X�Q�L�Q�V�W�D�O�O�W�K�H�&�L�V�F�R�&�7�/
�&�O�L�H�Q�W���L�Q�V�W�D�O�O�W�K�H�F�O�L�H�Q�W�R�Q�D�G�L�I�I�H�U�H�Q�W�: �L�Q�G�R�Z�V�Z�R�U�N�V�W�D�W�L�R�Q�R�U�V�H�U�Y�H�U���D�Q�G�F�R�Q�W�L�Q�X�H�W�R�X�V�H�W�K�H�V�D�P�H�&�7�/�I�L�O�H��

�7�R�Y�H�U�L�I�\�W�K�D�W�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�H�G���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �&�K�R�R�V�H�6�W�D�U�W�! �&�R�Q�W�U�R�O�3�D�Q�H�O�! �$�G�G�5�H�P�R�Y�H�3�U�R�J�U�D�P�V��

Step 2 �7�R�Y�H�U�L�I�\�W�K�D�W�W�K�H�F�O�L�H�Q�W�L�Q�V�W�D�O�O�H�G���O�R�F�D�W�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W��

Step 3 �7�R�X�Q�L�Q�V�W�D�O�O�W�K�H�F�O�L�H�Q�W���F�O�L�F�N�5�H�P�R�Y�H��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����

Where to find more information about CTL Client setup

Related Topics

�6�\�V�W�H�P�U�H�T�X�L�U�H�P�H�Q�W�V�� �R�Q�S�D�J�H��
�$�E�R�X�W�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�6�H�W�X�S�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�� �R�Q�S�D�J�H����
�&�L�V�F�R�&�$�3�)�V�H�U�Y�L�F�H�D�F�W�L�Y�D�W�L�R�Q�� �R�Q�S�D�J�H����
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�L�Q�V�W�D�O�O�D�W�L�R�Q�� �R�Q�S�D�J�H����
�8�S�J�U�D�G�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�0�L�J�U�D�W�H�&�L�V�F�R�&�7�/�I�L�O�H�� �R�Q�S�D�J�H����
�6�H�W�X�S�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�� �R�Q�S�D�J�H����
�8�S�G�D�W�H�&�7�/�I�L�O�H�� �R�Q�S�D�J�H����
�8�S�G�D�W�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H�� �R�Q�S�D�J�H����
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H����
�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
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C H A P T E R  5
Certificate setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�F�H�U�W�L�I�L�F�D�W�H�V�H�W�X�S��

�‡ �$�E�R�X�W�F�H�U�W�L�I�L�F�D�W�H�V�H�W�X�S���S�D�J�H����

�‡ �)�L�Q�G�F�H�U�W�L�I�L�F�D�W�H���S�D�J�H����

�‡ �&�H�U�W�L�I�L�F�D�W�H�V�H�W�W�L�Q�J�V���S�D�J�H����

About certificate setup
�8�V�H�W�K�H�&�H�U�W�L�I�L�F�D�W�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�W�R�Y�L�H�Z�W�K�H�F�H�U�W�L�I�L�F�D�W�H�V�R�Q�\�R�X�U�V�\�V�W�H�P���$�O�O�I�L�H�O�G�V�R�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�D�U�H�U�H�D�G���R�Q�O�\���H�[�F�H�S�W�'�X�U�D�W�L�R�Q�L�Q�&�D�F�K�H��

Find certificate
�7�R�I�L�Q�G�D�F�H�U�W�L�I�L�F�D�W�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�! �&�H�U�W�L�I�L�F�D�W�H��
�7�K�H�)�L�Q�G�D�Q�G�/�L�V�W�&�H�U�W�L�I�L�F�D�W�H�V�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���5�H�F�R�U�G�V�I�U�R�P�D�Q�D�F�W�L�Y�H���S�U�L�R�U���T�X�H�U�\�P�D�\�D�O�V�R�G�L�V�S�O�D�\�L�Q
�W�K�H�Z�L�Q�G�R�Z��

Step 2 �7�R�I�L�Q�G�D�O�O�U�H�F�R�U�G�V�L�Q�W�K�H�G�D�W�D�E�D�V�H���H�Q�V�X�U�H�W�K�H�G�L�D�O�R�J�E�R�[�L�V�H�P�S�W�\���J�R�W�R�6�W�H�S���� �R�Q�S�D�J�H������
�7�R�I�L�O�W�H�U�R�U�V�H�D�U�F�K�U�H�F�R�U�G�V

�D���)�U�R�P�W�K�H�I�L�U�V�W�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�U�D�P�H�W�H�U��
�E���)�U�R�P�W�K�H�V�H�F�R�Q�G�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�W�W�H�U�Q��
�F���6�S�H�F�L�I�\�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�D�U�F�K�W�H�[�W���L�I�D�S�S�O�L�F�D�E�O�H��

�7�R�D�G�G�D�G�G�L�W�L�R�Q�D�O�V�H�D�U�F�K�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�� �E�X�W�W�R�Q���:�K�H�Q�\�R�X�D�G�G�F�U�L�W�H�U�L�D���W�K�H�V�\�V�W�H�P�V�H�D�U�F�K�H�V
�I�R�U�D�U�H�F�R�U�G�W�K�D�W�P�D�W�F�K�H�V�D�O�O�F�U�L�W�H�U�L�D�W�K�D�W�\�R�X�V�S�H�F�L�I�\���7�R�U�H�P�R�Y�H�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�±�E�X�W�W�R�Q�W�R
�U�H�P�R�Y�H�W�K�H�O�D�V�W�D�G�G�H�G�F�U�L�W�H�U�L�R�Q�R�U�F�O�L�F�N�W�K�H�&�O�H�D�U�)�L�O�W�H�U�E�X�W�W�R�Q�W�R�U�H�P�R�Y�H�D�O�O�D�G�G�H�G�V�H�D�U�F�K�F�U�L�W�H�U�L�D��

Note

Step 3 �&�O�L�F�N�)�L�Q�G��
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�$�O�O�P�D�W�F�K�L�Q�J�U�H�F�R�U�G�V�G�L�V�S�O�D�\���<�R�X�F�D�Q�F�K�D�Q�J�H�W�K�H�Q�X�P�E�H�U�R�I�L�W�H�P�V�W�K�D�W�G�L�V�S�O�D�\�R�Q�H�D�F�K�S�D�J�H�E�\�F�K�R�R�V�L�Q�J�D
�G�L�I�I�H�U�H�Q�W�Y�D�O�X�H�I�U�R�P�W�K�H�5�R�Z�V�S�H�U�3�D�J�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[��

Step 4 �)�U�R�P�W�K�H�O�L�V�W�R�I�U�H�F�R�U�G�V�W�K�D�W�G�L�V�S�O�D�\���F�O�L�F�N�W�K�H�O�L�Q�N�I�R�U�W�K�H�U�H�F�R�U�G�W�K�D�W�\�R�X�Z�D�Q�W�W�R�Y�L�H�Z��
�7�R�U�H�Y�H�U�V�H�W�K�H�V�R�U�W�R�U�G�H�U���F�O�L�F�N�W�K�H�X�S�R�U�G�R�Z�Q�D�U�U�R�Z���L�I�D�Y�D�L�O�D�E�O�H���L�Q�W�K�H�O�L�V�W
�K�H�D�G�H�U��

Note

�7�K�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�W�K�H�L�W�H�P�W�K�D�W�\�R�X�F�K�R�R�V�H��

Certificate settings
�$�O�O�I�L�H�O�G�V�R�Q�W�K�H�&�H�U�W�L�I�L�F�D�W�H�0�D�Q�D�J�H�P�H�Q�W�Z�L�Q�G�R�Z�D�U�H�U�H�D�G���R�Q�O�\���H�[�F�H�S�W�'�X�U�D�W�L�R�Q�L�Q�&�D�F�K�H��

Table 10: VPN Profile Configuration Settings

DefinitionField

�'�L�V�S�O�D�\�V�W�K�H�V�X�E�M�H�F�W�Q�D�P�H�I�R�U�W�K�H�F�H�U�W�L�I�L�F�D�W�H���6�X�E�M�H�F�W�1�D�P�H���U�H�D�G�R�Q�O�\��

�'�L�V�S�O�D�\�V�W�K�H�L�V�V�X�H�U�Q�D�P�H�I�R�U�W�K�H�F�H�U�W�L�I�L�F�D�W�H���,�V�V�X�H�U�1�D�P�H���U�H�D�G�R�Q�O�\��

�'�L�V�S�O�D�\�V�W�K�H�V�H�U�L�D�O�Q�X�P�E�H�U���0�$�&�D�G�G�U�H�V�V�����6�H�U�L�D�O�1�X�P�E�H�U���U�H�D�G�R�Q�O�\��

�'�L�V�S�O�D�\�V�W�K�H�,�3�Y���D�G�G�U�H�V�V���,�3�Y���$�G�G�U�H�V�V���U�H�D�G�R�Q�O�\��

�'�L�V�S�O�D�\�V�W�K�H�,�3�Y���D�G�G�U�H�V�V���,�3�Y���$�G�G�U�H�V�V���U�H�D�G�R�Q�O�\��

�(�Q�W�H�U�W�K�H�W�L�P�H���L�Q�K�R�X�U�V���W�K�D�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�F�D�Q�S�H�U�V�L�V�W�L�Q�W�K�H�S�K�R�Q�H
�F�D�F�K�H���$ �Y�D�O�X�H�R�I�]�H�U�R�L�Q�G�L�F�D�W�H�V�W�K�D�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�G�R�H�V�Q�R�W�J�H�W�F�D�F�K�H�G��
�/�H�D�Y�H�E�O�D�Q�N�W�R�D�F�F�H�S�W�W�K�H�V�\�V�W�H�P�G�H�I�D�X�O�W�Y�D�O�X�H��

�0�D�[�L�P�X�P�������� �K�R�X�U�V

�'�X�U�D�W�L�R�Q�L�Q�&�D�F�K�H

�'�L�V�S�O�D�\�V�W�K�H�U�R�O�H�V�F�X�U�U�H�Q�W�O�\�D�V�V�R�F�L�D�W�H�G�Z�L�W�K�W�K�H�F�H�U�W�L�I�L�F�D�W�H���6�H�O�H�F�W�H�G�5�R�O�H�V

�'�L�V�S�O�D�\�V�W�K�H�V�H�U�Y�L�F�H�V�F�X�U�U�H�Q�W�O�\�D�V�V�R�F�L�D�W�H�G�Z�L�W�K�W�K�H�F�H�U�W�L�I�L�F�D�W�H���6�H�O�H�F�W�H�G�6�H�U�Y�L�F�H�V
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PA R T  II
Security for Cisco Unified IP Phone and Cisco
Voice-Messaging Ports

�‡ �3�K�R�Q�H�V�H�F�X�U�L�W�\�� �S�D�J�H����

�‡ �3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S���S�D�J�H����

�‡ �6�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�H�W�X�S���S�D�J�H������

�‡ �(�Q�F�U�\�S�W�L�R�Q�W�R�D�Q�D�O�R�J�H�Q�G�S�R�L�Q�W�V�H�W�X�S���S�D�J�H������

�‡ �&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q���S�D�J�H������

�‡ �(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S���S�D�J�H������

�‡ �'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�S�K�R�Q�H�V�V�H�W�X�S���S�D�J�H������

�‡ �3�K�R�Q�H�K�D�U�G�H�Q�L�Q�J���S�D�J�H������

�‡ �6�H�F�X�U�H�F�R�Q�I�H�U�H�Q�F�H�U�H�V�R�X�U�F�H�V�V�H�W�X�S���S�D�J�H������

�‡ �9�R�L�F�H���P�H�V�V�D�J�L�Q�J�S�R�U�W�V�V�H�F�X�U�L�W�\�V�H�W�X�S���S�D�J�H������

�‡ �6�H�F�X�U�H�F�D�O�O�P�R�Q�L�W�R�U�L�Q�J�D�Q�G�U�H�F�R�U�G�L�Q�J�V�H�W�X�S���S�D�J�H������





C H A P T E R  6
Phone security

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�S�K�R�Q�H�V�H�F�X�U�L�W�\��

�‡ �3�K�R�Q�H�V�H�F�X�U�L�W�\�� �S�D�J�H����

�‡ �7�U�X�V�W�H�G�G�H�Y�L�F�H�V���S�D�J�H����

�‡ �3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W���S�D�J�H����

�‡ �3�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H�V�H�F�X�U�L�W�\�V�H�W�X�S���S�D�J�H����

�‡ �9�L�H�Z�S�K�R�Q�H�V�H�F�X�U�L�W�\�V�H�W�W�L�Q�J�V���S�D�J�H����

�‡ �6�H�W�X�S�S�K�R�Q�H�V�H�F�X�U�L�W�\�� �S�D�J�H����

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�S�K�R�Q�H�V�H�F�X�U�L�W�\�� �S�D�J�H����

Phone security
�$�W�L�Q�V�W�D�O�O�D�W�L�R�Q���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�E�R�R�W�V�X�S�L�Q�Q�R�Q�V�H�F�X�U�H�P�R�G�H���:�K�H�Q�W�K�H�S�K�R�Q�H�V�E�R�R�W
�X�S�D�I�W�H�U�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�V�W�D�O�O�D�W�L�R�Q���D�O�O�G�H�Y�L�F�H�V�U�H�J�L�V�W�H�U�D�V�Q�R�Q�V�H�F�X�U�H�Z�L�W�K�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�$�I�W�H�U�\�R�X�X�S�J�U�D�G�H�I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�������������R�U�D�O�D�W�H�U�U�H�O�H�D�V�H���W�K�H�S�K�R�Q�H�V�E�R�R�W
�X�S�L�Q�W�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�W�K�D�W�\�R�X�H�Q�D�E�O�H�G�S�U�L�R�U�W�R�W�K�H�X�S�J�U�D�G�H���D�O�O�G�H�Y�L�F�H�V�U�H�J�L�V�W�H�U�E�\�X�V�L�Q�J�W�K�H�F�K�R�V�H�Q
�V�H�F�X�U�L�W�\�P�R�G�H��

�7�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�V�W�D�O�O�D�W�L�R�Q�F�U�H�D�W�H�V�D�V�H�O�I���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�7�)�7�3�V�H�U�Y�H�U���<�R�X�P�D�\�D�O�V�R�F�K�R�R�V�H�W�R�X�V�H�D�W�K�L�U�G���S�D�U�W�\���&�$���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H
�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�L�Q�V�W�H�D�G�R�I�W�K�H�V�H�O�I���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H���$�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�V�H�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�Z�L�W�K�V�X�S�S�R�U�W�H�G
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���$�I�W�H�U�D�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�7�)�7�3
�V�H�U�Y�H�U���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�R�H�V�Q�R�W�U�H�L�V�V�X�H�W�K�H�F�H�U�W�L�I�L�F�D�W�H�V�G�X�U�L�Q�J�H�D�F�K�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�S�J�U�D�G�H���<�R�X�P�X�V�W�F�U�H�D�W�H�D�Q�H�Z�&�7�/�I�L�O�H�Z�L�W�K�W�K�H�Q�H�Z�F�H�U�W�L�I�L�F�D�W�H�H�Q�W�U�L�H�V��

�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�X�Q�V�X�S�S�R�U�W�H�G�R�U�Q�R�Q�V�H�F�X�U�H�V�F�H�Q�D�U�L�R�V���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V��Tip

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�P�D�L�Q�W�D�L�Q�V�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�V�W�D�W�X�V�D�W�W�K�H�G�H�Y�L�F�H
�O�H�Y�H�O���,�I�D�O�O�G�H�Y�L�F�H�V�W�K�D�W�D�U�H�L�Q�Y�R�O�Y�H�G�L�Q�W�K�H�F�D�O�O�U�H�J�L�V�W�H�U�D�V�V�H�F�X�U�H���W�K�H�F�D�O�O�V�W�D�W�X�V�U�H�J�L�V�W�H�U�V�D�V�V�H�F�X�U�H���,�I�R�Q�H
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�G�H�Y�L�F�H�U�H�J�L�V�W�H�U�V�D�V�Q�R�Q�V�H�F�X�U�H���W�K�H�F�D�O�O�U�H�J�L�V�W�H�U�V�D�V�Q�R�Q�V�H�F�X�U�H���H�Y�H�Q�L�I�W�K�H�S�K�R�Q�H�R�I�W�K�H�F�D�O�O�H�U�R�U�U�H�F�L�S�L�H�Q�W
�U�H�J�L�V�W�H�U�V�D�V�V�H�F�X�U�H��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�W�D�L�Q�V�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�V�W�D�W�X�V�R�I�W�K�H�G�H�Y�L�F�H�Z�K�H�Q
�D�X�V�H�U�X�V�H�V�&�L�V�F�R�(�[�W�H�Q�V�L�R�Q�0�R�E�L�O�L�W�\���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�O�V�R�U�H�W�D�L�Q�V�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�V�W�D�W�X�V�R�I�W�K�H�G�H�Y�L�F�H�Z�K�H�Q�V�K�D�U�H�G�O�L�Q�H�V�D�U�H�F�R�Q�I�L�J�X�U�H�G��

�:�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�D�V�K�D�U�H�G�O�L�Q�H�I�R�U�D�Q�H�Q�F�U�\�S�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���F�R�Q�I�L�J�X�U�H�D�O�O�G�H�Y�L�F�H�V�W�K�D�W
�V�K�D�U�H�W�K�H�O�L�Q�H�V�I�R�U�H�Q�F�U�\�S�W�L�R�Q���W�K�D�W�L�V���H�Q�V�X�U�H�W�K�D�W�\�R�X�V�H�W�W�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�I�R�U�D�O�O�G�H�Y�L�F�H�V�W�R
�H�Q�F�U�\�S�W�H�G�E�\�D�S�S�O�\�L�Q�J�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�V�X�S�S�R�U�W�V�H�Q�F�U�\�S�W�L�R�Q��

Tip

Related Topics

�,�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V�� �R�Q�S�D�J�H����

Trusted devices
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�O�O�R�Z�V�6�H�F�X�U�L�W�\�L�F�R�Q�V�W�R�E�H�H�Q�D�E�O�H�G�E�\�S�K�R�Q�H�P�R�G�H�O�R�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�,�3�3�K�R�Q�H�V���7�K�H�6�H�F�X�U�L�W�\�L�F�R�Q�L�Q�G�L�F�D�W�H�V�Z�K�H�W�K�H�U�W�K�H�F�D�O�O�L�V�V�H�F�X�U�H�D�Q�G�W�K�H�F�R�Q�Q�H�F�W�H�G�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G��

�$ �7�U�X�V�W�H�G�'�H�Y�L�F�H�U�H�S�U�H�V�H�Q�W�V�D�&�L�V�F�R�G�H�Y�L�F�H�R�U�D�W�K�L�U�G���S�D�U�W�\�G�H�Y�L�F�H�W�K�D�W�K�D�V�S�D�V�V�H�G�&�L�V�F�R�V�H�F�X�U�L�W�\�F�U�L�W�H�U�L�D�I�R�U
�W�U�X�V�W�H�G�F�R�Q�Q�H�F�W�L�R�Q�V���7�K�L�V�L�Q�F�O�X�G�H�V���E�X�W�L�V�Q�R�W�O�L�P�L�W�H�G�W�R���V�L�J�Q�D�O�L�Q�J���P�H�G�L�D�H�Q�F�U�\�S�W�L�R�Q���S�O�D�W�I�R�U�P�K�D�U�G�H�Q�L�Q�J���D�Q�G
�D�V�V�X�U�D�Q�F�H���,�I�D�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G���D�6�H�F�X�U�L�W�\�L�F�R�Q�G�L�V�S�O�D�\�V�D�Q�G�D�V�H�F�X�U�H�W�R�Q�H�S�O�D�\�V�R�Q�V�X�S�S�R�U�W�H�G�G�H�Y�L�F�H�V���$�O�V�R��
�W�K�H�G�H�Y�L�F�H�P�D�\�S�U�R�Y�L�G�H�R�W�K�H�U�I�H�D�W�X�U�H�V�R�U�L�Q�G�L�F�D�W�R�U�V�W�K�D�W�D�U�H�U�H�O�D�W�H�G�W�R�V�H�F�X�U�H�F�D�O�O�V��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�H�W�H�U�P�L�Q�H�V�Z�K�H�W�K�H�U�D�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G�Z�K�H�Q�\�R�X�D�G�G�L�W�W�R�\�R�X�U
�V�\�V�W�H�P���7�K�H�V�H�F�X�U�L�W�\�L�F�R�Q�G�L�V�S�O�D�\�V�I�R�U�L�Q�I�R�U�P�D�W�L�R�Q�S�X�U�S�R�V�H�V�R�Q�O�\���D�Q�G�W�K�H�D�G�P�L�Q�L�V�W�U�D�W�R�U�F�D�Q�Q�R�W�F�R�Q�I�L�J�X�U�H�L�W
�G�L�U�H�F�W�O�\��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�O�V�R�L�Q�G�L�F�D�W�H�V�Z�K�H�W�K�H�U�D�J�D�W�H�Z�D�\�L�V�W�U�X�V�W�H�G�E�\�G�L�V�S�O�D�\�L�Q�J�D�Q�L�F�R�Q
�D�Q�G�D�P�H�V�V�D�J�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�W�K�H�E�H�K�D�Y�L�R�U�R�I�W�K�H�V�H�F�X�U�L�W�\�L�F�R�Q�I�R�U�W�U�X�V�W�H�G�G�H�Y�L�F�H�V�R�Q�E�R�W�K�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V
�D�Q�G�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Cisco Unified Communications Manager Administration
�7�K�H�I�R�O�O�R�Z�L�Q�J�Z�L�Q�G�R�Z�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�L�Q�G�L�F�D�W�H�Z�K�H�W�K�H�U�D�G�H�Y�L�F�H
�L�V�W�U�X�V�W�H�G��

Gateway Configuration

�)�R�U�H�D�F�K�J�D�W�H�Z�D�\�W�\�S�H���W�K�H�*�D�W�H�Z�D�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���'�H�Y�L�F�H�! �*�D�W�H�Z�D�\�� �G�L�V�S�O�D�\�V�H�L�W�K�H�U�'�H�Y�L�F�H�L�V
�W�U�X�V�W�H�G�R�U�'�H�Y�L�F�H�L�V�Q�R�W�W�U�X�V�W�H�G���D�O�R�Q�J�Z�L�W�K�D�F�R�U�U�H�V�S�R�Q�G�L�Q�J�L�F�R�Q��

�7�K�H�V�\�V�W�H�P�G�H�W�H�U�P�L�Q�H�V�Z�K�H�W�K�H�U�W�K�H�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G���E�D�V�H�G�R�Q�W�K�H�G�H�Y�L�F�H�W�\�S�H���<�R�X�F�D�Q�Q�R�W�F�R�Q�I�L�J�X�U�H�Z�K�H�W�K�H�U
�W�K�H�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G��

Phone Configuration

�)�R�U�H�D�F�K�S�K�R�Q�H�G�H�Y�L�F�H�W�\�S�H���W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���'�H�Y�L�F�H�! �3�K�R�Q�H���G�L�V�S�O�D�\�V�H�L�W�K�H�U�'�H�Y�L�F�H�L�V
�W�U�X�V�W�H�G�R�U�'�H�Y�L�F�H�L�V�Q�R�W�W�U�X�V�W�H�G���D�O�R�Q�J�Z�L�W�K�D�F�R�U�U�H�V�S�R�Q�G�L�Q�J�L�F�R�Q��
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�7�K�H�V�\�V�W�H�P�G�H�W�H�U�P�L�Q�H�V�Z�K�H�W�K�H�U�W�K�H�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G���E�D�V�H�G�R�Q�W�K�H�G�H�Y�L�F�H�W�\�S�H���<�R�X�F�D�Q�Q�R�W�F�R�Q�I�L�J�X�U�H�Z�K�H�W�K�H�U
�W�K�H�G�H�Y�L�F�H�L�V�W�U�X�V�W�H�G��

Device called trust determination criteria

�7�K�H�W�\�S�H�R�I�G�H�Y�L�F�H�W�K�D�W�D�X�V�H�U�F�D�O�O�V�D�I�I�H�F�W�V�W�K�H�V�H�F�X�U�L�W�\�L�F�R�Q�W�K�D�W�G�L�V�S�O�D�\�V�R�Q�W�K�H�S�K�R�Q�H���7�K�H�V�\�V�W�H�P�F�R�Q�V�L�G�H�U
�W�K�H�I�R�O�O�R�Z�L�Q�J�W�K�U�H�H�F�U�L�W�H�U�L�D�W�R�G�H�W�H�U�P�L�Q�H�Z�K�H�W�K�H�U�W�K�H�F�D�O�O�L�V�V�H�F�X�U�H��

�‡�$�U�H�D�O�O�G�H�Y�L�F�H�V�R�Q�W�K�H�F�D�O�O�W�U�X�V�W�H�G�"

�‡�,�V�W�K�H�V�L�J�Q�D�O�L�Q�J�V�H�F�X�U�H���D�X�W�K�H�Q�W�L�F�D�W�H�G�D�Q�G�H�Q�F�U�\�S�W�H�G���"

�‡�,�V�W�K�H�P�H�G�L�D�V�H�F�X�U�H�"

�%�H�I�R�U�H�D�V�X�S�S�R�U�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�G�L�V�S�O�D�\�V�W�K�H�/�R�F�N�6�H�F�X�U�L�W�\�L�F�R�Q���E�H�D�Z�D�U�H�W�K�D�W�D�O�O�W�K�U�H�H�R�I�W�K�H�V�H
�F�U�L�W�H�U�L�D�P�X�V�W�E�H�P�H�W���)�R�U�F�D�O�O�V�W�K�D�W�L�Q�Y�R�O�Y�H�D�G�H�Y�L�F�H�W�K�D�W�L�V�Q�R�W�W�U�X�V�W�H�G���U�H�J�D�U�G�O�H�V�V�R�I�V�L�J�Q�D�O�L�Q�J�D�Q�G�P�H�G�L�D
�V�H�F�X�U�L�W�\���W�K�H�R�Y�H�U�D�O�O�V�W�D�W�X�V�R�I�W�K�H�F�D�O�O�Z�L�O�O�V�W�D�\�X�Q�V�H�F�X�U�H���D�Q�G�W�K�H�S�K�R�Q�H�Z�L�O�O�Q�R�W�G�L�V�S�O�D�\�W�K�H�/�R�F�N�L�F�R�Q���)�R�U
�H�[�D�P�S�O�H���L�I�\�R�X�L�Q�F�O�X�G�H�D�Q�X�Q�W�U�X�V�W�H�G�G�H�Y�L�F�H�L�Q�D�F�R�Q�I�H�U�H�Q�F�H���W�K�H�V�\�V�W�H�P�F�R�Q�V�L�G�H�U�V�L�W�V�F�D�O�O�O�H�J���D�V�Z�H�O�O�D�V�W�K�H
�F�R�Q�I�H�U�H�Q�F�H�L�W�V�H�O�I���W�R�E�H�X�Q�V�H�F�X�U�H��

Phone model support
�7�K�H�U�H�D�U�H�W�Z�R�F�D�W�H�J�R�U�L�H�V�R�I�S�K�R�Q�H�P�R�G�H�O�V�Z�K�L�F�K�V�X�S�S�R�U�W�V�H�F�X�U�L�W�\�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��
�6�H�F�X�U�H�&�L�V�F�R�S�K�R�Q�H�V�D�Q�G�6�H�F�X�U�H�3�U�H�I�H�U�U�H�G�9�H�Q�G�R�U�S�K�R�Q�H�V���6�H�F�X�U�H�&�L�V�F�R�S�K�R�Q�H�V�D�U�H�S�U�H���L�Q�V�W�D�O�O�H�G�Z�L�W�K�D
�0�D�Q�X�I�D�F�W�X�U�H���,�Q�V�W�D�O�O�H�G�&�H�U�W�L�I�L�F�D�W�H���0�,�&���D�Q�G�V�X�S�S�R�U�W�D�X�W�R�P�D�W�L�F�J�H�Q�H�U�D�W�L�R�Q�D�Q�G�H�[�F�K�D�Q�J�H�R�I�/�R�F�D�O�O�\���6�L�J�Q�L�I�L�F�D�Q�W
�&�H�U�W�L�I�L�F�D�W�H�V���/�6�&���X�V�L�Q�J�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q���&�$�3�)�����6�H�F�X�U�H�&�L�V�F�R�S�K�R�Q�H�V�D�U�H�F�D�S�D�E�O�H
�R�I�U�H�J�L�V�W�H�U�L�Q�J�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�X�V�L�Q�J�W�K�H�0�,�&�Z�L�W�K�R�X�W�D�G�G�L�W�L�R�Q�D�O�F�H�U�W�L�I�L�F�D�W�H�P�D�Q�D�J�H�P�H�Q�W���)�R�U�D�G�G�L�W�L�R�Q�D�O
�V�H�F�X�U�L�W�\���\�R�X�F�D�Q�F�U�H�D�W�H�D�Q�G�L�Q�V�W�D�O�O�D�Q�/�6�&�R�Q�W�K�H�S�K�R�Q�H�X�V�L�Q�J�&�$�3�)���6�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�S�K�R�Q�H�V�H�F�X�U�L�W�\
�V�H�W�X�S�D�Q�G�V�H�W�W�L�Q�J�V�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

�6�H�F�X�U�H�3�U�H�I�H�U�U�H�G�9�H�Q�G�R�U�S�K�R�Q�H�V�G�R�Q�R�W�F�R�P�H�S�U�H���L�Q�V�W�D�O�O�H�G�Z�L�W�K�D�0�,�&���D�Q�G�G�R�Q�R�W�V�X�S�S�R�U�W�&�$�3�)�I�R�U�J�H�Q�H�U�D�W�L�Q�J
�/�6�&�V���,�Q�R�U�G�H�U�I�R�U�6�H�F�X�U�H�3�U�H�I�H�U�U�H�G�9�H�Q�G�R�U�S�K�R�Q�H�V�W�R�F�R�Q�Q�H�F�W�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�0���D�F�H�U�W�L�I�L�F�D�W�H�P�X�V�W�E�H
�S�U�R�Y�L�G�H�G�Z�L�W�K�W�K�H�G�H�Y�L�F�H���R�U�J�H�Q�H�U�D�W�H�G�E�\�W�K�H�G�H�Y�L�F�H���7�K�H�S�K�R�Q�H�V�X�S�S�O�L�H�U�P�X�V�W�S�U�R�Y�L�G�H�W�K�H�G�H�W�D�L�O�V�R�Q�K�R�Z�W�R
�D�F�T�X�L�U�H�R�U�J�H�Q�H�U�D�W�H�D�F�H�U�W�L�I�L�F�D�W�H�I�R�U�W�K�H�S�K�R�Q�H���2�Q�F�H�\�R�X�R�E�W�D�L�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H���\�R�X�P�X�V�W�X�S�O�R�D�G�W�K�H�F�H�U�W�L�I�L�F�D�W�H
�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�0�X�V�L�Q�J�W�K�H�2�6�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�&�H�U�W�L�I�L�F�D�W�H�0�D�Q�D�J�H�P�H�Q�W�L�Q�W�H�U�I�D�F�H���6�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G
�W�R�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H�V�H�F�X�U�L�W�\�V�H�W�X�S�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

�)�R�U�D�O�L�V�W�R�I�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�W�K�D�W�D�U�H�V�X�S�S�R�U�W�H�G�R�Q�\�R�X�U�S�K�R�Q�H���U�H�I�H�U�W�R�W�K�H�S�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�Q�G�X�V�H�U
�G�R�F�X�P�H�Q�W�D�W�L�R�Q�W�K�D�W�V�X�S�S�R�U�W�V�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H�R�U�W�K�H�I�L�U�P�Z�D�U�H
�G�R�F�X�P�H�Q�W�D�W�L�R�Q�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U�I�L�U�P�Z�D�U�H�O�R�D�G��

�<�R�X�F�D�Q�D�O�V�R�X�V�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J�W�R�O�L�V�W�W�K�H�S�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�D�S�D�U�W�L�F�X�O�D�U�I�H�D�W�X�U�H���)�R�U�P�R�U�H
�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�X�V�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J���V�H�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Related Topics

�6�H�W�X�S�S�K�R�Q�H�V�H�F�X�U�L�W�\�� �R�Q�S�D�J�H����
�3�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H�V�H�F�X�U�L�W�\�V�H�W�X�S�� �R�Q�S�D�J�H����
�9�L�H�Z�S�K�R�Q�H�V�H�F�X�U�L�W�\�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H����
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Preferred vendor SIP phone security set up
�6�H�F�X�U�H�3�U�H�I�H�U�U�H�G�9�H�Q�G�R�U�S�K�R�Q�H�V�D�U�H�S�K�R�Q�H�W�\�S�H�V�W�K�D�W�D�U�H�P�D�Q�X�I�D�F�W�X�U�H�G�E�\���U�G���S�D�U�W�\�Y�H�Q�G�R�U�V�E�X�W�D�U�H�L�Q�V�W�D�O�O�H�G
�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�G�D�W�D�E�D�V�H�Y�L�D�D�&�2�3�I�L�O�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V�V�H�F�X�U�L�W�\�I�R�U
�D�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H���,�Q�R�U�G�H�U�W�R�V�X�S�S�R�U�W�V�H�F�X�U�L�W�\���\�R�X�P�X�V�W�H�Q�D�E�O�H�6�H�F�X�U�L�W�\�(�Q�F�U�\�S�W�L�R�Q�R�U�6�H�F�X�U�L�W�\
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�W�K�H�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H�L�Q�W�K�H�&�2�3�I�L�O�H���7�K�H�V�H�S�K�R�Q�H�W�\�S�H�V�D�S�S�H�D�U�L�Q�W�K�H�G�U�R�S���G�R�Z�Q
�O�L�V�W�L�Q�W�K�H�$�G�G�D�1�H�Z�3�K�R�Q�H�Z�L�Q�G�R�Z���:�K�L�O�H�D�O�O�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�S�K�R�Q�H�V�V�X�S�S�R�U�W�'�L�J�H�V�W�$�X�W�K�R�U�L�]�D�W�L�R�Q���Q�R�W
�D�O�O�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�S�K�R�Q�H�V�V�X�S�S�R�U�W�7�/�6�V�H�F�X�U�L�W�\���6�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�L�H�V�L�V�E�D�V�H�G�R�Q�W�K�H�S�K�R�Q�H�P�R�G�H�O���,�I�W�K�H
�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�L�Q�F�O�X�G�H�V�D�³�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�´�I�L�H�O�G���W�K�H�Q�L�W�V�X�S�S�R�U�W�V�7�/�6�V�H�F�X�U�L�W�\��

�,�I�W�K�H�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�S�K�R�Q�H�V�X�S�S�R�U�W�V�7�/�6�V�H�F�X�U�L�W�\���W�K�H�U�H�D�U�H�W�Z�R�P�R�G�H�V�W�K�D�W�D�U�H�S�R�V�V�L�E�O�H���S�H�U���G�H�Y�L�F�H�F�H�U�W�L�I�L�F�D�W�H
�D�Q�G�V�K�D�U�H�G�F�H�U�W�L�I�L�F�D�W�H���7�K�H�S�K�R�Q�H�V�X�S�S�O�L�H�U�P�X�V�W�V�S�H�F�L�I�\�Z�K�L�F�K�P�R�G�H�L�V�D�S�S�O�L�F�D�E�O�H�I�R�U�W�K�H�S�K�R�Q�H�D�V�Z�H�O�O�D�V
�L�Q�V�W�U�X�F�W�L�R�Q�V�R�Q�J�H�Q�H�U�D�W�L�Q�J�R�U�D�F�T�X�L�U�L�Q�J�D�F�H�U�W�L�I�L�F�D�W�H�I�R�U�W�K�H�S�K�R�Q�H��

Set up preferred vendor SIP phone security profile per-device certificates
�7�R�F�R�Q�I�L�J�X�U�H�W�K�H�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Z�L�W�K�S�H�U���G�H�Y�L�F�H�F�H�U�W�L�I�L�F�D�W�H�V���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J
�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �8�S�O�R�D�G�W�K�H�F�H�U�W�L�I�L�F�D�W�H�I�R�U�H�D�F�K�S�K�R�Q�H�X�V�L�Q�J�W�K�H�2�6�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�&�H�U�W�L�I�L�F�D�W�H�0�D�Q�D�J�H�P�H�Q�W�L�Q�W�H�U�I�D�F�H��

Step 2 �,�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�! �3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��

Step 3 �&�R�Q�I�L�J�X�U�H�D�Q�H�Z�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�I�R�U�W�K�H�G�H�Y�L�F�H�W�\�S�H�R�I�W�K�L�V�S�K�R�Q�H�D�Q�G�L�Q�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H
�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�(�Q�F�U�\�S�W�H�G�R�U�$�X�W�K�H�Q�W�L�F�D�W�H�G��

Step 4 �7�R�F�R�Q�I�L�J�X�U�H�W�K�H�Q�H�Z�6�,�3�S�K�R�Q�H�L�Q�W�K�H�&�&�0�$�G�P�L�Q�L�Q�W�H�U�I�D�F�H���F�K�R�R�V�H�'�H�Y�L�F�H�! �3�K�R�Q�H�! �$�G�G�1�H�Z��

Step 5 �6�H�O�H�F�W�3�K�R�Q�H�W�\�S�H��

Step 6 �)�L�O�O�L�Q�W�K�H�U�H�T�X�L�U�H�G�I�L�H�O�G�V��

Step 7 �,�Q�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���V�H�O�H�F�W�W�K�H�S�U�R�I�L�O�H�\�R�X�M�X�V�W�F�U�H�D�W�H�G��

Set up preferred vendor SIP phone security profile shared certificates
�7�R�F�R�Q�I�L�J�X�U�H�W�K�H�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U�6�,�3�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Z�L�W�K�V�K�D�U�H�G�F�H�U�W�L�I�L�F�D�W�H�V���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J
�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �8�V�L�Q�J�L�Q�V�W�U�X�F�W�L�R�Q�V�I�U�R�P�W�K�H�S�K�R�Q�H�Y�H�Q�G�R�U���J�H�Q�H�U�D�W�H�D�F�H�U�W�L�I�L�F�D�W�H�Z�L�W�K�D�6�X�E�M�H�F�W�$�O�W�H�U�Q�D�W�H�1�D�P�H���6�$�1���V�W�U�L�Q�J��
�7�K�H�6�$�1�P�X�V�W�E�H�R�I�W�\�S�H�'�1�6���0�D�N�H�D�Q�R�W�H�R�I�W�K�H�6�$�1�V�S�H�F�L�I�L�H�G�L�Q�W�K�L�V�V�W�H�S���)�R�U�H�[�D�P�S�O�H���;�������Y���H�[�W�H�Q�V�L�R�Q�V��

Step 2 �;�������Y���6�X�E�M�H�F�W�$�O�W�H�U�Q�D�W�L�Y�H�1�D�P�H��

Step 3 �'�1�6���$�V�F�R�P�*�U�R�X�S�������D�F�P�H���F�R�P
�7�K�H�6�$�1�P�X�V�W�E�H�R�I�W�\�S�H�'�1�6 �R�U�V�H�F�X�U�L�W�\�Z�L�O�O�Q�R�W�E�H
�H�Q�D�E�O�H�G��

Note
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Step 4 �8�S�O�R�D�G�W�K�H�V�K�D�U�H�G�F�H�U�W�L�I�L�F�D�W�H�X�V�L�Q�J�W�K�H�2�6�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�&�H�U�W�L�I�L�F�D�W�H�0�D�Q�D�J�H�P�H�Q�W�L�Q�W�H�U�I�D�F�H��

Step 5 �,�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�! �3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��

Step 6 �,�Q�W�K�H�1�D�P�H�I�L�H�O�G���H�Q�W�H�U�W�K�H�Q�D�P�H�R�I�W�K�H�6�X�E�M�H�F�W�$�O�W�1�D�P�H���6�$�1�����Z�K�L�F�K�L�V�W�K�H�Q�D�P�H�R�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H�S�U�R�Y�L�G�H�G
�E�\�W�K�H�S�U�H�I�H�U�U�H�G�Y�H�Q�G�R�U���R�U�L�I�W�K�H�U�H�L�V�Q�R�6�$�1�H�Q�W�H�U�W�K�H�&�H�U�W�L�I�L�F�D�W�H�1�D�P�H��

�7�K�H�Q�D�P�H�R�I�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�P�X�V�W�P�D�W�F�K�W�K�H�6�$�1�L�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H�H�[�D�F�W�O�\�R�U�V�H�F�X�U�L�W�\�Z�L�O�O�Q�R�W
�E�H�H�Q�D�E�O�H�G��

Note

Step 7 �,�Q�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�(�Q�F�U�\�S�W�H�G�R�U�$�X�W�K�H�Q�W�L�F�D�W�H�G��

Step 8 �,�Q�W�K�H�7�U�D�Q�V�S�R�U�W�W�\�S�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�7�/�6��

Step 9 �7�R�F�R�Q�I�L�J�X�U�H�W�K�H�Q�H�Z�6�,�3�S�K�R�Q�H�L�Q�W�K�H�&�&�0�$�G�P�L�Q�L�Q�W�H�U�I�D�F�H���F�K�R�R�V�H�'�H�Y�L�F�H�! �3�K�R�Q�H�! �$�G�G�1�H�Z��

Step 10 �6�H�O�H�F�W�3�K�R�Q�H�W�\�S�H��

Step 11 �)�L�O�O�L�Q�W�K�H�U�H�T�X�L�U�H�G�I�L�H�O�G�V

Step 12 �,�Q�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���V�H�O�H�F�W�W�K�H�S�U�R�I�L�O�H�\�R�X�M�X�V�W�F�U�H�D�W�H�G��

Related Topics

�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����

View phone security settings
�<�R�X�F�D�Q�F�R�Q�I�L�J�X�U�H�D�Q�G�Y�L�H�Z�F�H�U�W�D�L�Q�V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�V�H�W�W�L�Q�J�V�R�Q�S�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�V�H�F�X�U�L�W�\���I�R�U�H�[�D�P�S�O�H��
�\�R�X�F�D�Q�Y�L�H�Z�Z�K�H�W�K�H�U�D�S�K�R�Q�H�K�D�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�R�U�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H�L�Q�V�W�D�O�O�H�G��
�)�R�U�D�G�G�L�W�L�R�Q�D�O�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�V�H�F�X�U�L�W�\�P�H�Q�X�D�Q�G�L�F�R�Q�V���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q
�D�Q�G�X�V�H�U�G�R�F�X�P�H�Q�W�D�W�L�R�Q�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U�S�K�R�Q�H�P�R�G�H�O�D�Q�G�W�K�L�V�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U��

�:�K�H�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�D�V�V�L�I�L�H�V�D�F�D�O�O�D�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�H�Q�F�U�\�S�W�H�G���D�Q�L�F�R�Q�G�L�V�S�O�D�\�V
�R�Q�W�K�H�S�K�R�Q�H�W�R�L�Q�G�L�F�D�W�H�W�K�H�F�D�O�O�V�W�D�W�H���7�R�G�H�W�H�U�P�L�Q�H�Z�K�H�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�D�V�V�L�I�L�H�V
�W�K�H�F�D�O�O�D�V�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�H�Q�F�U�\�S�W�H�G��

Related Topics

�,�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V�� �R�Q�S�D�J�H����
�6�H�F�X�U�L�W�\�L�F�R�Q�V�� �R�Q�S�D�J�H��

Set up phone security
�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�G�H�V�F�U�L�E�H�V�W�K�H�W�D�V�N�V�W�R�F�R�Q�I�L�J�X�U�H�V�H�F�X�U�L�W�\�I�R�U�V�X�S�S�R�U�W�H�G�S�K�R�Q�H�V��

Cisco Unified Communications Manager Security Guide, Release 9.0(1)    
   OL-27107-01 89

View phone security settings



Procedure

Step 1 �,�I�\�R�X�K�D�Y�H�Q�R�W�D�O�U�H�D�G�\�G�R�Q�H�V�R���F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�D�Q�G�H�Q�V�X�U�H�W�K�D�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�F�X�U�L�W�\�P�R�G�H�H�T�X�D�O�V�0�L�[�H�G�0�R�G�H��

Step 2 �,�I�W�K�H�S�K�R�Q�H�G�R�H�V�Q�R�W�F�R�Q�W�D�L�Q�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���/�6�&���R�U�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H���0�,�&����
�L�Q�V�W�D�O�O�D�/�6�&�E�\�X�V�L�Q�J�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q���&�$�3�)����

Step 3 �&�R�Q�I�L�J�X�U�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V��

Step 4 �$�S�S�O�\�D�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�W�K�H�S�K�R�Q�H��

Step 5 �$�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���F�K�R�R�V�H�W�K�H�'�L�J�H�V�W�8�V�H�U�I�U�R�P�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

Step 6 �2�Q�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���������* �R�U���������* ���6�,�3�R�Q�O�\�����H�Q�W�H�U�W�K�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G
���G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�7�K�L�V�G�R�F�X�P�H�Q�W�G�R�H�V�Q�R�W�S�U�R�Y�L�G�H�S�U�R�F�H�G�X�U�H�V�R�Q�K�R�Z�W�R�H�Q�W�H�U�W�K�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�U�H�G�H�Q�W�L�D�O�V�R�Q
�W�K�H�S�K�R�Q�H���)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�K�R�Z�W�R�S�H�U�I�R�U�P�W�K�L�V�W�D�V�N���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H
�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U�S�K�R�Q�H�P�R�G�H�O�D�Q�G�W�K�L�V�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Note

Step 7 �(�Q�F�U�\�S�W�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���L�I�W�K�H�S�K�R�Q�H�V�X�S�S�R�U�W�V�W�K�L�V�I�X�Q�F�W�L�R�Q�D�O�L�W�\��

Step 8 �7�R�K�D�U�G�H�Q�W�K�H�S�K�R�Q�H���G�L�V�D�E�O�H�S�K�R�Q�H�V�H�W�W�L�Q�J�V��

Related Topics

�$�S�S�O�\�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�� �R�Q�S�D�J�H������
�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������
�(�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
�3�K�R�Q�H�K�D�U�G�H�Q�L�Q�J�� �R�Q�S�D�J�H������
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����
�6�H�W�X�S�H�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�� �R�Q�S�D�J�H������
�6�H�W�X�S�G�L�J�H�V�W�X�V�H�U�X�V�L�Q�J�S�K�R�Q�H�� �R�Q�S�D�J�H������

Where to find more information about phone security

Related Cisco Documentation

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U

�‡�7�U�R�X�E�O�H�V�K�R�R�W�L�Q�J�*�X�L�G�H�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U

Related Topics

�,�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�V�W�U�L�F�W�L�R�Q�V�� �R�Q�S�D�J�H����
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���L�Q�W�H�J�U�L�W�\���D�Q�G�D�X�W�K�R�U�L�]�D�W�L�R�Q�� �R�Q�S�D�J�H����
�(�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�6�H�W�X�S�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
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�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�6�H�W�X�S�S�K�R�Q�H�V�H�F�X�U�L�W�\�� �R�Q�S�D�J�H����
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����
�(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������
�3�K�R�Q�H�K�D�U�G�H�Q�L�Q�J�� �R�Q�S�D�J�H������
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C H A P T E R  7
Phone security profile setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S��

�‡ �$�E�R�X�W�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S���S�D�J�H����

�‡ �3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�W�L�S�V���S�D�J�H����

�‡ �)�L�Q�G�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�D�J�H����

�‡ �6�H�W�X�S�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�D�J�H����

�‡ �3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�W�L�Q�J�V���S�D�J�H����

�‡ �$�S�S�O�\�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�D�J�H������

�‡ �6�\�Q�F�K�U�R�Q�L�]�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Z�L�W�K�S�K�R�Q�H�V���S�D�J�H������

�‡ �'�H�O�H�W�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�D�J�H������

�‡ �)�L�Q�G�S�K�R�Q�H�V�Z�L�W�K�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V���S�D�J�H������

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V���S�D�J�H������

About phone security profile setup
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�U�R�X�S�V�V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�V�H�W�W�L�Q�J�V�I�R�U�D�S�K�R�Q�H�W�\�S�H
�D�Q�G�S�U�R�W�R�F�R�O�L�Q�W�R�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�W�R�D�O�O�R�Z�\�R�X�W�R�D�V�V�L�J�Q�D�V�L�Q�J�O�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�P�X�O�W�L�S�O�H�S�K�R�Q�H�V��
�6�H�F�X�U�L�W�\���U�H�O�D�W�H�G�V�H�W�W�L�Q�J�V�L�Q�F�O�X�G�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H���G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�Q�G�V�R�P�H�&�$�3�)�V�H�W�W�L�Q�J�V���<�R�X
�D�S�S�O�\�W�K�H�F�R�Q�I�L�J�X�U�H�G�V�H�W�W�L�Q�J�V�W�R�D�S�K�R�Q�H�Z�K�H�Q�\�R�X�F�K�R�R�V�H�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

�,�Q�V�W�D�O�O�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V�D�V�H�W�R�I�S�U�H�G�H�I�L�Q�H�G���Q�R�Q�V�H�F�X�U�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V
�I�R�U�D�X�W�R���U�H�J�L�V�W�U�D�W�L�R�Q���7�R�H�Q�D�E�O�H�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�I�R�U�D�S�K�R�Q�H���\�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�D�Q�H�Z�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U
�W�K�H�G�H�Y�L�F�H�W�\�S�H�D�Q�G�S�U�R�W�R�F�R�O�D�Q�G�D�S�S�O�\�L�W�W�R�W�K�H�S�K�R�Q�H��

�2�Q�O�\�W�K�H�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�W�K�D�W�W�K�H�V�H�O�H�F�W�H�G�G�H�Y�L�F�H�D�Q�G�S�U�R�W�R�F�R�O�V�X�S�S�R�U�W�G�L�V�S�O�D�\�L�Q�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�W�L�Q�J�V
�Z�L�Q�G�R�Z��
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Phone security profile setup tips
�&�R�Q�V�L�G�H�U�W�K�H�I�R�O�O�R�Z�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q�Z�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�‡�:�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�S�K�R�Q�H�V���\�R�X�P�X�V�W�V�H�O�H�F�W�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���,�I
�W�K�H�G�H�Y�L�F�H�G�R�H�V�Q�R�W�V�X�S�S�R�U�W�V�H�F�X�U�L�W�\���D�S�S�O�\�W�K�H�Q�R�Q�V�H�F�X�U�H�S�U�R�I�L�O�H��

�‡�<�R�X�F�D�Q�Q�R�W�G�H�O�H�W�H�R�U�F�K�D�Q�J�H�S�U�H�G�H�I�L�Q�H�G���Q�R�Q�V�H�F�X�U�H�S�U�R�I�L�O�H�V��

�‡�<�R�X�F�D�Q�Q�R�W�G�H�O�H�W�H�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�L�V�F�X�U�U�H�Q�W�O�\�D�V�V�L�J�Q�H�G�W�R�D�G�H�Y�L�F�H��

�‡�,�I�\�R�X�F�K�D�Q�J�H�W�K�H�V�H�W�W�L�Q�J�V�L�Q�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�L�V�D�O�U�H�D�G�\�D�V�V�L�J�Q�H�G�W�R�D�S�K�R�Q�H���W�K�H�U�H�F�R�Q�I�L�J�X�U�H�G
�V�H�W�W�L�Q�J�V�D�S�S�O�\�W�R�D�O�O�S�K�R�Q�H�V�W�K�D�W�D�U�H�D�V�V�L�J�Q�H�G�W�K�D�W�S�U�R�I�L�O�H��

�‡�<�R�X�F�D�Q�U�H�Q�D�P�H�V�H�F�X�U�L�W�\�I�L�O�H�V�W�K�D�W�D�U�H�D�V�V�L�J�Q�H�G�W�R�G�H�Y�L�F�H�V���7�K�H�S�K�R�Q�H�V�W�K�D�W�D�U�H�D�V�V�L�J�Q�H�G�W�K�H�R�O�G�S�U�R�I�L�O�H
�Q�D�P�H�D�Q�G�V�H�W�W�L�Q�J�V�D�V�V�X�P�H�W�K�H�Q�H�Z�S�U�R�I�L�O�H�Q�D�P�H�D�Q�G�V�H�W�W�L�Q�J�V��

�‡�7�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�R�G�H�D�Q�G�N�H�\�V�L�]�H���D�O�V�R�G�L�V�S�O�D�\�L�Q�W�K�H
�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���<�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�&�$�3�)�V�H�W�W�L�Q�J�V�I�R�U�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�V�W�K�D�W�L�Q�Y�R�O�Y�H
�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H�V���0�,�&�V���R�U�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V���/�6�&�V�����<�R�X�F�D�Q�X�S�G�D�W�H�W�K�H�V�H
�I�L�H�O�G�V�G�L�U�H�F�W�O�\�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�•�,�I�\�R�X�X�S�G�D�W�H�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�L�Q�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���W�K�H�V�H�W�W�L�Q�J�V�J�H�W�X�S�G�D�W�H�G�L�Q�W�K�H�3�K�R�Q�H
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�•�,�I�\�R�X�X�S�G�D�W�H�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�D�Q�G�D�P�D�W�F�K�L�Q�J�S�U�R�I�L�O�H�L�V
�I�R�X�Q�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�S�S�O�L�H�V�W�K�H�P�D�W�F�K�L�Q�J�S�U�R�I�L�O�H�W�R�W�K�H�S�K�R�Q�H��

�•�,�I�\�R�X�X�S�G�D�W�H�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���D�Q�G�Q�R�P�D�W�F�K�L�Q�J�S�U�R�I�L�O�H�L�V
�I�R�X�Q�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�U�H�D�W�H�V�D�Q�H�Z�S�U�R�I�L�O�H�D�Q�G�D�S�S�O�L�H�V�W�K�H�Q�H�Z�S�U�R�I�L�O�H
�W�R�W�K�H�S�K�R�Q�H��

�‡�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�W�K�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�P�R�G�H�S�U�L�R�U�W�R�D�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�������R�U
�O�D�W�H�U�X�S�J�U�D�G�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�U�H�D�W�H�V�D�S�U�R�I�L�O�H�W�K�D�W�L�V�E�D�V�H�G�R�Q�W�K�H�P�R�G�H�O�D�Q�G
�S�U�R�W�R�F�R�O�D�Q�G�D�S�S�O�L�H�V�W�K�H�S�U�R�I�L�O�H�W�R�W�K�H�G�H�Y�L�F�H��

�‡�&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�X�V�L�Q�J�P�D�Q�X�I�D�F�W�X�U�H�U���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H�V���0�,�&�V���I�R�U�/�6�&�L�Q�V�W�D�O�O�D�W�L�R�Q�R�Q�O�\���&�L�V�F�R
�V�X�S�S�R�U�W�V�/�6�&�V�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�K�H�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���%�H�F�D�X�V�H
�0�,�&�U�R�R�W�F�H�U�W�L�I�L�F�D�W�H�V�F�D�Q�E�H�F�R�P�S�U�R�P�L�V�H�G���F�X�V�W�R�P�H�U�V�Z�K�R�F�R�Q�I�L�J�X�U�H�S�K�R�Q�H�V�W�R�X�V�H�0�,�&�V�I�R�U�7�/�6
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�U�I�R�U�D�Q�\�R�W�K�H�U�S�X�U�S�R�V�H�G�R�V�R�D�W�W�K�H�L�U�R�Z�Q�U�L�V�N���&�L�V�F�R�D�V�V�X�P�H�V�Q�R�O�L�D�E�L�O�L�W�\�L�I�0�,�&�V�D�U�H
�F�R�P�S�U�R�P�L�V�H�G��

�‡�&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�X�S�J�U�D�G�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�P�R�G�H�O�V���������*�� ���������*�� ���������* ���6�&�&�3�R�Q�O�\����
���������*�����������*�����*�(�����������*�����������*�����������*�����������*���*�(�����������*�����������*���������*�����������*�����������*���*�(���D�Q�G
���������* �W�R�X�V�H�/�6�&�V�I�R�U�7�/�6�F�R�Q�Q�H�F�W�L�R�Q�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�U�H�P�R�Y�L�Q�J�0�,�&
�U�R�R�W�F�H�U�W�L�I�L�F�D�W�H�V�I�U�R�P�W�K�H�&�D�O�O�0�D�Q�D�J�H�U�W�U�X�V�W�V�W�R�U�H�W�R�D�Y�R�L�G�S�R�V�V�L�E�O�H�I�X�W�X�U�H�F�R�P�S�D�W�L�E�L�O�L�W�\�L�V�V�X�H�V��

Related Topics

�&�H�U�W�L�I�L�F�D�W�H�V�� �R�Q�S�D�J�H����
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Phone security profile setup tips



Find phone security profile
�7�R�I�L�Q�G�D�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�! �3�K�R�Q�H
�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��
�7�K�H�)�L�Q�G�D�Q�G�/�L�V�W�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���5�H�F�R�U�G�V�I�U�R�P�D�Q�D�F�W�L�Y�H���S�U�L�R�U���T�X�H�U�\�P�D�\�D�O�V�R
�G�L�V�S�O�D�\�L�Q�W�K�H�Z�L�Q�G�R�Z��

Step 2 �7�R�I�L�Q�G�D�O�O�U�H�F�R�U�G�V�L�Q�W�K�H�G�D�W�D�E�D�V�H���H�Q�V�X�U�H�W�K�H�G�L�D�O�R�J�E�R�[�L�V�H�P�S�W�\���J�R�W�R�6�W�H�S���� �R�Q�S�D�J�H������
�7�R�I�L�O�W�H�U�R�U�V�H�D�U�F�K�U�H�F�R�U�G�V

�D���)�U�R�P�W�K�H�I�L�U�V�W�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�U�D�P�H�W�H�U��
�E���)�U�R�P�W�K�H�V�H�F�R�Q�G�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�W�W�H�U�Q��
�F���6�S�H�F�L�I�\�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�D�U�F�K�W�H�[�W���L�I�D�S�S�O�L�F�D�E�O�H��

�7�R�D�G�G�D�G�G�L�W�L�R�Q�D�O�V�H�D�U�F�K�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�� �E�X�W�W�R�Q���:�K�H�Q�\�R�X�D�G�G�F�U�L�W�H�U�L�D���W�K�H�V�\�V�W�H�P�V�H�D�U�F�K�H�V
�I�R�U�D�U�H�F�R�U�G�W�K�D�W�P�D�W�F�K�H�V�D�O�O�F�U�L�W�H�U�L�D�W�K�D�W�\�R�X�V�S�H�F�L�I�\���7�R�U�H�P�R�Y�H�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�±�E�X�W�W�R�Q�W�R
�U�H�P�R�Y�H�W�K�H�O�D�V�W�D�G�G�H�G�F�U�L�W�H�U�L�R�Q�R�U�F�O�L�F�N�W�K�H�&�O�H�D�U�)�L�O�W�H�U�E�X�W�W�R�Q�W�R�U�H�P�R�Y�H�D�O�O�D�G�G�H�G�V�H�D�U�F�K�F�U�L�W�H�U�L�D��

Note

Step 3 �&�O�L�F�N�)�L�Q�G��
�$�O�O�P�D�W�F�K�L�Q�J�U�H�F�R�U�G�V�G�L�V�S�O�D�\���<�R�X�F�D�Q�F�K�D�Q�J�H�W�K�H�Q�X�P�E�H�U�R�I�L�W�H�P�V�W�K�D�W�G�L�V�S�O�D�\�R�Q�H�D�F�K�S�D�J�H�E�\�F�K�R�R�V�L�Q�J�D
�G�L�I�I�H�U�H�Q�W�Y�D�O�X�H�I�U�R�P�W�K�H�5�R�Z�V�S�H�U�3�D�J�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[��

Step 4 �)�U�R�P�W�K�H�O�L�V�W�R�I�U�H�F�R�U�G�V�W�K�D�W�G�L�V�S�O�D�\���F�O�L�F�N�W�K�H�O�L�Q�N�I�R�U�W�K�H�U�H�F�R�U�G�W�K�D�W�\�R�X�Z�D�Q�W�W�R�Y�L�H�Z��
�7�R�U�H�Y�H�U�V�H�W�K�H�V�R�U�W�R�U�G�H�U���F�O�L�F�N�W�K�H�X�S�R�U�G�R�Z�Q�D�U�U�R�Z���L�I�D�Y�D�L�O�D�E�O�H���L�Q�W�K�H�O�L�V�W
�K�H�D�G�H�U��

Note

�7�K�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�W�K�H�L�W�H�P�W�K�D�W�\�R�X�F�K�R�R�V�H��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�� �R�Q�S�D�J�H������

Set up phone security profile
�7�R�D�G�G���X�S�G�D�W�H���R�U�F�R�S�\�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�! �3�K�R�Q�H
�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��

Step 2 �3�H�U�I�R�U�P�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�D���7�R�D�G�G�D�Q�H�Z�S�U�R�I�L�O�H���F�O�L�F�N�$�G�G�1�H�Z�L�Q�W�K�H�)�L�Q�G�Z�L�Q�G�R�Z�D�Q�G�F�R�Q�W�L�Q�X�H�Z�L�W�K�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S��
�R�Q�S�D�J�H������
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Find phone security profile



�E���7�R�F�R�S�\�D�Q�H�[�L�V�W�L�Q�J�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���O�R�F�D�W�H�W�K�H�D�S�S�U�R�S�U�L�D�W�H�S�U�R�I�L�O�H���F�O�L�F�N�W�K�H�&�R�S�\�E�X�W�W�R�Q�Q�H�[�W�W�R�W�K�H
�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�\�R�X�Z�D�Q�W�W�R�F�R�S�\���D�Q�G�F�R�Q�W�L�Q�X�H�Z�L�W�K�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������

�F���7�R�X�S�G�D�W�H�D�Q�H�[�L�V�W�L�Q�J�S�U�R�I�L�O�H���O�R�F�D�W�H�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�D�Q�G�F�R�Q�W�L�Q�X�H�Z�L�W�K�3�K�R�Q�H�V�H�F�X�U�L�W�\
�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������
�:�K�H�Q�\�R�X�F�O�L�F�N�$�G�G�1�H�Z���W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�Z�L�W�K�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J�V�I�R�U�H�D�F�K�I�L�H�O�G��
�:�K�H�Q�\�R�X�F�O�L�F�N�&�R�S�\���W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�Z�L�W�K�W�K�H�F�R�S�L�H�G�V�H�W�W�L�Q�J�V��

Step 3 �(�Q�W�H�U�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�W�W�L�Q�J�V�D�V�G�H�V�F�U�L�E�H�G�L�Q�7�D�E�O�H�������6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�I�R�U�3�K�R�Q�H�7�K�D�W�L�V�5�X�Q�Q�L�Q�J�6�&�&�3��
�R�Q�S�D�J�H���� �I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�R�U�7�D�E�O�H�������6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�I�R�U�3�K�R�Q�H�7�K�D�W�L�V�5�X�Q�Q�L�Q�J�6�,�3��
�R�Q�S�D�J�H���� �I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3��

Step 4 �&�O�L�F�N�6�D�Y�H��

What to Do Next

�$�I�W�H�U�\�R�X�F�U�H�D�W�H�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���D�S�S�O�\�L�W�W�R�W�K�H�S�K�R�Q�H���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�$�S�S�O�\�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H��
�R�Q�S�D�J�H��������

�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�Q�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U�D�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�,�3���\�R�X�P�X�V�W
�F�R�Q�I�L�J�X�U�H�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���<�R�X�W�K�H�Q�P�X�V�W�D�V�V�R�F�L�D�W�H�W�K�H�X�V�H�U�Z�L�W�K
�W�K�H�S�K�R�Q�H�E�\�X�V�L�Q�J�W�K�H�'�L�J�H�V�W�8�V�H�U�V�H�W�W�L�Q�J�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

Related Topics

�)�L�Q�G�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�� �R�Q�S�D�J�H������

Phone security profile settings
�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�W�K�H�V�H�W�W�L�Q�J�V�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U�W�K�H�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�&�&�3��

�2�Q�O�\�V�H�W�W�L�Q�J�V�W�K�D�W�W�K�H�V�H�O�H�F�W�H�G�S�K�R�Q�H�W�\�S�H�D�Q�G�S�U�R�W�R�F�R�O�V�X�S�S�R�U�W�G�L�V�S�O�D�\��

Table 11: Security Profile for Phone That is Running SCCP 

DescriptionSetting

�(�Q�W�H�U�D�Q�D�P�H�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H��

�:�K�H�Q�\�R�X�V�D�Y�H�W�K�H�Q�H�Z�S�U�R�I�L�O�H���W�K�H�Q�D�P�H�G�L�V�S�O�D�\�V�L�Q�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\
�3�U�R�I�L�O�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�I�R�U�W�K�H
�S�K�R�Q�H�W�\�S�H�D�Q�G�S�U�R�W�R�F�R�O��

�,�Q�F�O�X�G�H�W�K�H�G�H�Y�L�F�H�P�R�G�H�O�D�Q�G�S�U�R�W�R�F�R�O�L�Q�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Q�D�P�H�W�R
�K�H�O�S�\�R�X�I�L�Q�G�W�K�H�F�R�U�U�H�F�W�S�U�R�I�L�O�H�Z�K�H�Q�\�R�X�D�U�H�V�H�D�U�F�K�L�Q�J�I�R�U�R�U�X�S�G�D�W�L�Q�J
�D�S�U�R�I�L�O�H��

Tip

�1�D�P�H

�(�Q�W�H�U�D�G�H�V�F�U�L�S�W�L�R�Q�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���7�K�H�G�H�V�F�U�L�S�W�L�R�Q�F�D�Q�L�Q�F�O�X�G�H�X�S�W�R
���� �F�K�D�U�D�F�W�H�U�V�L�Q�D�Q�\�O�D�Q�J�X�D�J�H���E�X�W�L�W�F�D�Q�Q�R�W�L�Q�F�O�X�G�H�G�R�X�E�O�H���T�X�R�W�H�V��������
�S�H�U�F�H�Q�W�D�J�H�V�L�J�Q���������D�P�S�H�U�V�D�Q�G���	�����E�D�F�N���V�O�D�V�K���?�����R�U�D�Q�J�O�H�E�U�D�F�N�H�W�V�����!����

�'�H�V�F�U�L�S�W�L�R�Q
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�)�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�‡�1�R�Q�6�H�F�X�U�H�²�1�R�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�H�[�F�H�S�W�L�P�D�J�H���I�L�O�H���D�Q�G�G�H�Y�L�F�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�H�[�L�V�W�I�R�U�W�K�H�S�K�R�Q�H���$ �7�&�3�F�R�Q�Q�H�F�W�L�R�Q�R�S�H�Q�V�W�R�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�‡�$�X�W�K�H�Q�W�L�F�D�W�H�G�² �&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V
�L�Q�W�H�J�U�L�W�\�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�W�K�H�S�K�R�Q�H���$ �7�/�6�F�R�Q�Q�H�F�W�L�R�Q�W�K�D�W�X�V�H�V
�1�8�/�/���6�+�$�R�S�H�Q�V�I�R�U�V�L�J�Q�D�O�L�Q�J��

�‡�(�Q�F�U�\�S�W�H�G�² �&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V
�L�Q�W�H�J�U�L�W�\���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�R�U�W�K�H�S�K�R�Q�H���$ �7�/�6
�F�R�Q�Q�H�F�W�L�R�Q�W�K�D�W�X�V�H�V�$�(�6���������6�+�$�R�S�H�Q�V�I�R�U�V�L�J�Q�D�O�L�Q�J���D�Q�G�6�5�7�3
�F�D�U�U�L�H�V�W�K�H�P�H�G�L�D�I�R�U�D�O�O�S�K�R�Q�H�F�D�O�O�V��

�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H

�:�K�H�Q�W�K�L�V�F�K�H�F�N�E�R�[�L�V�F�K�H�F�N�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�H�Q�F�U�\�S�W�V�S�K�R�Q�H�G�R�Z�Q�O�R�D�G�V�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U��

�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J
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�7�K�L�V�I�L�H�O�G�D�O�O�R�Z�V�\�R�X�W�R�F�K�R�R�V�H�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�H�W�K�R�G�W�K�D�W�W�K�H�S�K�R�Q�H�X�V�H�V
�G�X�U�L�Q�J�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q��

�)�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�‡�%�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�²�,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V���G�H�O�H�W�H�V���R�U�W�U�R�X�E�O�H�V�K�R�R�W�V
�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�R�Q�O�\�Z�K�H�Q�W�K�H�X�V�H�U�H�Q�W�H�U�V�W�K�H�&�$�3�)
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H��

�‡�%�\�1�X�O�O�6�W�U�L�Q�J�² �,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V���G�H�O�H�W�H�V���R�U�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\
�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�Z�L�W�K�R�X�W�X�V�H�U�L�Q�W�H�U�Y�H�Q�W�L�R�Q��
�7�K�L�V�R�S�W�L�R�Q�S�U�R�Y�L�G�H�V�Q�R�V�H�F�X�U�L�W�\���&�L�V�F�R�V�W�U�R�Q�J�O�\�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X
�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�R�Q�O�\�I�R�U�F�O�R�V�H�G���V�H�F�X�U�H�H�Q�Y�L�U�R�Q�P�H�Q�W�V��

�‡�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H���3�U�H�F�H�G�H�Q�F�H�W�R�/�6�&���² �,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V��
�G�H�O�H�W�H�V���R�U�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�L�I�D
�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H���0�,�&���R�U�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H
���/�6�&���H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���,�I�D�/�6�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�R�F�F�X�U�V�Y�L�D�W�K�H�/�6�&���U�H�J�D�U�G�O�H�V�V�Z�K�H�W�K�H�U�D�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���,�I�D
�0�,�&�D�Q�G�/�6�&�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�Y�L�D�W�K�H�/�6�&���,�I
�D�/�6�&�G�R�H�V�Q�R�W�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H���E�X�W�D�0�,�&�G�R�H�V�H�[�L�V�W���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�R�F�F�X�U�V�Y�L�D�W�K�H�0�,�&��
�%�H�I�R�U�H�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q���Y�H�U�L�I�\�W�K�D�W�D�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H���,�I�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�D�Q�G�Q�R�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H��
�W�K�H�R�S�H�U�D�W�L�R�Q�I�D�L�O�V��

�$�W�D�Q�\�W�L�P�H���W�K�H�S�K�R�Q�H�X�V�H�V�R�Q�O�\�R�Q�H�F�H�U�W�L�I�L�F�D�W�H�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�R�&�$�3�)
�H�Y�H�Q�W�K�R�X�J�K�D�0�,�&�D�Q�G�/�6�&�F�D�Q�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H�D�W�W�K�H�V�D�P�H�W�L�P�H��
�,�I�W�K�H�S�U�L�P�D�U�\�F�H�U�W�L�I�L�F�D�W�H���Z�K�L�F�K�W�D�N�H�V�S�U�H�F�H�G�H�Q�F�H���E�H�F�R�P�H�V
�F�R�P�S�U�R�P�L�V�H�G�I�R�U�D�Q�\�U�H�D�V�R�Q���R�U���L�I�\�R�X�Z�D�Q�W�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�Y�L�D�W�K�H
�R�W�K�H�U�F�H�U�W�L�I�L�F�D�W�H���\�R�X�P�X�V�W�X�S�G�D�W�H�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�R�G�H��

�‡�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H���3�U�H�F�H�G�H�Q�F�H�W�R�0�,�&���²�,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V��
�G�H�O�H�W�H�V���R�U�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�L�I�D�/�6�&�R�U
�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���,�I�D�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�R�F�F�X�U�V�Y�L�D�W�K�H�0�,�&���U�H�J�D�U�G�O�H�V�V�Z�K�H�W�K�H�U�D�/�6�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���,�I�D
�/�6�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���E�X�W�D�0�,�&�G�R�H�V�Q�R�W�H�[�L�V�W���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V
�Y�L�D�W�K�H�/�6�&��
�%�H�I�R�U�H�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q���Y�H�U�L�I�\�W�K�D�W�D�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H���,�I�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�D�Q�G�Q�R�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H��
�W�K�H�R�S�H�U�D�W�L�R�Q�I�D�L�O�V��

�7�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H
�Z�L�Q�G�R�Z�L�Q�W�H�U�D�F�W�Z�L�W�K�W�K�H�&�$�3�)�S�D�U�D�P�H�W�H�U�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q
�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�V�H�V�H�W�W�L�Q�J�V�R�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

Note

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�0�R�G�H
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�)�R�U�W�K�L�V�V�H�W�W�L�Q�J�W�K�D�W�L�V�X�V�H�G�I�R�U�&�$�3�)���F�K�R�R�V�H�W�K�H�N�H�\�V�L�]�H�I�R�U�W�K�H�F�H�U�W�L�I�L�F�D�W�H
�I�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���7�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J�H�T�X�D�O�V�����������2�W�K�H�U�R�S�W�L�R�Q�V
�L�Q�F�O�X�G�H������ �D�Q�G����������

�,�I�\�R�X�F�K�R�R�V�H�D�K�L�J�K�H�U�N�H�\�V�L�]�H�W�K�D�Q�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���W�K�H�S�K�R�Q�H�V�W�D�N�H�O�R�Q�J�H�U
�W�R�J�H�Q�H�U�D�W�H�W�K�H�H�Q�W�U�R�S�\�W�K�D�W�L�V�U�H�T�X�L�U�H�G�W�R�J�H�Q�H�U�D�W�H�W�K�H�N�H�\�V���.�H�\�J�H�Q�H�U�D�W�L�R�Q��
�Z�K�L�F�K�L�V�V�H�W�D�W�O�R�Z�S�U�L�R�U�L�W�\���D�O�O�R�Z�V�W�K�H�S�K�R�Q�H�W�R�I�X�Q�F�W�L�R�Q�Z�K�L�O�H�W�K�H�D�F�W�L�R�Q
�R�F�F�X�U�V���'�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�S�K�R�Q�H�P�R�G�H�O���\�R�X�P�D�\�Q�R�W�L�F�H�W�K�D�W�N�H�\�J�H�Q�H�U�D�W�L�R�Q
�W�D�N�H�V�X�S�W�R���� �R�U�P�R�U�H�P�L�Q�X�W�H�V�W�R�F�R�P�S�O�H�W�H��

�7�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H
�Z�L�Q�G�R�Z�L�Q�W�H�U�D�F�W�Z�L�W�K�W�K�H�&�$�3�)�S�D�U�D�P�H�W�H�U�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q
�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�F�R�Q�I�L�J�X�U�L�Q�J
�W�K�H�V�H�V�H�W�W�L�Q�J�V�R�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

Note

�.�H�\�6�L�]�H

�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�W�K�H�V�H�W�W�L�Q�J�V�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U�W�K�H�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�,�3��

Table 12: Security Profile for Phone That is Running SIP

DescriptionSetting

�(�Q�W�H�U�D�Q�D�P�H�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H��

�:�K�H�Q�\�R�X�V�D�Y�H�W�K�H�Q�H�Z�S�U�R�I�L�O�H���W�K�H�Q�D�P�H�G�L�V�S�O�D�\�V�L�Q�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\
�3�U�R�I�L�O�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�I�R�U�W�K�H
�S�K�R�Q�H�W�\�S�H�D�Q�G�S�U�R�W�R�F�R�O��

�,�Q�F�O�X�G�H�W�K�H�G�H�Y�L�F�H�P�R�G�H�O�D�Q�G�S�U�R�W�R�F�R�O�L�Q�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Q�D�P�H�W�R
�K�H�O�S�\�R�X�I�L�Q�G�W�K�H�F�R�U�U�H�F�W�S�U�R�I�L�O�H�Z�K�H�Q�\�R�X�D�U�H�V�H�D�U�F�K�L�Q�J�I�R�U�R�U�X�S�G�D�W�L�Q�J
�D�S�U�R�I�L�O�H��

Tip

�1�D�P�H

�(�Q�W�H�U�D�G�H�V�F�U�L�S�W�L�R�Q�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���'�H�V�F�U�L�S�W�L�R�Q

�(�Q�W�H�U�W�K�H�Q�X�P�E�H�U�R�I�P�L�Q�X�W�H�V���L�Q�V�H�F�R�Q�G�V���W�K�D�W�W�K�H�Q�R�Q�F�H�Y�D�O�X�H�L�V�Y�D�O�L�G���7�K�H
�G�H�I�D�X�O�W�Y�D�O�X�H�H�T�X�D�O�V������ �������P�L�Q�X�W�H�V�����:�K�H�Q�W�K�H�W�L�P�H�H�[�S�L�U�H�V���&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�J�H�Q�H�U�D�W�H�V�D�Q�H�Z�Y�D�O�X�H��

�$ �Q�R�Q�F�H�Y�D�O�X�H���D�U�D�Q�G�R�P�Q�X�P�E�H�U�W�K�D�W�V�X�S�S�R�U�W�V�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��
�J�H�W�V�X�V�H�G�W�R�F�D�O�F�X�O�D�W�H�W�K�H�0�'�� �K�D�V�K�R�I�W�K�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�S�D�V�V�Z�R�U�G��

Note

�1�R�Q�F�H�9�D�O�L�G�L�W�\�7�L�P�H
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Phone security profile settings



DescriptionSetting

�)�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�‡�1�R�Q�6�H�F�X�U�H�²�1�R�V�H�F�X�U�L�W�\�I�H�D�W�X�U�H�V�H�[�F�H�S�W�L�P�D�J�H���I�L�O�H���D�Q�G�G�H�Y�L�F�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�H�[�L�V�W�I�R�U�W�K�H�S�K�R�Q�H���$ �7�&�3�F�R�Q�Q�H�F�W�L�R�Q�R�S�H�Q�V�W�R�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�‡�$�X�W�K�H�Q�W�L�F�D�W�H�G�² �&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V
�L�Q�W�H�J�U�L�W�\�D�Q�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�W�K�H�S�K�R�Q�H���$ �7�/�6�F�R�Q�Q�H�F�W�L�R�Q�W�K�D�W�X�V�H�V
�1�8�/�/���6�+�$�R�S�H�Q�V�I�R�U�V�L�J�Q�D�O�L�Q�J��

�‡�(�Q�F�U�\�S�W�H�G�² �&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V
�L�Q�W�H�J�U�L�W�\���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�Q�G�H�Q�F�U�\�S�W�L�R�Q�I�R�U�W�K�H�S�K�R�Q�H���$ �7�/�6
�F�R�Q�Q�H�F�W�L�R�Q�W�K�D�W�X�V�H�V�$�(�6���������6�+�$�R�S�H�Q�V�I�R�U�V�L�J�Q�D�O�L�Q�J���D�Q�G�6�5�7�3
�F�D�U�U�L�H�V�W�K�H�P�H�G�L�D�I�R�U�D�O�O�S�K�R�Q�H�F�D�O�O�V�R�Q�D�O�O�6�5�7�3���F�D�S�D�E�O�H�K�R�S�V��

�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H

�:�K�H�Q�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�L�V�1�R�Q�6�H�F�X�U�H���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J
�R�S�W�L�R�Q�V�I�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���V�R�P�H�R�S�W�L�R�Q�V�P�D�\�Q�R�W�G�L�V�S�O�D�\����

�‡�7�&�3�²�&�K�R�R�V�H�W�K�H�7�U�D�Q�V�P�L�V�V�L�R�Q�&�R�Q�W�U�R�O�3�U�R�W�R�F�R�O�W�R�H�Q�V�X�U�H�W�K�D�W�S�D�F�N�H�W�V
�J�H�W�U�H�F�H�L�Y�H�G�L�Q�W�K�H�V�D�P�H�R�U�G�H�U�D�V�W�K�H�R�U�G�H�U�L�Q�Z�K�L�F�K�W�K�H�\�D�U�H�V�H�Q�W���7�K�L�V
�S�U�R�W�R�F�R�O�H�Q�V�X�U�H�V�W�K�D�W�Q�R�S�D�F�N�H�W�V�J�H�W�G�U�R�S�S�H�G���E�X�W�W�K�H�S�U�R�W�R�F�R�O�G�R�H�V�Q�R�W
�S�U�R�Y�L�G�H�D�Q�\�V�H�F�X�U�L�W�\��

�‡�8�'�3�²�&�K�R�R�V�H�W�K�H�8�V�H�U�'�D�W�D�J�U�D�P�3�U�R�W�R�F�R�O�W�R�H�Q�V�X�U�H�W�K�D�W�S�D�F�N�H�W�V�D�U�H
�U�H�F�H�L�Y�H�G�T�X�L�F�N�O�\���7�K�L�V�S�U�R�W�R�F�R�O���Z�K�L�F�K�F�D�Q�G�U�R�S�S�D�F�N�H�W�V���G�R�H�V�Q�R�W�H�Q�V�X�U�H
�W�K�D�W�S�D�F�N�H�W�V�D�U�H�U�H�F�H�L�Y�H�G�L�Q�W�K�H�R�U�G�H�U�L�Q�Z�K�L�F�K�W�K�H�\�D�U�H�V�H�Q�W���7�K�L�V
�S�U�R�W�R�F�R�O�G�R�H�V�Q�R�W�S�U�R�Y�L�G�H�D�Q�\�V�H�F�X�U�L�W�\��

�‡�7�&�3�� �8�'�3�²�&�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�L�I�\�R�X�Z�D�Q�W�W�R�X�V�H�D�F�R�P�E�L�Q�D�W�L�R�Q�R�I
�7�&�3�D�Q�G�8�'�3���7�K�L�V�R�S�W�L�R�Q�G�R�H�V�Q�R�W�S�U�R�Y�L�G�H�D�Q�\�V�H�F�X�U�L�W�\��

�:�K�H�Q�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�L�V�$�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�(�Q�F�U�\�S�W�H�G���7�/�6�V�S�H�F�L�I�L�H�V
�W�K�H�7�U�D�Q�V�S�R�U�W�7�\�S�H���7�/�6�S�U�R�Y�L�G�H�V�V�L�J�Q�D�O�L�Q�J�L�Q�W�H�J�U�L�W�\���G�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��
�D�Q�G�V�L�J�Q�D�O�L�Q�J�H�Q�F�U�\�S�W�L�R�Q���H�Q�F�U�\�S�W�H�G�P�R�G�H�R�Q�O�\���I�R�U�6�,�3�S�K�R�Q�H�V��

�,�I�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�F�D�Q�Q�R�W�E�H�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�S�U�R�I�L�O�H���W�K�H�W�U�D�Q�V�S�R�U�W
�W�\�S�H�V�S�H�F�L�I�L�H�V�8�'�3��

�7�U�D�Q�V�S�R�U�W�7�\�S�H

�,�I�\�R�X�F�K�H�F�N�W�K�L�V�F�K�H�F�N�E�R�[���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�F�K�D�O�O�H�Q�J�H�V�D�O�O�6�,�3�U�H�T�X�H�V�W�V�I�U�R�P�W�K�H�S�K�R�Q�H��

�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�G�R�H�V�Q�R�W�S�U�R�Y�L�G�H�G�H�Y�L�F�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���L�Q�W�H�J�U�L�W�\���R�U
�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\���&�K�R�R�V�H�D�V�H�F�X�U�L�W�\�P�R�G�H�R�I�D�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�H�Q�F�U�\�S�W�H�G�W�R�X�V�H
�W�K�H�V�H�I�H�D�W�X�U�H�V��

�(�Q�D�E�O�H�'�L�J�H�V�W�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q

�:�K�H�Q�W�K�L�V�F�K�H�F�N�E�R�[�L�V�F�K�H�F�N�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�H�Q�F�U�\�S�W�V�S�K�R�Q�H�G�R�Z�Q�O�R�D�G�V�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U���7�K�L�V�R�S�W�L�R�Q�H�[�L�V�W�V�I�R�U�&�L�V�F�R
�S�K�R�Q�H�V�R�Q�O�\��

�&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�H�Q�D�E�O�H�W�K�L�V�R�S�W�L�R�Q�D�Q�G�F�R�Q�I�L�J�X�U�H�D
�V�\�P�P�H�W�U�L�F�N�H�\�W�R�V�H�F�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�D�Q�G�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H
�S�D�V�V�Z�R�U�G�V��

Tip

�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J
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DescriptionSetting

�:�K�H�Q�W�K�L�V�F�K�H�F�N�E�R�[�L�V�F�K�H�F�N�H�G���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�R�P�L�W�V�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�S�K�R�Q�H�G�R�Z�Q�O�R�D�G�V�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U���7�K�L�V
�R�S�W�L�R�Q�H�[�L�V�W�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*�����������*�����������*���D�Q�G���������*
���6�,�3�R�Q�O�\����

�(�[�F�O�X�G�H�'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�V
�L�Q�&�R�Q�I�L�J�X�U�D�W�L�R�Q�)�L�O�H

�7�K�L�V�I�L�H�O�G�D�O�O�R�Z�V�\�R�X�W�R�F�K�R�R�V�H�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�H�W�K�R�G�W�K�D�W�W�K�H�S�K�R�Q�H�X�V�H�V
�G�X�U�L�Q�J�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q���7�K�L�V�R�S�W�L�R�Q�H�[�L�V�W�V�I�R�U�&�L�V�F�R�S�K�R�Q�H�V
�R�Q�O�\��

�)�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�‡�%�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�²�,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V�R�U�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\
�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�R�Q�O�\�Z�K�H�Q�W�K�H�X�V�H�U�H�Q�W�H�U�V�W�K�H�&�$�3�)�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H��

�‡�%�\�1�X�O�O�6�W�U�L�Q�J�² �,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V�R�U�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W
�F�H�U�W�L�I�L�F�D�W�H�Z�L�W�K�R�X�W�X�V�H�U�L�Q�W�H�U�Y�H�Q�W�L�R�Q��
�7�K�L�V�R�S�W�L�R�Q�S�U�R�Y�L�G�H�V�Q�R�V�H�F�X�U�L�W�\���&�L�V�F�R�V�W�U�R�Q�J�O�\�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X
�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�R�Q�O�\�I�R�U�F�O�R�V�H�G���V�H�F�X�U�H�H�Q�Y�L�U�R�Q�P�H�Q�W�V��

�‡�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H���3�U�H�F�H�G�H�Q�F�H�W�R�/�6�&���² �,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V�R�U
�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�L�I�D�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G
�F�H�U�W�L�I�L�F�D�W�H���0�,�&���R�U�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���/�6�&���H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H���,�I�D�/�6�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�Y�L�D�W�K�H�/�6�&��
�U�H�J�D�U�G�O�H�V�V�Z�K�H�W�K�H�U�D�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���,�I�D�/�6�&�G�R�H�V�Q�R�W�H�[�L�V�W
�L�Q�W�K�H�S�K�R�Q�H���E�X�W�D�0�,�&�G�R�H�V�H�[�L�V�W���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�Y�L�D�W�K�H�0�,�&��
�%�H�I�R�U�H�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q���Y�H�U�L�I�\�W�K�D�W�D�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H���,�I�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�D�Q�G�Q�R�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H��
�W�K�H�R�S�H�U�D�W�L�R�Q�I�D�L�O�V��

�$�W�D�Q�\�W�L�P�H���W�K�H�S�K�R�Q�H�X�V�H�V�R�Q�O�\�R�Q�H�F�H�U�W�L�I�L�F�D�W�H�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�W�R�&�$�3�)
�H�Y�H�Q�W�K�R�X�J�K�D�0�,�&�D�Q�G�/�6�&�F�D�Q�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H�D�W�W�K�H�V�D�P�H�W�L�P�H��
�,�I�W�K�H�S�U�L�P�D�U�\�F�H�U�W�L�I�L�F�D�W�H���Z�K�L�F�K�W�D�N�H�V�S�U�H�F�H�G�H�Q�F�H���E�H�F�R�P�H�V
�F�R�P�S�U�R�P�L�V�H�G�I�R�U�D�Q�\�U�H�D�V�R�Q���R�U���L�I�\�R�X�Z�D�Q�W�W�R�D�X�W�K�H�Q�W�L�F�D�W�H�Y�L�D�W�K�H
�R�W�K�H�U�F�H�U�W�L�I�L�F�D�W�H���\�R�X�P�X�V�W�X�S�G�D�W�H�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�R�G�H��

�‡�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H���3�U�H�F�H�G�H�Q�F�H�W�R�0�,�&���²�,�Q�V�W�D�O�O�V���X�S�J�U�D�G�H�V�R�U
�W�U�R�X�E�O�H�V�K�R�R�W�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�L�I�D�/�6�&�R�U�0�,�&�H�[�L�V�W�V�L�Q
�W�K�H�S�K�R�Q�H���,�I�D�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�Y�L�D�W�K�H
�0�,�&���U�H�J�D�U�G�O�H�V�V�Z�K�H�W�K�H�U�D�/�6�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���,�I�D�/�6�&�H�[�L�V�W�V�L�Q
�W�K�H�S�K�R�Q�H���E�X�W�D�0�,�&�G�R�H�V�Q�R�W�H�[�L�V�W���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�F�F�X�U�V�Y�L�D�W�K�H�/�6�&��
�%�H�I�R�U�H�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q���Y�H�U�L�I�\�W�K�D�W�D�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H���,�I�\�R�X�F�K�R�R�V�H�W�K�L�V�R�S�W�L�R�Q�D�Q�G�Q�R�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H��
�W�K�H�R�S�H�U�D�W�L�R�Q�I�D�L�O�V��

�7�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H
�Z�L�Q�G�R�Z�L�Q�W�H�U�D�F�W�Z�L�W�K�W�K�H�&�$�3�)�S�D�U�D�P�H�W�H�U�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q
�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�V�H�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

Note

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�0�R�G�H
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Phone security profile settings



DescriptionSetting

�)�R�U�W�K�L�V�V�H�W�W�L�Q�J�W�K�D�W�L�V�X�V�H�G�I�R�U�&�$�3�)���F�K�R�R�V�H�W�K�H�N�H�\�V�L�]�H�I�R�U�W�K�H�F�H�U�W�L�I�L�F�D�W�H
�I�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���7�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J�H�T�X�D�O�V�����������2�W�K�H�U�R�S�W�L�R�Q�V
�L�Q�F�O�X�G�H������ �D�Q�G����������

�,�I�\�R�X�F�K�R�R�V�H�D�K�L�J�K�H�U�N�H�\�V�L�]�H�W�K�D�Q�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���W�K�H�S�K�R�Q�H�V�W�D�N�H�O�R�Q�J�H�U
�W�R�J�H�Q�H�U�D�W�H�W�K�H�H�Q�W�U�R�S�\�W�K�D�W�L�V�U�H�T�X�L�U�H�G�W�R�J�H�Q�H�U�D�W�H�W�K�H�N�H�\�V���.�H�\�J�H�Q�H�U�D�W�L�R�Q��
�Z�K�L�F�K�L�V�V�H�W�D�W�O�R�Z�S�U�L�R�U�L�W�\���D�O�O�R�Z�V�W�K�H�S�K�R�Q�H�W�R�I�X�Q�F�W�L�R�Q�Z�K�L�O�H�W�K�H�D�F�W�L�R�Q
�R�F�F�X�U�V���'�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�S�K�R�Q�H�P�R�G�H�O���\�R�X�P�D�\�Q�R�W�L�F�H�W�K�D�W�N�H�\�J�H�Q�H�U�D�W�L�R�Q
�W�D�N�H�V�X�S�W�R���� �R�U�P�R�U�H�P�L�Q�X�W�H�V�W�R�F�R�P�S�O�H�W�H��

�7�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H
�Z�L�Q�G�R�Z�L�Q�W�H�U�D�F�W�Z�L�W�K�W�K�H�&�$�3�)�S�D�U�D�P�H�W�H�U�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�L�Q
�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�I�R�U�L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�V�H�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

Note

�.�H�\�6�L�]�H

�7�K�L�V�V�H�W�W�L�Q�J�D�S�S�O�L�H�V�W�R�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�W�K�D�W�X�V�H�8�'�3 �W�U�D�Q�V�S�R�U�W��

�(�Q�W�H�U�W�K�H�S�R�U�W�Q�X�P�E�H�U�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���6�,�3�R�Q�O�\���W�K�D�W�X�V�H�8�'�3
�W�R�O�L�V�W�H�Q�I�R�U�6�,�3�P�H�V�V�D�J�H�V�I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��
�7�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J�H�T�X�D�O�V����������

�3�K�R�Q�H�V�W�K�D�W�X�V�H�7�&�3�R�U�7�/�6�L�J�Q�R�U�H�W�K�L�V�V�H�W�W�L�Q�J��

�6�,�3�3�K�R�Q�H�3�R�U�W

Related Topics

�&�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�S�K�R�Q�H�V�V�H�W�X�S�� �R�Q�S�D�J�H������
�(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Apply phone security profile
�<�R�X�D�S�S�O�\�D�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�W�K�H�S�K�R�Q�H�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

Before You Begin

�%�H�I�R�U�H�\�R�X�D�S�S�O�\�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�X�V�H�V�F�H�U�W�L�I�L�F�D�W�H�V�I�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�R�I�W�K�H�S�K�R�Q�H���H�Q�V�X�U�H�W�K�D�W�S�K�R�Q�H
�F�R�Q�W�D�L�Q�V�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���/�6�&���R�U�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H���0�,�&����

�,�I�W�K�H�S�K�R�Q�H�G�R�H�V�Q�R�W�F�R�Q�W�D�L�Q�D�F�H�U�W�L�I�L�F�D�W�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�V�W�H�S�V��

�� �,�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���D�S�S�O�\�D�Q�R�Q�V�H�F�X�U�H�S�U�R�I�L�O�H��

�� �,�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���L�Q�V�W�D�O�O�D�F�H�U�W�L�I�L�F�D�W�H�E�\�F�R�Q�I�L�J�X�U�L�Q�J�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V���)�R�U�P�R�U�H
�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�S�H�U�I�R�U�P�L�Q�J�W�K�L�V�W�D�V�N��
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�� �,�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���D�S�S�O�\�D�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�L�V�F�R�Q�I�L�J�X�U�H�G�I�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�R�U�H�Q�F�U�\�S�W�L�R�Q��

�7�R�D�S�S�O�\�D�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�D�G�H�Y�L�F�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �)�L�Q�G�W�K�H�S�K�R�Q�H���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �$�I�W�H�U�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���O�R�F�D�W�H�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��

Step 3 �)�U�R�P�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�D�S�S�O�L�H�V�W�R�W�K�H�G�H�Y�L�F�H��
�2�Q�O�\�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�W�K�D�W�D�U�H�F�R�Q�I�L�J�X�U�H�G�I�R�U�W�K�H�S�K�R�Q�H�W�\�S�H�D�Q�G�S�U�R�W�R�F�R�O�G�L�V�S�O�D�\��

Step 4 �&�O�L�F�N�6�D�Y�H��

Step 5 �7�R�D�S�S�O�\�W�K�H�F�K�D�Q�J�H�V�W�R�W�K�H�D�S�S�O�L�F�D�E�O�H�S�K�R�Q�H���F�O�L�F�N�$�S�S�O�\�&�R�Q�I�L�J��

What to Do Next

�,�I�\�R�X�F�R�Q�I�L�J�X�U�H�G�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���\�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V
�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���7�K�H�Q���\�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�W�K�H�'�L�J�H�V�W�8�V�H�U�V�H�W�W�L�Q�J�L�Q�W�K�H�3�K�R�Q�H
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

Related Topics

�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�S�K�R�Q�H�V�V�H�W�X�S�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�� �R�Q�S�D�J�H������

Synchronize phone security profile with phones
�7�R�V�\�Q�F�K�U�R�Q�L�]�H�S�K�R�Q�H�V�Z�L�W�K�D�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�W�K�D�W�K�D�V�X�Q�G�H�U�J�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�K�D�Q�J�H�V���S�H�U�I�R�U�P�W�K�H
�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H���Z�K�L�F�K�Z�L�O�O�D�S�S�O�\�D�Q�\�R�X�W�V�W�D�Q�G�L�Q�J�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V�L�Q�W�K�H�O�H�D�V�W���L�Q�W�U�X�V�L�Y�H�P�D�Q�Q�H�U
�S�R�V�V�L�E�O�H�����)�R�U�H�[�D�P�S�O�H���D�U�H�V�H�W���U�H�V�W�D�U�W�P�D�\�Q�R�W�E�H�U�H�T�X�L�U�H�G�R�Q�V�R�P�H�D�I�I�H�F�W�H�G�S�K�R�Q�H�V����

Procedure

Step 1 �&�K�R�R�V�H�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�! �3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��
�7�K�H�)�L�Q�G�D�Q�G�/�L�V�W�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�V�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

Step 2 �&�K�R�R�V�H�W�K�H�V�H�D�U�F�K�F�U�L�W�H�U�L�D�W�R�X�V�H��

Step 3 �&�O�L�F�N�)�L�Q�G��
�7�K�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�D�O�L�V�W�R�I�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�W�K�D�W�P�D�W�F�K�W�K�H�V�H�D�U�F�K�F�U�L�W�H�U�L�D��

Step 4 �&�O�L�F�N�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�Z�K�L�F�K�\�R�X�Z�D�Q�W�W�R�V�\�Q�F�K�U�R�Q�L�]�H�D�S�S�O�L�F�D�E�O�H�S�K�R�Q�H�V��
�7�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V��

Step 5 �0�D�N�H�D�Q�\�D�G�G�L�W�L�R�Q�D�O�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�K�D�Q�J�H�V��

Step 6 �&�O�L�F�N�6�D�Y�H��

Step 7 �&�O�L�F�N�$�S�S�O�\�&�R�Q�I�L�J��
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�7�K�H�$�S�S�O�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�,�Q�I�R�U�P�D�W�L�R�Q�G�L�D�O�R�J�G�L�V�S�O�D�\�V��

Step 8 �&�O�L�F�N�2�. ��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�� �R�Q�S�D�J�H������

Delete phone security profile
�7�K�L�V�V�H�F�W�L�R�Q�G�H�V�F�U�L�E�H�V�K�R�Z�W�R�G�H�O�H�W�H�D�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�U�R�P�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�G�D�W�D�E�D�V�H��

Before You Begin

�%�H�I�R�U�H�\�R�X�F�D�Q�G�H�O�H�W�H�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���\�R�X
�P�X�V�W�D�S�S�O�\�D�G�L�I�I�H�U�H�Q�W�S�U�R�I�L�O�H�W�R�W�K�H�G�H�Y�L�F�H�V�R�U�G�H�O�H�W�H�D�O�O�G�H�Y�L�F�H�V�W�K�D�W�X�V�H�W�K�H�S�U�R�I�L�O�H���7�R�I�L�Q�G�R�X�W�Z�K�L�F�K�G�H�Y�L�F�H�V
�X�V�H�W�K�H�S�U�R�I�L�O�H���F�K�R�R�V�H�'�H�S�H�Q�G�H�Q�F�\�5�H�F�R�U�G�V�I�U�R�P�W�K�H�5�H�O�D�W�H�G�/�L�Q�N�V�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[�L�Q�W�K�H�6�H�F�X�U�L�W�\
�3�U�R�I�L�O�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�D�Q�G�F�O�L�F�N�*�R��

�,�I�W�K�H�G�H�S�H�Q�G�H�Q�F�\�U�H�F�R�U�G�V�I�H�D�W�X�U�H�L�V�Q�R�W�H�Q�D�E�O�H�G�I�R�U�W�K�H�V�\�V�W�H�P���J�R�W�R�6�\�V�W�H�P�! �(�Q�W�H�U�S�U�L�V�H�3�D�U�D�P�H�W�H�U�V
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�D�Q�G�F�K�D�Q�J�H�W�K�H�(�Q�D�E�O�H�'�H�S�H�Q�G�H�Q�F�\�5�H�F�R�U�G�V�V�H�W�W�L�Q�J�W�R�7�U�X�H���$ �P�H�V�V�D�J�H�G�L�V�S�O�D�\�V�L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W�K�L�J�K�&�3�8�F�R�Q�V�X�P�S�W�L�R�Q�W�K�D�W�U�H�O�D�W�H�V�W�R�W�K�H�G�H�S�H�Q�G�H�Q�F�\�U�H�F�R�U�G�V�I�H�D�W�X�U�H���6�D�Y�H�\�R�X�U�F�K�D�Q�J�H�W�R�D�F�W�L�Y�D�W�H
�G�H�S�H�Q�G�H�Q�F�\�U�H�F�R�U�G�V���)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�G�H�S�H�Q�G�H�Q�F�\�U�H�F�R�U�G�V���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�6�\�V�W�H�P�*�X�L�G�H��

Procedure

Step 1 �)�L�Q�G�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�G�H�O�H�W�H��

Step 2 �7�R�G�H�O�H�W�H�P�X�O�W�L�S�O�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V���F�K�H�F�N�W�K�H�F�K�H�F�N�E�R�[�H�V�Q�H�[�W�W�R�W�K�H�D�S�S�U�R�S�U�L�D�W�H�F�K�H�F�N�E�R�[�L�Q�W�K�H�)�L�Q�G�D�Q�G
�/�L�V�W�Z�L�Q�G�R�Z���W�K�H�Q���F�O�L�F�N�'�H�O�H�W�H�6�H�O�H�F�W�H�G���<�R�X�F�D�Q�G�H�O�H�W�H�D�O�O�F�R�Q�I�L�J�X�U�D�E�O�H�U�H�F�R�U�G�V�I�R�U�W�K�L�V�V�H�O�H�F�W�L�R�Q�E�\�F�O�L�F�N�L�Q�J
�6�H�O�H�F�W�$�O�O�D�Q�G�W�K�H�Q�F�O�L�F�N�L�Q�J�'�H�O�H�W�H�6�H�O�H�F�W�H�G��

Step 3 �7�R�G�H�O�H�W�H�D�V�L�Q�J�O�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�H�U�I�R�U�P�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V��

�D���,�Q�W�K�H�)�L�Q�G�D�Q�G�/�L�V�W�Z�L�Q�G�R�Z���F�K�H�F�N�W�K�H�F�K�H�F�N�E�R�[�Q�H�[�W�W�R�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���W�K�H�Q���F�O�L�F�N
�'�H�O�H�W�H�6�H�O�H�F�W�H�G��

Step 4 �:�K�H�Q�S�U�R�P�S�W�H�G�W�R�F�R�Q�I�L�U�P�W�K�H�G�H�O�H�W�H�R�S�H�U�D�W�L�R�Q���F�O�L�F�N�2�. �W�R�G�H�O�H�W�H�R�U�&�D�Q�F�H�O�W�R�F�D�Q�F�H�O�W�K�H�G�H�O�H�W�H�R�S�H�U�D�W�L�R�Q��

Related Topics

�)�L�Q�G�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�� �R�Q�S�D�J�H������

Find phones with phone security profiles
�7�R�I�L�Q�G�W�K�H�S�K�R�Q�H�V�W�K�D�W�X�V�H�D�V�S�H�F�L�I�L�F�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��
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Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�'�H�Y�L�F�H�! �3�K�R�Q�H��

Step 2 �)�U�R�P�W�K�H�I�L�U�V�W�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�W�K�H�V�H�D�U�F�K�S�D�U�D�P�H�W�H�U�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H��

�D���)�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�W�W�H�U�Q��
�E���6�S�H�F�L�I�\�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�D�U�F�K�W�H�[�W���L�I�D�S�S�O�L�F�D�E�O�H��

�7�R�D�G�G�D�G�G�L�W�L�R�Q�D�O�V�H�D�U�F�K�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�� �E�X�W�W�R�Q���:�K�H�Q�\�R�X�D�G�G�F�U�L�W�H�U�L�D���W�K�H�V�\�V�W�H�P�V�H�D�U�F�K�H�V
�I�R�U�D�U�H�F�R�U�G�W�K�D�W�P�D�W�F�K�H�V�D�O�O�F�U�L�W�H�U�L�D�W�K�D�W�\�R�X�V�S�H�F�L�I�\���7�R�U�H�P�R�Y�H�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�±�E�X�W�W�R�Q�W�R
�U�H�P�R�Y�H�W�K�H�O�D�V�W�D�G�G�H�G�F�U�L�W�H�U�L�R�Q�R�U�F�O�L�F�N�W�K�H�&�O�H�D�U�)�L�O�W�H�U�E�X�W�W�R�Q�W�R�U�H�P�R�Y�H�D�O�O�D�G�G�H�G�V�H�D�U�F�K�F�U�L�W�H�U�L�D��

Note

Step 3 �&�O�L�F�N�)�L�Q�G��
�$�O�O�P�D�W�F�K�L�Q�J�U�H�F�R�U�G�V�G�L�V�S�O�D�\���<�R�X�F�D�Q�F�K�D�Q�J�H�W�K�H�Q�X�P�E�H�U�R�I�L�W�H�P�V�W�K�D�W�G�L�V�S�O�D�\�R�Q�H�D�F�K�S�D�J�H�E�\�F�K�R�R�V�L�Q�J�D
�G�L�I�I�H�U�H�Q�W�Y�D�O�X�H�I�U�R�P�W�K�H�5�R�Z�V�S�H�U�3�D�J�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[��

Step 4 �)�U�R�P�W�K�H�O�L�V�W�R�I�U�H�F�R�U�G�V�W�K�D�W�G�L�V�S�O�D�\���F�O�L�F�N�W�K�H�O�L�Q�N�I�R�U�W�K�H�U�H�F�R�U�G�W�K�D�W�\�R�X�Z�D�Q�W�W�R�Y�L�H�Z��
�7�R�U�H�Y�H�U�V�H�W�K�H�V�R�U�W�R�U�G�H�U���F�O�L�F�N�W�K�H�X�S�R�U�G�R�Z�Q�D�U�U�R�Z���L�I�D�Y�D�L�O�D�E�O�H���L�Q�W�K�H�O�L�V�W
�K�H�D�G�H�U��

Note

�7�K�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�W�K�H�L�W�H�P�W�K�D�W�\�R�X�F�K�R�R�V�H��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�� �R�Q�S�D�J�H������

Where to find more information about security profiles

Related Topics

�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H����
�$�E�R�X�W�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H����
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H����
�(�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������
�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�S�K�R�Q�H�V�V�H�W�X�S�� �R�Q�S�D�J�H������
�3�K�R�Q�H�K�D�U�G�H�Q�L�Q�J�� �R�Q�S�D�J�H������
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C H A P T E R  8
Secure and nonsecure indication tone setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�V�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�H�W�X�S���7�K�H�V�\�V�W�H�P�S�O�D�\�V�V�H�F�X�U�H
�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�R�Q�D�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�W�R�L�Q�G�L�F�D�W�H�Z�K�H�W�K�H�U�D�F�D�O�O�L�V�H�Q�F�U�\�S�W�H�G��

�‡ �6�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V���S�D�J�H������

�‡ �6�X�S�S�R�U�W�H�G�G�H�Y�L�F�H�V���S�D�J�H������

�‡ �6�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�L�P�S�R�U�W�D�Q�W�L�Q�I�R�U�P�D�W�L�R�Q���S�D�J�H������

�‡ �6�H�F�X�U�H�W�R�Q�H�V�H�W�X�S�U�H�T�X�L�U�H�P�H�Q�W�V���S�D�J�H������

Secure and nonsecure indication tones
�7�K�H�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�S�O�D�\�V�R�Q�D�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�Z�K�H�Q�W�K�H�R�Y�H�U�D�O�O�V�W�D�W�X�V�R�I�W�K�H�F�D�O�O�V�S�H�F�L�I�L�H�V�S�U�R�W�H�F�W�H�G��
�W�K�D�W�L�V���Z�K�H�Q�W�K�H�V�\�V�W�H�P�G�H�W�H�U�P�L�Q�H�V�W�K�D�W�W�K�H�F�D�O�O�L�V�H�Q�F�U�\�S�W�H�G���7�K�H�W�R�Q�H�G�H�Q�R�W�H�V�W�K�D�W�W�K�H�F�D�O�O�L�V�S�U�R�W�H�F�W�H�G�D�Q�G
�W�K�D�W�F�R�Q�I�L�G�H�Q�W�L�D�O�L�Q�I�R�U�P�D�W�L�R�Q�P�D�\�E�H�H�[�F�K�D�Q�J�H�G���7�K�H�W�R�Q�H�F�R�P�S�U�L�V�H�V�W�K�U�H�H�O�R�Q�J�E�H�H�S�V���,�I�W�K�H�R�Y�H�U�D�O�O�V�W�D�W�X�V�R�I
�W�K�H�F�D�O�O�V�S�H�F�L�I�L�H�V�S�U�R�W�H�F�W�H�G���W�K�H�W�R�Q�H�E�H�J�L�Q�V�W�R�S�O�D�\�R�Q�D�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�D�V�V�R�R�Q�D�V�W�K�H�F�D�O�O�H�G�S�D�U�W�\�D�Q�V�Z�H�U�V��

�:�K�H�Q�W�K�H�R�Y�H�U�D�O�O�V�W�D�W�X�V�R�I�W�K�H�F�D�O�O�L�V�Q�R�W�S�U�R�W�H�F�W�H�G���W�K�H�V�\�V�W�H�P�S�O�D�\�V�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H���Z�K�L�F�K�F�R�P�S�U�L�V�H�V
�V�L�[�V�K�R�U�W�E�H�H�S�V���R�Q�D�S�U�R�W�H�F�W�H�G�S�K�R�Q�H��

�2�Q�O�\�F�D�O�O�H�U�V�R�Q�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�V�F�D�Q�K�H�D�U�V�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V���&�D�O�O�H�U�V�R�Q�S�K�R�Q�H�V�W�K�D�W
�D�U�H�Q�R�W�S�U�R�W�H�F�W�H�G�Q�H�Y�H�U�K�H�D�U�W�K�H�V�H�W�R�Q�H�V��

Note

Protected devices
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�G�H�V�L�J�Q�D�W�H�V�D�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���<�R�X�F�D�Q�F�R�Q�I�L�J�X�U�H
�R�Q�O�\�V�X�S�S�R�U�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�D�Q�G�0�*�&�3�(�� �3�5�,�J�D�W�H�Z�D�\�V�D�V�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�D�Q�D�O�V�R�G�L�U�H�F�W�D�Q�0�*�&�3�,�2�6�J�D�W�H�Z�D�\�W�R�S�O�D�\�V�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H
�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�Z�K�H�Q�W�K�H�V�\�V�W�H�P�G�H�W�H�U�P�L�Q�H�V�W�K�H�S�U�R�W�H�F�W�H�G�V�W�D�W�X�V�R�I�D�F�D�O�O��

�<�R�X�F�D�Q�P�D�N�H�W�K�H�I�R�O�O�R�Z�L�Q�J�W�\�S�H�V�R�I�F�D�O�O�V�W�K�D�W�F�D�Q�X�V�H�W�K�H�V�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V��
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�‡�,�Q�W�U�D�F�O�X�V�W�H�U�,�3���W�R���,�3�F�D�O�O�V

�‡�,�Q�W�H�U�F�O�X�V�W�H�U�F�D�O�O�V�W�K�D�W�W�K�H�V�\�V�W�H�P�G�H�W�H�U�P�L�Q�H�V�D�U�H�S�U�R�W�H�F�W�H�G

�‡�,�3���W�R���7�L�P�H���'�L�Y�L�V�L�R�Q���0�X�O�W�L�S�O�H�[�L�Q�J���7�'�0�� �F�D�O�O�V�W�K�U�R�X�J�K�D�S�U�R�W�H�F�W�H�G�0�*�&�3�(�� �3�5�,�J�D�W�H�Z�D�\

Related Topics

�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�V�X�S�S�R�U�W�L�Q�J�+�7�7�3�6�� �R�Q�S�D�J�H����

Supported devices
�<�R�X�F�D�Q�X�V�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J�W�R�G�H�W�H�U�P�L�Q�H�Z�K�L�F�K�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�P�R�G�H�O�V�V�X�S�S�R�U�W�V�H�F�X�U�H�D�Q�G
�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V���)�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J���F�O�L�F�N�8�Q�L�I�L�H�G�&�0 �3�K�R�Q�H�)�H�D�W�X�U�H�/�L�V�W���)�R�U�W�K�H
�)�H�D�W�X�U�H�S�X�O�O���G�R�Z�Q�P�H�Q�X���F�K�R�R�V�H�6�H�F�X�U�H�7�R�Q�H���7�K�H�V�\�V�W�H�P�G�L�V�S�O�D�\�V�D�O�L�V�W�R�I�S�U�R�G�X�F�W�V�W�K�D�W�V�X�S�S�R�U�W�W�K�H�I�H�D�W�X�U�H��

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�X�V�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J���V�H�H�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�5�H�S�R�U�W�L�Q�J�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q
�*�X�L�G�H��

Secure and nonsecure indication tones important information
�7�K�L�V�V�H�F�W�L�R�Q�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�S�H�U�W�D�L�Q�V�W�R�W�K�H�L�P�S�D�F�W�R�I�X�V�L�Q�J�W�K�H�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�I�H�D�W�X�U�H��

�‡�)�D�F�W�V�D�E�R�X�W�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�V

�•�<�R�X�F�D�Q�F�R�Q�I�L�J�X�U�H�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�R�U�6�,�3�D�V�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�V��

�•�3�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�V�F�D�Q�F�D�O�O�Q�R�Q�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�V�W�K�D�W�D�U�H�H�L�W�K�H�U�H�Q�F�U�\�S�W�H�G�R�U�Q�R�Q�H�Q�F�U�\�S�W�H�G���,�Q�V�X�F�K
�F�D�V�H�V���W�K�H�F�D�O�O�V�S�H�F�L�I�L�H�V�Q�R�Q�S�U�R�W�H�F�W�H�G�D�Q�G�W�K�H�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�Z�L�O�O�S�O�D�\��

�•�:�K�H�Q�D�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�F�D�O�O�V�D�Q�R�W�K�H�U�S�U�R�W�H�F�W�H�G�S�K�R�Q�H���E�X�W�W�K�H�P�H�G�L�D�L�V�Q�R�W�H�Q�F�U�\�S�W�H�G���W�K�H�F�D�O�O
�G�R�H�V�Q�R�W�G�U�R�S���,�Q�W�K�L�V�F�D�V�H���W�K�H�V�\�V�W�H�P�S�O�D�\�V�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�W�R�W�K�H�S�K�R�Q�H�V�R�Q�W�K�H�F�D�O�O��

�‡�)�R�U�Y�L�G�H�R�F�D�O�O�V���W�K�H�V�\�V�W�H�P�S�O�D�\�V�V�H�F�X�U�H�D�Q�G�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�V�R�Q�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H�V��

�)�R�U�Y�L�G�H�R�F�D�O�O�V���W�K�H�X�V�H�U�P�D�\�I�L�U�V�W�K�H�D�U�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�I�R�U�W�K�H�D�X�G�L�R�S�R�U�W�L�R�Q�R�I
�W�K�H�F�D�O�O�D�Q�G�W�K�H�Q�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�I�R�U�R�Y�H�U�D�O�O�Q�R�Q�V�H�F�X�U�H�P�H�G�L�D��

Note

�‡�$ �O�R�F�N�L�F�R�Q�W�K�D�W�G�L�V�S�O�D�\�V�R�Q�D�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�L�Q�G�L�F�D�W�H�V�W�K�D�W�W�K�H�P�H�G�L�D�L�V�H�Q�F�U�\�S�W�H�G���E�X�W�G�R�H�V
�Q�R�W�Q�H�F�H�V�V�D�U�L�O�\�P�H�D�Q�W�K�D�W�W�K�H�S�K�R�Q�H�K�D�V�E�H�H�Q�F�R�Q�I�L�J�X�U�H�G�D�V�D�S�U�R�W�H�F�W�H�G�G�H�Y�L�F�H���+�R�Z�H�Y�H�U���W�K�H�O�R�F�N�L�F�R�Q
�P�X�V�W�E�H�S�U�H�V�H�Q�W�I�R�U�D�S�U�R�W�H�F�W�H�G�F�D�O�O�W�R�R�F�F�X�U��

�‡�7�K�H�I�R�O�O�R�Z�L�Q�J�V�H�U�Y�L�F�H�V�D�Q�G�I�H�D�W�X�U�H�V�D�U�H�L�P�S�D�F�W�H�G��

�•�0�X�O�W�L�O�L�Q�H�V�X�S�S�O�H�P�H�Q�W�D�U�\�V�H�U�Y�L�F�H�V���V�X�F�K�D�V�F�D�O�O�W�U�D�Q�V�I�H�U���F�R�Q�I�H�U�H�Q�F�H���D�Q�G�F�D�O�O�Z�D�L�W�L�Q�J���D�U�H�V�X�S�S�R�U�W�H�G
�R�Q�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�V���:�K�H�Q�W�K�H�X�V�H�U�L�Q�Y�R�N�H�V�D�V�X�S�S�O�H�P�H�Q�W�D�U�\�V�H�U�Y�L�F�H�R�Q�D�S�U�R�W�H�F�W�H�G�S�K�R�Q�H���W�K�H
�V�\�V�W�H�P�S�O�D�\�V�V�H�F�X�U�H�R�U�Q�R�Q�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�W�R�U�H�I�O�H�F�W�W�K�H�X�S�G�D�W�H�G�V�W�D�W�X�V�R�I�W�K�H�F�D�O�O��

�•�&�L�V�F�R�(�[�W�H�Q�V�L�R�Q�0�R�E�L�O�L�W�\�D�Q�G�-�R�L�Q�$�F�U�R�V�V�/�L�Q�H�V�H�U�Y�L�F�H�V�D�U�H�G�L�V�D�E�O�H�G�R�Q�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�V��

�•�6�K�D�U�H�G���O�L�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�L�V�Q�R�W�D�Y�D�L�O�D�E�O�H�R�Q�S�U�R�W�H�F�W�H�G�S�K�R�Q�H�V��

�•�+�R�O�G���5�H�V�X�P�H�D�Q�G�&�D�O�O�)�R�U�Z�D�U�G�$�O�O�D�U�H�V�X�S�S�R�U�W�H�G�I�R�U�S�U�R�W�H�F�W�H�G�F�D�O�O�V��
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�‡�)�D�F�W�V�D�E�R�X�W�0�*�&�3�(�� �3�5�,�J�D�W�H�Z�D�\�V

�•�<�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�W�K�H�0�*�&�3�J�D�W�H�Z�D�\�I�R�U�6�5�7�3�H�Q�F�U�\�S�W�L�R�Q���&�R�Q�I�L�J�X�U�H�W�K�H�J�D�W�H�Z�D�\�Z�L�W�K�W�K�L�V
�F�R�P�P�D�Q�G���P�J�F�S�S�D�F�N�D�J�H���F�D�S�D�E�L�O�L�W�\�V�U�W�S���S�D�F�N�D�J�H��

�•�7�K�H�0�*�&�3�J�D�W�H�Z�D�\�P�X�V�W�V�S�H�F�L�I�\�D�Q�$�G�Y�D�Q�F�H�G�,�3�6�H�U�Y�L�F�H�V�R�U�$�G�Y�D�Q�F�H�G�(�Q�W�H�U�S�U�L�V�H�6�H�U�Y�L�F�H�V�L�P�D�J�H
���I�R�U�H�[�D�P�S�O�H���F�����������D�G�Y�H�Q�W�H�U�S�U�L�V�H�N�����P�]���������������7���E�L�Q����

�•�3�U�R�W�H�F�W�H�G�V�W�D�W�X�V�J�H�W�V�H�[�F�K�D�Q�J�H�G�Z�L�W�K�W�K�H�0�*�&�3�(�� �3�5�,�J�D�W�H�Z�D�\�E�\�X�V�L�Q�J�S�U�R�S�U�L�H�W�D�U�\�)�D�F�L�O�L�W�\�,�(
�L�Q�W�K�H�0�*�&�3�3�5�,�6�H�W�X�S���$�O�H�U�W���D�Q�G�&�R�Q�Q�H�F�W�P�H�V�V�D�J�H�V��

�•�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�O�D�\�V�W�K�H�V�H�F�X�U�H�L�Q�G�L�F�D�W�L�R�Q�W�R�Q�H�R�Q�O�\�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�,�3�3�K�R�Q�H���$ �3�%�;�L�Q�W�K�H�Q�H�W�Z�R�U�N�S�O�D�\�V�W�K�H�W�R�Q�H�W�R�W�K�H�J�D�W�H�Z�D�\�H�Q�G�R�I�W�K�H�F�D�O�O��

�•�,�I�W�K�H�P�H�G�L�D�E�H�W�Z�H�H�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�Q�G�W�K�H�0�*�&�3�(�� �3�5�,�J�D�W�H�Z�D�\�L�V�Q�R�W�H�Q�F�U�\�S�W�H�G��
�W�K�H�F�D�O�O�G�U�R�S�V��

�)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�L�R�Q�I�R�U�0�*�&�3�J�D�W�H�Z�D�\�V���U�H�I�H�U�W�R�0�H�G�L�D�D�Q�G�6�L�J�Q�D�O�L�Q�J
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�(�Q�F�U�\�S�W�L�R�Q�)�H�D�W�X�U�H�I�R�U�&�L�V�F�R�,�2�6�0�*�&�3�*�D�W�H�Z�D�\�V�I�R�U�W�K�H�Y�H�U�V�L�R�Q
�R�I�&�L�V�F�R�,�2�6�V�R�I�W�Z�D�U�H�W�K�D�W�\�R�X�D�U�H�X�V�L�Q�J��

Note

Secure tone setup requirements
�<�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�W�K�H�I�R�O�O�R�Z�L�Q�J�L�W�H�P�V�I�R�U�W�K�H�V�H�F�X�U�H�W�R�Q�H�W�R�S�O�D�\��

�‡�,�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���Z�K�L�F�K�\�R�X�F�D�Q�Q�D�Y�L�J�D�W�H�W�R�E�\�F�K�R�R�V�L�Q�J�'�H�Y�L�F�H�! �3�K�R�Q�H�L�Q�&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�R�Q�I�L�J�X�U�H�W�K�H�I�R�O�O�R�Z�L�Q�J�L�W�H�P�V��

�•�)�U�R�P�W�K�H�6�R�I�W�N�H�\�7�H�P�S�O�D�W�H�G�U�R�S���G�R�Z�Q�O�L�V�W�L�Q�W�K�H�'�H�Y�L�F�H�,�Q�I�R�U�P�D�W�L�R�Q�S�R�U�W�L�R�Q�R�I�W�K�H�Z�L�Q�G�R�Z��
�F�K�R�R�V�H�6�W�D�Q�G�D�U�G�3�U�R�W�H�F�W�H�G�3�K�R�Q�H��

�<�R�X�P�X�V�W�X�V�H�D�Q�H�Z�V�R�I�W�N�H�\�W�H�P�S�O�D�W�H�Z�L�W�K�R�X�W�V�X�S�S�O�H�P�H�Q�W�D�U�\�V�H�U�Y�L�F�H�V�R�I�W�N�H�\�V�I�R�U�D
�S�U�R�W�H�F�W�H�G�S�K�R�Q�H��

Note

�•�)�R�U�W�K�H�-�R�L�Q�$�F�U�R�V�V�/�L�Q�H�V�R�S�W�L�R�Q���D�O�V�R�L�Q�W�K�H�'�H�Y�L�F�H�,�Q�I�R�U�P�D�W�L�R�Q�S�R�U�W�L�R�Q�R�I�W�K�H�Z�L�Q�G�R�Z�����F�K�R�R�V�H
�2�I�I��

�•�&�K�H�F�N�W�K�H�3�U�R�W�H�F�W�H�G�'�H�Y�L�F�H�F�K�H�F�N�E�R�[���D�O�V�R�L�Q�W�K�H�'�H�Y�L�F�H�,�Q�I�R�U�P�D�W�L�R�Q�S�R�U�W�L�R�Q�R�I�W�K�H�Z�L�Q�G�R�Z����

�•�)�U�R�P�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�G�U�R�S���G�R�Z�Q�O�L�V�W���L�Q�W�K�H�3�U�R�W�R�F�R�O�6�S�H�F�L�I�L�F�,�Q�I�R�U�P�D�W�L�R�Q�S�R�U�W�L�R�Q
�R�I�W�K�H�Z�L�Q�G�R�Z�����F�K�R�R�V�H�D�V�H�F�X�U�H�S�K�R�Q�H�S�U�R�I�L�O�H�W�K�D�W�L�V�D�O�U�H�D�G�\�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\
�3�U�R�I�L�O�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�! �3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H����

�‡�*�R�W�R�W�K�H�'�L�U�H�F�W�R�U�\�1�X�P�E�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�W�K�D�W�G�L�V�S�O�D�\�V�Z�K�H�Q�\�R�X�D�G�G�D�G�L�U�H�F�W�R�U�\�Q�X�P�E�H�U
�I�U�R�P�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���,�Q�W�K�H�0�X�O�W�L�S�O�H�&�D�O�O���&�D�O�O�: �D�L�W�L�Q�J�6�H�W�W�L�Q�J�V�R�Q�'�H�Y�L�F�H
�'�H�Y�L�F�H�1�D�P�H�D�U�H�D�R�I�W�K�H�'�L�U�H�F�W�R�U�\�1�X�P�E�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���V�H�W�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V�W�R�D
�Y�D�O�X�H�R�I����

�•�0�D�[�L�P�X�P�1�X�P�E�H�U�R�I�&�D�O�O�V
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�•�%�X�V�\�7�U�L�J�J�H�U

�‡�,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�V���,�Q
�W�K�H�I�L�U�V�W�6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���F�K�R�R�V�H�\�R�X�U�V�H�U�Y�H�U�D�Q�G�F�K�R�R�V�H�W�K�H�&�L�V�F�R
�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H���,�Q�W�K�H�V�H�F�R�Q�G�6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���O�R�F�D�W�H�W�K�H�&�O�X�V�W�H�U�Z�L�G�H
�3�D�U�D�P�H�W�H�U�V���)�H�D�W�X�U�H���6�H�F�X�U�H�7�R�Q�H���D�U�H�D���D�Q�G�V�H�W�W�K�H�3�O�D�\�6�H�F�X�U�H�,�Q�G�L�F�D�W�L�R�Q�7�R�Q�H�R�S�W�L�R�Q�W�R�7�U�X�H��
���7�K�H�G�H�I�D�X�O�W�Y�D�O�X�H�V�S�H�F�L�I�L�H�V�)�D�O�V�H����

�‡�,�I�\�R�X�D�U�H�F�R�Q�I�L�J�X�U�L�Q�J�D�S�U�R�W�H�F�W�H�G�0�*�&�3�(�� �3�5�,�J�D�W�H�Z�D�\���F�K�R�R�V�H�'�H�Y�L�F�H�! �*�D�W�H�Z�D�\�! �$�G�G�1�H�Z�L�Q
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�Q�G�F�K�R�R�V�H�D�V�X�S�S�R�U�W�H�G�J�D�W�H�Z�D�\���&�K�R�R�V�H
�0�&�*�3 �D�V�W�K�H�S�U�R�W�R�F�R�O���:�K�H�Q�W�K�H�*�D�W�H�Z�D�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���V�S�H�F�L�I�\�W�K�H�I�R�O�O�R�Z�L�Q�J
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�K�R�L�F�H�V��

�•�6�H�W�*�O�R�E�D�O�,�6�'�1�6�Z�L�W�F�K�7�\�S�H�W�R�(�X�U�R��

�•�$�I�W�H�U�\�R�X�F�R�P�S�O�H�W�H�W�K�H�U�H�V�W�R�I�W�K�H�0�*�&�3�*�D�W�H�Z�D�\�F�R�Q�I�L�J�X�U�D�W�L�R�Q���F�O�L�F�N�6�D�Y�H���W�K�H�Q���F�O�L�F�N�W�K�H
�H�Q�G�S�R�L�Q�W�L�F�R�Q�W�K�D�W�D�S�S�H�D�U�V�W�R�W�K�H�U�L�J�K�W�R�I�V�X�E�X�Q�L�W�� �L�Q�W�K�H�Z�L�Q�G�R�Z���7�K�H�(�Q�D�E�O�H�3�U�R�W�H�F�W�H�G�)�D�F�L�O�L�W�\
�,�( �F�K�H�F�N�E�R�[�G�L�V�S�O�D�\�V���&�K�H�F�N�W�K�L�V�F�K�H�F�N�E�R�[��

�7�K�L�V�F�R�Q�I�L�J�X�U�D�W�L�R�Q�D�O�O�R�Z�V�W�K�H�V�\�V�W�H�P�W�R�S�D�V�V�S�U�R�W�H�F�W�H�G�V�W�D�W�X�V�R�I�W�K�H�F�D�O�O�E�H�W�Z�H�H�Q�&�L�V�F�R�8�Q�L�I�L�H�G�,�3
�3�K�R�Q�H�H�Q�G�S�R�L�Q�W�V�D�Q�G�W�K�H�S�U�R�W�H�F�W�H�G�3�%�;�S�K�R�Q�H�V�W�K�D�W�F�R�Q�Q�H�F�W�W�R�W�K�H�0�*�&�3�J�D�W�H�Z�D�\��
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C H A P T E R  9
Encryption to analog endpoint setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�L�R�Q�W�R�D�Q�D�O�R�J�H�Q�G�S�R�L�Q�W�V�H�W�X�S���7�K�L�V�I�H�D�W�X�U�H�H�Q�D�E�O�H�V�\�R�X�W�R
�F�U�H�D�W�H�D�V�H�F�X�U�H�6�&�&�3�F�R�Q�Q�H�F�W�L�R�Q�I�R�U�D�Q�D�O�R�J�S�K�R�Q�H�V�W�R�D�&�L�V�F�R�9�*���[�[ �*�D�W�H�Z�D�\���7�K�H�J�D�W�H�Z�D�\�X�V�H�V�7�U�D�Q�V�S�R�U�W
�/�D�\�H�U�6�H�F�X�U�L�W�\���7�/�6���Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�I�R�U�6�&�&�3�V�L�J�Q�D�O�L�Q�J�F�R�P�P�X�Q�L�F�D�W�L�R�Q
�D�Q�G�X�V�H�V�6�5�7�3�I�R�U�Y�R�L�F�H�F�R�P�P�X�Q�L�F�D�W�L�R�Q���7�K�H�H�[�L�V�W�L�Q�J�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�7�/�6
�I�X�Q�F�W�L�R�Q�D�O�L�W�\���L�Q�F�O�X�G�L�Q�J�F�H�U�W�L�I�L�F�D�W�H�P�D�Q�D�J�H�P�H�Q�W���L�V�X�V�H�G�I�R�U�V�H�F�X�U�H�6�&�&�3�F�R�P�P�X�Q�L�F�D�W�L�R�Q��

�‡ �$�Q�D�O�R�J�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���S�D�J�H������

�‡ �&�H�U�W�L�I�L�F�D�W�H�P�D�Q�D�J�H�P�H�Q�W�I�R�U�V�H�F�X�U�H�D�Q�D�O�R�J�S�K�R�Q�H�V���S�D�J�H������

Analog phone security profile
�7�R�H�V�W�D�E�O�L�V�K�D�Q�H�Q�F�U�\�S�W�H�G�F�R�Q�Q�H�F�W�L�R�Q�W�R�D�Q�D�O�R�J�S�K�R�Q�H�V���\�R�X�P�X�V�W�F�U�H�D�W�H�D�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�I�R�U�D�Q�D�O�R�J
�S�K�R�Q�H�V�Z�L�W�K�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�S�D�U�D�P�H�W�H�U�V�H�W�W�R�$�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�(�Q�F�U�\�S�W�H�G���7�R�F�U�H�D�W�H�D�3�K�R�Q�H
�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H���Q�D�Y�L�J�D�W�H�W�R�6�\�V�W�H�P�! �6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�! �3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�:�K�H�Q�\�R�X�F�R�Q�I�L�J�X�U�H�D�Q�D�Q�D�O�R�J�S�K�R�Q�H�D�W�W�D�F�K�H�G�W�R�D�&�L�V�F�R�9�*���[�[ �J�D�W�H�Z�D�\���F�K�R�R�V�H�W�K�H�V�H�F�X�U�H�D�Q�D�O�R�J�S�U�R�I�L�O�H
�\�R�X�F�U�H�D�W�H�G�I�R�U�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�S�D�U�D�P�H�W�H�U���7�R�F�R�Q�I�L�J�X�U�H�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�S�D�U�D�P�H�W�H�U��
�Q�D�Y�L�J�D�W�H�W�R�'�H�Y�L�F�H�! �3�K�R�Q�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�Q�G�V�F�U�R�O�O�G�R�Z�Q�W�R
�W�K�H�3�U�R�W�R�F�R�O�6�S�H�F�L�I�L�F�,�Q�I�R�U�P�D�W�L�R�Q�V�H�F�W�L�R�Q�I�R�U�W�K�H�S�K�R�Q�H�\�R�X�Z�D�Q�W�W�R�F�R�Q�I�L�J�X�U�H��

Related Topics

�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����

Certificate management for secure analog phones
�)�R�U�V�H�F�X�U�H�D�Q�D�O�R�J�S�K�R�Q�H�V�W�R�I�X�Q�F�W�L�R�Q���\�R�X�P�X�V�W�L�P�S�R�U�W�W�K�H�V�D�P�H�&�$���V�L�J�Q�H�G�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�R�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�W�K�D�W�L�V�E�H�L�Q�J�X�V�H�G�E�\�W�K�H�&�L�V�F�R�9�*���[�[ �*�D�W�H�Z�D�\���)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W
�L�P�S�R�U�W�L�Q�J�F�H�U�W�L�I�L�F�D�W�H�V���V�H�H�&�K�D�S�W�H�U�����³�6�H�F�X�U�L�W�\��� �́L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��
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C H A P T E R  10
Certificate authority proxy function

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q��

�‡ �$�E�R�X�W�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q���S�D�J�H������

�‡ �&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�Q�G�&�$�3�)�L�Q�W�H�U�D�F�W�L�R�Q���S�D�J�H������

�‡ �&�$�3�)�L�Q�W�H�U�D�F�W�L�R�Q�Z�L�W�K�,�3�Y���D�G�G�U�H�V�V�L�Q�J���S�D�J�H������

�‡ �&�$�3�)�V�\�V�W�H�P�L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�T�X�L�U�H�P�H�Q�W�V���S�D�J�H������

�‡ �&�$�3�)�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�V�H�W�X�S���S�D�J�H������

�‡ �6�H�W�X�S�&�$�3�)�� �S�D�J�H������

�‡ �$�F�W�L�Y�D�W�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H���S�D�J�H������

�‡ �8�S�G�D�W�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V���S�D�J�H������

�‡ �,�Q�V�W�D�O�O���X�S�J�U�D�G�H���W�U�R�X�E�O�H�V�K�R�R�W���R�U�G�H�O�H�W�H�F�H�U�W�L�I�L�F�D�W�H�V�I�U�R�P�S�K�R�Q�H�X�V�L�Q�J�&�$�3�)�� �S�D�J�H������

�‡ �&�$�3�)�V�H�W�W�L�Q�J�V���S�D�J�H������

�‡ �)�L�Q�G�S�K�R�Q�H�V�E�\�/�6�&�V�W�D�W�X�V�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���S�D�J�H������

�‡ �*�H�Q�H�U�D�W�H�&�$�3�)�U�H�S�R�U�W���S�D�J�H������

�‡ �(�Q�W�H�U�S�K�R�Q�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���S�D�J�H������

�‡ �9�H�U�L�I�\�S�K�R�Q�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���S�D�J�H������

�‡ �:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S���S�D�J�H������

About certificate authority proxy function
�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q���&�$�3�)�����Z�K�L�F�K�D�X�W�R�P�D�W�L�F�D�O�O�\�L�Q�V�W�D�O�O�V�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U���S�H�U�I�R�U�P�V�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V���G�H�S�H�Q�G�L�Q�J�R�Q�\�R�X�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q��

�‡�$�X�W�K�H�Q�W�L�F�D�W�H�Y�L�D�D�Q�H�[�L�V�W�L�Q�J�0�D�Q�X�I�D�F�W�X�U�L�Q�J�,�Q�V�W�D�O�O�H�G�&�H�U�W�L�I�L�F�D�W�H���0�,�&�����/�R�F�D�O�O�\�6�L�J�Q�L�I�L�F�D�Q�W�&�H�U�W�L�I�L�F�D�W�H
���/�6�&�����U�D�Q�G�R�P�O�\�J�H�Q�H�U�D�W�H�G�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���R�U�R�S�W�L�R�Q�D�O�O�H�V�V�V�H�F�X�U�H�³�Q�X�O�O�´�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�‡�,�V�V�X�H�V�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V�W�R�V�X�S�S�R�U�W�H�G�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V��

�‡�8�S�J�U�D�G�H�V�H�[�L�V�W�L�Q�J�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V�R�Q�W�K�H�S�K�R�Q�H�V��
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�‡�5�H�W�U�L�H�Y�H�V�S�K�R�Q�H�F�H�U�W�L�I�L�F�D�W�H�V�I�R�U�Y�L�H�Z�L�Q�J�D�Q�G�W�U�R�X�E�O�H�V�K�R�R�W�L�Q�J��

�'�X�U�L�Q�J�L�Q�V�W�D�O�O�D�W�L�R�Q���D�F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�L�V�V�S�H�F�L�I�L�F�I�R�U�&�$�3�)�J�H�W�V�J�H�Q�H�U�D�W�H�G���7�K�L�V�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H���Z�K�L�F�K�W�K�H
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�F�R�S�L�H�V�W�R�D�O�O�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U���X�V�H�V�W�K�H����
�H�[�W�H�Q�V�L�R�Q���7�R�Y�H�U�L�I�\�W�K�D�W�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V���G�L�V�S�O�D�\�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�D�W�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�2�S�H�U�D�W�L�Q�J�6�\�V�W�H�P�*�8�,��

Cisco Unified IP Phone and CAPF interaction
�:�K�H�Q�W�K�H�S�K�R�Q�H�L�Q�W�H�U�D�F�W�V�Z�L�W�K�&�$�3�)���W�K�H�S�K�R�Q�H�D�X�W�K�H�Q�W�L�F�D�W�H�V�L�W�V�H�O�I�W�R�&�$�3�)�E�\�X�V�L�Q�J�D�Q�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J��
�H�[�L�V�W�L�Q�J�0�,�&�R�U�/�6�&�F�H�U�W�L�I�L�F�D�W�H���R�U�³�Q�X�O�O���´�J�H�Q�H�U�D�W�H�V�L�W�V�S�X�E�O�L�F�N�H�\�D�Q�G�S�U�L�Y�D�W�H�N�H�\�S�D�L�U���D�Q�G�W�K�H�Q�I�R�U�Z�D�U�G�V
�L�W�V�S�X�E�O�L�F�N�H�\�W�R�W�K�H�&�$�3�)�V�H�U�Y�H�U�L�Q�D�V�L�J�Q�H�G�P�H�V�V�D�J�H���7�K�H�S�U�L�Y�D�W�H�N�H�\�U�H�P�D�L�Q�V�L�Q�W�K�H�S�K�R�Q�H�D�Q�G�Q�H�Y�H�U�J�H�W�V
�H�[�S�R�V�H�G�H�[�W�H�U�Q�D�O�O�\���&�$�3�)�V�L�J�Q�V�W�K�H�S�K�R�Q�H�F�H�U�W�L�I�L�F�D�W�H�D�Q�G�W�K�H�Q�V�H�Q�G�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H�E�D�F�N�W�R�W�K�H�S�K�R�Q�H�L�Q�D
�V�L�J�Q�H�G�P�H�V�V�D�J�H��

�7�K�H�I�R�O�O�R�Z�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q�D�S�S�O�L�H�V�Z�K�H�Q�D�F�R�P�P�X�Q�L�F�D�W�L�R�Q�R�U�S�R�Z�H�U�I�D�L�O�X�U�H�R�F�F�X�U�V��

�‡�,�I�D�F�R�P�P�X�Q�L�F�D�W�L�R�Q�I�D�L�O�X�U�H�R�F�F�X�U�V�Z�K�L�O�H�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�Q�V�W�D�O�O�D�W�L�R�Q�L�V�W�D�N�L�Q�J�S�O�D�F�H�R�Q�W�K�H�S�K�R�Q�H���W�K�H
�S�K�R�Q�H�Z�L�O�O�D�W�W�H�P�S�W�W�R�R�E�W�D�L�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�K�U�H�H�P�R�U�H�W�L�P�H�V�L�Q�������V�H�F�R�Q�G�L�Q�W�H�U�Y�D�O�V���<�R�X�F�D�Q�Q�R�W�F�R�Q�I�L�J�X�U�H
�W�K�H�V�H�Y�D�O�X�H�V��

�‡�,�I�D�S�R�Z�H�U�I�D�L�O�X�U�H�R�F�F�X�U�V�Z�K�L�O�H�W�K�H�S�K�R�Q�H�D�W�W�H�P�S�W�V�D�V�H�V�V�L�R�Q�Z�L�W�K�&�$�3�)���W�K�H�S�K�R�Q�H�Z�L�O�O�X�V�H�W�K�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�R�G�H�W�K�D�W�L�V�V�W�R�U�H�G�L�Q�I�O�D�V�K���W�K�D�W�L�V���L�I�W�K�H�S�K�R�Q�H�F�D�Q�Q�R�W�O�R�D�G�W�K�H�Q�H�Z�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H
�I�U�R�P�W�K�H�7�)�7�3�V�H�U�Y�H�U�D�I�W�H�U�W�K�H�S�K�R�Q�H�U�H�E�R�R�W�V���$�I�W�H�U�W�K�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�F�R�P�S�O�H�W�H�V���W�K�H�V�\�V�W�H�P�F�O�H�D�U�V
�W�K�H�Y�D�O�X�H�L�Q�I�O�D�V�K��

�%�H�D�Z�D�U�H�W�K�D�W�W�K�H�S�K�R�Q�H�X�V�H�U�F�D�Q�D�E�R�U�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�R�U�Y�L�H�Z�W�K�H�R�S�H�U�D�W�L�R�Q�V�W�D�W�X�V�R�Q�W�K�H�S�K�R�Q�H��Tip

�.�H�\�J�H�Q�H�U�D�W�L�R�Q���Z�K�L�F�K�L�V�V�H�W�D�W�O�R�Z�S�U�L�R�U�L�W�\���D�O�O�R�Z�V�W�K�H�S�K�R�Q�H�W�R�I�X�Q�F�W�L�R�Q�Z�K�L�O�H�W�K�H�D�F�W�L�R�Q�R�F�F�X�U�V���<�R�X
�P�D�\�Q�R�W�L�F�H�W�K�D�W�N�H�\�J�H�Q�H�U�D�W�L�R�Q�W�D�N�H�V�X�S�W�R���� �R�U�P�R�U�H�P�L�Q�X�W�H�V�W�R�F�R�P�S�O�H�W�H��

�$�O�W�K�R�X�J�K�W�K�H�S�K�R�Q�H�I�X�Q�F�W�L�R�Q�V�G�X�U�L�Q�J�F�H�U�W�L�I�L�F�D�W�L�R�Q�J�H�Q�H�U�D�W�L�R�Q���D�G�G�L�W�L�R�Q�D�O�7�/�6�W�U�D�I�I�L�F�P�D�\�F�D�X�V�H�P�L�Q�L�P�D�O
�F�D�O�O���S�U�R�F�H�V�V�L�Q�J�L�Q�W�H�U�U�X�S�W�L�R�Q�V�Z�L�W�K�W�K�H�S�K�R�Q�H���I�R�U�H�[�D�P�S�O�H���D�X�G�L�R�J�O�L�W�F�K�H�V�P�D�\�R�F�F�X�U�Z�K�H�Q�W�K�H�F�H�U�W�L�I�L�F�D�W�H
�L�V�Z�U�L�W�W�H�Q�W�R�I�O�D�V�K�D�W�W�K�H�H�Q�G�R�I�W�K�H�L�Q�V�W�D�O�O�D�W�L�R�Q��

�,�I�\�R�X�F�K�R�R�V�H�D�����������E�L�W�N�H�\�I�R�U�W�K�H�F�H�U�W�L�I�L�F�D�W�H���H�V�W�D�E�O�L�V�K�L�Q�J�D�F�R�Q�Q�H�F�W�L�R�Q�D�P�R�Q�J�W�K�H�S�K�R�Q�H���&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U���D�Q�G�V�H�F�X�U�H�6�5�6�7���H�Q�D�E�O�H�G�J�D�W�H�Z�D�\�G�X�U�L�Q�J�S�K�R�Q�H�E�R�R�W���X�S�D�Q�G�I�D�L�O�R�Y�H�U�P�D�\
�W�D�N�H�P�R�U�H�W�K�D�Q���� �V�H�F�R�Q�G�V���8�Q�O�H�V�V�\�R�X�Z�D�Q�W�W�K�H�K�L�J�K�H�V�W�S�R�V�V�L�E�O�H�V�H�F�X�U�L�W�\�O�H�Y�H�O���G�R�Q�R�W�F�R�Q�I�L�J�X�U�H�W�K�H
�����������E�L�W�N�H�\��

Tip

�&�R�Q�V�L�G�H�U�W�K�H�I�R�O�O�R�Z�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�K�R�Z�&�$�3�)�L�Q�W�H�U�D�F�W�V�Z�L�W�K�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���������* �D�Q�G
���������* �Z�K�H�Q�W�K�H�S�K�R�Q�H�L�V�U�H�V�H�W�E�\�D�X�V�H�U�R�U�E�\�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�,�Q�W�K�H�I�R�O�O�R�Z�L�Q�J�H�[�D�P�S�O�H�V���L�I�W�K�H�/�6�&�G�R�H�V�Q�R�W�D�O�U�H�D�G�\�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H�D�Q�G�L�I�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H
�L�V�F�K�R�V�H�Q�I�R�U�W�K�H�&�$�3�)�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�0�R�G�H���W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�I�D�L�O�V��

Note
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Example�Nonsecure Device Security Mode

�,�Q�W�K�L�V�H�[�D�P�S�O�H���W�K�H�S�K�R�Q�H�U�H�V�H�W�V�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�W�R�1�R�Q�V�H�F�X�U�H�D�Q�G�W�K�H�&�$�3�)
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�0�R�G�H�W�R�%�\�1�X�O�O�6�W�U�L�Q�J�R�U�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H���3�U�H�F�H�G�H�Q�F�H�����������$�I�W�H�U�W�K�H�S�K�R�Q�H�U�H�V�H�W�V���L�W
�L�P�P�H�G�L�D�W�H�O�\�U�H�J�L�V�W�H�U�V�Z�L�W�K�W�K�H�S�U�L�P�D�U�\�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�U�H�F�H�L�Y�H�V�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q
�I�L�O�H���7�K�H�S�K�R�Q�H�W�K�H�Q�D�X�W�R�P�D�W�L�F�D�O�O�\�L�Q�L�W�L�D�W�H�V�D�V�H�V�V�L�R�Q�Z�L�W�K�&�$�3�)�W�R�G�R�Z�Q�O�R�D�G�W�K�H�/�6�&���$�I�W�H�U�W�K�H�S�K�R�Q�H�L�Q�V�W�D�O�O�V
�W�K�H�/�6�&���F�R�Q�I�L�J�X�U�H�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�W�R�$�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�(�Q�F�U�\�S�W�H�G��

Example�Authenticated/Encrypted Device Security Mode

�,�Q�W�K�L�V�H�[�D�P�S�O�H���W�K�H�S�K�R�Q�H�U�H�V�H�W�V�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�'�H�Y�L�F�H�6�H�F�X�U�L�W�\�0�R�G�H�W�R�$�X�W�K�H�Q�W�L�F�D�W�H�G�R�U�(�Q�F�U�\�S�W�H�G
�D�Q�G�W�K�H�&�$�3�)�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�0�R�G�H�W�R�%�\�1�X�O�O�6�W�U�L�Q�J�R�U�%�\�(�[�L�V�W�L�Q�J�&�H�U�W�L�I�L�F�D�W�H���3�U�H�F�H�G�H�Q�F�H�����������7�K�H�S�K�R�Q�H
�G�R�H�V�Q�R�W�U�H�J�L�V�W�H�U�Z�L�W�K�W�K�H�S�U�L�P�D�U�\�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�Q�W�L�O�W�K�H�&�$�3�)�V�H�V�V�L�R�Q�H�Q�G�V�D�Q�G
�W�K�H�S�K�R�Q�H�L�Q�V�W�D�O�O�V�W�K�H�/�6�&���$�I�W�H�U�W�K�H�V�H�V�V�L�R�Q�H�Q�G�V���W�K�H�S�K�R�Q�H�U�H�J�L�V�W�H�U�V�D�Q�G�L�P�P�H�G�L�D�W�H�O�\�U�X�Q�V�L�Q�D�X�W�K�H�Q�W�L�F�D�W�H�G
�R�U�H�Q�F�U�\�S�W�H�G�P�R�G�H��

�<�R�X�F�D�Q�Q�R�W�F�R�Q�I�L�J�X�U�H�%�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�L�Q�W�K�L�V�H�[�D�P�S�O�H�E�H�F�D�X�V�H�W�K�H�S�K�R�Q�H�G�R�H�V�Q�R�W�D�X�W�R�P�D�W�L�F�D�O�O�\
�F�R�Q�W�D�F�W�W�K�H�&�$�3�)�V�H�U�Y�H�U���W�K�H�U�H�J�L�V�W�U�D�W�L�R�Q�I�D�L�O�V�L�I�W�K�H�S�K�R�Q�H�G�R�H�V�Q�R�W�K�D�Y�H�D�Y�D�O�L�G�/�6�&��

CAPF interaction with IPv6 addressing
�&�$�3�)�F�D�Q�L�V�V�X�H�D�Q�G�X�S�J�U�D�G�H�F�H�U�W�L�I�L�F�D�W�H�V�W�R�D�S�K�R�Q�H�W�K�D�W�X�V�H�V�D�Q�,�3�Y�����D�Q�,�3�Y�����R�U�E�R�W�K�W�\�S�H�V�R�I�D�G�G�U�H�V�V�H�V���7�R
�L�V�V�X�H�R�U�X�S�J�U�D�G�H�F�H�U�W�L�I�L�F�D�W�H�V�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�&�&�3�W�K�D�W�X�V�H�D�Q�,�3�Y���D�G�G�U�H�V�V���\�R�X�P�X�V�W�V�H�W�W�K�H
�(�Q�D�E�O�H�,�3�Y���V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�W�R�7�U�X�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�:�K�H�Q�W�K�H�S�K�R�Q�H�F�R�Q�Q�H�F�W�V�W�R�&�$�3�)�W�R�J�H�W�D�F�H�U�W�L�I�L�F�D�W�H���&�$�3�)�X�V�H�V�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�U�R�P�W�K�H�(�Q�D�E�O�H�,�3�Y��
�H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U�W�R�G�H�W�H�U�P�L�Q�H�Z�K�H�W�K�H�U�W�R�L�V�V�X�H�R�U�X�S�J�U�D�G�H�W�K�H�F�H�U�W�L�I�L�F�D�W�H�W�R�W�K�H�S�K�R�Q�H���,�I�W�K�H�H�Q�W�H�U�S�U�L�V�H
�S�D�U�D�P�H�W�H�U�L�V�V�H�W�W�R�)�D�O�V�H���&�$�3�)�L�J�Q�R�U�H�V���U�H�M�H�F�W�V�F�R�Q�Q�H�F�W�L�R�Q�V�I�U�R�P�S�K�R�Q�H�V�W�K�D�W�X�V�H�,�3�Y���D�G�G�U�H�V�V�H�V���D�Q�G�W�K�H
�S�K�R�Q�H�G�R�H�V�Q�R�W�U�H�F�H�L�Y�H�W�K�H�F�H�U�W�L�I�L�F�D�W�H��

�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�K�R�Z�D�S�K�R�Q�H�W�K�D�W�K�D�V�D�Q�,�3�Y�����,�3�Y�����R�U�E�R�W�K�W�\�S�H�V�R�I�D�G�G�U�H�V�V�H�V�F�R�Q�Q�H�F�W�V�W�R
�&�$�3�)��

Table 13: How IPv6 or IPv4 Phone Connects to CAPF

How Phone Connects to CAPFCAPF IP AddressIP Addresses on
Phone

IP Mode of Phone

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)���L�I�W�K�H�S�K�R�Q�H�F�D�Q�Q�R�W�F�R�Q�Q�H�F�W�Y�L�D�D�Q
�,�3�Y���D�G�G�U�H�V�V���L�W�D�W�W�H�P�S�W�V�W�R�F�R�Q�Q�H�F�W�E�\
�X�V�L�Q�J�D�Q�,�3�Y���D�G�G�U�H�V�V��

�,�3�Y�����,�3�Y���,�3�Y���D�Q�G�,�3�Y��
�D�Y�D�L�O�D�E�O�H

�'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y�����,�3�Y���,�3�Y���'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)���,�I�W�K�H�D�W�W�H�P�S�W�I�D�L�O�V���W�K�H�S�K�R�Q�H�X�V�H�V
�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R�&�$�3�)��

�,�3�Y�����,�3�Y���,�3�Y���'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y���,�3�Y���'�X�D�O���V�W�D�F�N
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How Phone Connects to CAPFCAPF IP AddressIP Addresses on
Phone

IP Mode of Phone

�3�K�R�Q�H�X�V�H�V�D�Q�G�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y���,�3�Y���D�Q�G�,�3�Y��
�D�Y�D�L�O�D�E�O�H

�'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y���,�3�Y���D�Q�G�,�3�Y��
�D�Y�D�L�O�D�E�O�H

�'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�F�D�Q�Q�R�W�F�R�Q�Q�H�F�W�W�R�&�$�3�)���,�3�Y���,�3�Y���'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�F�D�Q�Q�R�W�F�R�Q�Q�H�F�W�W�R�&�$�3�)���,�3�Y���,�3�Y���'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y���,�3�Y���'�X�D�O���V�W�D�F�N

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y�����,�3�Y���,�3�Y���,�3�Y��

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y�����,�3�Y���,�3�Y���,�3�Y��

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y���,�3�Y���,�3�Y��

�3�K�R�Q�H�F�D�Q�Q�R�W�F�R�Q�Q�H�F�W�W�R�&�$�3�)���,�3�Y���,�3�Y���,�3�Y��

�3�K�R�Q�H�X�V�H�V�D�Q�,�3�Y���D�G�G�U�H�V�V�W�R�F�R�Q�Q�H�F�W�W�R
�&�$�3�)��

�,�3�Y���,�3�Y���,�3�Y��

�3�K�R�Q�H�F�D�Q�Q�R�W�F�R�Q�Q�H�F�W�W�R�&�$�3�)���,�3�Y���,�3�Y���,�3�Y��

CAPF system interactions and requirements
�7�K�H�I�R�O�O�R�Z�L�Q�J�U�H�T�X�L�U�H�P�H�Q�W�V�H�[�L�V�W�I�R�U�&�$�3�)��

�‡�%�H�I�R�U�H�\�R�X�X�V�H�&�$�3�)���H�Q�V�X�U�H�W�K�D�W�\�R�X�S�H�U�I�R�U�P�H�G�D�O�O�Q�H�F�H�V�V�D�U�\�W�D�V�N�V�W�R�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���7�R�X�V�H�&�$�3�)���\�R�X�P�X�V�W�D�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q
�V�H�U�Y�L�F�H�R�Q�W�K�H�I�L�U�V�W�Q�R�G�H��

�‡�'�X�U�L�Q�J�D�F�H�U�W�L�I�L�F�D�W�H�X�S�J�U�D�G�H�R�U�L�Q�V�W�D�O�O�R�S�H�U�D�W�L�R�Q���L�I�%�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�L�V�W�K�H�&�$�3�)�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�P�H�W�K�R�G�I�R�U�W�K�H�S�K�R�Q�H���\�R�X�P�X�V�W�H�Q�W�H�U�W�K�H�V�D�P�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H�D�I�W�H�U�W�K�H�R�S�H�U�D�W�L�R�Q��
�R�U�W�K�H�R�S�H�U�D�W�L�R�Q�Z�L�O�O�I�D�L�O���,�I�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�X�U�D�W�L�R�Q�H�Q�W�H�U�S�U�L�V�H�S�D�U�D�P�H�W�H�U�L�V�H�Q�D�E�O�H�G�D�Q�G�\�R�X�I�D�L�O
�W�R�H�Q�W�H�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���W�K�H�S�K�R�Q�H�P�D�\�I�D�L�O�D�Q�G�P�D�\�Q�R�W�U�H�F�R�Y�H�U�X�Q�W�L�O�W�K�H�P�D�W�F�K�L�Q�J�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q
�V�W�U�L�Q�J�L�V�H�Q�W�H�U�H�G�R�Q�W�K�H�S�K�R�Q�H��

�‡�&�L�V�F�R�V�W�U�R�Q�J�O�\�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�X�V�H�&�$�3�)�G�X�U�L�Q�J�D�V�F�K�H�G�X�O�H�G�P�D�L�Q�W�H�Q�D�Q�F�H�Z�L�Q�G�R�Z�E�H�F�D�X�V�H
�J�H�Q�H�U�D�W�L�Q�J�P�D�Q�\�F�H�U�W�L�I�L�F�D�W�H�V�D�W�W�K�H�V�D�P�H�W�L�P�H�P�D�\�F�D�X�V�H�F�D�O�O���S�U�R�F�H�V�V�L�Q�J�L�Q�W�H�U�U�X�S�W�L�R�Q�V��
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�‡�$�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�O�X�V�W�H�U�P�X�V�W�X�V�H�W�K�H�V�D�P�H�D�G�P�L�Q�L�V�W�U�D�W�R�U
�X�V�H�U�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G���V�R�&�$�3�)�F�D�Q�D�X�W�K�H�Q�W�L�F�D�W�H�W�R�D�O�O�V�H�U�Y�H�U�V�L�Q�W�K�H�F�O�X�V�W�H�U��

�‡�(�Q�V�X�U�H�W�K�D�W�W�K�H�I�L�U�V�W�Q�R�G�H�L�V�I�X�Q�F�W�L�R�Q�D�O�D�Q�G�U�X�Q�Q�L�Q�J�G�X�U�L�Q�J�W�K�H�H�Q�W�L�U�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q��

�‡�(�Q�V�X�U�H�W�K�D�W�W�K�H�S�K�R�Q�H�L�V�I�X�Q�F�W�L�R�Q�D�O�G�X�U�L�Q�J�W�K�H�H�Q�W�L�U�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q��

�‡�,�I�D�V�H�F�X�U�H�S�K�R�Q�H�J�H�W�V�P�R�Y�H�G�W�R�D�Q�R�W�K�H�U�F�O�X�V�W�H�U���W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�Z�L�O�O�Q�R�W
�W�U�X�V�W�W�K�H�/�6�&�F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�W�K�H�S�K�R�Q�H�V�H�Q�G�V�E�H�F�D�X�V�H�L�W�Z�D�V�L�V�V�X�H�G�E�\�D�Q�R�W�K�H�U�&�$�3�)���Z�K�R�V�H�F�H�U�W�L�I�L�F�D�W�H
�L�V�Q�R�W�L�Q�W�K�H�&�7�/�I�L�O�H���7�R�H�Q�D�E�O�H�W�K�H�V�H�F�X�U�H�S�K�R�Q�H�W�R�U�H�J�L�V�W�H�U���G�H�O�H�W�H�W�K�H�H�[�L�V�W�L�Q�J�&�7�/�I�L�O�H���<�R�X�F�D�Q�W�K�H�Q
�X�V�H�W�K�H�,�Q�V�W�D�O�O���8�S�J�U�D�G�H�R�S�W�L�R�Q�W�R�L�Q�V�W�D�O�O�D�Q�H�Z�/�6�&�F�H�U�W�L�I�L�F�D�W�H�Z�L�W�K�W�K�H�Q�H�Z�&�$�3�)�D�Q�G�U�H�V�H�W�W�K�H�S�K�R�Q�H
�I�R�U�W�K�H�Q�H�Z�&�7�/�I�L�O�H���R�U�X�V�H�W�K�H�0�,�&�����8�V�H�W�K�H�'�H�O�H�W�H�R�S�W�L�R�Q�L�Q�W�K�H�&�$�3�)�V�H�F�W�L�R�Q�R�Q�W�K�H�3�K�R�Q�H
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�W�R�G�H�O�H�W�H�W�K�H�H�[�L�V�W�L�Q�J�/�6�&�E�H�I�R�U�H�\�R�X�P�R�Y�H�W�K�H�S�K�R�Q�H�V��

�&�L�V�F�R�,�3�7�H�O�H�S�K�R�Q�\�%�D�F�N�X�S�D�Q�G�5�H�V�W�R�U�H�6�\�V�W�H�P���%�$�5�6���E�D�F�N�V�X�S�W�K�H�&�$�3�)�G�D�W�D�D�Q�G�U�H�S�R�U�W�V�E�H�F�D�X�V�H
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�W�R�U�H�V�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H��

Tip

Related Topics

�'�H�O�H�W�H�&�7�/�I�L�O�H�R�Q�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�� �R�Q�S�D�J�H����

CAPF in Cisco Unified Serviceability setup
�<�R�X�S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��

�‡�$�F�W�L�Y�D�W�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H��

�‡�&�R�Q�I�L�J�X�U�H�W�U�D�F�H�V�H�W�W�L�Q�J�V�I�R�U�&�$�3�)��

�5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H�V�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

Set up CAPF
�3�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�W�D�V�N�V�W�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���R�U�W�U�R�X�E�O�H�V�K�R�R�W�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V��

Procedure

Step 1 �'�H�W�H�U�P�L�Q�H�Z�K�H�W�K�H�U�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H��
�'�H�W�H�U�P�L�Q�H�Z�K�H�W�K�H�U�\�R�X�Q�H�H�G�W�R�F�R�S�\�&�$�3�)�G�D�W�D�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�X�E�O�L�V�K�H�U
�G�D�W�D�E�D�V�H�V�H�U�Y�H�U���)�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q���V�H�H�W�K�H�3�K�R�Q�H�G�R�F�X�P�H�Q�W�D�W�L�R�Q�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U�S�K�R�Q�H�P�R�G�H�O�D�Q�G�W�K�L�V
�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�D�Q�G�W�K�H�'�D�W�D�0�L�J�U�D�W�L�R�Q�$�V�V�L�V�W�D�Q�W�8�V�H�U�*�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V
�W�K�L�V�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

�,�I�\�R�X�X�V�H�G�W�K�H�&�$�3�)�X�W�L�O�L�W�\�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�������D�Q�G�Y�H�U�L�I�L�H�G�W�K�D�W�W�K�H
�&�$�3�)�G�D�W�D�H�[�L�V�W�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H���\�R�X�F�D�Q�G�H�O�H�W�H�W�K�H�&�$�3�)
�X�W�L�O�L�W�\�W�K�D�W�\�R�X�X�V�H�G�Z�L�W�K�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��������

Tip

Step 2 �9�H�U�L�I�\�W�K�D�W�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�L�V�U�X�Q�Q�L�Q�J��
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�7�K�L�V�V�H�U�Y�L�F�H�P�X�V�W�U�X�Q�G�X�U�L�Q�J�D�O�O�&�$�3�)�R�S�H�U�D�W�L�R�Q�V���,�W�P�X�V�W�D�O�V�R�U�X�Q�I�R�U�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�W�R�L�Q�F�O�X�G�H
�W�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�&�7�/�I�L�O�H��

Tip

Step 3 �9�H�U�L�I�\�W�K�D�W�\�R�X�S�H�U�I�R�U�P�H�G�D�O�O�Q�H�F�H�V�V�D�U�\�W�D�V�N�V�W�R�L�Q�V�W�D�O�O�D�Q�G�F�R�Q�I�L�J�X�U�H�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���(�Q�V�X�U�H�W�K�D�W�W�K�H
�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�&�L�V�F�R�&�7�/�I�L�O�H��

Step 4 �,�I�Q�H�F�H�V�V�D�U�\���X�S�G�D�W�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V��

Step 5 �7�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���R�U�W�U�R�X�E�O�H�V�K�R�R�W�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V�L�Q�W�K�H�S�K�R�Q�H���X�V�H�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Step 6 �,�I�L�W�L�V�U�H�T�X�L�U�H�G�I�R�U�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�V���H�Q�W�H�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H��

Related Topics

�$�F�W�L�Y�D�W�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�� �R�Q�S�D�J�H������
�&�$�3�)�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
�(�Q�W�H�U�S�K�R�Q�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�� �R�Q�S�D�J�H������
�)�L�Q�G�S�K�R�Q�H�V�E�\�/�6�&�V�W�D�W�X�V�R�U�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�� �R�Q�S�D�J�H������
�,�Q�V�W�D�O�O���X�S�J�U�D�G�H���W�U�R�X�E�O�H�V�K�R�R�W���R�U�G�H�O�H�W�H�F�H�U�W�L�I�L�F�D�W�H�V�I�U�R�P�S�K�R�Q�H�X�V�L�Q�J�&�$�3�)�� �R�Q�S�D�J�H������
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�8�S�G�D�W�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V�� �R�Q�S�D�J�H������

Activate certificate authority proxy function service
�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�R�H�V�Q�R�W�D�X�W�R�P�D�W�L�F�D�O�O�\�D�F�W�L�Y�D�W�H�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\
�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\��

�,�I�\�R�X�G�L�G�Q�R�W�D�F�W�L�Y�D�W�H�W�K�L�V�V�H�U�Y�L�F�H�E�H�I�R�U�H�\�R�X�L�Q�V�W�D�O�O�H�G�D�Q�G�F�R�Q�I�L�J�X�U�H�G�W�K�H�&�L�V�F�R�&�7�/�&�O�L�H�Q�W���\�R�X�P�X�V�W�X�S�G�D�W�H
�W�K�H�&�7�/�I�L�O�H���$�F�W�L�Y�D�W�H�W�K�L�V�V�H�U�Y�L�F�H�R�Q�O�\�R�Q�W�K�H�I�L�U�V�W�Q�R�G�H��

�7�R�D�F�W�L�Y�D�W�H�W�K�H�V�H�U�Y�L�F�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\���F�K�R�R�V�H�7�R�R�O�V�! �6�H�U�Y�L�F�H�$�F�W�L�Y�D�W�L�R�Q��

Step 2 �)�U�R�P�W�K�H�6�H�U�Y�H�U�V�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�W�K�H�V�H�U�Y�H�U�R�Q�Z�K�L�F�K�\�R�X�Z�D�Q�W�W�R�D�F�W�L�Y�D�W�H�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\
�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H��

Step 3 �&�K�H�F�N�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�F�K�H�F�N�E�R�[��

Step 4 �&�O�L�F�N�6�D�Y�H��

Related Topics

�8�S�G�D�W�H�&�7�/�I�L�O�H�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������
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Update CAPF service parameters
�7�K�H�&�$�3�)�6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�Z�L�Q�G�R�Z�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�Q�X�P�E�H�U�R�I�\�H�D�U�V�W�K�D�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�V�Y�D�O�L�G��
�W�K�H�P�D�[�L�P�X�P�Q�X�P�E�H�U�R�I�W�L�P�H�V�W�K�D�W�W�K�H�V�\�V�W�H�P�U�H�W�U�L�H�V�W�R�J�H�Q�H�U�D�W�H�W�K�H�N�H�\���D�Q�G�V�R�R�Q��

�)�R�U�W�K�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V�W�R�V�K�R�Z�$�F�W�L�Y�H�V�W�D�W�X�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���\�R�X�P�X�V�W�D�F�W�L�Y�D�W�H�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H��

�7�R�X�S�G�D�W�H�W�K�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�V��

Step 2 �)�U�R�P�W�K�H�6�H�U�Y�H�U�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�W�K�H�V�H�U�Y�H�U��
�<�R�X�P�X�V�W�F�K�R�R�V�H�W�K�H�I�L�U�V�W�Q�R�G�H�L�Q�W�K�H
�F�O�X�V�W�H�U��

Tip

Step 3 �)�U�R�P�W�K�H�6�H�U�Y�L�F�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H��

Step 4 �8�S�G�D�W�H�W�K�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V���D�V�G�H�V�F�U�L�E�H�G�L�Q�K�H�O�S�W�K�D�W�G�L�V�S�O�D�\�V�I�R�U�W�K�H�S�D�U�D�P�H�W�H�U��
�7�R�G�L�V�S�O�D�\�K�H�O�S�I�R�U�W�K�H�&�$�3�)�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V���F�O�L�F�N�W�K�H�T�X�H�V�W�L�R�Q�P�D�U�N�R�U�W�K�H�S�D�U�D�P�H�W�H�U�Q�D�P�H
�O�L�Q�N�V��

Note

Step 5 �)�R�U�W�K�H�F�K�D�Q�J�H�V�W�R�W�D�N�H�H�I�I�H�F�W���U�H�V�W�D�U�W�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H��

Related Topics

�$�F�W�L�Y�D�W�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������

Install, upgrade, troubleshoot, or delete certificates from phone using CAPF
�3�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�W�R�X�V�H�W�K�H�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q��

Procedure

Step 1 �)�L�Q�G�W�K�H�S�K�R�Q�H���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �$�I�W�H�U�W�K�H�V�H�D�U�F�K�U�H�V�X�O�W�V�G�L�V�S�O�D�\���O�R�F�D�W�H�W�K�H�S�K�R�Q�H�Z�K�H�U�H�\�R�X�Z�D�Q�W�W�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���G�H�O�H�W�H���R�U�W�U�R�X�E�O�H�V�K�R�R�W
�W�K�H�F�H�U�W�L�I�L�F�D�W�H�D�Q�G�F�O�L�F�N�W�K�H�'�H�Y�L�F�H�1�D�P�H���/�L�Q�H���O�L�Q�N�I�R�U�W�K�D�W�S�K�R�Q�H��

Step 3 �(�Q�W�H�U�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V���D�V�G�H�V�F�U�L�E�H�G�L�Q�7�D�E�O�H�������&�$�3�)�&�R�Q�I�L�J�X�U�D�W�L�R�Q�6�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H��������

Step 4 �&�O�L�F�N�6�D�Y�H��

Step 5 �&�O�L�F�N�5�H�V�H�W��

Related Topics

�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������
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CAPF settings
�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Table 14: CAPF Configuration Settings

DescriptionSetting

�)�U�R�P�W�K�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�‡�1�R�3�H�Q�G�L�Q�J�2�S�H�U�D�W�L�R�Q�²�'�L�V�S�O�D�\�V�Z�K�H�Q�Q�R�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�L�V
�R�F�F�X�U�U�L�Q�J�����G�H�I�D�X�O�W�V�H�W�W�L�Q�J��

�‡�,�Q�V�W�D�O�O���8�S�J�U�D�G�H�²�,�Q�V�W�D�O�O�V�D�Q�H�Z�R�U�X�S�J�U�D�G�H�V�D�Q�H�[�L�V�W�L�Q�J�O�R�F�D�O�O�\
�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�L�Q�W�K�H�S�K�R�Q�H��

�‡�'�H�O�H�W�H�²�'�H�O�H�W�H�V�W�K�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�W�K�D�W�H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H��

�‡�7�U�R�X�E�O�H�V�K�R�R�W�²�5�H�W�U�L�H�Y�H�V�W�K�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���/�6�&���R�U
�W�K�H�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H���0�,�&�����V�R�\�R�X�F�D�Q�Y�L�H�Z�W�K�H
�F�H�U�W�L�I�L�F�D�W�H�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�&�$�3�)�W�U�D�F�H�I�L�O�H���,�I�E�R�W�K�F�H�U�W�L�I�L�F�D�W�H�W�\�S�H�V
�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�U�H�D�W�H�V
�W�Z�R�W�U�D�F�H�I�L�O�H�V���R�Q�H�I�R�U�H�D�F�K�F�H�U�W�L�I�L�F�D�W�H�W�\�S�H��

�%�\�F�K�R�R�V�L�Q�J�W�K�H�7�U�R�X�E�O�H�V�K�R�R�W�R�S�W�L�R�Q���\�R�X�F�D�Q�Y�H�U�L�I�\�W�K�D�W�D�Q
�/�6�&�R�U�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H���7�K�H�'�H�O�H�W�H�D�Q�G�7�U�R�X�E�O�H�V�K�R�R�W
�R�S�W�L�R�Q�V�G�R�Q�R�W�G�L�V�S�O�D�\�L�I�D�F�H�U�W�L�I�L�F�D�W�H�G�R�H�V�Q�R�W�H�[�L�V�W�L�Q�W�K�H�S�K�R�Q�H��

Tip

�&�H�U�W�L�I�L�F�D�W�H�2�S�H�U�D�W�L�R�Q

�,�I�\�R�X�F�K�R�V�H�W�K�H�%�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�R�S�W�L�R�Q���W�K�L�V�I�L�H�O�G�D�S�S�O�L�H�V���0�D�Q�X�D�O�O�\
�H�Q�W�H�U�D�V�W�U�L�Q�J�R�U�J�H�Q�H�U�D�W�H�D�V�W�U�L�Q�J�E�\�F�O�L�F�N�L�Q�J�W�K�H�*�H�Q�H�U�D�W�H�6�W�U�L�Q�J�E�X�W�W�R�Q��
�(�Q�V�X�U�H�W�K�D�W�W�K�H�V�W�U�L�Q�J�F�R�Q�W�D�L�Q�V�� �W�R���� �G�L�J�L�W�V��

�7�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���R�U�W�U�R�X�E�O�H�V�K�R�R�W�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���W�K�H�S�K�R�Q�H
�X�V�H�U�R�U�D�G�P�L�Q�L�V�W�U�D�W�R�U�P�X�V�W�H�Q�W�H�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J

�,�I�\�R�X�Z�D�Q�W�&�$�3�)�W�R�D�X�W�R�P�D�W�L�F�D�O�O�\�J�H�Q�H�U�D�W�H�D�Q�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���F�O�L�F�N
�W�K�L�V�E�X�W�W�R�Q���7�K�H���� �W�R�������G�L�J�L�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�G�L�V�S�O�D�\�V�L�Q�W�K�H
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�I�L�H�O�G��

�*�H�Q�H�U�D�W�H�6�W�U�L�Q�J

�7�K�L�V�I�L�H�O�G���Z�K�L�F�K�V�X�S�S�R�U�W�V�D�O�O�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�R�S�W�L�R�Q�V���V�S�H�F�L�I�L�H�V�W�K�H�G�D�W�H
�D�Q�G�W�L�P�H�E�\�Z�K�L�F�K�\�R�X�P�X�V�W�F�R�P�S�O�H�W�H�W�K�H�R�S�H�U�D�W�L�R�Q��

�7�K�H�Y�D�O�X�H�V�W�K�D�W�G�L�V�S�O�D�\�D�S�S�O�\�I�R�U�W�K�H�I�L�U�V�W�Q�R�G�H��

�2�S�H�U�D�W�L�R�Q�&�R�P�S�O�H�W�H�V�E�\

�7�K�L�V�I�L�H�O�G�G�L�V�S�O�D�\�V�W�K�H�S�U�R�J�U�H�V�V�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q���I�R�U�H�[�D�P�S�O�H��
���R�S�H�U�D�W�L�R�Q�W�\�S�H�!�S�H�Q�G�L�Q�J���I�D�L�O�H�G���R�U�V�X�F�F�H�V�V�I�X�O���Z�K�H�U�H�R�S�H�U�D�W�L�Q�J�W�\�S�H�H�T�X�D�O�V
�W�K�H�,�Q�V�W�D�O�O���8�S�J�U�D�G�H���'�H�O�H�W�H���R�U�7�U�R�X�E�O�H�V�K�R�R�W�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�R�S�W�L�R�Q�V��
�<�R�X�F�D�Q�Q�R�W�F�K�D�Q�J�H�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�W�K�D�W�G�L�V�S�O�D�\�V�L�Q�W�K�L�V�I�L�H�O�G��

�2�S�H�U�D�W�L�R�Q�6�W�D�W�X�V
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Related Topics

�&�$�3�)�V�\�V�W�H�P�L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�T�X�L�U�H�P�H�Q�W�V�� �R�Q�S�D�J�H������
�(�Q�W�H�U�S�K�R�Q�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Find phones by LSC status or authentication string
�7�R�I�L�Q�G�S�K�R�Q�H�V�R�Q�W�K�H�E�D�V�L�V�R�I�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�V�W�D�W�X�V�R�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J
�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�'�H�Y�L�F�H�! �3�K�R�Q�H��
�7�K�H�)�L�Q�G�D�Q�G�/�L�V�W�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���5�H�F�R�U�G�V�I�U�R�P�D�Q�D�F�W�L�Y�H���S�U�L�R�U���T�X�H�U�\�P�D�\�D�O�V�R�G�L�V�S�O�D�\�L�Q�W�K�H�Z�L�Q�G�R�Z��

Step 2 �)�U�R�P�W�K�H�I�L�U�V�W�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�R�Q�H�R�I�W�K�H�I�R�O�O�R�Z�L�Q�J�R�S�W�L�R�Q�V��

�D���/�6�&�6�W�D�W�X�V�²�&�K�R�R�V�L�Q�J�W�K�L�V�R�S�W�L�R�Q�U�H�W�X�U�Q�V�D�O�L�V�W�R�I�S�K�R�Q�H�V�W�K�D�W�X�V�H�&�$�3�)�W�R�L�Q�V�W�D�O�O���X�S�J�U�D�G�H���G�H�O�H�W�H���R�U
�W�U�R�X�E�O�H�V�K�R�R�W�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H�V��

�E���$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�²�&�K�R�R�V�L�Q�J�W�K�L�V�R�S�W�L�R�Q�U�H�W�X�U�Q�V�D�O�L�V�W�R�I�S�K�R�Q�H�V�Z�L�W�K�D�Q�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�W�K�D�W
�L�V�V�S�H�F�L�I�L�H�G�L�Q�W�K�H�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�I�L�H�O�G��

Step 3 �)�U�R�P�W�K�H�V�H�F�R�Q�G�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�W�W�H�U�Q��

Step 4 �6�S�H�F�L�I�\�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�D�U�F�K�W�H�[�W���L�I�D�S�S�O�L�F�D�E�O�H��
�7�R�D�G�G�D�G�G�L�W�L�R�Q�D�O�V�H�D�U�F�K�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�� �E�X�W�W�R�Q���:�K�H�Q�\�R�X�D�G�G�F�U�L�W�H�U�L�D���W�K�H�V�\�V�W�H�P�V�H�D�U�F�K�H�V�I�R�U
�D�U�H�F�R�U�G�W�K�D�W�P�D�W�F�K�H�V�D�O�O�F�U�L�W�H�U�L�D�W�K�D�W�\�R�X�V�S�H�F�L�I�\���7�R�U�H�P�R�Y�H�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�±�E�X�W�W�R�Q�W�R�U�H�P�R�Y�H
�W�K�H�O�D�V�W�D�G�G�H�G�F�U�L�W�H�U�L�R�Q�R�U�F�O�L�F�N�W�K�H�&�O�H�D�U�)�L�O�W�H�U�E�X�W�W�R�Q�W�R�U�H�P�R�Y�H�D�O�O�D�G�G�H�G�V�H�D�U�F�K�F�U�L�W�H�U�L�D��

Note

Step 5 �&�O�L�F�N�)�L�Q�G��
�$�O�O�P�D�W�F�K�L�Q�J�U�H�F�R�U�G�V�G�L�V�S�O�D�\���<�R�X�F�D�Q�F�K�D�Q�J�H�W�K�H�Q�X�P�E�H�U�R�I�L�W�H�P�V�W�K�D�W�G�L�V�S�O�D�\�R�Q�H�D�F�K�S�D�J�H�E�\�F�K�R�R�V�L�Q�J�D
�G�L�I�I�H�U�H�Q�W�Y�D�O�X�H�I�U�R�P�W�K�H�5�R�Z�V�S�H�U�3�D�J�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[��

Step 6 �)�U�R�P�W�K�H�O�L�V�W�R�I�U�H�F�R�U�G�V�W�K�D�W�G�L�V�S�O�D�\���F�O�L�F�N�W�K�H�O�L�Q�N�I�R�U�W�K�H�U�H�F�R�U�G�W�K�D�W�\�R�X�Z�D�Q�W�W�R�Y�L�H�Z��
�7�R�U�H�Y�H�U�V�H�W�K�H�V�R�U�W�R�U�G�H�U���F�O�L�F�N�W�K�H�X�S�R�U�G�R�Z�Q�D�U�U�R�Z���L�I�D�Y�D�L�O�D�E�O�H���L�Q�W�K�H�O�L�V�W
�K�H�D�G�H�U��

Note

�7�K�H�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V�W�K�H�L�W�H�P�W�K�D�W�\�R�X�F�K�R�R�V�H��

Related Topics

�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������

Generate CAPF report
�,�I�\�R�X�Z�D�Q�W�W�R�G�R�V�R���\�R�X�F�D�Q�J�H�Q�H�U�D�W�H�D�&�$�3�)�U�H�S�R�U�W�W�R�Y�L�H�Z�W�K�H�V�W�D�W�X�V�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q���W�K�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�R�G�H���D�Q�G�V�R�R�Q���7�K�H�U�H�S�R�U�W�L�Q�F�O�X�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�V�X�F�K
�D�V�G�H�Y�L�F�H�Q�D�P�H���G�H�Y�L�F�H�G�H�V�F�U�L�S�W�L�R�Q���V�H�F�X�U�L�W�\�S�U�R�I�L�O�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�P�R�G�H���/�6�&�V�W�D�W�X�V��
�D�Q�G�V�R�R�Q��
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Find phones by LSC status or authentication string



�7�R�J�H�Q�H�U�D�W�H�D�&�$�3�)�U�H�S�R�U�W���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�'�H�Y�L�F�H�! �3�K�R�Q�H��
�7�K�H�)�L�Q�G���/�L�V�W�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���5�H�F�R�U�G�V�I�U�R�P�D�Q�D�F�W�L�Y�H���S�U�L�R�U���T�X�H�U�\�P�D�\�D�O�V�R�G�L�V�S�O�D�\�L�Q�W�K�H�Z�L�Q�G�R�Z��

Step 2 �7�R�I�L�Q�G�D�O�O�U�H�F�R�U�G�V�L�Q�W�K�H�G�D�W�D�E�D�V�H���H�Q�V�X�U�H�W�K�H�G�L�D�O�R�J�E�R�[�L�V�H�P�S�W�\���J�R�W�R�6�W�H�S���� �R�Q�S�D�J�H��������
�7�R�I�L�O�W�H�U�R�U�V�H�D�U�F�K�U�H�F�R�U�G�V

�D���)�U�R�P�W�K�H�I�L�U�V�W�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�U�D�P�H�W�H�U��
�E���)�U�R�P�W�K�H�V�H�F�R�Q�G�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�V�H�D�U�F�K�S�D�W�W�H�U�Q��
�F���6�S�H�F�L�I�\�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�D�U�F�K�W�H�[�W���L�I�D�S�S�O�L�F�D�E�O�H��

�7�R�D�G�G�D�G�G�L�W�L�R�Q�D�O�V�H�D�U�F�K�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�� �E�X�W�W�R�Q���:�K�H�Q�\�R�X�D�G�G�F�U�L�W�H�U�L�D���W�K�H�V�\�V�W�H�P�V�H�D�U�F�K�H�V
�I�R�U�D�U�H�F�R�U�G�W�K�D�W�P�D�W�F�K�H�V�D�O�O�F�U�L�W�H�U�L�D�W�K�D�W�\�R�X�V�S�H�F�L�I�\���7�R�U�H�P�R�Y�H�F�U�L�W�H�U�L�D���F�O�L�F�N�W�K�H�±�E�X�W�W�R�Q�W�R
�U�H�P�R�Y�H�W�K�H�O�D�V�W�D�G�G�H�G�F�U�L�W�H�U�L�R�Q�R�U�F�O�L�F�N�W�K�H�&�O�H�D�U�)�L�O�W�H�U�E�X�W�W�R�Q�W�R�U�H�P�R�Y�H�D�O�O�D�G�G�H�G�V�H�D�U�F�K�F�U�L�W�H�U�L�D��

Note

Step 3 �&�O�L�F�N�)�L�Q�G��
�$�O�O�P�D�W�F�K�L�Q�J�U�H�F�R�U�G�V�G�L�V�S�O�D�\���<�R�X�F�D�Q�F�K�D�Q�J�H�W�K�H�Q�X�P�E�H�U�R�I�L�W�H�P�V�W�K�D�W�G�L�V�S�O�D�\�R�Q�H�D�F�K�S�D�J�H�E�\�F�K�R�R�V�L�Q�J�D
�G�L�I�I�H�U�H�Q�W�Y�D�O�X�H�I�U�R�P�W�K�H�5�R�Z�V�S�H�U�3�D�J�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[��

Step 4 �,�Q�W�K�H�5�H�O�D�W�H�G�/�L�Q�N�V�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�&�$�3�)�5�H�S�R�U�W�L�Q�)�L�O�H���W�K�H�Q���F�O�L�F�N�*�R��

Step 5 �6�D�Y�H�W�K�H�I�L�O�H�W�R�D�O�R�F�D�W�L�R�Q�W�K�D�W�\�R�X�Z�L�O�O�U�H�P�H�P�E�H�U��

Step 6 �8�V�H�0�L�F�U�R�V�R�I�W�(�[�F�H�O�W�R�R�S�H�Q�W�K�H���F�V�Y�I�L�O�H��

Related Topics

�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������

Enter phone authentication string
�,�I�\�R�X�F�K�R�V�H�W�K�H�%�\�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�6�W�U�L�Q�J�P�R�G�H�D�Q�G�J�H�Q�H�U�D�W�H�G�D�Q�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���\�R�X�P�X�V�W�H�Q�W�H�U�W�K�H
�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H�W�R�L�Q�V�W�D�O�O�W�K�H�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H��

�7�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�D�S�S�O�L�H�V�I�R�U�R�Q�H���W�L�P�H�X�V�H�R�Q�O�\���2�E�W�D�L�Q�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�W�K�D�W�G�L�V�S�O�D�\�V�L�Q
�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�R�U�L�Q�W�K�H�&�$�3�)�U�H�S�R�U�W��

Tip

Before You Begin

�%�H�I�R�U�H�\�R�X�H�Q�W�H�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�Q�W�K�H�S�K�R�Q�H���Y�H�U�L�I�\�W�K�D�W�W�K�H�I�R�O�O�R�Z�L�Q�J�F�R�Q�G�L�W�L�R�Q�V�D�U�H�P�H�W��

�‡�7�K�H�&�$�3�)�F�H�U�W�L�I�L�F�D�W�H�H�[�L�V�W�V�L�Q�W�K�H�&�7�/�I�L�O�H��

�‡�<�R�X�D�F�W�L�Y�D�W�H�G�W�K�H�&�L�V�F�R�&�H�U�W�L�I�L�F�D�W�H�$�X�W�K�R�U�L�W�\�3�U�R�[�\�)�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H��

�‡�7�K�H�I�L�U�V�W�Q�R�G�H�I�X�Q�F�W�L�R�Q�V�D�Q�G�U�X�Q�V���(�Q�V�X�U�H�W�K�D�W�W�K�H�V�H�U�Y�H�U�U�X�Q�V�I�R�U�H�D�F�K�F�H�U�W�L�I�L�F�D�W�H�L�Q�V�W�D�O�O�D�W�L�R�Q��

�‡�7�K�H�G�H�Y�L�F�H�K�D�V�U�H�J�L�V�W�H�U�H�G��
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�‡�$ �V�L�J�Q�H�G�L�P�D�J�H�H�[�L�V�W�V�R�Q�W�K�H�S�K�R�Q�H���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�G�R�F�X�P�H�Q�W�D�W�L�R�Q
�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U�S�K�R�Q�H�P�R�G�H�O��

Procedure

Step 1 �3�U�H�V�V�W�K�H�6�H�W�W�L�Q�J�V�E�X�W�W�R�Q�R�Q�W�K�H�S�K�R�Q�H��

Step 2 �,�I�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�L�V�O�R�F�N�H�G���S�U�H�V�V���� ���D�V�W�H�U�L�V�N���D�V�W�H�U�L�V�N���S�R�X�Q�G�V�L�J�Q���W�R�X�Q�O�R�F�N�L�W��

Step 3 �6�F�U�R�O�O�G�R�Z�Q�W�K�H�6�H�W�W�L�Q�J�V�P�H�Q�X���+�L�J�K�O�L�J�K�W�³�6�H�F�X�U�L�W�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�´�D�Q�G�S�U�H�V�V�W�K�H�6�H�O�H�F�W�V�R�I�W�N�H�\��

Step 4 �6�F�U�R�O�O�G�R�Z�Q�W�K�H�6�H�F�X�U�L�W�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�P�H�Q�X���+�L�J�K�O�L�J�K�W�³�/�6�&��́D�Q�G�S�U�H�V�V�W�K�H�8�S�G�D�W�H�V�R�I�W�N�H�\��

Step 5 �:�K�H�Q�S�U�R�P�S�W�H�G�I�R�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J���H�Q�W�H�U�W�K�H�V�W�U�L�Q�J�W�K�D�W�W�K�H�V�\�V�W�H�P�S�U�R�Y�L�G�H�V�D�Q�G�S�U�H�V�V�W�K�H�6�X�E�P�L�W
�V�R�I�W�N�H�\��
�7�K�H�S�K�R�Q�H�L�Q�V�W�D�O�O�V���X�S�G�D�W�H�V���G�H�O�H�W�H�V���R�U�I�H�W�F�K�H�V�W�K�H�F�H�U�W�L�I�L�F�D�W�H���G�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�F�X�U�U�H�Q�W�&�$�3�)�F�R�Q�I�L�J�X�U�D�W�L�R�Q��

�<�R�X�F�D�Q�P�R�Q�L�W�R�U�W�K�H�S�U�R�J�U�H�V�V�R�I�W�K�H�F�H�U�W�L�I�L�F�D�W�H�R�S�H�U�D�W�L�R�Q�E�\�Y�L�H�Z�L�Q�J�W�K�H�P�H�V�V�D�J�H�V�W�K�D�W�G�L�V�S�O�D�\�R�Q�W�K�H�S�K�R�Q�H��
�$�I�W�H�U�\�R�X�S�U�H�V�V�6�X�E�P�L�W���W�K�H�P�H�V�V�D�J�H�³�3�H�Q�G�L�Q�J�´�G�L�V�S�O�D�\�V�X�Q�G�H�U�W�K�H�/�6�&�R�S�W�L�R�Q���7�K�H�S�K�R�Q�H�J�H�Q�H�U�D�W�H�V�W�K�H
�S�X�E�O�L�F�D�Q�G�S�U�L�Y�D�W�H�N�H�\�S�D�L�U�D�Q�G�G�L�V�S�O�D�\�V�W�K�H�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�S�K�R�Q�H���:�K�H�Q�W�K�H�S�K�R�Q�H�V�X�F�F�H�V�V�I�X�O�O�\�F�R�P�S�O�H�W�H�V
�W�K�H�S�U�R�F�H�V�V���W�K�H�S�K�R�Q�H�G�L�V�S�O�D�\�V�D�V�X�F�F�H�V�V�I�X�O�P�H�V�V�D�J�H���,�I�W�K�H�S�K�R�Q�H�G�L�V�S�O�D�\�V�D�I�D�L�O�X�U�H�P�H�V�V�D�J�H���\�R�X�H�Q�W�H�U�H�G�W�K�H
�Z�U�R�Q�J�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�W�U�L�Q�J�R�U�G�L�G�Q�R�W�H�Q�D�E�O�H�W�K�H�S�K�R�Q�H�I�R�U�X�S�J�U�D�G�H��

�<�R�X�F�D�Q�V�W�R�S�W�K�H�S�U�R�F�H�V�V�E�\�F�K�R�R�V�L�Q�J�W�K�H�6�W�R�S�R�S�W�L�R�Q�D�W�D�Q�\�W�L�P�H��

Related Topics

�$�F�W�L�Y�D�W�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�V�H�U�Y�L�F�H�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������

Verify phone authentication string
�<�R�X�F�D�Q�Y�H�U�L�I�\�W�K�D�W�W�K�H�F�H�U�W�L�I�L�F�D�W�H�L�V�L�Q�V�W�D�O�O�H�G�R�Q�W�K�H�S�K�R�Q�H�E�\�F�K�R�R�V�L�Q�J�6�H�W�W�L�Q�J�V�! �0�R�G�H�O�,�Q�I�R�U�P�D�W�L�R�Q�D�Q�G
�Y�L�H�Z�L�Q�J�W�K�H�/�6�&�V�H�W�W�L�Q�J���Z�K�L�F�K�L�Q�G�L�F�D�W�H�V�,�Q�V�W�D�O�O�H�G�R�U�1�R�W�,�Q�V�W�D�O�O�H�G��

Related Topics

�:�K�H�U�H�W�R�)�L�Q�G�0�R�U�H�,�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�&�$�3�)�V�H�W�X�S�� �R�Q�S�D�J�H������

Where to Find More Information about CAPF setup

Related Topics

�$�E�R�X�W�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�Q�G�&�$�3�)�L�Q�W�H�U�D�F�W�L�R�Q�� �R�Q�S�D�J�H������
�&�$�3�)�V�\�V�W�H�P�L�Q�W�H�U�D�F�W�L�R�Q�V�D�Q�G�U�H�T�X�L�U�H�P�H�Q�W�V�� �R�Q�S�D�J�H������
�&�$�3�)�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�6�H�U�Y�L�F�H�D�E�L�O�L�W�\�V�H�W�X�S�� �R�Q�S�D�J�H������
�6�H�W�X�S�&�$�3�)�� �R�Q�S�D�J�H������
�&�$�3�)�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
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C H A P T E R  11
Encrypted phone configuration file setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�V�H�W�X�S���$�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H
�V�H�F�X�U�L�W�\���U�H�O�D�W�H�G�V�H�W�W�L�Q�J�V���W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�F�R�Q�W�D�L�Q�V�V�H�Q�V�L�W�L�Y�H�L�Q�I�R�U�P�D�W�L�R�Q���V�X�F�K�D�V�G�L�J�H�V�W�S�D�V�V�Z�R�U�G�V
�D�Q�G�S�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�R�U�S�D�V�V�Z�R�U�G�V���7�R�H�Q�V�X�U�H�S�U�L�Y�D�F�\�R�I�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���\�R�X�P�X�V�W�F�R�Q�I�L�J�X�U�H�W�K�H
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�I�R�U�H�Q�F�U�\�S�W�L�R�Q��

�‡ �$�E�R�X�W�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q���S�D�J�H������

�‡ �3�K�R�Q�H�P�R�G�H�O�V�V�X�S�S�R�U�W�L�Q�J�H�Q�F�U�\�S�W�L�R�Q���S�D�J�H������

�‡ �(�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�W�L�S�V���S�D�J�H������

�‡ �6�H�W�X�S�H�Q�F�U�\�S�W�L�R�Q�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���S�D�J�H������

�‡ �(�Q�D�E�O�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q���S�D�J�H������

�‡ �6�H�W�X�S�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q���S�D�J�H������

�‡ �0�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�V�H�W�W�L�Q�J�V���S�D�J�H������

�‡ �(�Q�W�H�U�S�K�R�Q�H�V�\�P�P�H�W�U�L�F�N�H�\�� �S�D�J�H������

�‡ �9�H�U�L�I�\�/�6�&�R�U�0�,�&�F�H�U�W�L�I�L�F�D�W�H�L�Q�V�W�D�O�O�D�W�L�R�Q���S�D�J�H������

�‡ �9�H�U�L�I�\�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q���S�D�J�H������

�‡ �'�L�V�D�E�O�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q���S�D�J�H������

�‡ �(�[�F�O�X�G�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�U�R�P�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�G�R�Z�Q�O�R�D�G���S�D�J�H������

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�I�L�O�H�V�H�W�X�S���S�D�J�H������

About phone configuration file encryption
�7�R�V�H�F�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�D�Q�G�V�H�F�X�U�H�G�S�D�V�V�Z�R�U�G�V�L�Q�S�K�R�Q�H�G�R�Z�Q�O�R�D�G�V�I�U�R�P�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U���\�R�X�P�X�V�W�H�Q�D�E�O�H�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�R�S�W�L�R�Q�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z�D�Q�G�S�H�U�I�R�U�P�D�G�G�L�W�L�R�Q�D�O�W�D�V�N�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�$�I�W�H�U�\�R�X�H�Q�D�E�O�H�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�&�R�Q�I�L�J�R�S�W�L�R�Q���F�R�Q�I�L�J�X�U�H�W�K�H�U�H�T�X�L�U�H�G�S�D�U�D�P�H�W�H�U�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�Q�G�W�K�H�S�K�R�Q�H�D�Q�G�U�H�V�W�D�U�W�U�H�T�X�L�U�H�G�V�H�U�Y�L�F�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�6�H�U�Y�L�F�H�D�E�L�O�L�W�\���W�K�H�7�)�7�3�V�H�U�Y�H�U
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�� �'�H�O�H�W�H�V�D�O�O�F�O�H�D�U�W�H�[�W�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�R�Q�G�L�V�N

�� �*�H�Q�H�U�D�W�H�V�H�Q�F�U�\�S�W�H�G�Y�H�U�V�L�R�Q�V�R�I�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V

�,�I�W�K�H�S�K�R�Q�H�V�X�S�S�R�U�W�V�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�D�Q�G�L�I�\�R�X�S�H�U�I�R�U�P�H�G�W�K�H�Q�H�F�H�V�V�D�U�\�W�D�V�N�V�I�R�U�S�K�R�Q�H
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q���W�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�D�Q�H�Q�F�U�\�S�W�H�G�Y�H�U�V�L�R�Q�R�I�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H��

�,�I�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�V�7�U�X�H�I�R�U�W�K�H�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�,�3�Z�K�H�Q�W�K�H�7�)�7�3�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q
�V�H�W�W�L�Q�J�L�V�)�D�O�V�H���G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�P�D�\�J�H�W�V�H�Q�W�L�Q�W�K�H�F�O�H�D�U��
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�: �L�W�K�W�K�L�V�P�H�W�K�R�G���\�R�X�V�H�Q�G�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�W�R�W�K�H�S�K�R�Q�H�L�Q�D�Q�X�Q�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���$�I�W�H�U�W�K�H
�F�U�H�G�H�Q�W�L�D�O�V�D�U�H�L�Q�W�K�H�S�K�R�Q�H���&�L�V�F�R�U�H�F�R�P�P�H�Q�G�V�W�K�D�W�\�R�X�N�H�H�S�W�K�H�7�)�7�3�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�V�H�W�W�L�Q�J�G�L�V�D�E�O�H�G�D�Q�G
�H�Q�D�E�O�H�W�K�H�(�[�F�O�X�G�H�'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�L�Q�&�R�Q�I�L�J�X�U�D�W�L�R�Q�)�L�O�H�I�O�D�J�R�Q�W�K�H�F�R�U�U�H�V�S�R�Q�G�L�Q�J�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Z�L�Q�G�R�Z��
�Z�K�L�F�K�Z�L�O�O�H�[�F�O�X�G�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�U�R�P�I�X�W�X�U�H�G�R�Z�Q�O�R�D�G�V��

�$�I�W�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�[�L�V�W�L�Q�W�K�H�V�H�S�K�R�Q�H�V�D�Q�G�D�Q�L�Q�F�R�P�L�Q�J�I�L�O�H�G�R�H�V�Q�R�W�F�R�Q�W�D�L�Q�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���W�K�H
�H�[�L�V�W�L�Q�J�F�U�H�G�H�Q�W�L�D�O�V�U�H�P�D�L�Q�L�Q�S�O�D�F�H���7�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�U�H�P�D�L�Q�L�Q�W�D�F�W�X�Q�W�L�O�W�K�H�S�K�R�Q�H�L�V�I�D�F�W�R�U�\�U�H�V�H�W�R�U
�Q�H�Z�F�U�H�G�H�Q�W�L�D�O�V���L�Q�F�O�X�G�L�Q�J�E�O�D�Q�N�V���D�U�H�U�H�F�H�L�Y�H�G��

�,�I�\�R�X�F�K�D�Q�J�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�R�U�D�S�K�R�Q�H�R�U�H�Q�G�X�V�H�U���W�H�P�S�R�U�D�U�L�O�\�G�L�V�D�E�O�H�W�K�H�(�[�F�O�X�G�H�'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�V
�I�O�D�J�R�Q�W�K�H�F�R�U�U�H�V�S�R�Q�G�L�Q�J�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�Z�L�Q�G�R�Z�W�R�G�R�Z�Q�O�R�D�G�W�K�H�Q�H�Z�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�W�R�W�K�H�S�K�R�Q�H��

Set up encryption configuration file
�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�S�U�R�Y�L�G�H�V�W�K�H�W�D�V�N�V�X�V�H�G�W�R�F�R�Q�I�L�J�X�U�H�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Procedure

Step 1 �9�H�U�L�I�\�W�K�D�W�W�K�H�&�O�X�V�W�H�U�6�H�F�X�U�L�W�\�0�R�G�H�L�V�F�R�Q�I�L�J�X�U�H�G�I�R�U�0�L�[�H�G�0�R�G�H��
�&�O�X�V�W�H�U�V�H�F�X�U�L�W�\�P�R�G�H�F�R�Q�I�L�J�X�U�H�V�W�K�H�V�H�F�X�U�L�W�\�F�D�S�D�E�L�O�L�W�\�I�R�U�\�R�X�U�F�O�X�V�W�H�U�R�U�V�W�D�Q�G�D�O�R�Q�H
�V�H�U�Y�H�U��

Note

Step 2 �&�K�H�F�N�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�F�K�H�F�N�E�R�[�L�Q�W�K�H�3�K�R�Q�H�6�H�F�X�U�L�W�\�3�U�R�I�L�O�H���%�H�V�X�U�H�W�R�D�S�S�O�\�W�K�H�S�U�R�I�L�O�H�W�R
�W�K�H�S�K�R�Q�H��

Step 3 �'�H�W�H�U�P�L�Q�H�Z�K�L�F�K�S�K�R�Q�H�V�V�X�S�S�R�U�W�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�D�Q�G�Z�K�L�F�K�S�K�R�Q�H�V�V�X�S�S�R�U�W�V�\�P�P�H�W�U�L�F�N�H�\�H�Q�F�U�\�S�W�L�R�Q
�Z�L�W�K�S�K�R�Q�H�S�X�E�O�L�F�N�H�\���3�.�,�H�Q�F�U�\�S�W�L�R�Q����

Step 4 �,�I�\�R�X�U�S�K�R�Q�H�V�X�S�S�R�U�W�V�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q���S�H�U�I�R�U�P�W�K�H�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�W�D�V�N�V��

Step 5 �,�I�\�R�X�U�S�K�R�Q�H�V�X�S�S�R�U�W�V�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q���H�Q�W�H�U�W�K�H�V�\�P�P�H�W�U�L�F�N�H�\�R�Q�W�K�H�S�K�R�Q�H���U�H�V�H�W�W�K�H�S�K�R�Q�H��

Step 6 �,�I�\�R�X�U�S�K�R�Q�H�V�X�S�S�R�U�W�V�W�K�H�P�H�W�K�R�G���V�\�P�P�H�W�U�L�F�N�H�\�H�Q�F�U�\�S�W�L�R�Q�Z�L�W�K�S�K�R�Q�H�S�X�E�O�L�F�N�H�\���3�.�,�H�Q�F�U�\�S�W�L�R�Q�����Y�H�U�L�I�\
�W�K�D�W�D�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H���0�,�&���R�U�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���/�6�&���H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H��
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Related Topics

�$�S�S�O�\�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�� �R�Q�S�D�J�H������
�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�&�L�V�F�R�&�7�/�&�O�L�H�Q�W�V�H�W�X�S�� �R�Q�S�D�J�H����
�(�Q�D�E�O�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H������
�(�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H������
�(�Q�W�H�U�S�K�R�Q�H�V�\�P�P�H�W�U�L�F�N�H�\�� �R�Q�S�D�J�H������
�0�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�� �R�Q�S�D�J�H������
�3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W�� �R�Q�S�D�J�H����
�6�H�W�X�S�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�� �R�Q�S�D�J�H������
�9�H�U�L�I�\�/�6�&�R�U�0�,�&�F�H�U�W�L�I�L�F�D�W�H�L�Q�V�W�D�O�O�D�W�L�R�Q�� �R�Q�S�D�J�H������

Enable phone configuration file encryption
�7�K�H�7�)�7�3�V�H�U�Y�H�U�T�X�H�U�L�H�V�W�K�H�G�D�W�D�E�D�V�H�Z�K�H�Q�L�W�E�X�L�O�G�V�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���,�I�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W
�L�V�D�S�S�O�L�H�G�W�R�W�K�H�S�K�R�Q�H�K�D�V�W�K�H�7�)�7�3�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�O�D�J�V�H�W���W�K�H�7�)�7�3�V�H�U�Y�H�U�E�X�L�O�G�V�D�Q�H�Q�F�U�\�S�W�H�G
�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H��

Procedure

Step 1 �)�L�Q�G�W�K�H�D�S�S�U�R�S�U�L�D�W�H�G�H�Y�L�F�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�I�R�U�W�K�H�S�K�R�Q�H�W�R�D�F�F�H�V�V�W�K�H�7�)�7�3�H�Q�F�U�\�S�W�L�R�Q�I�O�D�J��

Step 2 �&�K�H�F�N�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�F�K�H�F�N�E�R�[�W�R�H�Q�D�E�O�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q��

Related Topics

�)�L�Q�G�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������

Set up manual key distribution
�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�D�V�V�X�P�H�V�W�K�D�W��

�‡�7�K�H�S�K�R�Q�H�H�[�L�V�W�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H��

�‡�$ �F�R�P�S�D�W�L�E�O�H�I�L�U�P�Z�D�U�H�O�R�D�G�H�[�L�V�W�V�R�Q�W�K�H�7�)�7�3�V�H�U�Y�H�U���D�Q�G

�‡�<�R�X�H�Q�D�E�O�H�G�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�S�D�U�D�P�H�W�H�U�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Before You Begin

�'�H�W�H�U�P�L�Q�H�Z�K�H�W�K�H�U�\�R�X�U�S�K�R�Q�H�V�X�S�S�R�U�W�V�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q
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Procedure

Step 1 �)�L�Q�G�W�K�H�S�K�R�Q�H���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �$�I�W�H�U�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���F�R�Q�I�L�J�X�U�H�W�K�H�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�V�H�W�W�L�Q�J�V��
�6�H�H�0�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�� �R�Q�S�D�J�H������ �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

�$�I�W�H�U�\�R�X�K�D�Y�H�F�R�Q�I�L�J�X�U�H�G�W�K�H�V�H�W�W�L�Q�J�V���\�R�X�V�K�R�X�O�G�Q�R�W�F�K�D�Q�J�H�W�K�H
�N�H�\��

Note

Step 3 �&�O�L�F�N�6�D�Y�H��

Step 4 �(�Q�W�H�U�W�K�H�V�\�P�P�H�W�U�L�F�N�H�\�R�Q�W�K�H�S�K�R�Q�H�D�Q�G�W�K�H�Q�U�H�V�H�W�W�K�H�S�K�R�Q�H��
�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�K�R�Z�W�R�S�H�U�I�R�U�P�W�K�H�V�H�W�D�V�N�V���U�H�I�H�U�W�R�W�K�H�S�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U
�S�K�R�Q�H�P�R�G�H�O��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������

Manual key distribution settings
�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�W�K�H�P�D�Q�X�D�O�G�L�V�W�U�L�E�X�W�L�R�Q�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z��

Table 15: Manual Key Distribution Configuration Settings

DescriptionSetting

�(�Q�W�H�U�D�V�W�U�L�Q�J�R�I�K�H�[�D�G�H�F�L�P�D�O�F�K�D�U�D�F�W�H�U�V�W�K�D�W�\�R�X�Z�D�Q�W�W�R�X�V�H�I�R�U�W�K�H�V�\�P�P�H�W�U�L�F
�N�H�\���9�D�O�L�G�F�K�D�U�D�F�W�H�U�V�L�Q�F�O�X�G�H�Q�X�P�H�U�D�O�V�����������D�Q�G�X�S�S�H�U�F�D�V�H���O�R�Z�H�U�F�D�V�H
�F�K�D�U�D�F�W�H�U�V���$���)���R�U�D���I����

�0�D�N�H�V�X�U�H�W�K�D�W�\�R�X�H�Q�W�H�U�W�K�H�F�R�U�U�H�F�W�E�L�W�V�I�R�U�W�K�H�N�H�\�V�L�]�H���R�W�K�H�U�Z�L�V�H���&�L�V�F�R
�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�M�H�F�W�V�W�K�H�Y�D�O�X�H���&�L�V�F�R�8�Q�L�I�L�H�G
�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�V�X�S�S�R�U�W�V�W�K�H�I�R�O�O�R�Z�L�Q�J�N�H�\�V�L�]�H�V��

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* ���6�,�3�R�Q�O�\���²�������E�L�W�V

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* ���6�,�3�R�Q�O�\���²�������E�L�W�V

�$�I�W�H�U�W�K�H�N�H�\�L�V�F�R�Q�I�L�J�X�U�H�G���\�R�X�V�K�R�X�O�G�Q�R�W�F�K�D�Q�J�H�L�W��

�6�\�P�P�H�W�U�L�F�.�H�\

�,�I�\�R�X�Z�D�Q�W�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�W�R
�J�H�Q�H�U�D�W�H�D�K�H�[�D�G�H�F�L�P�D�O�V�W�U�L�Q�J�I�R�U�\�R�X���F�O�L�F�N�W�K�H�*�H�Q�H�U�D�W�H�6�W�U�L�Q�J�E�X�W�W�R�Q��

�$�I�W�H�U�W�K�H�N�H�\�L�V�F�R�Q�I�L�J�X�U�H�G���\�R�X�V�K�R�X�O�G�Q�R�W�F�K�D�Q�J�H�L�W��

�*�H�Q�H�U�D�W�H�6�W�U�L�Q�J

�,�I�\�R�X�Z�D�Q�W�W�R�U�H�V�W�R�U�H�W�K�H�Y�D�O�X�H�W�K�D�W�H�[�L�V�W�V�L�Q�W�K�H�G�D�W�D�E�D�V�H���F�O�L�F�N�W�K�L�V�E�X�W�W�R�Q���5�H�Y�H�U�W�W�R�'�D�W�D�E�D�V�H�9�D�O�X�H
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Related Topics

�(�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�S�D�J�H����

Enter phone symmetric key
�)�R�O�O�R�Z�W�K�L�V�S�U�R�F�H�G�X�U�H�W�R�H�Q�W�H�U�W�K�H�V�\�P�P�H�W�U�L�F�N�H�\�R�Q�W�K�H�S�K�R�Q�H�D�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�P�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q
�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Procedure

Step 1 �3�U�H�V�V�W�K�H�6�H�W�W�L�Q�J�V�E�X�W�W�R�Q�R�Q�W�K�H�S�K�R�Q�H��

Step 2 �,�I�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�L�V�O�R�F�N�H�G���V�F�U�R�O�O�G�R�Z�Q�W�K�H�6�H�W�W�L�Q�J�V�P�H�Q�X���K�L�J�K�O�L�J�K�W�8�Q�O�R�F�N�3�K�R�Q�H�D�Q�G�S�U�H�V�V�W�K�H�6�H�O�H�F�W
�V�R�I�W�N�H�\���(�Q�W�H�U�W�K�H�S�K�R�Q�H�S�D�V�V�Z�R�U�G�D�Q�G�S�U�H�V�V�W�K�H�$�F�F�H�S�W�V�R�I�W�N�H�\��
�7�K�H�S�K�R�Q�H�D�F�F�H�S�W�V�W�K�H�S�D�V�V�Z�R�U�G��

Step 3 �6�F�U�R�O�O�G�R�Z�Q�W�K�H�6�H�W�W�L�Q�J�V�P�H�Q�X���K�L�J�K�O�L�J�K�W�6�H�F�X�U�L�W�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q���D�Q�G�S�U�H�V�V�W�K�H�6�H�O�H�F�W�V�R�I�W�N�H�\��

Step 4 �,�Q�W�K�H�6�H�F�X�U�L�W�\�&�R�Q�I�L�J�X�U�D�W�L�R�Q�P�H�Q�X���K�L�J�K�O�L�J�K�W�W�K�H�6�H�W�&�I�J�(�Q�F�U�\�S�W�.�H�\�R�S�W�L�R�Q�D�Q�G�S�U�H�V�V�W�K�H�6�H�O�H�F�W�V�R�I�W�N�H�\��

Step 5 �:�K�H�Q�S�U�R�P�S�W�H�G�I�R�U�W�K�H�H�Q�F�U�\�S�W�L�R�Q�N�H�\���H�Q�W�H�U�W�K�H�N�H�\���L�Q�K�H�[�����,�I�\�R�X�Q�H�H�G�W�R�F�O�H�D�U�W�K�H�N�H�\���H�Q�W�H�U���� �]�H�U�R
�G�L�J�L�W�V��

Step 6 �$�I�W�H�U�\�R�X�K�D�Y�H�I�L�Q�L�V�K�H�G�H�Q�W�H�U�L�Q�J�W�K�H�N�H�\���S�U�H�V�V�W�K�H�$�F�F�H�S�W�V�R�I�W�N�H�\��
�7�K�H�S�K�R�Q�H�D�F�F�H�S�W�V�W�K�H�H�Q�F�U�\�S�W�L�R�Q�N�H�\��

Step 7 �5�H�V�H�W�W�K�H�S�K�R�Q�H��
�$�I�W�H�U�W�K�H�S�K�R�Q�H�U�H�V�H�W�V���W�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V��

Verify LSC or MIC certificate installation
�7�K�L�V�S�U�R�F�H�G�X�U�H�D�S�S�O�L�H�V�W�R�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�X�V�H�3�.�,�H�Q�F�U�\�S�W�L�R�Q���7�R�G�H�W�H�U�P�L�Q�H�Z�K�H�W�K�H�U�\�R�X�U�S�K�R�Q�H
�V�X�S�S�R�U�W�V�W�K�H�P�H�W�K�R�G���V�\�P�P�H�W�U�L�F�N�H�\�H�Q�F�U�\�S�W�L�R�Q�Z�L�W�K�S�K�R�Q�H�S�X�E�O�L�F�N�H�\���3�.�,�H�Q�F�U�\�S�W�L�R�Q�����V�H�H�W�K�H�3�K�R�Q�H�P�R�G�H�O�V
�V�X�S�S�R�U�W�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H��������

�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�D�V�V�X�P�H�V�W�K�D�W�W�K�H�S�K�R�Q�H�H�[�L�V�W�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H
�D�Q�G�W�K�D�W�\�R�X�H�Q�D�E�O�H�G�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�S�D�U�D�P�H�W�H�U�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Procedure

Step 1 �9�H�U�L�I�\�W�K�D�W�D�P�D�Q�X�I�D�F�W�X�U�H���L�Q�V�W�D�O�O�H�G�F�H�U�W�L�I�L�F�D�W�H���0�,�&���R�U�D�O�R�F�D�O�O�\�V�L�J�Q�L�I�L�F�D�Q�W�F�H�U�W�L�I�L�F�D�W�H���/�6�&���H�[�L�V�W�V�L�Q�W�K�H
�S�K�R�Q�H��

�%�\�F�K�R�R�V�L�Q�J�W�K�H�7�U�R�X�E�O�H�V�K�R�R�W�R�S�W�L�R�Q�L�Q�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V�V�H�F�W�L�R�Q�R�I�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��
�\�R�X�F�D�Q�Y�H�U�L�I�\�W�K�D�W�D�Q�/�6�&�R�U�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���7�K�H�'�H�O�H�W�H�D�Q�G�7�U�R�X�E�O�H�V�K�R�R�W�R�S�W�L�R�Q�V�G�R�Q�R�W�G�L�V�S�O�D�\�L�I�D�F�H�U�W�L�I�L�F�D�W�H�G�R�H�V�Q�R�W�H�[�L�V�W�L�Q
�W�K�H�S�K�R�Q�H��

Tip
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�<�R�X�F�D�Q�D�O�V�R�Y�H�U�L�I�\�W�K�D�W�D�Q�/�6�&�R�U�0�,�&�H�[�L�V�W�V�L�Q�W�K�H�S�K�R�Q�H�E�\�F�K�H�F�N�L�Q�J�W�K�H�V�H�F�X�U�L�W�\�F�R�Q�I�L�J�X�U�D�W�L�R�Q�D�W
�W�K�H�S�K�R�Q�H���5�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�X�L�G�H�V�I�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W
�V�X�S�S�R�U�W�W�K�L�V�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

Tip

Step 2 �,�I�D�F�H�U�W�L�I�L�F�D�W�H�G�R�H�V�Q�R�W�H�[�L�V�W���L�Q�V�W�D�O�O�D�Q�/�6�&�E�\�X�V�L�Q�J�W�K�H�&�$�3�)�I�X�Q�F�W�L�R�Q�D�O�L�W�\�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z���)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�K�R�Z�W�R�L�Q�V�W�D�O�O�D�/�6�&���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�W�K�H�F�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q��

Step 3 �$�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�&�$�3�)�V�H�W�W�L�Q�J�V���F�O�L�F�N�6�D�Y�H��

Step 4 �,�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���F�O�L�F�N�5�H�V�H�W���7�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�D�Q�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�I�U�R�P
�W�K�H�7�)�7�3�V�H�U�Y�H�U�D�I�W�H�U�W�K�H�S�K�R�Q�H�U�H�V�H�W�V

Related Topics

�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�3�K�R�Q�H�P�R�G�H�O�V�X�S�S�R�U�W�� �R�Q�S�D�J�H����
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������

Verify phone configuration file encryption
�:�K�H�Q�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�L�V�H�Q�F�U�\�S�W�H�G���L�W�X�V�H�V�W�K�H�I�R�O�O�R�Z�L�Q�J�I�R�U�P�D�W��

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* ���6�,�3�R�Q�O�\���²�/�'���0�$�&�!���[

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* ���6�,�3�R�Q�O�\���²�6�,�3���0�$�&�!���F�Q�I���H�Q�F���V�J�Q

�‡�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*�� ���������* ���6�&�&�3�R�Q�O�\�������������*�� ���������*���*�(�����������*�� ���������*�� ���������*��
���������*���*�(�����������*�����������*�����������*�� ���������*�� ���������*���*�(���D�Q�G���������*�²�6�(�3���0�$�&�!���F�Q�I���[�P�O���H�Q�F���V�J�Q

�7�R�D�F�F�H�V�V�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�D�W�W�K�H�S�K�R�Q�H���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�X�L�G�H�V�I�R�U
�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�W�K�D�W�V�X�S�S�R�U�W�H�Q�F�U�\�S�W�L�R�Q�D�Q�G�W�K�L�V�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�U�H�O�H�D�V�H
�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q��

Disable phone configuration file encryption
�7�R�G�L�V�D�E�O�H�H�Q�F�U�\�S�W�L�R�Q�I�R�U�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V���\�R�X�P�X�V�W�X�Q�F�K�H�F�N�W�K�H�7�)�7�3�(�Q�F�U�\�S�W�H�G�&�R�Q�I�L�J�F�K�H�F�N
�E�R�[�L�Q�W�K�H�S�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�D�Q�G�V�D�Y�H�\�R�X�U
�F�K�D�Q�J�H��

�,�I�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�L�V�7�U�X�H�I�R�U�W�K�H�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�,�3�Z�K�H�Q�W�K�H�7�)�7�3�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q
�V�H�W�W�L�Q�J�L�V�)�D�O�V�H���G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�P�D�\�J�H�W�V�H�Q�W�L�Q�W�K�H�F�O�H�D�U��

Warning

�$�I�W�H�U�\�R�X�X�S�G�D�W�H�W�K�H�V�H�W�W�L�Q�J���W�K�H�H�Q�F�U�\�S�W�L�R�Q�N�H�\�V�I�R�U�W�K�H�S�K�R�Q�H�U�H�P�D�L�Q�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V
�0�D�Q�D�J�H�U�G�D�W�D�E�D�V�H��

�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*�����������* ���6�&�&�3�R�Q�O�\�������������*�����������*���*�(�����������*�����������*�����������*�����������*���*�(��
���������*�� ���������*�� ���������*�� ���������*�� ���������*���*�(���D�Q�G���������* �U�H�T�X�H�V�W�D�Q�H�Q�F�U�\�S�W�H�G�I�L�O�H�����H�Q�F���V�J�Q�I�L�O�H���Z�K�H�Q�W�K�H
�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�J�H�W�V�X�S�G�D�W�H�G�W�R�I�D�O�V�H���W�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�D�Q�X�Q�H�Q�F�U�\�S�W�H�G���V�L�J�Q�H�G�I�L�O�H�����V�J�Q
�I�L�O�H����
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�,�I�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*�����������*�����������*�����������*���6�,�3�R�Q�O�\���U�H�T�X�H�V�W�D�Q�H�Q�F�U�\�S�W�H�G�I�L�O�H�Z�K�H�Q�W�K�H
�H�Q�F�U�\�S�W�L�R�Q�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�H�W�W�L�Q�J�J�H�W�V�X�S�G�D�W�H�G�W�R�)�D�O�V�H���D�G�P�L�Q�L�V�W�U�D�W�R�U�V�P�X�V�W�U�H�P�R�Y�H�W�K�H�V�\�P�P�H�W�U�L�F�N�H�\�I�U�R�P
�W�K�H�S�K�R�Q�H�*�8�,�V�R�W�K�H�S�K�R�Q�H�U�H�T�X�H�V�W�V�D�Q�X�Q�H�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�W�K�H�Q�H�[�W�W�L�P�H�W�K�D�W�L�W�L�V�U�H�V�H�W��

�)�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������* ���6�,�3�R�Q�O�\�����H�Q�W�H�U�D�������E�\�W�H�� �D�V�W�K�H�N�H�\�Y�D�O�X�H�I�R�U�W�K�H
�V�\�P�P�H�W�U�L�F�N�H�\�D�W�W�K�H�S�K�R�Q�H�*�8�,�W�R�G�L�V�D�E�O�H�H�Q�F�U�\�S�W�L�R�Q���)�R�U�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �D�Q�G���������*
���6�,�3�R�Q�O�\�����G�H�O�H�W�H�W�K�H�V�\�P�P�H�W�U�L�F�N�H�\�D�W�W�K�H�S�K�R�Q�H�*�8�,�W�R�G�L�V�D�E�O�H�H�Q�F�U�\�S�W�L�R�Q���)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�K�R�Z�W�R
�S�H�U�I�R�U�P�W�K�H�V�H�W�D�V�N�V���U�H�I�H�U�W�R�W�K�H�S�K�R�Q�H�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�J�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V�\�R�X�U�S�K�R�Q�H�P�R�G�H�O��

Tip

Exclude digest credentials from phone configuration file download
�7�R�H�[�F�O�X�G�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�U�R�P�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�W�K�D�W�L�V�V�H�Q�W�W�R�S�K�R�Q�H�V�D�I�W�H�U�W�K�H�L�Q�L�W�L�D�O�F�R�Q�I�L�J�X�U�D�W�L�R�Q��
�F�K�H�F�N�W�K�H�(�[�F�O�X�G�H�'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�V�L�Q�&�R�Q�I�L�J�X�U�D�W�L�R�Q�)�L�O�H�F�K�H�F�N�E�R�[�I�R�U�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�K�D�W�L�V�D�S�S�O�L�H�G
�W�R�W�K�H�S�K�R�Q�H���2�Q�O�\�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*�����������*�����������*���D�Q�G���������* ���6�,�3�R�Q�O�\���V�X�S�S�R�U�W�W�K�L�V�R�S�W�L�R�Q��

�<�R�X�P�D�\�Q�H�H�G�W�R�X�Q�F�K�H�F�N�W�K�L�V�F�K�H�F�N�E�R�[�W�R�X�S�G�D�W�H�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�I�R�U�F�K�D�Q�J�H�V�W�R�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V��

Related Topics

�(�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�H�Q�F�U�\�S�W�H�G�S�K�R�Q�H�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H������

Where to find more information about encrypted phone file setup

Related Topics

�$�E�R�X�W�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H������
�3�K�R�Q�H�P�R�G�H�O�V�V�X�S�S�R�U�W�L�Q�J�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H������
�(�Q�F�U�\�S�W�H�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H������
�6�H�W�X�S�H�Q�F�U�\�S�W�L�R�Q�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�� �R�Q�S�D�J�H������
�0�D�Q�X�D�O�N�H�\�G�L�V�W�U�L�E�X�W�L�R�Q�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
�(�Q�W�H�U�S�K�R�Q�H�V�\�P�P�H�W�U�L�F�N�H�\�� �R�Q�S�D�J�H������
�9�H�U�L�I�\�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H������
�'�L�V�D�E�O�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H�H�Q�F�U�\�S�W�L�R�Q�� �R�Q�S�D�J�H������
�&�H�U�W�L�I�L�F�D�W�H�D�X�W�K�R�U�L�W�\�S�U�R�[�\�I�X�Q�F�W�L�R�Q�� �R�Q�S�D�J�H������
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�W�L�S�V�� �R�Q�S�D�J�H����
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Digest authentication for SIP phones setup

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�6�,�3�S�K�R�Q�H�V�V�H�W�X�S���)�R�U�D�G�G�L�W�L�R�Q�D�O�L�Q�I�R�U�P�D�W�L�R�Q
�R�Q�K�R�Z�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�Z�R�U�N�V�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���V�H�H�W�R�S�L�F�V�U�H�O�D�W�H�G�W�R�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

�:�K�H�Q�\�R�X�H�Q�D�E�O�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�D�S�K�R�Q�H���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�F�K�D�O�O�H�Q�J�H�V�D�O�O
�U�H�T�X�H�V�W�V�H�[�F�H�S�W�N�H�H�S�D�O�L�Y�H�P�H�V�V�D�J�H�V�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�X�V�H�V�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�R�U�W�K�H�H�Q�G�X�V�H�U���D�V�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���W�R�Y�D�O�L�G�D�W�H
�W�K�H�F�U�H�G�H�Q�W�L�D�O�V�W�K�D�W�W�K�H�S�K�R�Q�H�R�I�I�H�U�V��

�,�I�W�K�H�S�K�R�Q�H�V�X�S�S�R�U�W�V�H�[�W�H�Q�V�L�R�Q�P�R�E�L�O�L�W�\���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�X�V�H�V�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V
�I�R�U�W�K�H�H�[�W�H�Q�V�L�R�Q�P�R�E�L�O�L�W�\�H�Q�G�X�V�H�U���D�V�F�R�Q�I�L�J�X�U�H�G�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���Z�K�H�Q�W�K�H
�H�[�W�H�Q�V�L�R�Q�P�R�E�L�O�L�W�\�X�V�H�U�O�R�J�V�L�Q��

�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�F�R�Q�I�L�J�X�U�L�Q�J�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�Q�R�Q���&�L�V�F�R�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���U�H�I�H�U�W�R
�$�S�S�H�Q�G�L�[�&�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

�‡ �6�H�W�X�S�6�,�3�S�K�R�Q�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���S�D�J�H������

�‡ �6�H�W�X�S�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V���S�D�J�H������

�‡ �6�H�W�X�S�H�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V���S�D�J�H������

�‡ �(�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�W�W�L�Q�J�V���S�D�J�H������

�‡ �6�H�W�X�S�G�L�J�H�V�W�X�V�H�U�X�V�L�Q�J�S�K�R�Q�H���S�D�J�H������

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���S�D�J�H������

Set up SIP phone digest authentication
�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�S�U�R�Y�L�G�H�V�W�K�H�W�D�V�N�V�X�V�H�G�W�R�F�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J
�6�,�3��
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Procedure

Step 1 �&�R�Q�I�L�J�X�U�H�W�K�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�I�R�U�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3���P�D�N�H�V�X�U�H�W�K�D�W�\�R�X�F�K�H�F�N�W�K�H�(�Q�D�E�O�H�'�L�J�H�V�W
�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�K�H�F�N�E�R�[��

Step 2 �$�S�S�O�\�D�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�W�R�W�K�H�S�K�R�Q�H�W�K�D�W�L�V�U�X�Q�Q�L�Q�J�6�,�3��

Step 3 �,�I�\�R�X�Z�D�Q�W�W�R�X�S�G�D�W�H�W�K�H�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���F�R�Q�I�L�J�X�U�H�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V�W�K�D�W�D�U�H�U�H�O�D�W�H�G�W�R�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��
�I�R�U�H�[�D�P�S�O�H���F�R�Q�I�L�J�X�U�H�W�K�H�6�,�3�6�W�D�W�L�R�Q�5�H�D�O�P�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U��

Step 4 �&�R�Q�I�L�J�X�U�H�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

Step 5 �&�K�R�R�V�H�W�K�H�'�L�J�H�V�W�8�V�H�U�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��
�&�K�R�R�V�L�Q�J�D�G�L�J�H�V�W�X�V�H�U�I�R�U�W�K�H�V�H�S�K�R�Q�H�V�W�K�D�W�D�U�H�U�X�Q�Q�L�Q�J�6�,�3�H�Q�V�X�U�H�V�W�K�D�W�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�J�H�W�L�Q�F�O�X�G�H�G
�L�Q�W�K�H�S�K�R�Q�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�I�L�O�H���&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������*�� ���������*�� ���������*���*�(�����������*�����������*��
���������*���*�(�����������*�����������*�� ���������*�� ���������*�� ���������*���*�(�����������*�� ���������*�� �D�Q�G���������*��

Step 6 �2�Q�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V���������* �R�U���������* ���6�,�3�R�Q�O�\�����H�Q�W�H�U�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�W�K�D�W�\�R�X�F�R�Q�I�L�J�X�U�H�G�L�Q
�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��
�)�R�U�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�K�R�Z�W�R�H�Q�W�H�U�W�K�H�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�Q�D�P�H�D�Q�G�S�D�V�V�Z�R�U�G�R�Q�W�K�H�S�K�R�Q�H���U�H�I�H�U�W�R�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G
�,�3�3�K�R�Q�H�$�G�P�L�Q�L�V�W�U�D�W�R�U�*�X�L�G�H�W�K�D�W�V�X�S�S�R�U�W�V�W�K�L�V�Y�H�U�V�L�R�Q�R�I�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U��

Related Topics

�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����
�6�H�W�X�S�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V�� �R�Q�S�D�J�H������
�6�H�W�X�S�H�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�� �R�Q�S�D�J�H������
�(�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
�6�H�W�X�S�G�L�J�H�V�W�X�V�H�U�X�V�L�Q�J�S�K�R�Q�H�� �R�Q�S�D�J�H������

Set up digest authentication service parameters
�<�R�X�F�R�Q�I�L�J�X�U�H�W�K�H�6�,�3�5�H�D�O�P�I�R�U�F�K�D�O�O�H�Q�J�H�V�W�R�S�K�R�Q�H�V�Z�L�W�K�W�K�H�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�6�,�3�6�W�D�W�L�R�Q�5�H�D�O�P���$�W
�L�Q�V�W�D�O�O�D�W�L�R�Q���&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�S�U�R�Y�L�G�H�V�D�G�H�I�D�X�O�W�V�H�W�W�L�Q�J���F�F�P�V�L�S�O�L�Q�H���)�R�U�D�G�G�L�W�L�R�Q�D�O
�L�Q�I�R�U�P�D�W�L�R�Q�R�Q�W�K�H�S�D�U�D�P�H�W�H�U���F�O�L�F�N�W�K�H�T�X�H�V�W�L�R�Q�P�D�U�N�R�U�W�K�H�S�D�U�D�P�H�W�H�U�Q�D�P�H�O�L�Q�N�W�K�D�W�G�L�V�S�O�D�\�V�L�Q�W�K�H�6�H�U�Y�L�F�H
�3�D�U�D�P�H�W�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�7�R�X�S�G�D�W�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�V�H�U�Y�L�F�H�S�D�U�D�P�H�W�H�U�V���I�R�U�H�[�D�P�S�O�H���W�K�H�6�,�3�5�H�D�O�P�6�W�D�W�L�R�Q�S�D�U�D�P�H�W�H�U���S�H�U�I�R�U�P
�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��
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Set up digest authentication service parameters



Procedure

Step 1 �,�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q���F�K�R�R�V�H�6�\�V�W�H�P�! �6�H�U�Y�L�F�H�3�D�U�D�P�H�W�H�U�V��

Step 2 �)�U�R�P�W�K�H�6�H�U�Y�H�U�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�D�Q�R�G�H�Z�K�H�U�H�\�R�X�D�F�W�L�Y�D�W�H�G�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H��

Step 3 �)�U�R�P�W�K�H�6�H�U�Y�L�F�H�G�U�R�S���G�R�Z�Q�O�L�V�W�E�R�[���F�K�R�R�V�H�W�K�H�&�L�V�F�R�&�D�O�O�0�D�Q�D�J�H�U�V�H�U�Y�L�F�H���9�H�U�L�I�\�W�K�D�W�W�K�H�Z�R�U�G�³�$�F�W�L�Y�H�´
�G�L�V�S�O�D�\�V�Q�H�[�W�W�R�W�K�H�V�H�U�Y�L�F�H�Q�D�P�H��

Step 4 �8�S�G�D�W�H�W�K�H�6�,�3�5�H�D�O�P�6�W�D�W�L�R�Q�S�D�U�D�P�H�W�H�U���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�K�H�O�S���7�R�G�L�V�S�O�D�\�K�H�O�S�I�R�U�W�K�H�S�D�U�D�P�H�W�H�U���F�O�L�F�N
�W�K�H�T�X�H�V�W�L�R�Q�P�D�U�N�R�U�W�K�H�S�D�U�D�P�H�W�H�U�Q�D�P�H�O�L�Q�N��

Step 5 �&�O�L�F�N�6�D�Y�H��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H������

Set up end user digest credentials
�7�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H�D�V�V�X�P�H�V�W�K�D�W�W�K�H�H�Q�G�X�V�H�U�H�[�L�V�W�V�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�G�D�W�D�E�D�V�H���7�R�F�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�R�U�W�K�H�H�Q�G�X�V�H�U���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �)�L�Q�G�W�K�H�H�Q�G�X�V�H�U���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �$�I�W�H�U�W�K�H�V�S�H�F�L�I�L�F�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���H�Q�W�H�U�W�K�H�D�S�S�U�R�S�U�L�D�W�H�V�H�W�W�L�Q�J�V��
�6�H�H�7�D�E�O�H�������'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�V�� �R�Q�S�D�J�H������ �I�R�U�I�L�H�O�G�G�H�V�F�U�L�S�W�L�R�Q�V��

Step 3 �&�O�L�F�N�6�D�Y�H��

Step 4 �7�R�F�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�I�R�U�D�G�G�L�W�L�R�Q�D�O�H�Q�G�X�V�H�U�V���U�H�S�H�D�W�W�K�H�S�U�R�F�H�G�X�U�H��

What to Do Next

�$�I�W�H�U�\�R�X�F�R�Q�I�L�J�X�U�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z���F�K�R�R�V�H�W�K�H�G�L�J�H�V�W�X�V�H�U�I�R�U
�W�K�H�S�K�R�Q�H�E�\�D�F�F�H�V�V�L�Q�J�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�$�I�W�H�U�\�R�X�F�K�R�R�V�H�W�K�H�G�L�J�H�V�W�X�V�H�U���H�Q�W�H�U�W�K�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�F�U�H�G�H�Q�W�L�D�O�V�W�K�D�W�\�R�X�J�H�W�I�U�R�P�W�K�H�(�Q�G�8�V�H�U
�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�R�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H���������* �R�U���������* ���6�,�3�R�Q�O�\����

Related Topics

�(�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H������
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Set up end user digest credentials



End user digest credential settings
�7�K�H�I�R�O�O�R�Z�L�Q�J�W�D�E�O�H�G�H�V�F�U�L�E�H�V�W�K�H�V�H�W�W�L�Q�J�V�I�R�U�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�W�W�L�Q�J�V�L�Q�W�K�H�(�Q�G�8�V�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q
�Z�L�Q�G�R�Z�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

Table 16: Digest Credentials

DescriptionSetting

�(�Q�W�H�U�D�V�W�U�L�Q�J�R�I�D�O�S�K�D�Q�X�P�H�U�L�F�F�K�D�U�D�F�W�H�U�V���'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�V

�7�R�F�R�Q�I�L�U�P�W�K�D�W�\�R�X�H�Q�W�H�U�H�G�W�K�H�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�F�R�U�U�H�F�W�O�\���H�Q�W�H�U�W�K�H
�F�U�H�G�H�Q�W�L�D�O�V�L�Q�W�K�L�V�I�L�H�O�G��

�&�R�Q�I�L�U�P�'�L�J�H�V�W�&�U�H�G�H�Q�W�L�D�O�V

Related Topics

�6�H�W�X�S�G�L�J�H�V�W�X�V�H�U�X�V�L�Q�J�S�K�R�Q�H�� �R�Q�S�D�J�H������

Set up digest user using phone
�7�R�D�V�V�R�F�L�D�W�H�D�G�L�J�H�V�W�X�V�H�U�Z�L�W�K�D�S�K�R�Q�H���S�H�U�I�R�U�P�W�K�H�I�R�O�O�R�Z�L�Q�J�S�U�R�F�H�G�X�U�H��

Procedure

Step 1 �)�L�Q�G�W�K�H�S�K�R�Q�H���D�V�G�H�V�F�U�L�E�H�G�L�Q�W�K�H�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�*�X�L�G�H��

Step 2 �$�I�W�H�U�W�K�H�V�S�H�F�L�I�L�F�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�G�L�V�S�O�D�\�V���O�R�F�D�W�H�W�K�H�'�L�J�H�V�W�8�V�H�U�V�H�W�W�L�Q�J�D�Q�G�F�K�R�R�V�H�W�K�H�H�Q�G
�X�V�H�U�W�K�D�W�\�R�X�Z�D�Q�W�W�R�D�V�V�R�F�L�D�W�H�Z�L�W�K�W�K�H�S�K�R�Q�H��

Step 3 �&�O�L�F�N�6�D�Y�H��

Step 4 �&�O�L�F�N�5�H�V�H�W��
�$�I�W�H�U�\�R�X�D�V�V�R�F�L�D�W�H�W�K�H�H�Q�G�X�V�H�U�Z�L�W�K�W�K�H�S�K�R�Q�H���V�D�Y�H�W�K�H�F�R�Q�I�L�J�X�U�D�W�L�R�Q�D�Q�G�U�H�V�H�W�W�K�H�S�K�R�Q�H��

Related Topics

�:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H������

Where to find more information about digest authentication

Related Topics

�'�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H����
�3�K�R�Q�H�V�H�F�X�U�L�W�\�S�U�R�I�L�O�H�V�H�W�X�S�� �R�Q�S�D�J�H����
�6�H�W�X�S�6�,�3�S�K�R�Q�H�G�L�J�H�V�W�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �R�Q�S�D�J�H������
�(�Q�G�X�V�H�U�G�L�J�H�V�W�F�U�H�G�H�Q�W�L�D�O�V�H�W�W�L�Q�J�V�� �R�Q�S�D�J�H������
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End user digest credential settings



C H A P T E R  13
Phone hardening

�7�K�L�V�F�K�D�S�W�H�U�S�U�R�Y�L�G�H�V�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�S�K�R�Q�H�K�D�U�G�H�Q�L�Q�J���7�R�W�L�J�K�W�H�Q�V�H�F�X�U�L�W�\�R�Q�W�K�H�S�K�R�Q�H���\�R�X�F�D�Q�S�H�U�I�R�U�P
�S�K�R�Q�H�K�D�U�G�H�Q�L�Q�J�W�D�V�N�V�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z�L�Q�&�L�V�F�R�8�Q�L�I�L�H�G�&�R�P�P�X�Q�L�F�D�W�L�R�Q�V�0�D�Q�D�J�H�U
�$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��

�‡ �*�U�D�W�X�L�W�R�X�V�$�5�3�G�L�V�D�E�O�H���S�D�J�H������

�‡ �: �H�E�D�F�F�H�V�V�G�L�V�D�E�O�H���S�D�J�H������

�‡ �3�&�Y�R�L�F�H�9�/�$�1�D�F�F�H�V�V�G�L�V�D�E�O�H���S�D�J�H������

�‡ �6�H�W�W�L�Q�J�D�F�F�H�V�V�G�L�V�D�E�O�H���S�D�J�H������

�‡ �3�&�S�R�U�W�G�L�V�D�E�O�H���S�D�J�H������

�‡ �6�H�W�X�S�S�K�R�Q�H�K�D�U�G�H�Q�L�Q�J���S�D�J�H������

�‡ �:�K�H�U�H�W�R�I�L�Q�G�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q�D�E�R�X�W�S�K�R�Q�H�K�D�U�G�H�Q�L�Q�J���S�D�J�H������

Gratuitous ARP disable
�%�\�G�H�I�D�X�O�W���&�L�V�F�R�8�Q�L�I�L�H�G�,�3�3�K�R�Q�H�V�D�F�F�H�S�W�*�U�D�W�X�L�W�R�X�V�$�5�3�S�D�F�N�H�W�V���*�U�D�W�X�L�W�R�X�V�$�5�3�S�D�F�N�H�W�V���Z�K�L�F�K�G�H�Y�L�F�H�V
�X�V�H���D�Q�Q�R�X�Q�F�H�W�K�H�S�U�H�V�H�Q�F�H�R�I�W�K�H�G�H�Y�L�F�H�R�Q�W�K�H�Q�H�W�Z�R�U�N���+�R�Z�H�Y�H�U���D�W�W�D�F�N�H�U�V�F�D�Q�X�V�H�W�K�H�V�H�S�D�F�N�H�W�V�W�R�V�S�R�R�I
�D�Y�D�O�L�G�Q�H�W�Z�R�U�N�G�H�Y�L�F�H���I�R�U�H�[�D�P�S�O�H���D�Q�D�W�W�D�F�N�H�U�F�R�X�O�G�V�H�Q�G�R�X�W�D�S�D�F�N�H�W�W�K�D�W�F�O�D�L�P�V�W�R�E�H�W�K�H�G�H�I�D�X�O�W�U�R�X�W�H�U��
�,�I�\�R�X�F�K�R�R�V�H�W�R�G�R�V�R���\�R�X�F�D�Q�G�L�V�D�E�O�H�*�U�D�W�X�L�W�R�X�V�$�5�3�L�Q�W�K�H�3�K�R�Q�H�&�R�Q�I�L�J�X�U�D�W�L�R�Q�Z�L�Q�G�R�Z��

�'�L�V�D�E�O�L�Q�J�W�K�L�V�I�X�Q�F�W�L�R�Q�D�O�L�W�\�G�R�H�V�Q�R�W�S�U�H�Y�H�Q�W�W�K�H�S�K�R�Q�H�I�U�R�P�L�G�H�Q�W�L�I�\�L�Q�J�L�W�V�G�H�I�D�X�O�W�U�R�X�W�H�U��Note

Web access disable
�'�L�V�D�E�O�L�Q�J�W�K�H�Z�H�E�V�H�U�Y�H�U�I�X�Q�F�W�L�R�Q�D�O�L�W�\�I�R�U�W�K�H�S�K�R�Q�H�E�O�R�F�N�V�D�F�F�H�V�V�W�R�W�K�H�S�K�R�Q�H�L�Q�W�H�U�Q�D�O�Z�H�E�S�D�J�H�V���Z�K�L�F�K
�S�U�R�Y�L�G�H�V�W�D�W�L�V�W�L�F�V�D�Q�G�F�R�Q�I�L�J�X�U�D�W�L�R�Q�L�Q�I�R�U�P�D�W�L�R�Q���)�H�D�W�X�U�H�V���V�X�F�K�D�V�&�L�V�F�R�4�X�D�O�L�W�\�5�H�S�R�U�W�7�R�R�O���G�R�Q�R�W�I�X�Q�F�W�L�R�Q
�S�U�R�S�H�U�O�\�Z�L�W�K�R�X�W�D�F�F�H�V�V�W�R�W�K�H�S�K�R�Q�H�Z�H�E�S�D�J�H�V���'�L�V�D�E�O�L�Q�J�W�K�H�Z�H�E�V�H�U�Y�H�U�D�O�V�R�D�I�I�H�F�W�V�D�Q�\�V�H�U�Y�L�F�H�D�E�L�O�L�W�\
�D�S�S�O�L�F�D�W�L�R�Q���V�X�F�K�D�V�&�L�V�F�R�:�R�U�N�V���W�K�D�W�U�H�O�L�H�V�R�Q�Z�H�E�D�F�F�H�V�V��
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