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C H A P T E R  1
Planning for IM Compliance

• About IM Compliance, page 1

• Prerequisite Configuration Tasks, page 4

About IM Compliance
Many industries require that instant messages adhere to the same regulatory compliance guidelines as for all
other business records. To comply with these regulations, your system must log and archive all business
records, and the archived records must be retrievable.

The Cisco Unified CommunicationsManager IM and Presence Service provides support for instant messaging
(IM) compliance by collecting data for the following IM activities in single cluster, intercluster, or federated
network configurations:

• Point-to-point messages.

• Group chat - This includes ad-hoc, or temporary chat messages, and permanent chat messages.

IM Compliance Components
IM compliance includes these components:

• IM and Presence Service Release 9.0(1) . IM and Presence Service uses theMessage Archiver component
for logging messages to the external database.

• External database—For information on supported external databases, see the Database Setup Guide for
IM and Presence Service.

• IM Client—Supported clients include Cisco clients such as Cisco Jabber; third-party XMPP clients, and
other third-party clients used in federated networks.
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The Message Archiver provides a basic IM logging solution. If you require a more granular logging
solution, for example logging based on policy, use the third-party compliance solution, see the appendix
module for details.

Note

Related Topics

Database Setup for IM and Presence Service on Cisco Unified Communications Manager, Release 9.0(1)
Integration with Third-Party Compliance Servers, on page 15

Sample Topologies and Message Flow for IM Compliance

The external database requirements defined in this section depend on the capacity of your servers.Note

IM compliance provides logging of all compliance related data to an external database. All IM traffic passes
through the IM and Presence Service node (via the message archiver component) and is simultaneously logged
to the external database. Each IM log contains the sender and recipient information, the timestamp, and the
message body.

For ad hoc group chat messages, by default IM and Presence Service logs multiple copies of the samemessage
to the external database, one copy for each recipient. This identifies what users in the ad hoc group chat
received the message.

Depending on the XMPP client you deploy, you may also notice this behavior:

• IM and Presence Service may log an incoming message to the external database twice. This occurs
because some XMPP clients do not support the ability to learn the full JID, or address, of the other party
in the conversation. Consequently the XMPP client forks the message to all active clients for the user
(all clients that the user is currently signed into), and IM and Presence Service then logs all forked
messages to the external database.

• IM and Presence Service may log the first message in a chat to the external database twice. This occurs
until the XMPP client learns the full JID, or address, of the other party in the conversation.

If the IM and Presence Service loses its connection to the external database, it continues to send and deliver
IMs to users, and users can still create (ad hoc) chat rooms. However, with no connection to the external
database, the IM and Presence Service does not log any of these IMs. To maintain group chat support in this
case, persistent chat should be assigned to a different database server. IM and Presence Service raises an alarm
if the connection to the external database is lost.

Single Cluster Configuration

When using IM compliance in a single cluster, we highly recommend that you deploy one external database
per cluster to which all incoming messages sent to users in the cluster are logged.
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Sample Topologies and Message Flow for IM Compliance
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Note • For IM compliance, we highly recommend that you deploy one external database per cluster. However,
depending on your requirements, you can configure more than one external database per cluster, or
share an external database between clusters.

• If you deploy the group chat feature, you require one external database per node in a cluster. See
Database Setup for IM and Presence Service on Cisco Unified Communications Manager .

The image below highlights these components and message flow. By default IM compliance logs inbound
messages to the external database, however you can configure the feature to also log outgoing messages.

Figure 1: IM Compliance for a Single Cluster

Intercluster or Federated Network Configuration

When using IM compliance in an intercluster or federated network configuration, you must configure an
external database per cluster. Additionally, you should configure the IM and Presence Service node to log
both incoming and outgoing messages. Otherwise, each database will retain only half of the conversation.
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The figure below highlights these components and message flow.

Figure 2: IM Compliance for Multiple Clusters

Prerequisite Configuration Tasks
Before you use this guide to configure IM compliance, make sure that you have performed the following
tasks:

• Install the IM and Presence Service nodes as described in Installing Cisco Unified Communications
Manager.

• Configure the IM and Presence Service nodes as described in Configuration and Administration of IM
and Presence Service on Cisco Unified Communications Manager.

• Set up the external database as described in Database Setup for IM and Presence Service on Cisco
Unified Communications Manager .

Support for PostgreSQL 9.1.1

To deploy PostgreSQL version 9.1.1 as the external database, you must set the following values in the
postgresql.conf file:

• escape_string_warning = off

• standard_conforming_strings = off
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After you configure these parameters, you must restart PostgreSQL. For more information about how to
configure the postgresql.conf file and restart PostgreSQL, see Database Setup for IM and Presence Service
on Cisco Unified Communications Manager .
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C H A P T E R  2
IM Compliance Configuration

• Configure IM Compliance, page 7

• Turning on Cisco XCP Message Archiver Service, page 8

Configure IM Compliance
We recommend that you perform this configuration on the publisher node in your cluster.

Before You Begin

• Install and configure one or more supported external databases. Refer to the Database Setup for IM and
Presence Service on Cisco Unified Communications Manager .

• Configure the external databases on IM and Presence Service. Choose Cisco Unified CM IM and
Presence Administration >Messaging > External Databases.

• Make sure that the trace level for the Cisco XCP Router service is set to info or higher.

Procedure

Step 1 Choose Cisco Unified CM IM and Presence Administration >Messaging > Compliance > Compliance
Settings.

Step 2 Choose Message Archiver from the Compliance Server Selection.
Step 3 (Optional) Check the Enable Outbound Message Logging checkbox.

Turning on this option can degrade IM performance. Because all inbound messages are already logged, do
not enable this setting unless you are using IM compliance in intercluster or federated networks.

Step 4 For each node, assign a database from the External Database option.
If you are using one external database for your cluster, assign all nodes to the same external database. If you
are using more than one external database for your cluster, assign the nodes to the external databases based
on your capacity requirements.

Instant Messaging Compliance for IM and Presence Service on Cisco Unified Communications Manager, Release
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Step 5 Click Save.
Step 6 Start the Cisco Message Archiver service (if this service is not already started).
Step 7 Restart the Cisco XCP Router service.

Troubleshooting Tips

a) If you make any subsequent changes to the Message Archiver configuration, restart the Cisco XCP Router
service.

b) (All releases) If you switch between IM compliance deployment options (for example, switch from the
Third-Party Compliance Server option to the Message Archiver option), you must restart the Cisco XCP
Router service.

What to Do Next

Turning on Cisco XCP Message Archiver Service, on page 8

Related Topics

Set Trace Level to Info to Support IM Compliance, on page 12
Restart Cisco XCP Router Service, on page 11
Restart Cisco XCP Message Archiver Service, on page 12
Sample Topologies and Message Flow for IM Compliance, on page 2

Turning on Cisco XCP Message Archiver Service
The Cisco XCPMessage Archiver service must be running for the compliance feature to operate correctly on
IM and Presence Service.

If you do not assign an external database to a node for the compliance feature, IM and Presence Service
does not permit you to turn on the Cisco XCP Message Archiver service.

Note

Procedure

Step 1 Choose Cisco Unified IM and Presence Serviceability > Tools > Service Activation.
Step 2 Choose the server from the Server list box.
Step 3 Click Go.
Step 4 Click the radio button next to the Cisco XCP Message Archiver service in the IM and Presence Services

section.
Step 5 Click Save.

Troubleshooting Tips

If the Cisco XCP Message Archiver service fails to start, but the System Troubleshooter (Cisco Unified CM
IM and Presence Administration > Diagnostics > System Troubleshooter) shows that the status of the
external database connection is ok, we recommend that you unassign the external database from the node,
and reassign it again.
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Related Topics

Configure IM Compliance, on page 7
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C H A P T E R  3
IM Compliance Serviceability and
Troubleshooting

• Restart Cisco XCP Router Service, page 11

• Restart Cisco XCP Message Archiver Service, page 12

• Set Trace Level to Info to Support IM Compliance, page 12

• Configure Alarms for IM Compliance, page 12

Restart Cisco XCP Router Service
Procedure

Step 1 ChooseCisco Unified IM and Presence Serviceability > Tools > Control Center - Network Services.
Step 2 Choose the server from the Server list box.
Step 3 Click Go.
Step 4 Click the Cisco XCP Router radio button in the IM and Presence Services section.
Step 5 Click Restart.
Step 6 Click OK when a message indicates that restarting may take a while.
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Restart Cisco XCP Message Archiver Service
Procedure

Step 1 Choose Cisco Unified IM and Presence Serviceability > Tools > Control Center - Feature Services.
Step 2 Choose the server from the Server list box.
Step 3 Click Go.
Step 4 Click the Cisco XCP Message Archiver radio button in the IM and Presence Services section.
Step 5 Click Restart.

Set Trace Level to Info to Support IM Compliance
The Message Archiver component uses the logging feature of the Cisco XCP Router service which requires
that the trace level is set to Info or higher.

IM and Presence Service sets the trace level for Cisco XCP Router to Info by default. If you change the
trace level to a level below Info, the compliance feature will not function correctly on IM and Presence
Service.

Note

Procedure

Step 1 Sign in to Cisco Unified CM IM and Presence Administration.
Step 2 ChooseNavigation >Cisco Unified IM and Presence Serviceability from the menu in the upper, right corner

of the IM and Presence Service main window.
Step 3 ChooseTrace > Configuration.
Step 4 Choose the server that is running the service for which you want to configure trace from the Server list box

and click Go.
Step 5 Choose IM and Presence Services from the Service Group list box and click Go.
Step 6 Choose the Cisco XCP Router service from the Service list box and click Go.
Step 7 Check the Trace On check box.
Step 8 Choose Info as the Debug Trace Level in the Trace Filter Settings.

Configure Alarms for IM Compliance
If IM and Presence Service loses its connection to the external database, users will still be able to send instant
messages to each other. However, these messages will not be archived, and you will no longer be satisfying

   Instant Messaging Compliance for IM and Presence Service on Cisco Unified Communications Manager,
Release 9.1(1)

12 OL-30799-01   

IM Compliance Serviceability and Troubleshooting
Restart Cisco XCP Message Archiver Service



any regulatory compliance guidelines. To ensure that you are notified if this connection is lost, you should
verify that its associated alarm is properly configured.

Procedure

Step 1 Sign into Cisco Unified CM IM and Presence Administration.
Step 2 Choose Navigation > Cisco Unified IM and Presence Serviceability from the menu in the upper, right

corner of the IM and Presence Service main window.
Step 3 Choose Alarm > Configuration.
Step 4 From the Server drop-down list, choose the server for which you want to configure the alarm.
Step 5 Click Go.
Step 6 From the Service Group drop-down list, choose IM and Presence Services.
Step 7 Click Go.
Step 8 From the Service drop-down list, choose Cisco XCP Message Archiver.
Step 9 Click Go.
Step 10 Configure the alarm settings as preferred.
Step 11 Click Save.

Instant Messaging Compliance for IM and Presence Service on Cisco Unified Communications Manager, Release
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C H A P T E R  4
Integration with Third-Party Compliance Servers

• About Third-Party IM Compliance, page 15

• Configure Third-Party Compliance Server on IM and Presence Service, page 16

• Assign Third-Party Compliance Server to IM and Presence Service Node, page 17

About Third-Party IM Compliance
As an alternative to IM compliance, you can integrate IM and Presence Service with a third-party compliance
server. With this solution, IM and Presence Service only delivers messages to users after it successfully logs
the message to a third-party compliance server. If the compliance server is unavailable, IM and Presence
Service does not deliver the message to the recipient.

Third-party IM compliance requires these components:

• IM and Presence Service Release 9.0(1) - IM and Presence Service uses the Event Broker component
to send messages to the third-party compliance server.

• Third-party compliance server - You require a third-party compliance server for each node in the cluster.

• IM Client - Supported clients include Cisco clients such as Cisco Jabber, third-party XMPP clients, and
other third-party clients used in federated networks.

IM and Presence Service does not provide a secure TLS/SSL connection between IM and Presence Service
and the third-party compliance server.

Note

To use the third-party compliance solution you must configure a third-party compliance server for each node
in the cluster. IM and Presence Service passes all messages that are sent to or from any users associated with
a node to the designated third-party compliance server for that node. The third-party compliance server applies
any relevant policy or filtering to the message, and then passes the message back to IM and Presence Service.
IM and Presence Service delivers the message to the recipient. Note that you may potentially experience
performance delays in your network because of the volume of messages that pass between IM and Presence
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Service and the third-party compliance server. If IM and Presence Service loses its connection to the third-party
server, all IM traffic stops. The following figure highlights these components and message flow.

Figure 3: Third-Party IM Compliance

Configure Third-Party Compliance Server on IM and Presence
Service

Before You Begin

• Install and configure the third-party compliance server(s)

• Install the IM and Presence Service nodes as described in Installing Cisco Unified Communications
Manager.

• Configure the IM and Presence Service nodes as described in theDeployment Guide for IM and Presence
Service on Cisco Unified Communications Manager .

Procedure

Step 1 Choose Cisco Unified CM IM and Presence Administration >Messaging > External Server Setup >
Third-Party Compliance Servers.

Step 2 Click Add New.
Step 3 Enter the server details.
Step 4 Enter a value for the Restart Interval. If you want to restart the connection to the third-party compliance

component if it should fail, enter the number of seconds at smaller or larger restart intervals as required. If
you change this setting, you must restart the Cisco XCP Router service.

Step 5 (Optional) Check the Enable Packet Size Limits checkbox to restrict amount of data transferred to the
third-party server.

During an upgrade Enable Packet Size Limits will be reset to the default
value.

Note
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Step 6 Click Save.
Step 7 Restart the Cisco XCP Router service.

Troubleshooting Tip

Use caution when changing these settings. If you save any changes, you will lose all previous configuration
settings.

You will not be able to change the name of the compliance server after it is assigned. If you change any other
settings (such as the port number) without changing it on the compliance server itself, the compliance will
stop working.

Related Topics

Restart Cisco XCP Router Service, on page 11
About Third-Party IM Compliance, on page 15

Assign Third-Party Compliance Server to IM and Presence
Service Node

Before You Begin

Configure a third-party IM compliance server on IM and Presence Service.

Procedure

Step 1 Choose Cisco Unified CM IM and Presence Administration >Messaging > Compliance.
Step 2 Choose Third-Party Compliance Server from the Compliance Server Selection.
Step 3 Assign a third-party IM compliance server to a IM and Presence Service node in the Third-Party Server

Assignment window.
Step 4 Click Save.
Step 5 Restart the Cisco XCP Router Service.

Troubleshooting Tips

If you switch between IM compliance deployment options (for example, switch from the Message Archiver
option to the Third-Party Compliance Server option), you must restart the Cisco XCP Router Service.

Related Topics

Configure Third-Party Compliance Server on IM and Presence Service, on page 16
Restart Cisco XCP Router Service, on page 11
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