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Application Note

Installing and Configuring the Cisco IDS Host Sensor
on Cisco CallManager Versions 3.3, 3.2, 3.1, and 3.0

Introduction

Security remains important in any
company’s infrastructure, especially when
that infrastructure includes servers that
perform call processing and networks that
carry voice. The recent Code Red virus
affected many companies who had taken a
lax approach to security. Not only were
servers that were running IS affected, but
the propagation of this virus brought entire
networks to a crawl.

The Cisco® IDS Host Sensor, powered by
Entercept™, provides a great tool to help
meet the security challenge. Because this
product does not substitute for poor
network design or poor Windows security
practices, ensure that a secure network and
a secure Windows 2000 platform are built
before adding this product. The Cisco IDS
Host Sensor acts as the last line of defense
that helps ensure that Cisco CallManager
will be protected against intruders and
various types of security and network
attacks.

For information about basic security
practices that should be implemented, read
the Cisco IP Telephony Solution Guide
chapters on security, available at

http://www.cisco.com/application/pdf/en/
us/guest/netsol/ns268/c649/
ccmigration_09186a00800d6805.pdf
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Important: Make sure to read the
“Caveats” section at the end of this
document. You need to follow some
important steps when using McAfee
NetShield with the Cisco IDS Host Sensor
Agent. Additionally, follow every step in
this document. Failure to do so can result in
serious network problems.

Installation Steps

For the first step install the console, where
all security alerts and notifications will be
sent and displayed. You can install the
console on any device. Then, install the
Cisco IDS Host Sensor Agent on the same
server as the Cisco IDS Host Sensor Console
and all Cisco CallManagers, which send
their notifications to the Cisco IDS Host
Sensor Console.

For a small deployment, you can install the
Cisco IDS Host Sensor console on the
Publisher server if desired. Ideally, the
console should reside on a separate device.
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Installing the Cisco IDS Host Sensor Console

When the CD is inserted into the CD-ROM drive, a splash screen appears. Choose the Install Console option as seen

below.
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To begin the installation, click Next.

x|

Welcome to b Ciaco HIDS Selup program, Thiz peogeas vl
instal Cisco HID'S on yow computer.

It is shrongly recommended thal pou sl sl Wirdows programs
bslons purring ths Selup program

Click Cancel 1o quit Setup and then closs any programs you
bawa purrang. Chck. Mest 1o conlirus vath the Satup peageam.

WURNING: This program is probeched by copgright L snd
il gingloral raghes,

Ursihonned iepioduction of ditiitabon ol this geogias, of sny
poitice of if, may reult in sevens cidl and criminal peralies., and
wall b= proseculed (o the measamum sdent posable urder e,

Moat Coarecnd

To accept the license agreement, click Accept.
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After reading the product information, click Next.

After choosing the destination folder, click Next.

Note: If you have followed the recommended security practices for Windows 2000 Cisco CallManager
environments, the Cisco CallManager cluster should be part of a domain. If so, choose domain installation. If the
servers are not a part of the domain, choose local installation and then click Next.

Ll allaliaiy Tiype

Use & local irctallation # you don have a Windows NT Domain
michitechae, bul me operating in & workgroup environment.

The Choo HIDS Corvols wil cieals & nes Consols seraces kacal
adminishalon socount, But vl niot look lor domain and global user
group mloimshion,

Lz & domsin installstion  you have 5 'Windows NT Domsin
aictlachag, and ae logged n s & Doman Sdmirsh alo

Thex Cizma HIDE Corecle will creale 8 nes Console services domsin
admrachislon sccount. and val sslseve usel gioup rioimaban fom e
and othes usled domains:

% local imatalation - copabes local adminisiTahor account
{7 domain installation - crestes domain adminstrator sccount

{B-udl.IHni'rI

After selecting the program folders, click Next.

After reviewing the current settings, click Next.

Note: The Cisco IDS Host Sensor Agent should run on the same device as the Cisco IDS Host Console. The
Cisco IDS Host Console also needs protection. Click Yes.

It is recommended ko install the Cisco HIDS Agent after installing the Console. Do wou wish to skart the installation of
the Cisco HIDS Agent after next rebook?

fes Mo
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The serverkey and publickey files reside in the c:\Program Files\Cisco IDS\Console directory. Keep these keys in a safe

backup location. Click OK.

Information

secure place,

If prompted, restart your server.

1t is recommended that vou backup the publickey and serverkey Files From the
Cisco HIDS Console directory onto a floppy disk For recovery. Keep this backup disk in a

Installing the Cisco IDS Host Sensor Agent

Before installing the Cisco IDS Host Sensor Agent on a separate device, make sure to map a drive to the Cisco IDS

Host Console. Open Windows Explorer. Choose Tools > Map Network Drive.

s | Tools Help

In the Folder dialog box, enter the full Universal Naming Convention name and path of the Cisco IDS Host Sensor
Console and its corresponding directory (similar to \\console-pc\c$\Program Files\Cisco IDS\Console). Click Finish.

151
e m

Map MNetwark Dri

§ |
Disconnect Metwark Drive, ..
Synchronize. ..
Folder Options. .. m
ol Me

=

Later, you will be prompted to enter the drive letter to obtain a key.

Map Network

Windows can help you connect to a shared network Folder
and assign a drive letker to the connection so that wou can
access the folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want to connect ko:

Drrive: IF: j
Faolder: |'|,1,cu:unsu:ule'l,c$1,l:iscu:u IDS'I,C:::j Browse. .. |

Example: i\serverishare

[” Reconnect at logan

Conneck using a different user name.

Create a shorkout bo & Web Folder or FTP sike.

< Back I Finish I Cancel
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If you are installing only the Cisco IDS Host Sensor Agent, you put in the CD and start with this same splash screen.

Click the Install Agent option as shown below. If you are installing more than the Console, you will immediately
move to the agent installation screen on the next page.

E Uz

BREOWSE USER ZUID=z

Evsa_UMATIOHN «UICELINES

VISIT OJR WEBESITE

LU AL 1 =

CAIT
enterceot

After reading the welcome screen, click Next.
After entering your name and company, click Next.

Choose Use Computer Name and click Next.

%]

Sekert e agerd rame This namms vl be used lor agert
chaplasy iny thee Consoks @tafion and must be unigues acros
all agenis that conresct bo this Console. *ou may use the
comngbel ame & e adert name of enlel & marvsly
defined aget name,
Computer rame: [CLSTRIA medomai, cisco. com
e Ulsa compulei nane.
™ Marwsady defined name:

i« Back Mt Cancad ]
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Choose Win2k Server and click Next.

Click Yes, so the agent will automatically start at the end of the installation.

Rgent type selection

Plymte specaly e Caca 105 Host Senno Agend bppe by ba
wchaliest

_ [t G ervm
£

Fropmelecied fn inelal & Web Server aget. Incsas (15 Servce i neneng on o maches, Saring the agent for the
Firsk bere Ervenbelss Stocpane and dastaming the 15 sereke.

1 you marit o avoad this schon chorss the option "HC" n s dislog, and the: resh server agent il e started only
afber pour syimn vell ke seboobed.

‘ol o Bha b0 @ael i egend salainalically § D o of the ineballalion [ oodes?

O | .

aback [ Meas | coanca |

After choosing the destination location, click Next.

Enter the host name or IP address of the Cisco IDS Host Sensor Console and then click Next.

x|
Please specify the IP addeess [or hostiname] ard port rumbes of
= Cisco IDS Host Sersm Console.
IFHo |I:IE'I|:5l:".hrscr.ci5|:|:-.|:|:m
Fuoit {5000
< Back [T Cancel |

After reviewing the current settings, click Next.
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Choose Specify publickey location now and click Next.

Publickey options x|

Pleaze zpecify the location of the Conzole directory fram which
the inztallation will copy the publickey file. Allematively, pou can
copy the publickey file manually after the installation.

% Specity publickey location now

" Copy publickey marnually later

< Back I Mest = I Cancel

The next figure shows where to specify the new drive that was mapped. If the full path to the remote Console
directory was mapped, enter F:\ in the box and click Next.

Publickey locakion 17

Specily the Cizco ID5 Host Seneoe Conzole directon am which
the publickey will be copied

|F:1

Browsze.

< Back I MNext » I Cancel
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Configuration Steps

Step 1. Create the Agent Groups.

Open the Console and click the Agents button in the quick-select panel on the left.
Note: Use Administrator/Administrator as the default username and password; passwords are case-sensitive.

From the Agent menu, choose New Agent Group or click the New Agent Group button.

The Agent Group Properties box displays.

Enter the agent group name in the field that is titled Group Name and click the tab that is labeled Agents.

Two windows display. All Agents identifies the first window, and Agents in Group identifies the second window.

In the left window, highlight the agents that you want to be in the group (hold select to pick more than one and click
the Add button). After the agents are in the new group, remove the agents from the group that is labeled New Agents.

Two Agent Groups should be created. Create the types of agents that you need in your deployment.
Cisco CallManagers—Group servers in a Cisco CallManager cluster (publisher and subscribers)
Productivity application servers—Group for personal assistant server

The following screenshots show examples of each Agent Group Properties page:

Cisco CallManager Agent Group Properties 1 (TEST1 and TEST2 represent example names of two different Cisco IDS
agents that are running on two different Cisco CallManagers.)

=7 Agent Group Properties ._ EI
Fropeities Il {Agenis
Al gt Agents in Group:
?IEST‘I
2R TEST?
B[

i

¢ Hermove

Agent Properties |
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Productivity Applications Server Group Properties 1 (PA represents an example of a Cisco IDS agent that is running on a
productivity applications server.)

Step 2. Create the Security Policies.
Click the Policies button on the quick-select panel.
Choose New from the Policies menu or click the New Policy button.

The Policy Properties window displays. Enter the policy name in the Policy Name field.

Cisco Systems, Inc.
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Click the Agents tab. Two windows display. The label for the window on the left specifies All Agent Groups, and the
label for the window on the right specifies Agent Groups of the Policy.

Highlight the agent groups on the left that you want to be in this policy and click the Add button.

| BT X
Dosk | [Agees | Uec | Oich | @Hedn | @low | Do |

Al A i Rl hivips of the Polci
Al figariy EE-'IW
M Agerdy
Pa.

4 | i

=

Click the Users tab. Again, two windows display. The label for the left window specifies All User Groups and the
label for the right window specifies User Groups of the Policy.

Highlight All Users in the User Groups of the Policy windows and click the Remove button.

Cisco Systems, Inc.
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Highlight LOCAL\Administrators in the All User Groups list and click the Add button.

Click the High tab. Several fields display.

From the Reaction drop-down box, choose Prevent.

Cisco Systems, Inc.
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Click the Medium tab.

From the Reaction drop-down box, choose Prevent.

Click the Low tab.

From the Reaction drop-down box, choose Ignore.

Cisco Systems, Inc.
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Click the Info tab.

From the Reaction drop-down box, choose Ignore.

= Pl Pripeer s E EI
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If you have productivity servers, repeat the same steps that were previously outlined above for each server.
Assuming you had all these types of servers, the following two policies were created:

Cisco CallManager Administrator—Contains the Cisco CallManager Agent Group.

Productivity applications servers—Contains the Productivity Applications Server Group.

Step 3. Modify the Access Levels for the Security Signatures.

Note: Because this step is extremely important, be sure to complete it correctly.

After the agent groups and security policies are created, you need to modify the access levels on the security
signatures. You will assign proper access to critical processes that run on the server. If you do not make these
modifications, Cisco CallManager or productivity applications may not run correctly.

On the quick-select panel on the left, click the Levels button.

From the Levels menu, choose New or click the New Level Modifier button.

Cisco Systems, Inc.
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The New Level Modifier window displays a list of the security signatures.

£
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el Hodk Bernohels Changed o Warrng W Low windows . Agent
Aot Prarnote Corbied Disabled W Low wWindows . Agent
Aigant: Fsrmote Corbod E nabled B Lom wirdows _ Aipant
Al Sanvica Acimalion lu o Wirslowd 1.4
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Apache Shisidng - C51-bin Hanigulaion @ Hoh Sowi:  Apce =]

Highlight the signature to be modified and click the Change Level button or double-click it.
Click the Security Level tab and choose For Specific Groups under Current Security Level.
A new window displays the current list of groups and their security levels.

You need to modify the following list of signatures. For these signatures, set the security level to low. Failure to do
so will disable Cisco CallManager.

I1S Envelope—File Access by 1IS Process

Cisco CallManager—Needed to access admin pages

I1S Envelope—File Access by 11S Web User

Cisco CallManager—Needed for Cisco CallManager maintenance (view trace files, for example)
11S Envelope—File Execution by 11S Web User

Cisco CallManager—Needed for CallManager maintenance (view trace files, for example)
11S Envelope—File Modification by IS Process

Cisco CallManager—Needed for Web access to admin pages

11S Envelope—File Modification by 11S Web User

Cisco CallManager—Needed for Web access to admin pages

11S Envelope—Registry Access by I1S Process

Cisco CallManager—Needed for JTAPI logins, and other [ ]
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I1S Envelope—Registry Access by 11S Web User
Cisco CallManager—Needed to access Java application through Web interface (Admin Serviceability Tool, for

example)
11S Jet Database Command Execution

Cisco CallManager—Used to update database when logged into Cisco CallManager user pages
11S Shielding—Service Access
Cisco CallManager—Needed for system maintenance (restarting services, for example)

Note: For Cisco CallManager 3.2 and 3.3, add these two signatures:

I1S Envelope—File Execution by IIS Process

1S Shield—Illegal Request

All access-level modifications for Cisco CallManager display as shown in the following figure.

[ FLevetontierrroperties E
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11S Shielding—File Access

Personal Assistant—Used to update the database by using admin pages. Set the level to low.

1S Shielding—File Execution
Cisco CallManager—Needed for system maintenance (restarting services). Set the level to low.

Personal Assistant—Used to update database by using admin pages. Set the level to low.

Cisco Systems, Inc.
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The new signatures, including the ones that were added for Cisco CallManager 3.2 and 3.3, display as shown in the
following figure.
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Step 4. Activate the Agents.

To activate the agents, click the Agents icon on the left side of the screen. Next, click the All Agents group. Right-click

the first agent in the list and choose Set To Protection Mode. Repeat this step for all agents. The Agent Management
screen will now show each agent in On-Protecting Mode as shown below.

Important: If you do not complete this step, the Cisco IDS Host Sensor Agent will not block attacks.
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Upgrading Cisco CallManager and Installing New Software

Any installation of any new software on the Cisco CallManager requires the Cisco IDS Agent to be set to Warning
mode instead of Protection mode. This includes upgrades to Cisco CallManager as well as installations of other
plugins, such as the Administrative Reporting Tool (ART) or Bulk Administration Tool (BAT). Prior to performing
an upgrade, the agent that is associated with the Cisco CallManager should be put in Warning mode. In Warning
mode, the agent will not attempt to interfere with the install package.

iy Cisco HIDS Console

File Edit Agents view Reports Tools Help

EE B A a i#

By X % W | ?

ent Management

5

Security
All Agents

s @ Mew Agents
@ Call anagers
@ Productivity &pplic:
eServices Servers
@\u"oicemail Servers

System

=]

Agenis

Exceptions

e

Properties...
Activate

Deactivate

Yarning Mode
Set to Protection Mode
Uninstall

Mew Agent Group

Delete Agent Group

Delete Agent From Graup
Delete Agent From Al Groups
Syskem Events Filtered By Agent

After Cisco CallManager or other application plugin successfully has been upgraded or installed, restart the server.

Finally, return the agent to Protection mode.

{4 Cisco HIDS Console

File Edit Agents Wiew Reports Tools Help

E®® A& #

g X %= B ?

Secunty

All Agents
] @ New Agents
@ Callt anagers
@ Productivity &pplic:
@ eServices Servers
@Voicemail Servers

System

=l

Agents

Exceplions

| Curent State

PAE
AP
UNIT
TEST

Properties...
Activate

Deactivate

Set ko Warning Mode

Uninstall

Mew Agent Group

Delete Agent Group

Delete Agent From Group
Delete Agent From Al Groups
System Events Filtered By Agent

Important: You must return the agent to protection mode; otherwise, your server will not be protected.
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Caveats

Using Cisco Host IDS Sensor Agent and McAfee NetShield

For McAfee NetShield and the Cisco Host IDS Sensor Agent to coexist on the same server, configure McAfee to not
scan the directory where the Cisco Host IDS Sensor Agent or Console is installed. The following figure shows an
example:

Ti:MetShield Properties - TEST1 id |

Deteu:tiu:unl .-’-'-.u:tiu:unsl Feports  Excluzsians |

”_'F‘."H Select files, falders and drives to be excluded from
::E Wiz 2Canning.
|_ltern | Subfolders | From |
E pagefile. zyz Mo InOut
3 C:AProgram FileshMebwork gz Yes InOut
[ C:A\Pragram FileshCizca IDSS Yes In/Out
Add... Bemove Edit

k. I Cancel

The full path that should be excluded is c:\Program Files\Cisco IDS\. Include all subfolders for this directory, so
McAfee will not scan any directory or file under the Cisco IDS folder.
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