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Summary

Sudo contains a vulnerability that could allow an authenticated, local attacker to execute arbitrary commands with elevated
privileges.

This vulnerability exists due to an error in the affected software while matching commands due to incorrect path resolution. A
local attacker with privileges to run the  command could exploit this vulnerability to execute arbitrary commands with sudoedit

 privileges. An exploit could result in a complete system compromise.root

Proof-of-concept code that exploits this vulnerability is publicly available.

The vendor has confirmed this vulnerability and released updated software.

To exploit the vulnerability, an attacker must have local access to the system and be granted special permissions to execute the 
 command. As a result of these requirements, the source of exploits are likely limited to current users of an affectedsudoedit

system. Successful exploitation could allow a local attacker to execute arbitrary shell commands as , leading to a full systemroot
compromise.

For this vulnerability to be successful, the attacker passes a command that has the PATH environment variable including a "." and
not include any other directory that contains a  command. Also, a successful exploit requires the  or sudoedit ignore_dot

  options to be disabled.secure_path sudoers

Affected Products

Sudo has confirmed this vulnerability in a security advisory at the following link: CVE-2010-1163

Cisco has released Bug IDs at the following links: , , , and CSCtg35974 CSCth37846 CSCtf18342 CSCth87771

Red Hat has released a security advisory at the following link: RHSA-2010:0361

Vulnerable Products

Sudo versions 1.6.8 through 1.7.2p5 are vulnerable.

Products Confirmed Not Vulnerable

No other Cisco products are currently known to be affected by these vulnerabilities.

Workarounds

Administrators are advised to apply the appropriate updates.

Administrators are advised to restrict local access to trusted users.

Administrators are advised not to grant any  privileges to untrusted users.sudo

Fixed Software

Sudo has released an updated version at the following link: sudo 1.6.9p22, 1.7.2p6 or later

CentOS packages can be updated using the  or  command.up2date yum

Red Hat packages can be updated using the  or  command.up2date yum

Exploitation and Public Announcements

The Cisco Product Security Incident Response Team (PSIRT) is not aware of any public announcements or malicious use of the
vulnerability that is described in this advisory.
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