
Clearspan: Secure  
Unified Communications
Securing the system from the core to the endpoints.

Key Features
•	 Authentication and  

Access Control

•	 Stateful Signaling and  
Media Validation

•	 Signaling and Media Encryption

•	 Denial of Service (DoS)  
Attack Prevention

•	 Topology Hiding

•	 Access Control Lists

The evolution of Unified Communications and Collaboration (UCC) technologies means that we are now 
more connected, with more ways to communicate, from more locations and devices than ever before. 
However, as the number of applications and device options proliferate, communication networks become 
increasingly complex and distributed, and system security becomes more challenging.

Generally speaking, attacks on unified communications 

systems can be categorized into five categories:

•	 Confidentiality/ Privacy – including 

eavesdropping, call recording or tampering  

with voicemail

•	 Integrity – including modification of calls or 

messages such as spoofing Caller ID, registration 

hijacking, or sound insertion

•	 Availability – including Denial of Service attacks 

and propagating malware

•	 Theft – including Toll Fraud or theft of  

other services

•	 Voice Spam (SPIT) – including unsolicited calling, 

unified messaging mailbox stuffing and Vishing 

(voice phishing).

Mitel’s Clearspan® solution encompasses a holistic 

approach to securing the system from the core all the way 

through to the endpoints. Whether deployed in a cloud 

or as a premise-based solution, perhaps spanning several 

campuses, the Clearspan solution addresses each of the 

security concerns listed above as they pertain to the unified 

communications service.

Clearspan includes a fully integrated Session Border 

Controller (SBC) which protects the communications 

system at the core, and can also help protect the endpoints 

by managing the flow of signaling and media, if required. 

The SBC manages SIP/ TLS and RTP/SRTP sessions 

through the Clearspan system. It also acts as an encryption 

gateway between secure and non-secure IP networks. The 

architecture removes the call control element from any 

physical connection to an untrusted network and hides the 

topology of the internal network. The SBC also employs an 

extensive and extensible set of denial of service policies.



Along with the SBC, the Clearspan architecture supports 

web client access via the Web or XSP server. This server 

supports http(s) access via the Apache/Tomcat stack 

running on a Linux operating system. The Web/XSP servers 

and SBCs are the only Clearspan components exposed to 

untrusted networks.

For cloud services, or remote locations of premise-based 

solutions, edge gateways provide both survivability (local 

phone service if connection is lost to the network) and 

SBC functionality to protect the traffic at the site.

For endpoint protection, Mitel supports industry 

standard encryption of both SIP signaling and the media 

stream. Even if full encryption is not deployed, the SIP 

Authentication Password is always sent encrypted. Mitel’s 

SIP terminals have a number of protection mechanisms 

built in. They have self-healing algorithms to protect 

against Denial of Service attacks.

Clearspan Security Features

AUTHENTICATION AND ACCESS CONTROL

Validates the identities of users and domains using SIP 

digest or TLS authentication.

STATEFUL SIGNALING AND MEDIA VALIDATION

Signaling validation helps protect SIP service infrastructure 

from signaling-based attacks and exploits. Media Validation 

helps prevents service theft, media fraud and unauthorized 

use of network resources.

SIGNALING AND MEDIA ENCRYPTION

Prevents attacks based on the injection of malicious, 

invalid signaling information (e.g. buffer overflows attacks).

DENIAL OF SERVICE (DOS) ATTACK PREVENTION

By analyzing real-time connection information for 

abnormal aggregate signaling patterns, the DoS features 

detect and mitigate brute force DoS attacks. They also 

protect against certain forms of reconnaissance such as 

fast number scans and dictionary (brute force password 

guessing) attacks.

TOPOLOGY HIDING

The SBC provides a single IP address and SIP domain for 

all inbound/outbound SIP traffic which hides Clearspan’s 

internal network from external view. Topology hiding 

prevents reconnaissance scans/probes.

SIP-AWARE NAT

This is a security feature as well as an enablement 

feature. The SBC opens and closes individual media ports 

(“pinholes”) in synchronization with associated signaling 

states (prevents “rogue media” and other attacks through 

open ports). Those media ports are allocated randomly to 

prevent the prediction of the next media port being used.

ACCESS CONTROL LISTS

Restricts access to configured IP addresses.

SESSION DETAIL RECORDING

The SBC captures detailed information about every 

signaling and media session that traverses it. This  

enables forensic analysis and implementation of  

active counter-measures.

VIRUS SCANNING

This ensures that configuration files aren’t infected, and is 

used with Instant Messaging to make sure transferred files 

via IM clients are scanned for viruses.

COMPLEX/CUSTOM SECURITY POLICIES

Clearspan’s SBC provides a standards-based API to an 

external security policy server that enables definition and 

enforcement of complex and custom security policies (e.g. 

complex authentication/single sign-on policies, etc.) In short, 

it turns the SBC into a programmable security platform.

Mitel’s Clearspan solution encompasses a 

holistic approach to securing the system from 

the core all the way through to the endpoints.
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