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USING THIS DOCUMENT

Notational conventions

Typographical conventions

Special messages

Definition

A

WARNING

Acronyms are defined the first time they appear in the text and also in
the glossary.

The term LAN refers to a group of Ethernet-connected computers at
one site.

The term WLAN refers to a group of Wireless-connected computers at
one site.

Italic text is used for items you select from menus and drop-down lists
and the names of displayed web pages.

Bold text is used for text strings that you type when prompted by the
program, and to emphasize important points.

This document uses the following icons to draw your attention to
specific instructions or explanations.

Provides clarifying or non-essential information on the current topic.

Explains terms or acronyms that may be unfamiliar to many
readers.

Provides messages of high importance, including messages relating to
personal safety or system integrity.
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INTRODUCTION

The Broadband Module is a Mitel 3000 system module that provides multi-user high-speed Internet
access.

It also provides a LAN (Local Area Network) that allows users to network PCs and share printers and
other resources within the office.

The main features provided by the Broadband Module are:

High speed Internet access.

The Broadband Module can provide high speed Internet access in two different ways: -
- Directly over an ADSL line using the built in ADSL Modem. See page 10.

- Over an external modem (a DSL or Cabl(e):\/lodem). See Page 16.

Local Area Network (LAN)

A four port LAN is provided as standard. This allows multiple PCs to simultaneously access the
Internet over the high-speed access, share printers and other office resources and network the
connected PCs.

Feature Description

Speed 10/100 Mb/s switched Ethernet

Mode The LAN device can operate in FDX (Full Duplex) or HDX (Half Duplex) mode.
MDI/ MDI-X The port will automatically detect whether a straight or crossover cable is used to

connect the LAN device and will adjust itself accordingly.

Autosensing The port will automatically adapt to the speed and mode of the device that is
connected to it.

Connectors RJ-45

Wireless Local Area Network (WLAN)

Wireless connectivity to the LAN is also provided. The same functionality provided by the LAN is
available to PCs connected to the WLAN. See page 45.

Voice over Internet Protocol (VolP) gateway

The VolP gateway provides for up to 12 VoIP endpoints. The endpoints can be either IP Telephones or
VolIP trunks. See page 22.

Wide Area Network (WAN) connection
This connection can be used for either of the following: -

- Connection to an external modem. See page 16
Or
- Connection to another data network. See Page 16.
Or
- Provision of a DMZ. This allows applications that can be accessed from the Internet to be hosted
on the DMZ. A firewall is provided between the DMZ and LAN which ensures that all devices on
the LAN are protected from unwanted access from the Internet. See page 38.
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The module is equipped with the following ports for Wide Area Networking.

Port MDF Interface Description

ADSL RJ-11 This is for connecting directly to an ADSL line. ITU-T
G.992.1 Annex A (G.DMT) and ITU-T 992.2 (G.Lite) are
supported.

ETH/DMZ Port RJ-45 This port supports10/100 Ethernet, FDX/HDX, and

autosensing and is used to connect to an external broadband
modem, gateway or network.

This port does not support MDI/MDIX. A crossover cable
must be used when connecting a host / server to the DMZ.

Firewall

The Broadband Module is equipped with a stateful inspection firewall. The firewall resides on the
interfaces between WAN and LAN (External and Internal), WAN and DMZ (External and DMZ) and
DMZ and LAN (DMZ and Internal). See page 64.

Management

Programming and diagnostic facilities are provided. These can be accessed from a PC connected to the
LAN or using the MPS software package provided with the system. See page 8.
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CONNECTIONS

The following connectors are located under the top cover.

ADSL RJ-11.

10 Base-T WAN (ETH/DMZ Port) RJ-45.
LAN Port 1 RJ-45.

LAN Port 2 RJ-45.

LAN Port 3 RJ-45.

LAN Port 4 RJ-45.

RESET
SWITCH

ADSL .
i
2 TQBASE TW)\!N ) ADSL )
3 B 2
O+
X21 [ANPORT1 LAN PDRT..Q_
|| waN = h |

LANPORT3 LAN PORT 4

Indicators

There are six indicators (LEDs) on the MDF cover.

Heartbeat — steady to indicate normal processor activity.

ADSL - a solid light indicates ADSL line synchronisation — flashes with activity.
Port 1 - a solid light indicates an Ethernet connection — flashes with activity.
Port 2 - a solid light indicates an Ethernet connection — flashes with activity.
Port 3 - a solid light indicates an Ethernet connection — flashes with activity.
Port 4 - a solid light indicates an Ethernet connection — flashes with activity.

The additional two indicators (LEDs) on the MDF indicate:-

e  X21 - Not used — permanently lit.
e WAN (ETH/DMZ) - a solid light indicates an Ethernet connection.

Reset Button
The MDF is equipped with a white reset button. When this button is pressed, the module resets.
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EXAMPLES

The on-board ADSL modem is used to connect directly to an ADSL line.

REAET
HATCH

b

Sakdnr 5 MO RASE T Al Teoil

Line | —
L]

b

Internet /

B LAWPORT 1T LA o T

b

_,|
b

AN RORT Y AN PAOEF g

The ETH/DMZ port is used to connect to an external SDSL or Cable modem.

b

Internet

bim bhim b

The ETH/DMZ port is used to connect to a Gateway into a private network.

him pm pm b

Private
Network
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ROUTES

A single route using PPP (including PPPoE and PPPoA) and a second route using static or dynamic IP
are concurrently supported. The following combination of ports and protocols is possible.

Port Protocol Port Protocol

ADSL Modem PPPoE/PPPoA and ETH/DMZ IP

For example, the ADSL Modem could be used to connect to the Internet for web browsing and the
ETH/DMZ port could be connected to a gateway into a private wide area network.

FIREWALL

The module is equipped with a firewall that has the following features: -

Stateful Inspection

Packet Filter Definition
Network Address Translation
Intrusion Detection

Security Logging
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CONNECTING APC TO THE LAN REseT
ADSL |
Power up the PC. (]2 10BASETWAN ) ADSL )
3 o pr—
o |l
Connect the Ethernet port on the PC to any % CANICRTI LANEORTZ
LAN port (1 - 4) on the MDF using a Cat R | ks | N (nillka |
5 cable / patch cord.
ILAN' PORT.; :LAN' PORTA‘I:

Check that the light on the MDF cover for the port the
PC is connected to is lit solid. This indicates a good
Ethernet connection between the PC and the
Broadband Module.




Mitel 3000
Broadband Module Manual

CONNECTING TO THE PROGRAMMING INTERFACE
The Broadband Module Programming and Maintenance pages can be accessed from: -

- APC Connected to the LAN (see note below concerning the Wireless LAN)
OR
- The MPS application.

The MPS application is the Management and Programming application
on the CD supplied with the system

Note

Connecting to the programming interface from a PC connected to the LAN

To connect to the Programming and Maintenance pages launch the browser on any PC connected to the
LAN.

Enter http://192.168.1.1 in the address field and press return.

2.zl
ik
Webadmin
User name! Iﬂ admin j
Password: | T

Enter Username (admin) and Password (admin).

If the log on screen does not appear please refer to page 87.
Note

The Basic Configuration screen is displayed.

Broadband Module

Broadband Hadule Basic Configuration

el e g about thie status mformation.

This page shows general status information about the Broadband Module
@ Tell

Internet Access settings

Setup

LAN Gatemay
ALISL Hodem The defaudt gateway s not currently set.

Intermat Access is provided by the ADSL Modam.

ETHOME Port

VelP Mo name (DNS) servers have been configured.
15oM

WU

About the Broadband Module
The hardware revision for the Broadband Module is C.

The fimware version for the Broadband Module is 134,

In order to provide maximum security, PCs connected to the Wireless LAN are not allowed to
program the module via the web interface. If you wish to program from a wireless PC the
Note WLAN interface should be relocated on the LAN. See page 54.


http://192.168.1.1/
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Connecting to the programming interface from the MPS

Connect the PC with MPS directly to the V.24 interface on the PBX and launch MPS. The application
is called Ovida.exe. (By default, Ovida.exe is installed in the Program Files directory.)

Filo System Lines: Flash filos. Delug Setup Hilp

Conmect.

seleet eonnsetion modium

& V2asia serial Port  PSTN

Port Spmnd
|com =] [1s200 =)

| conmet || comewt |

Discormacted [T 3P Banstance mm [1me

Select Connect

On the pop-up menu select the COM port and speed. The default speed is 115,200.

Select Connect

When the connection is established, select Internet Module on the main menu

Select Broadband Module from the drop-down menu.

T System Crtensions Lines |intesnet Module | Disgosiics Tiash fies Debug_Setup_elp
S| [Close €1 © G Erasibard Modle o8| Reset Cun e ia D [
Frw— ——— L L == =d
Vol Curtaing Festrictions
Connictod via V 24 [T 3kPBiAnstance sl Il
The Basic Configuration screen is displayed.
Broadband Module
Braadband Module Basic Configuration
Basic Configuration
Status This page shows general status information about the Broadband Module

System Backup | Restore @ Tell me more about the status infarmation...

| System Restart
| Advanced Configuration

Internet Access settings

Setu)
e Internet Access is provided by the ADSL Modem.
LAN Gatzway

ADSL Madsr The default gateway is not currently set.

ETH/DMZ Pork.

Yalp Mo name (DMNS) servers have been configured,
150K

LAk
About the Broadband Module

The hardware revision for the Broadhand Module is G.

The firmware version for the Broadhand Module is 134,
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CONNECTING AN ADSL LINE

The Broadband Module contains an on-board ADSL modem.

Connect the data port on the splitter to the ADSL
RJ-11 port on the MDF using the purple cable

supplied. ﬁ"
w—

LANPORT1  LAK PORT 5

A PCAT T Lk PORT 4

There are four different types of connection to an ADSL line. The service provider must supply the
information needed to configure the connection.

- PPPoA connection. This requires a User name and Password and values for VVPI (Virtual Path
Identifier) and VCI (Virtual Channel Identifier).

- PPPoE connection. This requires a User name and Password and values for VPI and VCI.

- DHCP. This is an RFC 1483 type connection; no username or password is used. The VPl and VCI
values are required as is information on the RFC 1483 mode, LLC bridged, LLC routed, VCMux
bridged or VCMux routed.

- Manual. This is an RFC 1483 type connection; no username or password is used. The VPI and
V/ClI values are required and information on the RFC 1483 mode, LLC bridged, LLC routed,
VCMux bridged or VCMux routed is needed. The service provider will also supply the WAN
address, Internet gateway address and the addresses for the primary and secondary DNS servers.

The default setting is PPPoA with a VPI of 0 and VCI of 32. No User name or
Password is set.

10
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Programming a PPPoA or PPPoE connection
Enter the programming menu as described on page 8.

Broadband Module

Broadband Module Basic Configuration

Basic Configuration
Status This page shows general status information about the Broadband Module
System Backup | Restore @ Tell me mare sbout the status information...

. System Restart
Advanced Configuration

Internet Access settings

Setup . A

Internet Access is provided by the ADSL Modem.
LAK Gateway

ADSL Madem The default gateway is not currently set,
ETH|DMZ Port

YalP Mo name (DMNS) servers have been configured.
150N

WLAN

About the Broadband Module
The hardware revision for the Broadband Module is G

The firmware version for the Broadband Module is 134,

Click ADSL Modem in the Setup menu.

Broadband Nodl‘.lle ADSL MOdem

Basic Configuration
Status The 4DSL Modem settings control how the Broadband Module connects to
the Internet.

System Backup § Restare X
(@ Tell me more sbout the ADSL Modem settings...

| System Restart
| advanced Canfiguration

ADSL Modem is currently configured as follows:

Satup }

Internet access is provided by DSL (PPPoA) with a YPI of O and a vCI
LAN Gatewmay of 32

ADSL Modem The PRP Username is .

ETH{DMZ Part The PPP Password is not set.

YolP

WLAN Change the ADSL Modem settings here...

Click Change the ADSL Modem settings here...

Broadband Module

Broadband Module ADSL Modem: Types of Access

Basic Canfiguration
Status There are five types of Internet Access available. Choose 3 type that is
System Backup J Restore suitable for your Internet connection from the options below:

| System Restart @ Tell me more about ADSL Modem settings. ..

Advanced Configur ation & PPPoA - use this if you have a PPPoA DSL cannection

PPPoE - use this if you have a PPPoE D5SL connection
Setup

LAM Gateway
ADSL Modem
ETH/DME Port servers directly

O
() DHCP - use this if you have a DHCP DSL connection
O

Manual - use this to configure your connection's gateway and DNS
VoIP

150N Mext > Cancel

WLAN

PPPoA is selected by default. Select PPPoE if required.
Click Next >.

11
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Broadband Module

Broadband Mu;:jle ADSL Modem: PPPoA

Basic Configuration

Status In order to use a PPPoA connection to the Internet, you must supply a
System Backup | Restore username and password to logon to your Internet Service Provider (ISP).
Your ISP should provide you with a username and password when you sign
up for their service.

(@ Tell me more about the PPP username and password...

Setup PPP Username l:l
LM Gateway PPP Password l:l

ADSL Modem
ETH{DIMZ Port Retype the PPP Password l:l

WolP

ISDN MNext > Cancel

SWLAN

System Restart
|| advanced Configuration

Enter the PPP Username and PPP Password, retype the password, click Next >.

Broadband Module

ADSL Modem: Manual VPl and VCI| Setup

Eiasic Configuration
Skatus
System Backup | Restore

The Broadband Module needs to know which ¥PI and YCI it should use far
Internet Access. Enter the WPI and YCI values that your ISP has provided
in the boxes below:

| System Restart )
(@ Tell me more about choosing YPI and WCI values...

_- Advanced Canfiguration

see

LM Gateway

ADSL Modem
MNext > Cancel
ETH/DME Part Q 4

WaolIP
LA

The Virtual Path Identifier/Virtual Circuit Identifier (VPI/VCI) specify the ATM
connection between the ADSL modem and the service provider. The VPI range is 0 —
Definition 4095. The VCI range is 0 — 65535. The default values are 0/32

The default VPI and VCI values (0/32) are shown, if different values are required, enter them here.
Click Next >.

ADSL Modem: Confirm

EBiasic Configuration
Skatus Internet Access will be provided by PPPoA.
System Backup | Restore

| System Restart The YPI will be 0 and the YCI will be 32,

| Advanced Configuration

To confirm these settings, click on the Confirm Changes button below,
setup If you do not wish to apply these settings, click on the Gancel button,
LAN Gakeway Canfirm Changes Cancel

ADSL Modem

ETH/DMZ Part

VolP

WWLAN

Click Confirm Changes.
The new settings are displayed.
Restart the module by selecting Restart on the left-hand side menu.

12
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Programming a Dynamic Host Configuration Protocol (DHCP) connection
This option uses RFC 1483. DHCP is used to automatically obtain the IP addresses.

Select DHCP from the ADSL Modem: Types of Access screen.

Broadband Module

Broadband Module

ADSL Modem: Types of Access

Basic Configuration
Status
System Backup | Restore

There are five types of Internet Access available. Choose a type that is
suitable for your Internet connection from the options below:

| System Restart @ Tell me more shout ADSL Modem settings...

Advanced Configuration

¢ PPPoa - use this if you have a PPPoA DSL connection
¢ PPPoE - use this if you have a PPPoE DSL connection
Setup
@ DHCP - use this if you have a DHCP DSL connection |
LAN Gateway
ADSL Modem " Manual - use this to configure your connection's gateway and DNS

servers directly

Cancel

ETHIDMZ Part
WolP
150N
WLAN

Click Next >.

Broadband m..;u..,. ADSL Modem: RFC1483 Mode

Basic Configuration
Status There are four types of RFC1483 connection available. Choose a type that
System Backup | Restare is suitable for your Internet connection from the options below:

| System Restart (@ Tell me more sbout ADSL Modem settings...

Advanced Configuration @ LLC Bridged

¢ LLC Routed
Setup

" WCMux Bridged

LAM Gateway
ADSL Modem " WCMux Routed
ETH/DME Pork
VaolIP

WLARN

Enable Link State Monitoring: W

MNext > Cancel

Select the connection mode.

LLC Bridged is set as default.
Click Next >.

Broadband Module

Broadband Module ADSL Modem: Manual VPl and VCI Setup

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

The Broadhand Module needs to know which WPT and VCI it should use for
Internet Access. Enter the ¥PI and ¥CI values that your ISP has provided
in the boxes below:

@ Tell me mare about choosing YPI and YCI values...

Mext > Cancel

Setup

LAN Gateway
ADSL Modem
ETHIDMZ Part

The default VPI and VCI values (0/32) are shown, if different values are required, enter them here.
Click Next >.

ADSL Modem: Confirm

i3
Broadband Module

Basic Configuration
Status Internet Access will be provided by DHCP,
System Backup | Restore
System Restart The connection mode will be LLC Bridged.
Advanced Configuration
The %PI will be 0 and the ¥CI will be 32,

Setup Link State Monitoring will be Enabled.

LA Gateway

ADSL Modem To confirm these settings, click on the Confirm Changes button below.
ETH{DMZ Part If you do not wish to apply these settings, click on the Cancel button.
WolP

WLAM Canfirm Changes Cancel

13
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Click Confirm Changes.

Broadband Module

ADSL Modem

Broadband Module

Basic Configuration

The ADSL Modem settings contral how the Broadband Module connects to
the Internet,
(@ Tell me more about the ADSL Modem settings...

Status
System Backup | Restors
| System Restart

|| dvanced Configuration

ADSL Modem is currently configured as follows:

Restart Required

To implement your
changes a restart is

required.

Fiestart

Setup

Internet Access is provided by DHCP with a ¥PI of 0 and a VCI of 32,

Link State Maonitoring is Enabled.

The connection mode is LLC Bridged.

Change the ADSL Modem settings here...

LAN Gateway
ADSL Modem
ETHIDMZ Port
YoIP
WLAN

Restart the module by selecting Restart on the left-hand side menu.

Programming a Manual connection

This option uses RFC 1483. IP addresses will be provided by the service provider and are manually
entered.
Select Manual in the ADSL Modem: Types of Access screen.

Broadband Module

ADSL Modem: Types of Access

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Canfiguration

There are five types of Internet Access available. Choose a type that is
suitable for your Internet connection from the options below:
@ Tell me more about ADSL Modem settings...

¢ PPPoA - use this if you have a PPPoA DSL connection

PPPaE - use this if you have a PPPoE DSL connection
Setup

DHCP - use this if you have a DHCP DSL connection

LAN Gateway
ADSL Modem
ETH/DMZ Port

VoIP
1SDN
WLAN

& Manual - use this to canfigure your connection's gateway and DNS
s tly )

Cancel

Click Next >.
Broadband Module
Broadband Madule ADSL Modem: Manual Setup

Biasic Configuration
Status For manually configured Internet Access, you must pravide values for the
fields below. Your Internet Service Provider should provide these values,

@ Tell me more sbout manusl Internet Access settings...

System Backup | Restore
System Restart

Advanced Configuration Broadband Module WaAN address .

Broadband Module WAN Subnet Mask .28

Setup

LAN Gateway Internet Gateway address
ADSL Modem
ETH/DMZ Port.
VolP Secondary DNS address |21
ISDN

Ml Cancel

Primary DNS address

Enter the required IP addresses and Subnet mask.
Click Next >.
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Broadband Module

Basic Configuration
Status

System Backup | Restore
Syskem Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Part
YoIP

WLAN

Select the connection

ADSL Modem: RFC1483 Mode

There are four types of RFC1483 connection available. Choose a type that
i= suitable for your Internet connection from the options below:
(@ Tell me more about ADSL Modem settings...

LLC Bridged

iCy

¢ LLC Routed
" WCMuz Bridged
~

WYCMux Routed

Enable Link State Monitoring: ¥

ext > Cancel

mode.

LLC Bridged is set in default.

Click Next >.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH[DMZ Port

ADSL Modem: Manual VPI and VCI| Setup

The Broadhand Module needs to know which vPI and ¥CI it should use for
Internet Access, Enter the Y¥PI and %CI values that your ISP has provided
in the boxes below:

@ Tell me more about choosing YPI and YCI values...

Next > Cancel

The default VVPI and VVCI values (0/32) are shown, if different values are required, enter them here.

Click Next >.

i
Broadband Module

Basic Configuration
Status

System Backup [ Restore
System Restart
Advanced Configuration

Ssetup

LA Gatevay
ADSL Modem
ETHIDME Fort
valp

WLAN

ADSL Modem: Confirm

The following values will be used for your manual ADSL Modem settings:

The Broadhand Module WAN address will be 213.94.222.177.
The Broadhand Module WAN Subnet Mask will be 255.255.255.0

The Internet Gateway address will be 213.94.222.176.

The Primary DNS Server will be 212.17.12.1.
The Secondary DNS Server will be 212.17.17.3,

The connection mode will be LLC Bridged.
The YPI will be 0 and the YCI will be 32,
Link State Monitaring will be Enabled

To confirm these settings, click on the Confirm Changes button below.
If you do not wish to apply these settings, click on the Cancel hutton.

Caonfirm Changes Cancel

Select Confirm Changes.

Broadband Module

Broadband Module

Basic Configuration

ADSL Modem

Status

System Backup [ Restare
System Restart
ixdvanced Configuration

Restart Required

To implement your
changes a restart is
required.

Festart

Setup

LAN Gateway
ADEL Modem

ETHIDME Port
YaIP

WLAN

The ADSL Modem settings contral how the Broadband Module connects to
the Internet
(@ Tell me more about the ADSL Modern settings

ADSL Modem is currently configured as follows:

Internet Access is manually configured with a YP1 of 0 and a VCI of
32.

The WAN IP Address is 213.94.222.177.

The WaN Subnet Mask is 255.255.255.0

The WAN Default Gateway is 213.94.222.176

The Primary DNS Server is 212.17.12.1

The Secondary DNS Server is 212.17.17.3.

Link State Monitoring is Enabled.
The connection mode is LLC Bridged.

Change the ADSL Modem settings here...

Restart the module by selecting Restart on the left-hand side menu.
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CONNECTING TO AN EXTERNAL DSL OR CABLE MODEM

The Internet access can be provided through an external DSL or Cable Modem. Typically the
connection to an external modem is via an IP Gateway. The IP gateway is provided via the WAN port
on the Broadband module.

Connecting the External Modem / Data Network

Connect a 10/100 Base T connection from the external modem / data network to the WAN connection
on the Broadband Module as shown.

Li“e Ve B T -
— M y

HAAE TiA  ADG

Programming the Broadband Module for connection to an External Modem
Connect to the Broadband Module programming Interface as described on page 8.

Broadband Module

Broadband Module Basic Configuration

Basic Configuration

Status This page shows general status information about the Broadband Module
System Backup f Restore @ Tell me more about the status information...
| System Restart

| Advanced Configuration

Internet Access settings

setup
Internet Access is provided by the ADSL Modem.

LAN Gateway
ADSL Madem The default gateway is not currently set.

ETH/DMZ Port

WoIP. Mo name (DNS) servers have been configured.
ISDN

WLAN

About the Broadband Module
The hardware revision for the Broadband Module is C.

The firmware version for the Broadband Module is 134

Select ETH/DMZ Port.
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Broadband Module
Broadband Mndu;e ETH/DMZ Port

Basic Configuration
Status The ETH/DMZ Port settings control how the Broadband Module uses the
ETH/DMZ Port.

Systern Backup | Restore
(@ Tell me more about the ETH/DMZ Port settings...

System Restart
| Advanced Configuration
The ETH/DMZ Port is currently configured as follows:
Setu
e The ETH/DMZ Port hosts a DMZ.
LAN Gateway Change the ETH/DMZ Part settings here...
ADSL Modem
ETH/DMZ Port
Vel The DMZ TP Address is 192.168.0.1.

150H The DMZ Subnet Mask is 255.255.255.0.
WLARN

Change the DMZ IP address here...

Select the Change the ETH/DMZ Port settings here...

Broadband Module

£
EBroadband Module

ETH/DMZ Port: Mode

Basic Configuration
Status
System Backup | Restore

There are three modes for the ETH/DMZ Port available. Choose a type that
is suitable for your Internet connection from the options helow:
(@ Tell me more about ETH/DMZ Port settings...

System Restart

Advanced Configuration

(~ PPPGE - use this if you use PPPoE with an external DSL modem.

Gateway - use this if your internet connection is provided by an
mal.reuter.or k.

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
WalP
150N
WLAN

¢ DMZ - use this if your internet access is provided on the DSL port, and
you are using the ETH/DMZ Port to host a DMZ.

Cancel

Select IP Gateway.
Click Next >.

Broadband Module
Broadband Module ETH]’DMZ Port:

Basic Configuration
Status

System Backup | Restore
| System Restatt
Advanced Configuration

P Gateway Mode

Choose a type that is suitable for your Internet connection from the
options below:
(@ Tell me more about ETH/DMZ Port settings...

¢ DHCP - use this if your provider uses DHCP to assign network :

Setup (~ Static - use this if you must configure your network settings

rnanually.

Cancel

LAN Gateway
ADSL Modem
ETH/DMZ Port

T

Select DHCP from the ETH/DMZ Port: IP Gateway Mode screen.
Click Next >

If the IP address is not dynamically provided, select ““Static’ on this screen. See page

Note 20.
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Broadband Module

it
EBroadband Module

ETH/DMZ Port: Confirm

Basic Configuration
Status

System Backup § Restore
Syskem Restart

| advanced Configuration

The ETH/DMZ Port will use an esternal IP Gateway to provide internet
access.

The network settings will be obtained by DHGP.

To confirm these settings, click on the Gonfirm Ghanges button helow,

Setup If you do not wish to apply these settings, click on the Cancel button,

LAN Gateway

ADEL Madem Carfirm Changes Cancel
ETH/DMZ Part
Select Confirm Changes.
Broadband Module
Broadband Module ETH/DMZ Port
Basic Configuration
Status The ETH/DMZ Port settings contral how the Broadband Module uses the
System Backup | Restare ETH/DMZ Paort.

| System Restart @ Tell me more about the ETH/DMZ Port settings...

| Advanced Configuration

The ETH/DMZ Port is currently configured as follows:

Setup

The ETH/DMZ Port is configured to use an external IP Gateway to
LAM Gateway provide internet access.

ADSL Madem

ETH/DMZ Port The network settings will be obtained by DHCP.

walP

150M

LA Change the ETH/DOMZ Port settings here...

The DMZ IP Address is 192.168.0.1,
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

The setup is now complete.

It is possible that the external modem and the Broadband Module are using the same IP
address. In this case browsing will not be possible unless one of the addresses is changed.

WARNING See below to change the LAN Gateway address.

Changing the LAN Gateway address

The LAN Gateway address is set by default to 192.168.1.1.
The following procedure is used to change this setting.

Select LAN Gateway in the Setup menu.

The following screen is displayed:

Broadband Module

Addressing

i
Broadband Module

Basic Configuration
Status

System Backup f Restore
System Restart

Addressing controls the network address of the Broadband Module.
@ Tell me more about the Broadband Module address settings...

Advanced Configuration Currently, the address settings for the Broadband Maodule are:
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Change the Broadband Module address settings here. ..

Setup
LAN Gateway
ADSL Modem

ETH/DMZ Port
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The current settings are shown.

Select Change the Broadband Module address settings here...

Broadband Module

Broadband Module

Basic Configuration
Status
System Backup [ Restare
System Restart

Advvanced Configuration

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Part
warn

LAN Gateway: Setup

You must provide an IP address for the Broadband Module and 2 local
subnet mask.
(@ Tell me more about the [P addresses and subnet masks...

Broadhand Module IP Address

Broadband Module Subnet Mask o

MNext > Cancel

Enter the new IP address and Subnet Mask.

Click Next>.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

Advanced Configuration

Setup

LAN Gateway
ADSL Madem

LAN Gateway: Confirm

The IP address for the Broadband Module will be 192.168.2.1.
The Subnet Mask for the Broadband Module will be 255.255.255.0.

To confirm this setting, click on the Confirm Changes button below, If
you do not wish to apply this setting, click on the Cancel button.

Caonfirm Changes Cancel

Select Confirm Changes.

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart

|| Advanced Configuration

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Part

Broadband Module

Changing IP Address For The Broadband
Module...

Your router's IP address is being changed.

There will be a short pause while the address is changed, and
then you will be redirected to the new address. If you have
not been redirected within 30 seconds, click on this link to go
to the new address.

When the new parameters have been saved new settings are displayed.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup [ Restore
System Restart
Advanced Configuration

Setup
LAN Gateway
ADSL Modsm

ETH[DMZ Port

Addressing

Addressing controls the network address of the Broadband Module,
(@ Tell me more sbout the Broadband Module address settings...

Currently, the address settings for the Broadband Module are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0
Change the Broadband Module address settings here...

The DHCP Server address range for LAN hosts will automatically change in the
Advanced Configuration settings to reflect the new address range.
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Once the IP address is changed it is necessary to release and renew the PC IP
address in order to reconnect to the management pages. See page 93.
WARNING

Static Address in IP Gateway mode
The Static IP addresses must be provided by the network administrator.

Broadband Module

Broadband Module

ETH/DMZ Port: IP Gateway Mode

Basic Configuration
Status
System Backup § Restore

Choose a type that is suitable for your Internet connection from the
options below:
(@ Tell me mare about ETH/DMZ Port settings...

. System Restart

Advanced Configuration

¢~ DHCP - use this if your provider uses DHCP to assign network
settings.

(¢ Static - use this if you must configure your network settings i
rally.

LAN Gateway
ADSL Madern
ETH/DMZ Port
WalP

Select Static from the ETH/DMZ Port: IP Gateway Mode screen.
Select Next.

Broadbhand Module
Broadband Module ETH/DMZ Port: Static IP Gateway

Basic Configuration

Status For static configuration, you must provide values for the fields below.
System Backup | Restore Your Service Provider or LAN administrator should provide these values,
@ Tell me more shout static [P gateway settings...

| System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
VoIP

ISDM

WLAN Cancel

Enter the required IP addresses and Subnet mask
Click Next >.

Broadband Module
Broadband Module ETH/DMZ Port: Confirm

Basic Configuration
Status The ETH/DMZ Port will use an external IP Gateway to provide internet
System Backup | Restore access.
System Restart

Advanced Configuration The Broadband Module WaN address will be 213.94.222.177.

The Broadband Module WaN Subnet Mask will be 255.255.255.0

The Internet Gateway address will be 213.94.222.176.

LAN Gateway
ADSL Moderm The Primary DNS Server will be 212.57.32.1.
ETH/DMZ Port The Secondary DNS Server will be 212.57.32.2.

YalP
150N
WLAN

To confirm these settings, click on the Gonfirm Changes button below.
If you do not wish to apply these settings, click on the Cancel button,

Canfirm Changes Cancel

Select Confirm Changes.
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Broadband Module
Brnadbandm‘:dule ETHIDMZ POI’t

Basic Configuration
Status The ETH/DMZ Paort settings control how the Broadband Module uses the

System Backup f Restare ETH/DMZ Port,
@ Tell me more about the ETH/DMZ Port settings...

System Restart
Advanced Configuration
The ETH/DMZ Paort is currently configured as follows:

Setup

The ETH/DMZ Paort is configured to use an external IP Gateway to
LAN Gateway provide internet access.

ADSL Moden

ETH,/DMZ Port The WaN IP Address is 213.94.222.177.

Valp The “waN Subnet Mask is 255.255.255.0.

15N

WLAN The Default Gateway is 213.94.222.176,

The Primary DNS Server is 212.57.32.1.

The Secondary DNS Server is 212.57.32.2,

Change the ETH/DMZ Port settings here...

The DMZ IP Address is 192.168.0.1,
The DMZ Subnet Mask is 255.255.255.0.

Channe tha N7 10 address hare

The new settings are displayed.
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PROGRAMMING IP EXTENSIONS

Up to 12 IP extensions can be equipped on the Broadband Module. These extensions can be located on
the LAN and at remote locations. The Mitel 3000 IP Phones must be used for the IP extensions.

f? Note that other manufacturers’ IP phones will not work with the system. The only IP phone

Note supported is the Mitel 3000 IP phone.

Refer to the Mitel 3000 IP Phone Quick Reference User Guide for setting up and connecting the phone.

i ' E When equipping extensions remotely it is important to ensure that there is sufficient
£ bandwidth available to the Broadband Module to support the extensions.
WARNING

BANDWIDTH REQUIREMENTS

The IP extensions can be programmed to use either G.711 or G.729 codecs. The G.711 codec supports
speech at 64kbps and G.729 supports speech at 8kbps. However the bandwidth needed to support the
IP and proprietary-signalling requirements exceeds these figures.

When using the G.711codec the bandwidth allowance for each active remote extension should be
100kbps.

When using G.729 codecs the bandwidth allowance for each active remote extension should be 50kbps.

This bandwidth is required in both the upstream and downstream directions and does not include the
additional bandwidth required for data communications.

The limiting factor for ADSL lines is the speed in the upstream direction. This speed is significantly
lower than the downstream.

It is recommended that if multiple remote extensions are required that a symmetrical DSL service is
used. This is connected to the system by means of an external modem. See page 16.

SETTING UP IP EXTENSIONS
Before attempting to program IP extensions it is important that the following are checked: -

- Ifany of the IP extensions are located remotely ensure that the broadband service is connected to
and working on the Broadband Module. The VolP programming is not available unless an IP
address is provided on the WAN interface. This address is shown on the status page. See page 57.

- The broadband service provides a static IP address.

- If the IP extensions are located on the LAN only and no broadband service is supported then the
VolIP interface must be changed to IP LAN. See page 25.

i ' E Your service provider MUST provide a static IP address for IP phones to work
£ remotely.
WARNING

Select VolP from the Setup menu.
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Broadband Module

Broadband ot VolP

Basic Configuraticn

Status Setting up YoIP for the Broadband Module allows you to route telephony
| Syctem Backup [ Resicen calls over a data network.
N SpctemRestat (@ Tell me mora about VolP..,

Advanced Configuration
Your current YolP settings are:!

Endpaint 1 G711,G729 Not Conflgurad
Endpoint 2 G711,G729 ot Conflgured
Endpoint 3 G711,G729 ot Conflgured
Endpeant & G711,G729 Mot Configured
Endpomnt § G711,6729 Mot Conl risd
Endpoint 6 GriLGrea root Gunfigured
Endpoint 7 GF11,G72Y Not Configurad
Endpoint B G711,GI2Y Naot Configurad
Endpaint & G711,G729 Not Configurad
Endpoint 10 G711,G729 ot Conflgured
Endpoint 11 G711,G729 ot Conflgured
Endposnt 12 G711,60729 Not Configured

Changee volP Endpoint typis hise..,
Change voIP Endpoint authentication here.,
Change Vol Endpowt addibional oplions B,

Select Change VolP Endpoint types here...

If the Endpoint screen is not shown it is because an IP address is not available to the WAN
Interface. Ensure the broadband connection is available and working on the Broadband Module.

Note

Broadband Module

Broadband Module VolP: Endpoint Type

Basic Configuration

Status You should fill out the following fields.
System Backup | Restore (@ Tell me more about YoIP. ..
System Restart Extension Type
Advanced Configuration

Encpoins 1
LAN Gatewary Endpaint 3 ITF Extension %
BBl o Endpoint 4 ITP Extension v
ETH{DMZ Port
YoIP Endpaoint 5§ ITP Extensian +
1503 Endpoint & Inactive -
WLAN

Inactive
Endpoint 7
g Trunk
Endpoint 8 IT|

Cancel

Select ITP Extension for each endpoint to be configured as an extension.
Click Next >.

Broadband Module

Broadband Module VolIP: Confirm
Basic Configuration
Status The endpaint settings will be:
System Backup [ Restore
System Restart Type
Advanced Configuration Endpoint 1 Inactive
Endpoint 2 Inactive
Setup Endpoint 2 ITP Extn
LAN Gateway Endpaint 4 ITP EXtn
ADSL Modem Endpoint & ITP Extn
ETH{DMZ Port Endpoint & ITP Extn
YoIP Endpaint 7 Inactive
I3DM Endpoint & Inactive
WLAN Endpoint 9 Inactive
Endpoint 10 Inactive
Endpoint 11 Inactive
Endpoint 12 Inactive

To confirrm this setting, click on the Confirm Changes button below. If
you do not wish to apply this setting, click on the Gancel button,

Canfirm Changes Cancel
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Select Confirm Changes.

Broadband Module

Broadband Hadule VolP: Endpoint Authentication

nsie Configue ation

Status You should fill cut the following felds.
Syshem Bachup [ Restore @ Toll me more about WolP,
(S Username Password MAC Address
B Advanced Confiursticn: - 1 F -
Endpoint 1
Tasbert Ruguired Endpoint 2 | ]
To englament your trpEstn1gz | sesssees 00.10.36.03.0

chanas 3 rostart i

required. ITP Extn 153

010:3603:00
00:10:36:03:0

ITP Extn 154
Restant TP Extn 155 | | [erseeree 001036030
Endpoint 7 I | |
Endpoint &

Endpaint 7

Endpoint 10
Endpoint 11
Endpoint 12

Cancal

Enter the MAC address for each extension.

% The MAC address is printed on a label on the base of the IP Phone.

The password is set at iptpassw which matches the default password in the IP phones. This should not
be changed.
Click Next>.

Broadband Module

5

Broadband Module VolP: Confirm

Basic Configuration
Status The endpoint settings will be:
System Backup | Restore
|| Svstem Restart Username / MAC
| Advanced Configuration Endpaoint 1 Not Configured
Endpaint 2 Not Configured
Restart Required ITP Extn 152 00:10:36:03:00:00
ATD R s ITP Extn 153 00:10:36:03:00:00
changes a restart is ITP Extn 154 00:10:36:03:00:00
required. ITP Extn 155 00:10:36:03:00:00
Endpoint 7 Not Configured
Restart Endpaint 8 Not Configured
Endpaint 9 Not Configured
Satup Endpaint 10 Not Configured
LAN Gateway Endpoint 11 Not Configured
ADSL Modsm Endpoint 12 Not Configured
ETH{DMZ Port
YoIP To confirm this setting, click on the Confirm Changes button helow. 1f
150H you do not wish to apply this setting, click on the Cancel button.
WLAN
Canfirm Changes Cancal

Select Confirm Changes.

External router / firewall

If the Broadband module WAN port is connected to an external router that has an active firewall the
following firewall rules should be added to the external router to allow remote IP extensions to connect
to the Broadband Module.

Open the UDP Port 5000-6200 Incoming and Outgoing.
Open the TCP Port 5566 Incoming and Outgoing. Insert a port forwarding rule to map TCP5566 on the
public IP address of the external router back to the TCP 5566 IP address of the ETH/DMZ.
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ITP extensions on the LAN only
The VolIP interface must be changed to IP LAN before the IP endpoints can be programmed.

Select VoIP from the Setup menu.

Your advanced YoIP settings are. ..

The SIP User domain is .

The SIP Registrar Proxy Server is .

The SIP Registrar Server port is 5060.

The SIP Registrar Server expiry time interval is 3600.
The SIP Transport for SIP invite requests is UDP.

The QoS settings are:

The RTP DSCP is O.

The Signalling DSCP is 0.

The Cutbound Server is .

The Outbound Server port is 5060.
The Outbound Server transport is UDP.
The YoIP Interface is iplan.

COnly accept calls to Registered Endpoint Numbers DISABLED.

Change Advanced YoIP settings here...

At the bottom of the menu select Change Advanced VolP settings here....

Broadband oduls VolP: Advanced Settings
Basic Configuration
| Status The following settings should only be changed by an Installation Engineer,
| System Backup | Restore or under the direction of your system supplier. Incorrect configuration of
i Sl the following settings may cause issues with the operation of Yoice over
1P,

Advanced Configuration

@ Tell me more about YolP...

User Domain l:l

Registrar Proxy Server I:l

Registrar Server Port

Registrar Server Expiry Time
Transport for Invite Requests

Qos:rTPDSCP0 |

QoS Signalling DSCP l:l

Outbound Server l:l

Outbound Server Port
Outhbound Server Transport
YolP Interface

Only accept calls to Registered Endpoint O
Numhbers

Mext > Cancel

From the dropdown menu associated with VVolP Interface select iplan.
Click Next>.
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rm

Broadband Module

VolP: Confirm

Basic Configuration
| Skatus
| System Backup | Restare

The SIP User Domain will be .

The SIP Registrar Proxy Server will be .

The SIP Registrar Server port will be 5060,

The SIP Registrar Server expiry time interval will be 3600,
The SIP Transport for SIP invite requests will be UDP.

System Restart
Advanced Configuration

Setup The QoS settings will be
The RTP DSCP will be O.

LAN Gatewa: R "
4 The Signalling DSCP will be 0.

AD3L Modem

ETHJDMZ Port
¥olIP
SWLAN

The Outhound Server will be .
The Outbound Server port will be 5060,
The Outbound Server Transport will be UDP,

The YoIP Interface will be iplan.
Only accept calls to Registered Endpoint Numbers Disabled.

To confirm this setting, click on the Confirm Changes button below. If
wou do not wish to apply this setting, click on the Cancel buttan,

Caonfirm Changes Cancel

Select Confirm Changes.

ITP Extension Codec

The ITP extension codec is set in default as G.711, G.729. This setting will choose G.711 as a
preference. It is recommended that this setting is retained as G.711 will provide better quality voice. If
you wish to save bandwidth and are willing to have lower quality voice on VolP phone calls the codec
may be changed to G.729.

Select Change VolP Endpoint additional options here....

Broadband Module

Broadband Module VolIP: Endpoint Additional Options
Basic Configuration
| Status Yau should fill out the following fields.
B 5o e frestore @ Tell me more about VoIP...
|
System Restart Enable Silence Enable -~
Advanced Configuration Suppression RFC2833 00BCs
IP Trunk 1 O GA1L.G729 v
Restart Required
ITP Extn 151 G711.G729 »
To irmplerment your
changes a restart is ITP Extn 152 G711.G729 +
ez Endpoint 4 GI1.G728 v
Restart Endpoint 5 G711.G729 »
Endpaint 6 G711.G729 +
Setup Endpaint 7 G711.G729 »
LhEk Endpaint 8 G711,G729 ¥
ADSL Modem
ETH/DMZ Port Endpaint 9 G711.G729 »
VYoIP Endpoint 10 G7ILGTeY
WLAN
Endpaint 11 G711.G728 +
Endpaint 12 G711.G729 »

INext> Cancel

From the dropdown menu associated with the ITP Extension you can select the coded as G.729.
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IP Extension Numbering

The following extension numbers are assigned to each endpoint.

Extension number Endpoint
150 1
151 2
152 3
153 4
154 5
155 6
156 7
157 8
158 9
159 10
160 11
161 12
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VolIP TRUNKS

There are two elements to programming VolP Trunks.

- Programming the VoIP proxy server settings. The VolIP service provider supplies the details for
this.

- Programming endpoints as VolIP trunks rather than IP Extensions.

Proxy Server Settings
Select VolP from the Setup menu

Basic Configuration
| Status

System Backup | Restore
System Restart
Adwanced Configuration

Setting up YoIP for the IP Module allows you to route telephony calls over
a data network.
(@ Tell me more ahout YoIP...

Your current YolP settings are:

Setup

LAN Gateway
ADSL Madem
ETH{DMZ Port
¥oIP
1sDN
WLAN

Change YoIP Endpoint types here...
Change YoIP Endpaint suthentication here...
Change YalP Endpoint additional options here...

Your advanced YoIP settings are...

The SIP User domain is .

The SIP Registrar Proxy Server is .

The SIP Registrar Server port is 5060.

The SIP Registrar Server expiry time interval is 3600,
The SIP Transport for SIP invite requests is UDP.

The QoS settings are:

The RTP DSCP is 0.

The Signalling DSCP is 0.

The Quthound Server is .

The Outbound Server part is 5060.
The Cutbound Server transport is UDP.
The WoIP Interface is ipwan.

Only accept calls to Registered Endpoint Murmbers DISABLED.

Change Advanced YolP settings here...

Select Change Advanced VolP Settings here...

Broadband Module VolP: Advanced Settings

Basic Canfiguration

| Status The following settings should only be changed by an Installation Engineer,
| System Backup { Restore or under the direction of your system supplier. Incorrect configuration of
System Restart the following settings may cause issues with the operation of Voice over

derd 112

@ Tell me more shout YoIP...

User Domain

Registrar Proxy Server

Registrar Server Port m

Registrar Server Expiry Time m
Transport for Invite Requests

QoS: RTRP DSCP

|

QoS: Signalling DSCP

Outbound Server

Outbound Server Port
OQutbound Server Transport
voIP Interface

Only accept calls to Registered Endpoint 0o
Mumbers

Mext > Cancel
Enter the following parameters. The VolIP service provider provides these:

User Domain — enter a URL or an IP address

Registrar Proxy Server — enter a URL or an IP address

Registrar Server Port — the default value is 5060. If a different port number is used, enter it here.
Registrar Server Expiry Time — the default value is 3600. If a different time period is used, enter
it here

Transport for Invite Requests — select TCP or UDP from the drop-down menu

e QoS: RTP DSCP - this parameter is only used on a Quality-of-Service enabled network and will
be provided by the network administrator. Where a standard Internet connection is used, leave this
parameter at the default setting of 0
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e QoS: Signalling DSCP - this parameter is only used on a Quality-of-Service enabled network and
will be provided by the network administrator. Where a standard Internet connection is used, leave
this parameter at the default setting of 0

Outbound Server —enter a URL or IP address

Outbound Server Port — the default value is 5060. If a different port number is used, enter it here.
Outbound Server Transport - select TCP or UDP from the drop-down menu

VolIP Interface — the drop-down menu has three options. Select ipwan if the on-board ADSL
modem is used for broadband. Select iplan if the IP extensions are on the LAN and no broadband
service is provided. Select ipdmz if the ETH/DMZ port is used for broadband. The iplan option is
not used for IP trunks

e Only accept calls to Registered Endpoint numbers — leave this option unchecked.

e Click Next >

:']' i

VolP: Confirm

Broadband Module

Basic Configuration
| Status
- System Backup | Restare

The SIP User Domain will be sip.bbwvservice.nat.bt.com.

The SIP Registrar Proxy Server will be sip.bbvservice.nat.bt.com.
The SIP Registrar Server port will be 5060,

The SIP Registrar Server expiry time interval will be 3600.

The SIP Transpart for SIP invite requests will be UDP.

. System Restart
Advanced Configuration

Setup The QoS settings will be
The RTP DSCP will be 0.

The Signalling DSCP wil be O,

LAN Gateway
ADSL Modem
ETHJDME Port
YoIP
15D
WLAR

The Cuthound Server will be www.bbvservice-560049x.bt.com.
The outhound Server port will be 5060.

The Outhound Server Transport will be UDP.

The YoIP Interface will be ipwan.

Only accept calls to Registered Endpoint Numbers Disabled.

To confirm this setting, click on the Confirm Changes button below, If
you do not wish to apply this setting, click on the Cancel button.

Confirm Changes Cancel

Select Confirm Changes.

Trunk Settings

A broadband connection must first be established before the IP Endpoints can be programmed. The
VolIP service provider will supply the username and password for each trunk.

Select VolP from the Setup menu.

The following screen is displayed:

Broadband Module VOIP

Basic Configuration
Status Setting up YolP for the Broadband Module allows you to route telephony
calls over a data network,

System Backup | Restore
(@ Tell me more sbout YoIP...

System Restart
Adwanced Configuration
Your current YoIP settings are:

Setup

Endpoint 1 G711,G729 Not Configured
:’::LG:ZWE" Endpoint 2 G711,G729 Not Configured
ETH;‘DMDZ :;"rt Endpoint 3 G711,G729 Not Configured
VoIP Endpoint 4 G711,G729 Not Gonfigured
ISON Endpoint 5 G711,G729 Not Gonfigured
ILAN Endpoint & G711,G729 Not Gonfigured
Endpoint 7 G711,G729 Not Configured
Endpoint 8 G711,G729 Not Configured
Endpoint 9 G711,G729 Not Configured
Endpoint 10 G711,G729 Not Configured
Endpoint 11 G711,G729 Not Configured
Endpoint 12 G711,G729 Not Configured

Change YolP Endpoint types here...
Change YolIP Endpoint authentication here...
Change ¥oIP Endpoint additional options here...

Select Change VolP Endpoint types here...
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Hnadhand Module VOIP: End po'nt Type

Basic Configuration
Status You should fill out the following fields,
System Backup | Restare @ Tell me more about YolP...

Sysiem Restart

Extension Type

Advanced Configuration .
Endpoint 1 Trunk, h

Setup Endpoint 2 Inactive -
LAN Gateway Endpoint 3

Tr

ADSL Madem Endpoint 4
ETHJDMZ Port:

YoIP Endpoint 5 Inactive hd
=L Endpoint 6 Ihactive hd

WLAN . -
Endpoint 7 Ihactive hd

Endpoint 8 Im
Endpoint 9 Im
Endpoint 10 lm
Endpoint 11 lm
Endpoint 12 lm

- Cancel

Select Trunk from the drop down menu for each endpoint to be configured as a trunk.
Click Next >.

Broadband Module

Broadband Module VOIP: Conflrm
Basic Configuration
Status The endpaint settings will be:
Syster Backup f Restore
System Restart Type
Advanced Configuration Endpoint 1 Trunk
Endpoint 2 Trunk
Endpoint 3 Inactive
A g Endpoint 4 Inactive
ADSL Madem Endpaint 5 Inactive
ETH/DMZ Port Endpoint & Inactive
YoIP Endpoint 7 Inactive
150N Endpoint & Inactive
WLAN Endpoint @ Inactive
Endpoint 10 Inactive
Endpoint 11 Inactive
Endpoint 12 Inactive

To confirm this setting, click on the Gonfirm Changes button below. If
wou do not wish to apply this setting, click on the Cancel button.

Confirm Changes Cancel
Select Confirm Changes.
Broadband Module VolP: Endpoint Authentication
Basic Configuration
Status vou should fill out the following fields.
Syskem Backup | Restore @ Tell me more about YalP...
izf:x:dezfnr;iguratmn Username Password MAC Address
IP Trunk 1 [23256789 |  [aeeeseee | [

Restart Required IP Trunk 2 [34567890 | [ssnsssss | I
ATD implerment your Endpaoint 3 _ _ _

gromeresarts M coporce NN D
_Posat | ecpores [N NN
- cpore 7 [ I
r— encpont s [ [ [
ADSL Modem Endpaoint 9 _ _ _
R saporc 10 [
spant 12 [ [

Cancel
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Enter the Username and Password for each trunk
Click Next >.

Broadband Module

Broadband Module VOIP: Conflrm
Basic Configuration
Status The endpoint settings will be:
System Backup [ Restare
| System Restart Usarname / MaC
. Advanced Configuration IP Trunk 1 23456789
IP Trunk 2 34567890
Restart Required Endpoint 3 Mot Configured
To implement your Endpoint 4 Mot Gonfigured
Achanges arestart is Endpoint & Mot Gonfigured
required. Endpoint & Mot Configured
Endpoint 7 Mot configured
Restart Endpaint & Mot Configured
Endpoint 9 Mot Configured
Setup Endpoint 10 Mot Configured
LAN Gateway Endpoint 11 Mot Gonfigured
ADSL Madem Endpoint 12 Mot Gonfigured
ETH/DMZ Fart
YoIP To confirm this setting, click on the Gonfirm Changes button below. If
15D wou do not wish to apply this setting, click an the Cancel button.
WLAN
Confirm Changes Cancel

Select Confirm Changes.

Additional Endpoint Options

There are three additional parameters for each IP Endpoint. Your VolIP service provider will provide
you with the necessary information to program these options.

Select Change VolP Endpoint additional options here...on the VoIP screen.

Broadband Module VolP: Endpoint Additional Options
Basic Configuration
Status Y¥ou should fill out the following fields,
System Backup | Restore @ Tell me mare about VoIP...
Q| Svstem Restart . Enable Silence Enable cod
|| advanced Configuration SupEEsm RFC2833 odacs
IP Trunk 1 r r G711.G729 =
Restart Required
IP Trunk 2 r r G711,G729 =
To implerment your
changes a restart is Endpoint 3 r ] G711.G729 =
e Endpoint 4 r I G711.G728 ~
Restart Endpoint 5 r r 57116723 -
Endpoint & = ] G711.G728 >
Setup Endpoint 7 r r G711.G728 ~
LAN Gateway Endpoint 8 r r GPILGTEE -
ADSL Modem
ETH/DME Part Endpaint 9 r r G711.G728 =
v Endpaint 10 r r G711.G729 =
ISDN
WLAN Endpaint 11 r r G711.G729 >
Endpoint 12 | ] G711.G729 =

MNext > Cancel

Enable Silence Suppression
This applies to IP trunks only. It is disabled by default. Turning Silence suppression on can reduce the
bandwidth used on VolP calls.

Enable RFC2833
This applies only to IP trunks, and is disabled by default. It should be turned on if the VVoIP service
provider requires this protocol to support the sending of tones during a call.

Codecs

Select the codec recommended by your VolIP service provider. Note that it is possible to select either
G.711, G.729 or BOTH (with 711 attempted first.)
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UNIFIED MESSAGING

Unified Messaging provides email notification of voicemail messages left in the PBX voicemail
system. One IP endpoint must be permanently assigned to UM. A mail server address must be allocated
to direct Unified Messaging. There a two installation steps. Step 1 Program the Broadband Module.
Step 2 Program Unified messaging on MPS Maintenance Programming System.

1.PROGRAMMING THE BROADBAND MODULE.

Click “VolP” from the Setup menu.

VolP

Basic Configuration

Status Setting up YoIP for the Broadband Module allows you to route telephany
calls aver a data netwark.

(@ Tell me more about YolIP...

" System Backup [ Restore
| System Restart
Advanced Configuration

Your current YolP settings are:

Setup
Endpoint 1 G729 Not Gonfigured
LA Gateway Endpoint 2 G729 Not Configured
ADSL Mader Endpoint 3 G729 Not Confi d
ETH/DME Port nepoin ot Con !g"re
VoIP Endpoint 4 G729 Not Gonfigured
WLAN Endpoint & G729 Not Configured
Endpoint & G729 Not Gonfigured
Endpaoint 7 G729 Not Configured
Endpoint & G729 Not Gonfigured
Endpoint @ G729 Not Configured
Endpoint 10 G729 Not Configured
Endpoint 11 G729 Not Gonfigured
Endpoint 12 G729 Not Configured

Change YoIP Endpaint types here...
Change YoIP Endpaint authentication here...
Change YoIP Endpaint additional options here...

Click Change VOIP Endpoint types here ...

Click a free endpoint and select UM Service.

Broadband Module

Broadband Module VolP: Endpoint Type

Basic Configuration
Status ¥ou should fill out the following fields.
System Backup | Restore @ Tell me more about YoIP. .

System Restart
advanced Configuration

Extension Type

Endpoint 1 uc 8
Setup Endpoint 2
LAN Gateway Endpoint 3
ADSL Modern Endpaint 4
ETH/DME Port
YoIP Endpoint &
WLAR Endpaint &
Endpoint 7
Endpoint &
Endpoint 9
Endpoint 10
Endpoint 11
Endpoint 12 Inactive v

Cancel

Click Next >,

Click “Confirm Changes”.
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Broadband Module VolP: Confirm
Basic Configuration
Status The endpaint settings will be:
Syskem Backup [ Restore
System Restart Type
Advanced Configuration Endpoint 1 ucC Service
Endpoint 2 Inactive
Setup Endpoint 3 Inactive
LAN Gatsway Endpoint 4 Inactive
ADSL Modem Endpoint & Inactive
ETH/DMZ Port Endpoint & Inactive
YoIP Endpoint 7 Inactive
WLAN Endpoint & Inactive
Endpoint 9 Inactive
Endpoint 10 Inactive
Endpoint 11 Inactive
Endpoint 12 Inactive

To confirm this setting, click on the Confirm Changes hutton below. If
you do not wish to apply this setting, click on the Cancel button.

Confirm Changes Cancel

Click “VOIP” and Change Unified Communication settings here ...

Your advanced VoIP settings are...

The SIP User domain is .

The SIP Registrar Proxy Server is .

The SIP Registrar Server port is 5060,

The SIP Registrar Server expiry time interval is 3600,
The SIP Transport for SIP invite requests is UDP.

The QoS settings are:

The RTP DSCP is O,

The Signalling DSCP is 0.

The Outbound Server is .

The Cuthound Server port is 5060.

The COutbound Server transport is UDP.

The YoIP Interface is ipwan.

The ¥oIP Gateway Address is 0.0.0.0.

Only accept calls to Registered Endpoint Numbers DISABLED.
Change Advanced YolP settings here...

Change Unifled Communication settings here...
Change TFTP Server address settings for IP Phones software...

Click Change the Unified Communication Address settings here ...

VolIP: Unified Messaging

@ Tell me more about Unified Messaging...

The SMTP and IMAP Clients are currently configured as follows:
Server Name Port Secure Connection (SSL)

SMTP: 0.0.0.0 25 X

IMAP:  0.0.0.0 143

Change the Unified Messaging address settings here. ..
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Enter your server name and port.

Unified Messaging Address: Setup

Server Mame Port Secure Connection {SSL)
SMTP:  |exampple.com | |25 | il
IM&P:  |exampple.com | 43 |

Cancel

NOTE:
If your SMTP server uses SSL and its active you tick the box Secure Connection to activate SSL on
your Broadband module.

Click next >.

Click “Confirm Changes”.

Unified Communication: Confirm

Broadband Module

Basic Configuration
Status The SMTP Server settings will be myofficeserver: 25
System Backup [ Restore
System Restart The IMAP Server settings will be myofficeserver: 143
1| Advanced Configuration
To confirm this setting, click on the Confirm Changes button below, If

et you do not wizh to apply thiz setting, click on the Cancel button.
etup

LAN Gakeway
ADSL Modem
ETHIDMZ Port
wolP
WLAN

Confim Changes Cancel

UNIFIED MESSAGING CONFIGURATION.

This configuration will enable the Unified Messaging to send e-mail notification when a new voicemail
message is left in the voicemail box of an extension.

2. PROGRAMMING FROM MPS
Connect the PC with MPS directly to the V.24 interface on the PBX and launch MPS Wizard.

Select “Connect”

File System Extensions Lines Internet Module Diagnostics Flashfiles Debug Setup Help

|Close Current Fanel ‘Get alland save!l |Lnad and send all!HResﬂ Current Pane to Defaun‘ Connect

‘Set Range On‘ ‘Set Range Offl |Receive Selemeul ‘Receive on screen data‘ ‘Senﬂ Selemed‘ ‘Senu Chanuesl

Disconnected | Mil3kPEXInstance xml Idle
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On the pop-up menu select the COM port and speed. The default setting for the speed is 115,200 bps.
This can be changed if required.

Click “Connect”.

When the connection is established, Click “Extensions & More Extension Features” on the main
menu.
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Check “UM Enabled” on the required extensions.

File System Extensions Lines Internet Module Diagnostics Flashfiles Debug Setup Help

M |Cluse Current Panel ‘Gel all and save!‘ ‘Load and send all!“Resﬂ Current Pane to Default‘ |Disconnecl

|Sel Range On‘ ‘Sel Range orr\ |Ren:eive Selm:led‘ ‘Rm:eive on screen dala‘ ‘Send Selemed‘ ‘Send Changes

| Ext20 Ext 21 Ext22 Ext 23 Ext 24 Ext25 Ext 2
Page Pratection ] ] [ ] [ [ [
20Hz Ringing ] L ] [ [ [ ]
Individual Caller ID store | L M ] o M |
Voice Mail Box Allocated L L L L L L L
Keypad Confirmation v vl il v vl vl v
Default To Mid Volume M L H M L M L
Background Music ] [ [ [ [ ] [
Hatline
Voicemail Password 111 1111 1111 1111 1111 11 1111
Noisy Emvironment On (] [m] [ (] [} O
Information Only Voice Box ] ] ] ] [m] ] [mj
UMEnabled [iv] (] ] ] ] ] ]
UM Deletion Type S Outlook IS Outlook S Qutlook IS Outlook IS Outlook S Ouitl

UM Email Address

UM Email Password | | |
Click to Dial Service isabled isabled isabled isabled isabled isabled isables

Connectad via ' 24 [ |Witi3KP Exnstance xml lidle |

Click the UM Deletion type required. UM Deletion can only be used with an IMAP server. Without
IMAP the e-mails and voicemails will not synchronize. There is no need to edit the deletion type if you
are using SMTP.

File System Extensions Lines InternetModule Diagnostics Flashfiles Debug Setup Help

M ‘Cluse Current Panel ‘Get alland save!‘ ‘Luad and send aII!HReseI Current Pane to Default‘ ‘Discunne:{

‘Set Range 0n| |Sel Range Offl |Rec9ive Selemed‘ ‘Receive on screen da\a‘ |Send Selemed‘ ‘Send Changes
I ﬁ Mare Extension Features ‘

Page Protection

20Hz Ringing

Indrvidusal Caller ID store

Voice Mail Box Allocated

Keypad Confirmation

Default To Mid Volume

Background Music

Hatline

Voicemail Password 1111 1111 111

Haisy Enwi on [m]

Information Only Voice Box (] (] (]
]

m
A
™
S

Ext 21 Ext 22 Ext 23 Ext 24 Ext 25 Ext 2(1

| |
(1

(1 o
(1 o

{5

(1

UM Enabled

UM Deletion Type
UM Email Address
UM Email Password
Click to Dial Service

[l
0002 [OoroooO
O
L
L

Connected via V.24 [ |MH3KPEXInStance xml lldie \—‘

account, this parameter defines whether deletion of an email results in the deletion of the
Note corresponding voicemail, and vice versa.

? Where synchronization is used between the user’s voicemail box and the their email
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Enter the email address and password of the person associated with the extension.

File System Extensions Lines InternstModule Diagnostics Flashfiles Debug Setup Help

M ‘Clnse Current Pane‘ ‘Gel all and sava!‘ ‘Lnad and send all!HRasel Current Pane to Dlﬂallll‘ ‘Discnnnem

o setrange on| [setRange 0| [Recene Seiecied | [Receive o screen data| S Selecied [Send Changes

I ﬁ More Extension Features ‘
| Ext20 Ext 21 Ext 22 Ext 23 Ext 24 Ext 25 Ext 24
Page Protection
20Hz Ringing

Individual Caller ID store

Voice Mail Box Allocated

Keypad Confirmation

v

Default To Mid Yolume

Music

{0 |

L O=IOCOsE

{0 o |

Hatline

UM Email Address
UM Email Password

Voicemail Password 111 11 11 11 1 111 111
Moisy Emironment On ] L] L] L] LI ] H

ion Only Voice Box ] ] ] ] ] ] [
UM Enabled ] J J J ] ] ]
UM Deletion Type S Outlook S Qutlook S Outlook IS Outlook IS Outlook

officemail

I
Disabled Disabled Disabled Disabled Disabled Disabled

Click to Dial Service
AlEmEE]
Connected via V.24 [ MH3KPEXInstance.xml ldle \‘I

Click “Send Changes”.

File System Extensions Lines InternetModule Diagnostics Flashfiles Debug Setup Help

[save| [ciose current Pane|  [Get ail ana savet| [Loa ana sena ai Reset Current Pane to D [Disconnect
‘SE( Range 0n| |Sel Range Oﬁl |Rec9ive Selm:ted‘ ‘Receive on screen dala‘ |Send Selectexl

I ﬁ Mare Extension Features ‘
| Ext20 Ext 21 Ext 22 Ext 23 Ext 24 Ext 25 Ext 2(1
Page Protection [ ] ] ] [ ] [
20Hz Ringing 0 N N N [ [ [

Indrvidusal Caller ID store

Voice Mail Box Allocated

Keypad Confirmation

Default To Mid Wolume

Music

O O=I
L O=IL

Hatline

Voicemail Password

Moisy Emdaronment On

Information Only Voice Box

UM Enabled
UM Deletion Type:

1
[
N
]

(I

H] H
] [
v _
S Outlook  MS Outlook Outlook Outlook Outlook  MS Outlg

UM Email Address

BEEEE=
B =
B EE=

UM Email Password assword
Click to Dial Service Eisahled Disabled Disabled
K| I

Connected via V.24

| Mt3kPEXInstance xml Idle \—‘

Note

With POP3 or IMAP Accounts email notification is possible.
Synchronization is only available with IMAP email accounts.

UM Service cannot be guaranteed with all email services due to email server variances. UM

service with MS Exchange, hosted or Local, has been validated.
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SETTING UP A SERVER ON THE MITEL 3000

To provide a server, Web server, ftp server etc., then access to the server from the Internet must be
provided. The server can be located on the DMZ or the LAN.

The server should be located on the DMZ if access to the Internet is provided over the on board ADSL
modem.

The server must be located on the LAN if access to the Internet is provided via the WAN interface to
an external modem or router.

The broadband service must be of the type that provides a fixed IP address. This is required
so that external users on the Internet can access the server. This is available from your
Note service provider.

PROVIDING A SERVER ON THE DMZ
To locate a server on the DMZ that can be accessed from the Internet the following must be done:

- Connect the server to the 10/100 WAN port using a crossover cable.
- Assign a fixed IP address to the server.

- A Reserved Mapping is programmed to allow access through NAT to the server. (Also known as Port
Address Translation or NAT Transversal).

- Add a port filter so that the Firewall allows access to the application on the server.

Assigning a fixed IP address to the server
Select Advanced Configuration from the Broadband Module menu.

Broadband Module

Broadband Madule Advanced Configuration

Basic Configuration
Advanced Configuration
ADSL Tesk
Diagnostics

Flash Update
Reset to Defaults

Changing the Advanced Configuration can affect
the security and functionality of the Broadband

Module. Only specialists with knowledge of the
advanced features should make changes to the
Advanced Configuration.

Advanced Setup

Admin Accounts

Firewsall & Security
IF Routes
DHCP Server

Select DHCP Server from the Advanced Setup Menu.

Existing DHCP server subnets

Use

Use
local

local Assign Get

host addri'ss Auto subnet
address Domain from IP
as DNS Name interface
server

Subnet ¥alue  Subnet Mask Delete?

default

gatevray
[15218810 | [e562552550 | e ~| (e v| [me v|[ipan ¥ O %o
[15216800 | [e562552550 | e ~| (e v| (e v [ipdmz v O %o

Create new Subret... ©

Help

There are currently no DHCP server fixed IP/MAC mappings defined.

38 Create new Fized Host.., O
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Select Create new Fixed Host.
The following screen is displayed:
Broadband Module Create new DHCP server fixed host IPPMAC mapping

Basic Configuration
Advanced Configuration
|| ADSLTest
| Diagnostics
B Flash Update

Reset ko Defaulks

Add new mapping

Define your new fixed mapping here. The IP address you choose will be
given to the host with the MAC address you specify. The IP address rmust
not clash with an 1P address already present in 2 dynamic address range,
vou should also ensure that there is a sultable subnet defined for the IP
address to reside in. The MAC address should be expressed as 6
hexadecimal pairs seperated by colons, e.g. 00:20:2b:01:02:03

Advanced Setup

Admin Accounts
Fronalt.secuty 1P address I I
I rautes MAC adress L
DHCP Server
Maximum lease time 255200 seconds

Enter the IP address to be assigned to the host. It must be outside the dynamic range of the DHCP
server that is 192.168.0.2 to 192.168.0.21 in default (e.g. 192.168.1.22).

Enter the MAC address of the server.
The lease time is 6 days in default. The DHCP / client communication will ensure the IP address is

continually renewed so this need not be changed
Select OK.

% If the WAN interface has been assigned more than one IP address by the service provider

Note then a Global Address pool must be programmed. See Page 43.

Reserved Mapping

Reserved mappings are used to create exceptions to the normal NAT rules to allow incoming access to
a specific server or application on the DMZ or LAN. A static route is defined between an external IP
address and internal IP addresses. Reserved mapping is also called Port Address Translation or Port

Forwarding.
Select Firewall and Security from the Advanced Configuration menu.

Broadband Module

Broadband Module Firewall Configuration

EBasic Configuration
| Advanced Configuration =
| [ Security State
' Diagnostics
s el Firewall: & Enabled O Disabled

Reset ko Defaults
Intrusion Detection Enabled: (Enabled @ Disabled

Advanced Setup Change State

Adrin Accounts
Firewall & Security
IP Routes

DHCP Server Security Level

Security Level: |h\gh V| [ Change Level ]

Advanced MAT Configuration... @

[ Disable NAT to internal interfaces ]

ipdmz | dmz
Advanced MAT Configuration... @

iplan |internal |May be configured on external or DMZ interfaces

add Interface... @ (all interfaces defined)

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... @
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Select Advanced NAT Configuration...for the ipwan Security Interface

L
Broadband Module

Advanced NAT Configuration: ipwan

Basic Configuration
Advanced Configuration
ADSL Test

. Diagnostics

|| Flash Update
Reset bo Defaults

Global Address Pools

Mo Global address Pools

Add Global Address Pool... @

Advanced Setup

Adrnin Accounts Resewed Ma ppi“gs

Firewall & Security
IP Raoutes
DHCP Server

Mo Reserved Mappings

Add Reserved Mapping. . @

Return to Interface List@y

Select Add Reserved Mapping...

broadband Madule

NAT Add Reserved Mapping: ipwan

Eamic Conliguration
Advarsced Configuration
ADSL Test

Digrmcetics
" Flash Update

Add Reserved Mapping

External Port Internal Port

Reset to Def auks 1P Addresses Transport Range Range

o T—— Global Internal Typa start End start End
Audimin Accounts noon

Firewall & Securily (St t0 0.0.0.0 to

TP Routss use the prmary icrp 0 o 0 9

P ackiress of the
interface “ipwan®)

DHCP Sérver

Add Fieserved Mapping

Batum to HAT Configuration @

Batum to Interface ListQ

Enter the following parameters:

Global IP Address. This is the public IP address assigned to the WAN interface. If a specific IP
address is to be mapped it is entered in the Global field. This is normally the case where multiple IP
addresses are provided on the service and they are being used to access different servers (e.g. security
web cams).

Internal IP Address. This is the internal IP address of the server on the LAN.

Transport Type. Select the protocol required from the drop down list.

External Port Range. A port or port range can be defined for the external IP address.

Internal Port Range. A port or port range can be defined for the internal IP address.

Select Add Reserved Mapping.

The following is an example of reserved mapping for a Web Server.

NAT Add Reserved Mapping: ipwan

Add Reserved Mapping

IP Addresses Transport External Port Internal Port
Range Range
Global Internal Type Start End Start End
0.0.00
(St to 0.0.0.0 to
use the primary |192-168-U-22 | ‘tcp v| |8El | |EEI | |BEI | |E‘El |

IP address of the
interface “pwan™)
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Port Filter

Port filters are defined to allow specific Application level traffic through the firewall. A Port filter must
be defined for the traffic to be allowed access to the server.
From the Firewall Configuration page select Security Policy Configuration...

Security Policy Configuration

Current Security Policies

Interface Interface

Type 1 Type 2 validators Policy Configuration
» | int | Only listed Port Host
BN I hosts blocked | Eilters...@ | ¥alidators... Q)
" | d only listed Port Host
BRI mz hosts hlocked | Filters... @ | ¥alidators... @
i Port Host
dmz internal Ol litize Filto ol

hosts blocked | Filters... @ | Yalidators... @

Select Port Filters external - internal interface.

g

Broadband Module Firewall Port Filters: external-internal

Basic Configuration

Advanced Configuration
| ADSL Test
| Diagnostics
| Flash Update

Reset to Defaults

Source Destination
Source |Destination P Port Port
Address Address Protocol

Min | Max Min | Max Inbound Outbound

Direction

a0y ANy 1CMP N/A (N/A N/A (N/A | false true Delete
Advanced Setup
Audmin Accounts Any ANy Tcp 0 e5EIE O 653D false trus Delete
Firewall & Security
IF Routes
e Any Any upP 0 65535 0 65535 false true Delete
60 ARy upp 0 65535 5060 6000 | true true Delete
£y 4Ry Tcp 0 65535 5566 5566 true true Delste

Add TCP or UDP Filter
Add Raw 1P Filter

Return to Policy List

Return to Interface List

Select Add TCP or UDP Filter...

The current filters are displayed. Select Add TCP or UDP filter for TCP and UDP protocol. Add Raw
Filter where a Protocol name or number can be entered.
? If a different protocol, other than TCP or UDP is required select the option to add a raw IP

filter. See Page 42 below for details.
Note

When Add TCP or UDP Filter...is selected the following screen is displayed:

vroadband Madule Firewall Add TCP/UDP Port Filter: external-internal
Basic Configuration
Advanced Lonfiguration - -
AL Test Destinatin Suurce | Destination L
Source adidrirss plorielias Pratocol | SE e
n:‘ o Inbound | Gutbound
Finset b Def s ) . Range
[;;Dd;'“s' ];'0"‘;;““' Start - |Range Start
5 L0 A End - End
eanced brtas TP ™ o n Allow [ |[Allow
Aubin Fccounts Mlaak: Marsk: o~
Firewall & Seeurlk il
s w urity annn nnnn 5535
DHCP Servar
Apgly
Retarn Lo Filter Lis

Parbaarn Lo Policy Lizt

Bgturn to Interface List
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Enter an IP address and subnet mask in the Source Address field if access to the server is to be limited

to a particular address or range of addresses.
If access is not restricted to particular addresses then leave the source address at 0.0.0.0.

Enter the IP address of the server in the Destination address field. The subnet mask is
255.255.255.255 so that this IP address is the single address of the server.

Select the Protocol, TCP or UDP as required in the Protocol field.

Source port or range of ports (associated with source IP address)
Destination port or range of ports (associated with destination IP address)
Direction, Inbound or Outbound

Note  ALGs,

Adding a Raw IP Filter

If the WAN port is being used for access through an external modem / router then the server
must be located on the LAN. The same steps as for the DMZ apply but in this case the server
Note is connected to the LAN and a crossover cable is not required.

Level Gateways (ALG).

2 It is not necessary to add a filter for any protocol already catered for in the Application
The filter can, however, be applied as well as the ALG. See page 71 for information on

A raw IP filter is added if a port filter is required for any protocol other than TCP or UDP.
On the Firewall Port Filters page select Add Raw IP filter...

s
Broadband Module

Basic Configuration

Advanced Configuration
ADSL Test

Diagnostics

| Flash Update

Reset ko Defaults

Advanced Setup

Adrin Accounts
Firewall & Security
IP Routes
DHICR Server

Firewall Add Raw IP Filter: external-internal

Destination ip Diection
Source address
address Protocol Inbound  Outbound
IP Address: IP Address:
0000 | [oooo | mumber
Mask: Mask: ]
0000 | [oooo |

Apply
Return to Filter List

Return to Policy List

Return to Interface List

Add the source and destination addresses and the protocol name or number. (For example, either the
protocol name “SMP” or its equivalent number “121” may be supplied in the IP Protocol field.
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Global Address Pools

A global address pool is used to assign a range of public IP addresses to a WAN interface. This can be
used in conjunction with Reserved Mapping to associate the public IP addresses on the WAN interface
with specific servers/applications on the DMZ or LAN.

Select Advanced NAT Configuration... on the ipwan / external interface.

Broadband NUE Advanced NAT Configuration: ipwan

Basic Configuration
Advanced Configuration Global Add ress Pools
ADSL Test
| | Diagnostics
B Flash Updats
| Reset o Defaults

Mo Global Address Pools

add Global Address Poal... @

Advanced Setup

P Reserved Mappings

Firewall & Security

IP Routes Mo Reserved Mappings
DHCP Server

Add Reserved Mapping...

Return to Interface List @y

Select Add Global Address Pool...

The following screen is displayed.

3roadband Module

o
Broadband Module

NAT Add Global Address Pool: ipwan

Basic Configuration
Advanced Configuration
ADSL Test

Add Global Address Pool

Diagnestics
Flash Update

Interface use Subnet Subnet Mask/IP
Reset ko Defaulks IP Address

Type GConfiguration Address 2

‘mlemalj ‘UseSubmetMask ﬂ ‘ ‘

Advanced Setup
Adrnin Accounts

Add Global Address Pool

IP Routes
DHCP Server
Arduamead TR

Select an interface from the drop down list. Select the DMZ interface if the server /application is on the
DMZ. The internal interface is selected if the server / application is on the LAN.

The IP addresses can be entered by entering the first address and a subnet mask or by entering the first
and last IP address in the range.

To enter the IP address and subnet mask, select Use Subnet Mask in the Use Subnet Configuration
field. Enter the first IP address in the IP Address field and the subnet mask in the Subnet mask / IP
Address 2 field.

To enter the first and last IP addresses select Use IP Address Range in the Use Subnet Configuration
field. Enter the first IP address in the IP Address field and the last IP Address in the Subnet mask / IP
Address 2 field.

Select Add Global Address Pool

ETH/DMZ PORT

You can use the ETH/DMZ Port in one of several ways depending on the requirements at your site:
e Connect to the Internet using PPPoE and an external ADSL modem. See page 11
e Connect to the Internet via an external router (or other IP device). You may use DHCP to
discover the required settings, or specify them manually. See pagel6.
e  Use the port to host a DMZ network. In this case, you will normally use the built-in ADSL
modem to connect to the Internet. See page38.
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The default setting of the ETH/DMZ port is DMZ.

DMZ
To change the DMZ IP address select ETH/DMZ from the Setup Menu
Broadband Module

Broadband Module ETH/DMZ Port

Basic Configuration
Status The ETH/DMZ Port settings control how the Broadhand Module uses the
System Backup | Restors ETH/DMZ Port.

| System Restart (@ Tell me more shout the ETH/DMZ Port settings...

Advwanced Canfiguration

The ETH/DMZ Port is currently configured as follows:
— The ETH/DMZ Port hosts a DMZ.

LAN Gateway Change the ETH/DMZ Port settings here...

ADSL Modem
ETH/DMZ Port
VoIP

ISOM

WWLAN

The DMZ IP Address is 192.168.3.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ 1P address here...

Select Change the DMZ IP address here ...
e ETH/DMZ Port: DMZ Setup

Basic Configuration
Status

System Backup [ Restore
System Restart

To setup your DMZ port, you must provide values for the fields below,
(@ Tell me more ahout DMZ Setup settings...

Broadband Module DMZ address

Broadband Module DMZ Subnet Mask . 1255

MNext> Cancel

__ Advanced Configuration

i

]
L]
]

Setup

LAN Gakeway
ADSL Madem
ETH/DMZ Port
WalP
WLAN

Enter the new IP address and subnet mask
Broadband Module

Broadband Module ETH/DMZ Port: DMZ Setup

Basic Configuration
Skatus

System Backup f Restore
System Restart

To setup your DMZ port, you must provide values for the fields below.

(@ Tell me more about DMZ Setup settings...
Broadband Module DMZ address . .

Broadband Module DMZ Subnet Mask . 265

Cancel

I

Advanced Configuration

™

Setup

LAN Gateway
ADSL Modem

Click Next>

Broadband Module

i
Broadband Module

ETH/DMZ Port: Confirm

Basic Configuration
Status

System Backup [ Restore
System Restart

The Broadband Module DMZ address will be 192.168.3.1.
The Broadband Module DMZ Subnet Mask will be 255.255.255.0

To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Cancel button,

Advanced Configuration

Sk Confirm Changes Cancel

LAN Gateway
ARSIl Mndem

Select Confirm Changes
The new address settings are displayed.
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SETTING UP THE WIRELESS LAN (WLAN)

The Broadband Module is equipped with a Wireless LAN and can connect to PCs that are equipped
with a wireless interface.

For security reasons the WLAN is located on the DMZ by default. If you have a

combination of wired and wireless PCs connected to the module it is recommended that the

WLAN be relocated to the LAN. This should only be done when the security on the WLAN is
WARNING  programmed. See page 50 for programming security and page 48 for relocating the WLAN.

WLAN Range

Wireless LAN speed drops the further the wireless device is away from the Broadband Module. If there
is a clear line of sight between the Broadband Module and the wireless device it can operate at reduced
speeds at up to about 300 feet. However this range is reduced if there is no clear line of sight between
the module and the wireless device.

Quick Setup to WLAN Without Security

This procedure should only be used to setup and test WLAN connectivity. When this procedure has
been completed and WLAN connectivity has been established, go to the next section - Setting Up
WLAN With Security on page 49 and complete the process.

Select WLAN in the Setup menu.

Hrnadhand WLAN

Basic Configuration

Status wireless networking allows you to connect wireless PCs through the
System Backup | Restare Broadband Module to the Internet,

@ Tell me more about the wireless networking settings...

System Restart

Adwanced Configuration

The wireless settings are split into two sections - the first section
contains settings which need to be configured before you use wireless for
the first time, but are unlikely to be changed after that, The second

LAN Gateway section contains settings you might change more often.

ADSL Mademn

ETH/DMZ Port a = -

o First Time Settings

WLAN

Setup

The wireless first time settings wizard helps you enable your wireless for
the first time - you probably won't need to change these settings after
wou have entered them once.

Wireless networking is currently set to operate in USA,
wireless network type is currently 802.11B/G.
Change your wireless first time settings here...

General Settings
Your current wireless network settings are:

Wireless networking is enabled so wireless PCs can connect to your
device.
Enahble or disable the wireless netwark here. ..

The Broadhand Module is automatically selecting the best wireless
channel to use. The channel currently in use is 8.
Change your wireless channel here. .

The wireless network name {SSID) is EncoreGX.
Change your wireless network name (SSI10) here. ..

wWireless network security is using Wi-Fi Protected Access (WPA).
The WPA pass phrase is set.

SS1D Broadcast is enabled.

Change Wireless Security settings here...

Any wireless PCs are allowed to connect,
Change which wireless PCs are allowed to connect here...

The wireless netwark is on the LAN so wireless PCs can connect to
wour LAN devices.,
Set the interface for the wireless netwark here.

There are currently 1 wireless PCs connected.
Wigw details of connected wireless PCs.,.

Scroll down to General Settings
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Select Enable or disable the wireless network here...

Broadband Module

Broadband Madule WLAN: Enable / Disable

Biasic Configuration

Status Enabling wireless netwarking will allow PCs with wireless network
System Backup | Restore capabilities to connect to the Internet through the Broadband Module.
System Restart (@ Tell me more about the wireless networks. ..

Advanced Configuration
Select whether you want wireless PCs to connect to your device:
Setup

¢ Disable - Wireless PCs will not be able to connect to your device
LAN Gateway

ADSL Modem & Enable - Wireless PCs will be able to connect to your device
ETH{DMZ Port

folP Cancel

ISDN
WLAN

Select Enable.
Click Next>.

Broadband Module

Broadband Module WLAN: Basic

Basic Canfiguration
Status

Before a wireless network can operate, you need to provide a name
System Backup | Restore (SSID] for the netwaork.

| System Restart

Network Mame (SSID) ‘PR\SM_ULH_H

MNext > Cancel

Advanced Configuration

Setup

LAMN Gabeway
ADSL Modem
ETH/DMZ Part
WolP
150N
WLAN

Note the SSID.
Click Next>.

Broadband Module

WLAN: Channel Selection

Basic Configuration
Status

System Backup | Restore
| System Restart
Advanced Configuration

You may either choose a channel yourself, ar allow the Broadband Module
to automatically select the best channel,
@ Tell me more about wireless channels. ..

@ Allow the Broadband Module to select channel

¢ Select a channel manually

Mext > Cancel

LAN Gateway
ADSL Modem
ETH[DMZ Part
WolP
15DH
WLAN

Two options are presented for selecting a channel:
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Select a channel manually
Select Select a channel manually
Click Next>.

Broadband Module

Broadband Module WLAN: Channel Selection

EBiasic Configuration
Status

System Backup [ Restore
System Restart

Select the channel you wish the wireless network to use,
@ Tell me more about wireless network channels...

Channel |5 =
ext > Cancel

Advanced Configuration

[} B |

Select a channel from the drop down menu.
Click Next>.

Allow the Broadband Module to select a channel
Select Allow the Broadband Module to select a channel. RecommendedClick Next>.

Broadband Module

Broadband Muilg WLAN: Secu I’Ity

Basic Configuration
Status i} It is highly recommended that Wi-Fi Protected Access (WPA) is

System Backup | Restore used, to prevent unauthorised access to your wireless netwark,

| System Restart

Advanced Configuration i X i
¥ou can encrypt wireless network data transmissions using wireless

network security. Select an encryption option from the list below.
Setup (@ Tell me more about wireless netwark security...

LA Gateway
ADSL Modem
ETH/DMZ Part
WolP

150N

WLAN

bl

Off - no encryption on the wireless netwaork
G4hit encryption on the wireless netwark

128bit encryption on the wireless netwaork

S NS IS

Wi-Fi Protected Access (WPA) on the wireless network

Cancsl

Select Off.
Check Enable SSID Broadcast.
Click Next>.

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

System Backup [ Restore
Syskem Restart
Advwanced Configuration

You can restrict which wireless PCs can connect to your device, Select
how you want to restrict PCs below.
(@ Tell me more about restricting wireless access...

t« allow any wireless PCs to connect

¢ allow all wireless PCs to connect except those I specify
Setup

¢ Only allow the wireless PCs I specify to connect

Mext > Cancel

LAN Gateway
ADSL Modem
ETHJDMZ Fart
WoIP
ISDH
WLAN

Select Allow any Wireless PCs to connect.
Click Next>.
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WLAN Interface

Broadband Module
WLAN: Select Interface

Broadband Madule

Basic Canfiguration

Status If you place the wireless network on the LAN, your LAN PCs and

System Backup | Restore devices may be exposed to attack over the wireless netwaork. It is
usually mare secure to place the wireless network on the DMZ. This

restricts access from the wireless network to LAN devices, but permits

internet access from the wireless network,

System Restart
Advanced Configuration

Setup

(@ Tell me more about the wireless networks. ..
LAN Gateway

ADSL Madem
ETH/DMZ Part:
WolP

150K

WLAN

Select whether you want wireless PCs to be a part of your DMZ or your
LAM:

& DMZ - Wireless PCs will have restricted access to your LAN devices

 LAN - Wireless PCs will be able to connect to your LAN devices

Next > Cancel

Select DMZ.
Click Next>.

Broadband Module

Broadband Module WLAN: Confirm

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Wireless networking will be enabled.

The wirsless netwark name (SSID) will be set to PRISM_01_1f_54.

The Broadband Module will automatically select the best wireless channel.
The wireless networking security will be set to off. SSID Broadcast will be
enabled.

All wireless PCs will be allowed to connect to the wirelass netwark. The
wireless network will be on the DMZ.

LAM Gateway
ADSL Moderm
ETH/OMZ Port
WoIP
ISDM
WLAN

To confirm these settings, click on the Gonfirm Changes button below.
If you do not wish to apply these settings, click on the Cancel button,

Confirm Changes Cancel

Select Confirm Changes.
Restart the module.

Connecting your PC to the Wireless Network

On a PC using the Windows operating system,
Click Start
Click Control Panel

B- Control Panel

Fle Edt ¥ew Favortes Took  Help

© - F Osean [ Foers

address |3 Control Panel v Be

ntrol Panel 6 i @ % % eB ﬁ

Accessibilty  AddHardware  Addor  Administrative  Automatic Bluskooth  Broadeom ASF

[ swikch to Categary View Options Remav... Toals Updates Devices  Configuration
w 2 R R W S e
See Also JJ
Eroadcom  Date and Time  Display Find Fast  Folder Options ~ Fonts Game
& Windows Update Cantral Suite Contrallers
@) Help and Support - %5 - PL
B 2 & = 5 @ B
IntelfR)GMA  Internet  JavaPlug-n  Keyboard Mouse Hetwork PatchLink
Driver for .. Options Corrections  Update

b @ % & @ 3 9

Phone and  Portable Media Power Options  Printers and  Regional and  Scanners and  Scheduled

Moder ... Devicss Faxes  Language...  Cameras Tacks
9 & a2
4
Security SigmaTel  Soundsand  Speech System  Taskbar and  User Accounts
Center Audin  Audio Devices Start Menu

Windows wireless
Firgwall Network Set...

Double click the Network Connections icon

48



Mitel 3000
Broadband Module Manual

" Network Connections

File  Edt Tools

Qe - ©

visw  Favorites

Advapced

Help

| PO seach [ poders [F]-

Address | @Y Hetwork Connections

Network Tasks

Create a new connection

@ Change windows Firswall
settings

see Also

4 Netwark Troubleshaoter

Dial-up
RAS LAKE

—
LAN or High-Speed Internet

Local Area Connection
Disshlzd

4, Eroadcom Netiireme 57:0: Gi...

Bl Conesant D10 MOC .3

GRICYW33

[l Conesant D110 MOC Y.k Mo .

[

Wireless Network Connection
Mot connected
o Intel(R) PROMWirsless 22006G. .

Personal Area Network

Bluetooth Network Cannection
Disconnscted
T €) Bluetooth Device (Personal Ar...

Other Places

@ Control Panel

&3 My Netwark Places
(3 My Documents

J My Computer

Details

Network Connections
System Folder

Double click the Wireless Network Connection icon
A list of wireless networks is displayed.

1) Wireless Network Connection

Network Tasks Choose a wireless network

e Refresh netwarl list Click an item in the list below ta connect ko a wireless network in range or to get mare

information.

(CT)
(t1l>)
(til>)
(CT)
(t1l>)
(Cﬁ))

<2 et up a wireless netwark BTY¥ Denvo Room

for a home or small office

anlll

"f Security-enabled wireless network (WPA)

Related Tasks damians_wpa_aim

anill

\3) Learn about wireless Unsecured wireless network,

networking PRISM_01_5f_79_bernar
Zhange the order of
preferred netwarks

‘}‘ Secutity-enabled wireless network

% e e CSE lab Wireless AIM
settings

"f Security-enabled wireless network (WPA)

PRISM_01_1f_5d

antl

Unsecured wireless network,

Reservoir_sig

*:»‘ Security-enabled wireless network (WPA)

Conneck

Select the SSID being broadcast by the module. As noted on page 46.
Click Connect.
You will now connect to the Wireless LAN.

Connected wireless PCs
Selecting View details of connected wireless PCs ... under General Settings takes you to the following
screen that shows details of PCs connected to the WLAN

Broadband Module
WLAN: Connected Wireless PCs

Broadband Module

EBiasic Configuratian
Status

System Backup [ Restare
System Restart
Advvanced Configuration

The following 1 wireless PCs are currently connected:

00:12:f0:55:7c:cd
-37

MAG Address:
Signal Strength:

Setup
Return to the wireless status page.

LAN Gateway
ADSL Modem
ETH/DME Part
woIP

150N

WLAN
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SETTING UP WLAN WITH SECURITY

The recommended settings to provide maximum security are indicated as * Recommended.

) Where instructed, enter the relevant information in the table provided in Appendix A. This
information is needed to configure individual PCs to connect to the WLAN.
Note

Select WLAN

General Settings
Your current wireless network settings are:

Wireless netwarking is disabled so wireless PCs can not connect to
your device.
Enable or disable the wireless network here. ..

The Broadband Module is automatically selecting the best wireless
channel to use, The channel currently in use is 1.
Change your wireless channel here...

The wireless network name (SSID) is PRISM_D1_1f 81.
Change your wireless netwaork name (SSID) here. ..

Wireless netwark security is using Wi-Fi Protected Access (WPA).
The WPA pass phrase is not currently set.

SSID Broadcast is disabled.

Change Wireless Security settings here...

Any wireless PCs are allowed to connect,
Change which wireless PCs are sllowed to connect here. ..

The wireless network is on the DMZ so wireless PCs have restricted
access to your LAN devices.
Set the interface for the wireless netwark here...

There are currently O wireless PCs connected.
Yiew details of connected wireless PCs...

Select Change Wireless Security settings here...

Broadband Module

Broadband Module WLAN: SeCUI’ity

Biasic Canfiguration
Status

System Backup | Restore
System Restart
Advanced Configuration

It is highly recommended that Wi-Fi Protected Access (WPA) is
used, to prevent unauthorised access to your wireless netwaork,

You can encrypt wireless network data transmissions using wireless
network security. Select an encryption option from the list below,

Restart Required @ Tell me more about wireless network security. ..

To implement your
changes a restart is

required,

Festart

Setup

Off - no encryption on the wireless network
64hit encryption on the wireless network

128hit encryption on the wireless network

De Bie Tie

Wi-Fi Protected Access (WPA) on the wireless network

Cancel

LAN Gateway
ADSL Madem
ETHJDMZ Port
ValP

Enable SSID Broadcast

This option determines whether the Network name (SSID) is broadcast or not. When SSID broadcast is
turned on, PCs can see the network when they use the WLAN utility to look for a wireless network.
Not broadcasting the SSID adds to the security of the wireless network as the network will not be
visible to the standard wireless utilities on PCs.

Do not allow the WLAN to broadcast it’s network name (SSID) *Recommended

Security Options

There are three types of encryption available to secure the WLAN. There are two variants of WEP
encryption, 64 bit and 128 bit. These use hexadecimal keys, using numbers 0-9 and letters A-F. The 64
bit encryption uses 10 characters and the 128 bit uses 26 characters.

The recommended encryption is to use WPA. This uses a phrase of between 8 and 63 characters.
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64 bit WEP encryption

Select 64 bit encryption on the wireless network
Click Next>

Broadband Module

WLAN: 64bit Network Key

Basic Configuration

You must provide a 10 character hex network key for 64bit encryption. A
hex key is made of the letters A to F and numbers 0 to 9.
@ Tell me more about Wireless network keys. ..

ey
Cancel

Status

System Backup [ Restore
System Restart
Advanced Configuration

Restart Required

| To implerment your
I\ chances a restart is

Enter a 10 hexadecimal character key (hexadecimal characters consist of the characters A — F, and the
numbers 0 - 9).

Make a note of this key, as it must be entered into every PC that connects to the WLAN. The key
should be entered in the table in Appendix A for easy reference.

Click Next>, this takes you to Address Authentication (page 52).

128 bit WEP encryption

Select 128 bit encryption on the wireless network
Click Next>

Broadband Module

Broadband Madule WLAN: 128bit Network Key

Basic Configuration
Status

You must provide a 26 character hex network key for 128bit encryption. &
hex key is made of the letters & to F and numbers 0 to 9.
@ Tell me more about Wireless netwark keys...

Key
Cancal

System Backup | Restore
System Restart
| Advanced Configuration

Restart Required

To implerment your
= \chanoes a restart is

Enter a 26 character hexadecimal key (hexadecimal characters consist of the characters A — F, and the
numbers 0 - 9).

Make a note of this key as it must be entered into every PC that connects to the WLAN. The key
should be entered in the table in Appendix A for easy reference.

Click Next>, this takes you to Address Authentication (on page 52).
WPA on the wireless network *Recommended

Select Wi-Fi Protected Access (WPA) on the wireless network
Click Next>.

Broadband Module

Broadband Madule WLAN: Wi-Fi Protected Access

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

You must provide a pass phrase for Wi-Fi Protected Access. This should
consist of between 8 and 63 characters.
@ Tell me more about Wireless network pass phrases...

Pass
phrase

Cancal

Z::T r::iI:r:ent your

changes a restart is
reauired.

Enter a pass phrase of between 8 and 63 characters.

Enter the Pass phrase in the table provided in Appendix A as it is required when setting up PCs for

wireless networking.
Click Next>.

51



Mitel 3000
Broadband Module Manual

Address Authentication

Broadband Module

Broadband Module

WLAN: Address Authentication

Basic Configuration
Status

Y¥ou can restrict which wireless PCs can connect to your device, Select
how you want to restrict PCs below,
(@ Tell me more about restricting wireless access...

System Backup | Restore

| System Restart
Advanced Configuration

& iallow any wireless PCs to connect

¢ Allow all wireless PCs to cannect except those [ specify
Restart Required

T implerment your
changes a restart is

required.

¢ Only allow the wirgless PCs I specify to connect

Cancel

Restart |
Allow any wireless PCs to connect

Click Next>.

Allow all wireless PCs to connect except those | specify

Click Next>.

Broadband Module

WLAN: Address Authentication

Broadband Module

Basic Configuration

Y¥ou can configure the list of addresses to deny access to your device
helow.
(@ Tell me more about restricting wireless access...

Status
System Backup | Restore

System Restart
| Advanced Configuration

No addresses have been set,

Restart Required Add an address here...
To implement your

Achamges a restart is Mext> Cancel
required.

Select Add an address here...

Broadband Module

WLAN: Address Authentication

i}
Broadband Module

Basic Configuration
Enter the MAC address to add below:
@ Tell me more about restricting wireless access...

MACaddress:::::
Cancel

Status

System Backup | Restors

| System Restart
| Advanced Configuration

Restart Required

A To imolement wour

Enter the MAC address of the PC that is to be excluded from the wireless network
Click Next>.

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status
System Backup | Restore

You can configure the list of addresses to deny access to your device
below.
(@ Tell me more about restricting wireless access...

System Restart
Advanced Configuration

00:10:36:03:2C:07

Add an address here...
Remove an address here...

Mext > Cancal

To implement your
changes a restart is

required,

The entered MAC address is displayed.
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Add an address here... takes you back to the previous screen to enter another MAC address to be
restricted.

Remove an address here ... takes you to the following screen:

Broadband Module

Broadband Mod

WLAN: Address Authentication

Basic Configuration
Status
System Backup | Restore

Select the MAC address to remove below:
@ Tell me more about restricting wireless sccess...

0010:36:03:2C:07 =

Cancel

| System Restart
| Advanced Configuration

Restart Required
/\TD implement your
I\ chances a restart is

Select the address to remove from the drop down menu.
Click Next>, this takes you back to the Allow all wireless PCs to connect except those | specify option.

Only allow the wireless PCs I specify to connect *Recommended
Refer to Appendix B to find out the MAC address of a PC.
Enter the MAC Addresses in the table provided in Appendix A.

Click Next >
Broadband Module

Braadband Module WLAN: Address Authentication

Basic Configuration
Status

Syskem Backup | Restors
| System Restart

.:,; Advanced Configuration

ou can configure the list of addresses to allow access to your device
below.
@ Tell me more about restricting wireless access...

Mo addresses have been setf.
Restart Required
To implement your
changes a restart is

required,

Add an address here. ..

MNext > Cancel

Select Add an address here...

Broadband Module
Broadband Madu WLAN: Address Authentication

Basic Configuration
Status

System Backup | Restore
| System Restart

| Advanced Configuration

Enter the MAC address to add below:
(@ Tell me more about restricting wireless access...

MACaddress:::::
Cancel

Restart Required

A\ To implement yaur

Enter the MAC address of the PC to be allowed to connect to the wireless network.
Click Next>.

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

You can configure the list of addresses to allow access to your device
below,
@ Tell me more about restricting wireless access...

System Backup | Restore
System Restart
Advanced Configuration

00:10:36:03:2C: 06
Restart Required
To implernent your
changes a restart is

required.

4dd an address here...
Remove an address here...

i Cancel
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Add an address here ... takes you back to the previous screen to enter another MAC address for a PC to
be allowed access.

Remove an address here ... takes you to the following screen:

Broadband Module

Broadband Module

WLAN: Address Authentication

Basic Configuratian

Status

System Backup [ Restare
System Restart

v_,_ Advanced Configuration

Select the MAC address to remove below:
@ Tell me more about restricting wireless access...

00:10:368:03:2C06 ~
Cancel

Restart Required

To implement your
I\ chances a restart is

Select the address to remove from the drop down menu.
Click Next>, this takes you back to the Only allow the wireless PCs | specify to connect option.

WLAN Interface
Two options are presented for the WLAN Interface:

DMZ (this is the default setting where the WLAN normally resides on the DMZ) Recommended.
LAN (see screen warning re: security).

Broadband Module

Broadband Module WLAN: Select Interface

Basic Configuration
Status

System Backup | Restare
System Restart
Advanced Configuration

If you place the wireless network on the LAMN, your LAN PCs and
Adewces may be exposed to attack over the wireless network. It is

usually mare secure to place the wireless network on the DMZ. This
restricts access from the wireless network to LAN devices, but permits
internet access fraom the wireless netwark,

Restart Required

To implement your
changes a restart is

required,

Restart

Setup

(@ Tell me more about the wireless networks...

Select whether you want wireless PCs to be a part of your DMZ or your
LAN:

& DMZ - Wireless PCs will have restricted access to your LAN devices

¢ LAM - Wireless PCs will be able to connect to your LAN devices

Mext> Cancel

LAN Gateway
ADSL Modem
ETHDMZ Part
wolP

In order to provide maximum security, PCs connected to the WLAN are not allowed to program the
module via the web interface. If programming from a wireless network PC is required, the WLAN
interface should be changed from DMZ to LAN.

Select an option.
Click Next>.

The WLAN parameters are displayed.

Select Confirm Changes.
Restart the module.

General Settings

These are used to change individual settings after the wireless network has been initially set up.
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General Settings
Your current wireless network settings are:
wireless networking is enabled so wireless PCs can connect to your

device.
Enable or disable the wireless network here...

The Broadband Module is automatically selecting the best wireless
channel to use, The channel currently in use is 11,
Change your wireless channel here. .

The wireless network name (SSID) is PRISM_01_1f_54.
Change vour wireless network name (SSI10) here. ..

wireless network security is off. SSID Broadcast is enabled.
Change Wireless Security settings here...

Only the wireless PCs you have specified are allowed to connect,
Change which wireless PCs are allowed to connect here. .

The wireless network is on the DMZ so wireless PCs have restricted
access to your LAN devices,
Set the interface for the wireless network here...

There are currently O wireless PCs connected,
view details of connected wireless PCs. .

The links below allow you to change individual network settings used in the initial configuration as
described from page 50.

First Time Settings
Two additional settings are provided when setting up a WLAN using the First Time Settings link on the
WLAN page.

Country
The wireless channels available vary from country to country. This is set to USA.

Broadband Module

Broadband Module WLAN: Set Cou ntry

Basic Configuration

To make sure the Broadband Module does not transmit on illegal
frequencies, you must set where you are in the world.
@ Tell me more about setting a country...

Status
System Backup | Restore
~ System Restart

Advanced Configuration

Continuing beyond this page will clear your other wireless settings,
so you will be asked to enter them again.

Setup

LAM Gateway
ADSL Modem
ETH{DMZ Port
WalP

Country [USA 'I

Canfirm Changes > | Cancel ‘

Select USA (default setting) from the drop-down menu
Select Confirm Changes.

802.11Band G
When Confirm is selected on the Country screen the following screen is displayed:

Broadband Module

Broadband Module WLAN: WLAN Type Selection

EBasic Configuration
Stakus

Systern Backup § Restore
System Restart
Adwvanced Configuration

Select the type of wireless network you wish to use.
@ Tel me mare sbout wireless types...

Continuing beyond this page will clear your other wireless settings,
so you will be asked to enter them again.

@ 802.11B/G
To irnplernent your
changes a restart is

required.

Restart

¢ 802.11B only
" 802.11G only

Carfirm Changes > Cancel
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Three WLAN Type options are presented:
- 802.11 B/G (operates at 11 Mb/s or 54 Mb/s) *Recommended.
- 802.11 B only (operates at 11 Mb/s)
- 802.11 G only (operates at 54 Mb/s)

If you change the type of network you are running, your choice of channels will change - because of
this you will be asked to re-enter your wireless settings when you change the network type.

Select an option.
Select Confirm Changes
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STATUS

This displays the current status of the main system parameters.

Broadband Madule

Basic Configuration

Broadband Module

Status

| Status WAN Status
System Backup / Restore
A Connected: No
Advanced Configuration
Interface: ADSL Modem
Restart Required IP Address: 0.0.0.0
To implement your Subnet Mask: 0.0.0.0
[SCWHQES & restart is Gateway: not currently set
required. .
Primary DNS: not currently set
Restart Secondary DNS: not currently set

IP Assignment:

Dynamic - PPPoA

DMZ Status

IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0

LAN Status

IP Address: 192.168.1.1
Subnet Mask: 255.255,255.0
MAC Address: 00:90:7D:00:42:78
DHCP Server: Yes

VoIP Status

Started:
User Domain: userdomain.net
SIP Proxy: userdomain.net:5060

Interface: ipwan

Username Status
Endpoint 1: Not Configured N/A
Endpoint 2: Not Configured N/A
Endpoint 3: Not Configured N/A
Endpoint 4: Not Configured N/A
Endpoint 5: Not Configured N/A
Endpoint 6: Not Configured N/A
Endpoint 7: Not Configured N/A
Endpoint 8: Not Configured N/A
Endpoint 9: Not Configured N/A
Endpoint 10: Not Configured N/A
Endpoint 11: Not Configured N/A
Endpoint 12: Not Configured N/A

Routing Table

Destination Netmask Gateway Interface
192.168.1.0 255.255.255.0 0.0.0.0 iplan
192.168.0.0 255.255.255.0 0.0.0.0 ipdmz
127.0.0.0 255.0.0.0 0.0.0.0 loopback

Hardware Status

Up-Time: 3 days, 22 hours
Hardware Revision: C
Firmware Revision: 135

VDB Revision: 1
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SYSTEM BACKUP/RESTORE

This allows you to backup the module settings to your PC and also to restore the settings.
Select System Backup/Restore

Broadband Module System Backup / Restore

Basic Configuration
Status This page allows you to backup the configuration settings to your
System Backup / Restore computer, or restore configuration from your computer.

Svstem Restart
Adwanced Configuration

(@ Tell ms more shout System Backup / Restore...

Backup Configuration

Backup configuration to your computer,

Backup

Restare configuration fram a previously saved file. Restoring the
configuration will overwrite any configuration changes since the
configuration was backed up.

Configuration File Browse..
Festare

Backup Configuration

Select Backup

Broadband Module

Broadband Module

Backup Configuration

Basic Canfiguration
Status

System Backup / Restore
System Restart
Adwanced Configuration

If the download does not start automatically, please download the
configuration from here.

Some browsers will start the backup automatically. If your browser does not start automatically,
thenselect the link: Please download the configuration from here.

A Windows File download screen is then displayed.

File Download (%)

Do you want to save this file?

i Mame: InternetModule.icf
]

Type: Unknown File Type, 30.4 KE
From: 192.1658.1.1

Save ]| Carcel |

harm your computer. |f you do not trust the source. do nat zave this

@ While files fram the Intemet can be uzeful, some files can potentially
file. wihat’s the righk?

Select Save.
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Select the folder where the file is to be saved.
Save the file.

Restore Configuration

Broadband Module System Backup / Restore

Basic Configuration
Status This page allows you to backup the configuration settings to your
System Backup / Restore computer, or restore configuration from your computer.

System Restart
Advanced Configuration

@ Tell me maore sbout System Backup / Restore...

Backup Configuration

Backup configuration to your computer,

Backup

Restore Configuration

Restore configuration from a previously saved file. Restoring the
configuration will overwrite any configuration changes since the
configuration was backed up,

Configuration File Browse...
Restore

Browse for the configuration file.

Lok jn: [ < Local Disk (C:) =l O@ e
. 2 IBT PATHWAY Cwners Manual ﬁlwinpcap_ﬁ_l_betﬂ

3 iEBT\/‘ BEM Firmware 064 Report Log
MyRecent  |oB) camtasiaf

Documents 2 comoa
E @sthereal-sstup-ﬂ‘ 10.11
- gGoogleEarth

Ern

rereErer

M sambaréZp

QSetupJ

i@S\gma Router Specification
strauss_thus_spake_zarathustra

voip kestl

g - .

=
<
: S
C = P
AP
'EL/
@3
a
5
7

My Computer

My Metwork File name: IlntsmstMDdule j Open I
Places
Files of tupe: [ Fites 1= ~| Cancel |

Select Open.
Select Restore.
When the configuration has been restored, the following screen is displayed.

Broadband Module

Braadband Module Configuration Restored

Biasic Configuration
Status

| System Backup / Restore
Svskem Restart
Advanced Configuration

Your configuration has heen restored. The configuration changes will not
take effect until wou restart your Broadband Module. To restart now, click
the Restart button below. A restart will briefly disconnect you from the
Internet.

MOTE: You must restart your Broadband Module before making any further
configuration changes.

Festart

Restart Required

To implement your
changes a restart is

required,

Restart

Restart the system.
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SYSTEM RESTART

This allows you to restart the module.
Select System Restart from the menu.

The following page is displayed

Broadband Module

Broadband Module

System Restart

Biasic Configuration
Status
System Backup [ Restare
| System Restart

Advanced Configuration

To restart now, click the Restart button below. A restart will briefly
disconnect you from the Internst,

Festart

Select Restart.
The module restarts and the Basic Configuration page is displayed.

60



Mitel 3000
Broadband Module Manual

ADVANCED CONFIGURATION

Select Advanced Configuration from the main menu.

The following screen is displayed, note the warning.

Broadband Module

Advanced Configuration

Basic Configuration
Advanced Configuration
ADSL Tesk
Diagnostics
~ Flash Update
Reset to Defaults

Changing the Advanced Configuration can affect
the security and functionality of the Broadband

Module. Only specialists with knowledge of the
advanced features should make changes to the
Advanced Configuration.

Admin Accounts

Firewall & Security
IF Routes

DHCP Server
Advanced ISDN

The following menu items are displayed under Advanced Configuration:

ADMIN ACCOUNTS

Access to the browser programming interface is controlled by two username/password pairs which
provide the user with identical programming privileges. The default username/password pairs are:

Username Password
Admin Admin
Engineer Engineer

To change the passwords, carry out the following procedure using the browser programming interface.
When changing the passwords from their default settings, it is recommended that both passwords are
changed.

To change the Admin password

Connect to 192.168.1.1

4
‘?.T'. \L
‘WebAdmin
User name: |ﬂ admin v|
Password: | senes |

Remember my password

[ Ok H Cancel ]

Log in to the browser programming interface using the default username/password “admin, admin”.

e Go to Advanced Settings
e Select “Admin Accounts”

The following screen is displayed

61



Mitel 3000
Broadband Module Manual

Broadhand Module

T D Admin Accounts

Basic Configuratian
This page allows you to control access to your router's console and these
configuration web-pages

Advanced Configuration
ADSL Test
Diagnostics

Flash Update
Reset ko Defauls

Currently Defined Users

User Comment
Advancad Setup

admin Created by CLI | Edit user...@

Admin Accounts
Firewall & Security
1P Routes
DHCP Server
Advanced 1SDN

e  Select Edit user ...

engineer | Created by CLI

Broadband Module

o s Admin Accounts: edit user "admin’

Basic Configuration
Advanced Configuration
ADSL Test

| | Diagnostics

| Flash Update
Reset ko Defaults

Details for user 'admin’

Username: admin

Comment: |Created by CLI
Advanced setup
admin Accounts Apply

Firewall & Securicy
1P Rautes Cancel and return to Admin Accounts Setup Page... @

DHCP Server
Advanced 150N

The following screen is displayed

e Enter a new password
e  Select “Apply”

To change the Engineer password

Connect to 192.168.1.1

R

)

1|

‘Webddmin
User name: |g engineer v|
Password: | TTTTITTY |

Remember my password

[ Ok ] [ Cancel

Log in to the browser programming interface using the default username/password “engineer,
engineer”,

e Go to Advanced Setting
e Select “Admin Accounts”
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The following screen is displayed

Basic Configuration
Advanced Configuration
ADSL Test
Diagnoskics
Flash Update

Reset to Defaults

Advanced Setup

Admin Accounts
Firewall & Security
IP Routes

Broadbhand Module

g
Broadband Module

Admin Accounts

This page allows you to control access to your router's console and these

configuration web-pages

Currently Defined Users

User Comment

aamir Created by CLI

engineer |Created by CLI Edit user...@

Select “Edit user”

The following page is displayed

Broadband Module

Admin Accounts
Firewall & Security
IP Routes

Broadband Module

Basic Configuration
Advanced Configuration
ADSL Test

Diagnostics

Flash Update

Reset to Defaults

Admin Accounts: edit user 'engineer’

Details for user 'engineer’

Username: engineer

Password: |esssssss
Comment: |Created by CLI
Apply | Reset

Cancel and return to Admin Accounts Setup Page... )

Enter a new password

Select “Apply”
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FIREWALL & SECURITY

The Broadband Modul

e is equipped with a stateful inspection firewall.

The firewall resides on the interfaces between:

- WAN and LAN (External and Internal)
- WAN and DMZ (External and DMZ)
- DMZ and LAN (DMZ and Internal)

b v

< WAN
Y

4—@—»

Select Firewall & Security.

The Firewall Configuration screen is displayed.

Security State

The Firewall is enabled by default.

Broadband Module

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics

Flash Update
| Reset to Defaults

Advance: d Setup

Admin Accounts
Firewall & Security

To disable the Firewall
Select Disabled.
Select Change State

Broadband Module

Firewall Configuration

Security State

Firewall: * Enabled © Disabled

Intrusion Detection Enabled: " Enabled * Disabled

Change State

Intrusion Detection is disabled by default.

To enable Intrusion Detection:

Select Enabled
Select Change State
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Security Level

There are four pre-defined security levels (high, medium, low and none) that contain different security
filters for each interface (WAN/LAN, WAN/DMZ, DMZ/LAN). When “None” is selected, all traffic is
blocked. Additional filters can be added to each security level as required.

The default setting is High Security Level.

The Medium Security level has additional filters. For example it is set up to allow access to a web
server or a mail server on the DMZ from the External interface.

The Low Security level adds more filters. For example, as well as allowing access to a web server or a
mail server on the DMZ, it also allows Telnet and FTP access from the External interface.

The pre-defined security configurations are:

External External DMz
High Security Level <> <> <>
(from any source IP address or any Internal DMZ Internal
source port)

Service Destination Port In Out In Out In Out
ICMP N/A N/A F T F T F T
Any TCP 0 -65535 F T F T F T
Any UDP 0 - 65535 F T F T F T
RMCP TCP 50 F T F T T F
TCP 51 F T F T T F
ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
HTTP TCP 80 F T T T F T
DNS UDP 53 F T T T T T
Telnet TCP 23 F T F T F T
SMTP TCP 25 F T F T F T
POP3 TCP 110 F T F T F T
FTP TCP 21 F T F T F T
SSH TCP 22 F T T T T F
SIP UDP 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T

External External DMz
Medium Security Level <> <> <>
(from any source IP address or any Internal DMz Internal
source port)

Service Destination Port In Out In Out In Out
ICMP N/A N/A F T F T F T
Any TCP 0 - 65535 F T F T F T
Any UDP 0 - 65535 F T F T F T
RMCP TCP 50 F T F T T F
TCP 51 F T F T T F
ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
HTTP TCP 80 F T T T F T
DNS UDP 53 F T T T T T
Telnet TCP 23 F T F T F T
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SMTP TCP 25 F T T T F T
POP3 TCP 110 F T T T F T
FTP TCP 21 F T F T F T
SSH TCP 22 F T T T T F
SIP UDP 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T
External External DMz
Low Security Level <> <> <>
(from any source IP address or any Internal DMz Internal
source port)

Service Destination Port In Out In Out In Out
ICMP N/A N/A F T T T T T
Any TCP 0 - 65535 F T F T F T
Any UDP 0-65535 F T F T F T
HTTP TCP 80 F T T T T T
FTP TCP 21 F T T T T T
SSH TCP 22 F T T T T F
Telnet TCP 23 F T T T T T
SMTP TCP 25 F T T T F T

RMCP TCP 50 F T F T T F

TCP 51 F T F F T F
POP3 TCP 110 F T T T F T

ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F

Kerberos TCP 88 F T F T T F

Kerberos UDP 88 F T F T T F
DNS UDP 53 F T T T T T

SIP UDP | 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T

Changing the security level deletes the previous security level and any filters set, and replaces them
with the new configuration.

To change the security level

IP Routes

DHCP Server Security Level

Adwvanced ISDM

Security Level: |high hd Change Level |

ACeSs

Select the required level from the drop-down menu.
Select Change Level.

To add a filter
See section on Security Policy Configuration (see page 64).

Security Interfaces
Three security interfaces are defined by default.

- ipwan (external) to internal

- ipwan (external) to dmz
- ipdmz (dmz) to internal
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NAT (Network Address Translation)
NAT operates independently on each interface and is enabled by default on each of the three
interfaces.

%

) { L)
\ P S % internal

e00

To disable NAT

Security Interfaces

Name | Type NAT

Disable NAT to intemal interfaces ‘

ipwan | external - -
Disable NAT to DMZ interfaces |

advanced NaT Configuration... @

Disable NAT to intemal interfaces ‘

ipdmz | dmz
Advanced NAT Configuration... @

iplan internal |May be configured on external or DMZ interfaces

Add Interface... @ (alf interfaces defined)

Select Disable NAT to ... (Interface)
Restart the module.

Policies, Triggers, Intrusion Detection, Logging

The security policy settings, stateful inspection triggers, intrusion policy detection and logging settings
can be displayed and changed.

Security Policy
Three types of filters can be defined in the firewall:
Port Filters are used to allow or block a specific TCP/IP application level protocol. The parameters

used to specify this filter are source and destination IP address or range of addresses, a transport level
protocol (TCP/UDP/ICMP), and a port or range of ports which define the application level protocol.
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Raw IP Filters are used to allow or block a specific protocol (not TCP/IP) carried within an IP packet.
The parameters used to specify this filter are source and destination IP address or range of addresses,
and a protocol number that identifies the protocol carried in the IP packet.

Host Validators are used to block all traffic from a specific host. The parameter used to specify this

filter is an IP address or range of addresses.

Note that if invalid filter entries are added, an error message will be displayed when the configuration

is saved.

Security Policy Configuration... €

Security Trigger Configuration...

Configure Intrusion Detection... @)

Configure Security Logging... @

Select Security Policy Configuration...

The following screen is displayed.

Broadband Module

Policies, Triggers, Intrusion
Detection, Logging

Broadband Module Security Policy Configuration

Basic Configuration

T Current Security Policies

ADSL Test

Diagnestics

Flash Update Interface
Reset ko Defaults Type 1

external

Advanced Setup

Admin Accounts

Firewall & Security external
IPRotes
DHCP Server
Advanced ISDH

dmz

Select Port Filters ... for an interface (external/internal, external/dmz, dmz/internal).

Ir_:_t:‘;"faage validators
internal gggihzt\ssmd
dmz gggahzt\ugsked
internal Sl (B

Return to Interface List(y

haosts blocked

Policy Configuration

Host

ilters... @ | Walidators... @

Host

Filters...@ |Walidators... @

Haost
rs... @y |Malidators... @

The following screen is displayed for the interface selected.

Firewall Port Filters: external-internal

Source

Source Destination P Port
Address Address Protocol

Min | Max
any Any ICMP N/A | N/
e Ay TCP 0 |65535
any Any uDP 0 65538
b by uopP 0 |6553s

Add TCP or UDP Filter

Add Raw [P Filter

Return to Policy List

68

Destination
Port

Min

N/A

a

ulal]

Direction

Max |Inbound Outbound

MNAA false

65535 |false

65535 |false

6000 | true

true Delete
true Delete
true Delete
true Delete
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This screen lists the filters currently in effect for that interface.
Adding Port Filters
Select Add TCP or UDP Filter.

The following screen is displayed:

Firewall Add TCP/UDP Port Filter: external-internal

Destination Source Destination Difection
Source address dd Protocol t t
address pol pol Inbound Outbound
. . Range
IP Address: IP Address: Start - |Range Start
[0.000 [o.000 End End
TCP x 0 0 _ Allow > | | Allow ¥
Mask: Mask: ~ ’7
[0000 [0000 T
Apply

Return to Filter List

Return to Policy List

Return to Interface List

Enter the following parameters:

- Source address.

- Mask is always 255.255.255.255.
- IP Destination address.

- Mask is always 255.255.255.255.
- Protocol, TCP or UDP.

- Source port or range of ports (associated with source IP address).
- Destination port or range of ports (associated with destination IP address).

- Direction, Inbound or Outbound, Allow or Block for each.

Select Apply.
Save the new configuration.
Restart the module.

Adding Raw IP Filters

Filters based on IP address and protocol only can be added to the security level displayed.

Select Add Raw Filter.

Firewall Add TCP/UDP Port Filter: external-internal

Destination Source |Destination Bikection
Source address dd Protocol t t
address o po Inbound | Outbound
. . Range
1P address: 1P address: Start - Range Start
nano 0000 End |- End
TCP ~ ] 0 _ Allow - Allow ~

Mask: Mask: _ ’—

[0.0.0.0 [0.0.0.0 SeEaE B5535

Apply
Return to Filter List

Return to Policy List

Return to Interface List
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Enter the following parameters:

- IP Source address and Subnet Mask.

- IP Destination address and Subnet Mask.
- IP Protocol.

- Direction, Inbound or Outbound.

- Allow or Block

Select Apply.

Save the new configuration.
Restart the module.

Host Validators

Traffic to or from specific hosts can be blocked by the firewall.

Broadband Module

Broadband Module Security Policy Configuration
Biasic Configuration
Advanced Configuration Current Security Policies
esl
| Diagnostics
| Flash Update Interface Interface validators policy Configuration
Resst to Defaults Type 1 Type 2
external internal @y iz P_ort HDS-t
Advanced Setup hosts blocked  Filters. . @ | Yalidators... @
Adin Accounts | d Only listed Part Host
Firewall & Security e 2 hosts blocked | Eilters..@ | Yalidators... @
1P Routes
DHCP Server iz internal Only listed Port Host
Advanced 15D hosts blocked | Filters...@ | Yalidators... @

Return to Interface List @y

Select Host Validators ... for a particular interface.

Broadband Module

Broadband Madule Configure Validators: external-internal’

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Reset to Defaults

Host Validators

Mo Host Validators Defined

Admmin Accounts Beturn to Policy List.. @

Firewall & Security
IP Routes

Beturn to Interface List... @

Select Add Host Validator ... for the selected interface.
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Broadband Module
Broadband Module Firewall Add Host Validator: external-
Fer ] internai

Advanced Configuration
ADSL Test

| Diagnostics Add Host Validator

| Flash Update
| Reset to Defaults
Host 1P Address: [192168.1.7
Advanced Setup Host Subnet Mask: |255.255.255.0|
Admin Accounts Direction: both =

Firewall & Security
IP Routes -
Appl

Advanced 1SDN

Beturn to Yalidator List... @

Return to Policy List... @)

Return to Interface List... @)

Enter the host IP address and Subnet mask.
Select the direction, Inbound, Outbound or Both.
Select Apply.

Save the new configuration.

Restart the module.

APPLICATION LEVEL GATEWAYS

There are certain applications that NAT and Firewall configurations cannot manage. In many cases,
ALGs (Application Level Gateways) are needed to translate and transport packets correctly. An ALG
provides a service for a specific application such as FTP (File Transfer Protocol). Incoming packets are
checked against existing NAT rules or Firewall filters, IP addresses are evaluated and detailed packet
analysis is performed. If necessary, the content of a packet is modified, and if a secondary port is
required, the ALG will open one. The ALG for each application does not require any configuration.

ALG support is provided for the following applications. If support is required for additional
applications, security triggers can be configured for these.

Application TCP Port UDP Port
AIM (AOL Instant Messenger) 5190 N/A
FTP (File Transfer Protocol) 21 N/A
IKE (Internet Key Exchange) N/A 500
ILS (Internet Locator Service) 389 (+1002) N/A
MSN (Microsoft Networks) 1863 N/A
PPTP (Point-to-Point Tunnelling Protocol) 1723 N/A
RSVP (Resource Reservation Protocol) N/A N/A
L2TP (Layer 2 Tunnelling Protocol) N/A 1701
SIP (Session Initiation Protocol) 5060 5060
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Security Trigger

A security trigger can be defined for applications that are not supported by the ALGs listed above. A
security trigger allows the firewall to dynamically open and close secondary ports associated with a
particular application and to specify the maximum length of time the port remains open.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... @

Security Trigger Configuration... @

Configure Intrusion Detection... )

Configure Security Logging... €

Select Security Trigger Configuration...

Security: Add Trigger
Secondary | Secondary Enable A
Port Port Allow Max Enable Binary Address
Tr.?rr;sp[:;urt Number | Number N;?]'EEI_ NL?[?]:EI’ Multiple | Activity Ses_si!:m Seli[s)run Address Translation
Start End start End Hosts Interval Chaining chalning Replacement Type
[tp v | ] | [[fo2a | |lsss3s | | [aow v || | [[Alow ] |[Alow | |[alow v [nore v|
Eeturn to Trigger List
Beturn to Interface List
Current security triggers are displayed. There is an option to delete each entry.
Select New Trigger.
Security: Add Trigger
Secondary | Secondary Enable .
Port Port Allow Max Enable Binary Address
Tr:_';zinﬁ Number | Number ler?'ll;:nter ler?'l'l;ter Multiple | Activity Ses.si!:m Sel—;[s)ron Address Translation
Start End Start End Hosts Interval | Chaining Chaining Replacement Type
[tep | W] | ([to24 ] |[essas | |[adlow ] || | [[ahow se] |[Alow =] |[alow v] [nane v
Return to Trigger List
Eeturn to Interface List
(Right side of picture cut off.)
Enter the following parameters
Transport Type Adds a trigger for a TCP or UDP application.
Port Number Start Sets the start of the trigger port range for the control session.
Port Number End Sets the end of the trigger port range for the control session.
Secondary Port Number Sets the start port range that the trigger will open.
Start
Secondary Port Number Sets the end of the port range that the trigger will open.
End
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Allow Multiple Hosts

Max Activity Interval

Enable Session Chaining

UDP Session Chaining

Binary Address
Replacement

Address Translation Type

Select Apply.

Intrusion Detection

Allow or Block sets whether or not a secondary session can be
initiated to/from different remote hosts or the same remote host
on an existing trigger.

The max interval time in milliseconds between the use of the
secondary port sessions. If a secondary port opened by a trigger
has not been used for the specified time, it is closed.

If this is enabled, TCP dynamic sessions also become triggering
sessions, which allows multi-level session triggering.

If this is enabled, UDP dynamic sessions also become triggering
sessions, which allows multi-level session triggering.

Sets whether the destination IP address of the incoming packet is
replaced with the associated internal IP address to allow NAT
traversal.

Sets address replacement on a particular packet type.

This is used to detect and block incoming attempts to attack or block traffic to the site.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... @

Security Trigger Configuration... @

Configure Intrusion Detection... @y

Configure Security Logging... €

Select Configure Intrusion Detection ...
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Use Blacklist false
Use ¥ictim Protection false
¥ictim Protection Block Duration 600 seconds
DOS Attack Block Duration W seconds
Scan Attack Block Duration W seconds
Scan Detection Threshold 5 per second
Scan Detection Period &0 seconds
Port Flood Detection Threshold 10 per second
Host Flood Detection Threshold 20 per second
Flood Detection Period 10 seconds
Maximum TGP Open Handshaking Count |5 per second
Maximum Ping Count 15 per second
Maximum ICMP CGount 100 per second

Apply
Clear Blacklist

Return to Interface List

Enter the following parameters
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Use Blacklist

Use Victim Protection

Victim Protection Block
Duration

DOS Attack Block
Duration

Scan Attack Block
Duration

Scan Detection Threshold

Scan Detection Period

Port Flood Detection
Threshold

Host Flood Detection

Enables or disables blacklisting of an external host if the firewall
has detected an intrusion from that host. Access is denied to that
host for 10 minutes.

Enables or disables the blocking of incoming broadcast Ping
commands for the period specified in Victim Protection Block
duration.

The period for which incoming broadcast Pings are blocked. The
default setting is 600 seconds.

If a Denial of Service attack is detected, traffic from that host is
blocked for the duration specified here. The default setting is 1800
seconds.

If scan activity from a host attempting to identify open ports is
detected, traffic from that host is blocked for the duration specified
here. The default setting is 86400 seconds (1 day).

If the number of scanning packets counted within the Scan
Detection Period exceeds the value set here, a port scan attack is
detected. The default setting is 5 per second.

The duration that scanning type traffic is counted for. The default
setting is 60 seconds.

This is the maximum number of SYN packets that can be received
by a single port before a flood is detected. The default setting is 10
per second.

This is the maximum number of SYN packets that can be received
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Threshold

Flood Detection Period

Maximum TCP Open
Handshaking Count

Maximum Ping Count

Maximum ICMP Count

from a host before a flood is detected. The default setting is 20 per
second.

If the number of SYN floods counted within this duration exceeds
either the Port Flood Detection Threshold or the Host Flood
Detection Threshold, traffic from the attacker is blocked for the
DOS Attack Block Duration. The default setting is 10 seconds.

This is the maximum number (per second) of unfinished TCP
handshaking sessions that are allowed before a DOS attack is
detected. The default setting is 5 per second.

This is the maximum number of Pings (per second) that are
allowed before a DOS attack is detected.

This is the maximum number of ICMP packets (per second) that
are allowed before a DOS attack is detected.

Select Clear Blacklist if you wish to clear all external hosts from the blacklist.

Select Apply.
Save Configuration.
Restart the module.

Security Logging

Policies, Triggers, Intrusion

Detection, Logging

Security Policy Configuration... @

Security Trigger Configuration... @)

Configure Intrusion Detection... @

Configure Security Logging... @

Select Configure Security Logging...

Security Logging State

Security Logging is enabled

Disable Security Logging ‘

Security Event Logging States

Logging

Status State Level Qutput to:
Type

Enabled hotice -
Session Level: notice Disahle Consale
Logging Output to Change

Event Log

Enabled hotice -
Blocking Level: notice Disable Consale
Logging Output to Change

Event Log

Enabled hotice -
Intrusion Level: notice Disahle Console
Logging Output to Change

Event Log

Logging is enabled by default for Session Logging, Blocking Logging and Intrusion Logging.

To disable all logging:
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Select Disable Security Logging.

Session Logging, Blocking Logging and Intrusion Logging.

To disable any of the above:

Select Disable.

One of eight logging levels for reporting can be selected from the drop down menu.

Emergency
Alert

Critical

Error
Warning
Notice
Informational
Debug

The output can be directed to the Console or the Event Log. Clicking the button will toggle between
these two choices.
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IP ROUTES

This allows Static Routes to be defined. An example is shown below where the Broadband Module
network is connected to another network.

PC
PC
BBM
192.168.1.0 Router
PC
i ADSL
PC
192.168.2.0
Router
PC
192.168.1.4

The IP route for the setup above is:

Create Ip V4Route

Name Value
Destination 192.168.2.0
Gateway 192,168.1.4
Metmask 255.255.255.0
Cost 1

Interface iplan %
Advertise false ¥

All traffic sent to 192.168.2.0 from the BBM LAN is first sent to the BBM router. The BBM router

then looks up its routing table and sends the packets to 192.168.1.4. The router on the other network
then forwards them.

This allows static IP routes to be defined.
Existing routes are listed. To change the parameters on an existing route:

Select IP Routes in Advanced Configuration menu.
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Broadband Module

Broadband Module Edit Routes

Basic Configuration
Advanced Configuration
ADSL Test

There are currently no Routes defined,

Create new Ip Y4Route... ©

| Diagnostics
| Flash Update
Reset to Defaults

Help ©

Select Create new IP V4 route...

Broadband Module

Broadband Module Create |p V4Route

Basic Configuration
Advanced Configuration MERE value
ADSL Test X
Diagrisstics Destination 0.0.0.0
Flash Update Gateway
Reset bo Defaults

Netmask |0.0.0.0

Cost 1
Admin Accounts Interface hone ¥
Firewall & Security
e Advertise false =
DHCP Server
Advanced 500 OK| Reset

Cancel

Enter the following parameters:

- Destination IP address.
- Gateway IP address.
- Netmask
- Cost — this sets the number of hops counted as the cost of the route.
- Interface — choose from the following:
ipwan
ipdmz
iplan
None
- Advertise — true or false.

Select OK.

The list of routes is displayed again.

DHCP SERVER

Select DHCP Server in the Advanced Configuration menu.
The DHCP Server is displayed.

Enable/Disable
The DHCP server is enabled by default.
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Broadband Module

Broadband Madule DHCP Server

Basic Configuration

| Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Reset to Defaults

This page allows creation of DHCP server subnets and DHCP server fixed
host IP/MAC mappings. You may also enable and disable the DHCP server
fram here,

The DHCP server is currently ensbied.

Disable

Advanced Setup

Admin Accounts

Select Disable to turn off the DHCP server.
DHCP Server Interfaces

By default the DHCP server operates on the iplan and ipdmz interfaces.
There is an option to delete DHCP on each interface.

AU AL S

Firewal & Security

D DHCP server interfaces
Advanced ISDN

Use this section ta edit the list of IP interfaces that the DHCP server will
operate an.

Name Delete?

iplan [

ipdmz [

Apply | Feset

Add new interface
There is an option to tell the DHCP server to operate on the ipwan interface.

Add new interface

Use this section to tell the DHCP server to operate on another IP
interface,

New 1P interface: Iipwan hd Addl

Existing DHCP Server Subnets

Existing DHCP server subnets

Use
use local
local Assign Get
host host Auto subnet
Subnet value  Subnet Mask address n Delete?
address as Domain from IP
as DNS Name interface
default
server
gateway
Advanced
[192.168.10 lessesezsel  fiue x| [tue =] [tue = fiplan =] T Options... ©
: Advanced
[192.168.0.0 [esszagessn  ftue x| [true =] [tue =] [ipdmz =] T BB )

Apply | Resst

Creste new Subnet... ©

Help

The settings for the existing subnets on the iplan and ipdmz are displayed.
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All displayed parameters can be changed — change the setting to a new value and click Apply.
To delete a subnet, check the associated box and select Apply.

To create a new subnet

Select Create new subnet...

The screen displayed is the same as Edit DHCP server subnet in the following section.

Advanced Options
Select Advanced Options.

Parameters for this subnet

Edit DHCP server subnet

This page allows you to change an existing DHCP server subnet. This can
include moving the subnet, offering a different range of addresses on the
subnet, ar altering option configuration parameters offered ta DHCP
clients on this subnet,

Parameters for this subnet

EQit the definition of the DHCE subnet here, If vou do not wish to specify
the subnet value and subnet mask by hand, you may instead select an IP
interface using the Get subnet from IP interface field, The subret will
track the IP address and subnet mask belonging to the chosen IP

interface.

Subnet value I o
Subnet mask |55 |25 [285 |

Get subnet from [P interface m

Maximum lease time |259200 seconds
Default lease time 259200 seconds

The current subnet parameters are shown. These can be changed as required.

IP addresses to be available on this subnet

IP addresses to be available on this subnet

You need to make sure that the start and end addresses offered in this
range are within the subnet you defined above, Alternatively, you may
check the Use a defaull range box to assign 3 suitable default If address
pool on this subnet,

Start of address range |192 . |188 . |1 . |2
End of address range 92 |iea |1 21
Use a default range v

The range of IP addresses available on the subnet is shown. These can be changed if required.
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DNS Server option information

DNS server option information

Entar the addresses of Brirmary and Secondary DNE zervers to be provided
to DHCEP clients on this subnet, You may instead allow DHCP server to
specify fts own IP address by clicking on the Use local host address as
DNS server checkbox,

Primary DNS server address |D . |IJ . |D . |IJ

Secondary DNS server addrass |D . |D . |D . |D

Use local host address as DMNS server |»

The default setting is use local host as the DNS server - all DNS requests are sent to the default
gateway 192.168.1.1 which then relays the request to the DNS addresses negotiated at start up.

Specific DNS servers can be defined if required.

Default gateway option information

Default gateway option information

Use local host as default gateway v

Use local host as default gateway is checked by default.

Additional option information

Additional option information

Add and rermove lterms from this list to configure additional option
Inforrmation vou wowld ke the DHCE server to give to clisnts on this
subnet,

Create new DHCP option...

% Reset
Cancel

Select Create new DHCP option ...

Create DHCP server configuration option

This page allows you to set up a new DHCP server configuration option
that will be sent to DHCP clients on this subnet.

Create new DHCP option

Choose which option vou wowld ke to configure using the drop down st
Then fill in the text box to specify what will be sent to DHCE clients I they
shouwld request a value for the chosen option. Some of the options, such as
WINS servers, may be 3 list of IP addresses, You should tvpe them in
geperated by cammas, a5 in the fallowing exampls:

192.168.219.1, 192,168 220.1

Option name Default gateway ¥

Cption value

Feset
Cancel

Ciornain narne

Tirne servers
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Select one of the following options from the drop down menu: -

Default gateway
Domain name
IRC server
HTTP server
SMTP server
POP3 server
NNTP server
WINS server
Time server

Enter the option value in the field below.
Select OK.

To always assign the same IP address to a host
The same IP address will always be assigned to a specific host with the specified MAC address.

Existing DHCP server subnets

Use
I local
local Assign Get
host Lot} Auto subnet
Subnet value Subnet Mask address A Delete?
address as Domain from IP
as DNS Name interface
default
server
gateway
- Advanced
[taz 16810 [255 255 255 0 [tue =] Jtue =] [ue =] [iplan =] S o)
- Advanced
[taz 16800 [255 255 255 0 [true =] Jue =] [we =] [ipdme =] ERET )

Apply | Reset

Create new Subnet... ©

Help

There are currently no DHCP server fised IP/MAC mappings defined,
Create new Fixed Host.., ©

Help

ADSL TEST
This performs a series of diagnostic tests on the ADSL connection and displays the test results.

Broadband Module

Broadband Module ADSL Test

Basic Configuration
Advanced Configuration
ADSL Test
| Diagnostics
Flash Update

Perfarm an ADSL test on your device to identify any problems with your
Internet connection.
(@ Tell me more sbout performing an ADSL test...

To perform an ADSL test, please ensure your device is connected to your
phone line, and press the Perform ADSL Test button below. A test may
take several minutes to complete; please do not interrupt the check
during this time.

‘ Reset to Defaults

Select Perform ADSL Test.

Before running an ADSL test, you may want to monitor how your DSL
connection is performing by looking at the DSL Status page.

Perform ADSL Test >

The tests are performed and the results are displayed.
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Result Test Diagnostic
Passed User diagnostics -
complete
Failed Physical connection WAN port connecting:
handshaking
Aborted User’s ppp connection  Configuration changed
during test
Failed User’s ppp connection  ppp connection
establish
DSL Status
Select DSL Status on the ADSL Test page.
Cperational mode Inactive
State HandShake
Trained transmit bit rate 0 kbps
Trained receive bit rate 0 kbps
Upstream power 0.0dB
Local Fast channel FEC error count o
Local Interleaved channel FEC error count o
Local Fast channel CRC o
Local Interleaved CRC i}
Local line attenuation 0.0 dB
Local signal-to-noise margin 0.0dB
Local LOS o
Local SEF o
Remote Fast channel FEC error count i}
Femote Interleaved channel FEC error count O
Remote Fast channel CRC o
Remote Interleaved CRC i}
Remote line attenuation 0.0 dB
Remote signal-to-noise margin ode
Femote LOS 0
Remote SEF 1]

This page displays a range of DSL parameters indicating line speed and quality.

Cause
ADSL connection OK

ADSL line
disconnected
Incorrect username or
password

Incorrect protocol
(Type of Access),
Incorrect VPI or VCI
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Parameter

Operational Mode

State

Trained transmit bit rate
Trained receive bit rate
Upstream power

Local/Remote fast channel
FEC error count

Local/Remote interleaved
channel FEC error count

Local/Remote fast channel
CRC

Local/Remote interleaved
channel CRC

Local/Remote line
attenuation

Local/Remote signal-to-
noise margin

Local/Remote LOS

Local/Remote SEF

84

Description

Inactive — the line is disconnected or the DSL modem is negotiation
with the DSLAM

G.DMT or T1.413 - indicates the DSL standard that has been
negotiated with the DSLAM

Showtime — the line is synchronised and the ADSL connection is
successfully established

Training - the ADSL modem is negotiating line speed with the
DSLAM

Handshake - the handshaking procedure is taking place to determine the
nature and capabilities of the endpoints

The upstream line speed
The downstream line speed
The output power of the ADSL modem

The fast channel Forward Error Correction error count measured at the
near/far end

The interleaved channel Forward Error Correction error count measured
at the near/far end

The fast channel Cyclic Redundancy Check error count measured at the
near/far end

The interleaved channel Cyclic Redundancy Check error count
measured at the near/far end

The line loss measured at the near/far end

The signal-to-noise ratio measured at the near/far end

The number of occurrences of Loss of Signal at the near/far end

The number of Severely Errored Frames received at the near/far end



Mitel 3000
Broadband Module Manual

DIAGNOSTICS
This is used for system maintenance and contains the following diagnostic tools.

Broadband Module

Diagnostics

Broadband Module

Basic Configuration
Advanced Configuration Welcome to the Broadband Module. Please select a menu option to view
diagnostic and status information about your module.

ADSL Test
Diagnostics
Flash Update
Reset bo Defaults

Diagnostics

Event Log

Fing
Logging

Event Log
Shows system related events. This provides diagnostic information.

Broadband Module

Broadband Module Event |Og

Basic Configuration

Adwanced Configuration H

e Showing all events
Diagnostics
Flash Update
Reset to Defaults

(most recent events last; times are since last reboot, or real time if
avallable):

|Time ‘Event

Diagnostics

Event Log X
Clear these entries
Ping

Logging

Select events to view

Selectaloy - Lﬂl

PING
This is used to test the broadband connection.

Ping

Broadband Module

Biasic Configuration
Advanced Configuration
| ADSL Test
|| Diagnostics
Flash Update:

Reset to Defaults

This allows you to check the availability of the listed services

Description Address Ping Status

Ping

Gateway address not currently set
Diagnostics
Event Log
Ping Primary DNS not currently set P
Logging
Secondary DNS not currently set e
SIP Sarver Fing

Ping

IP Routes
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FLASH UPDATE

This option is used to update the module with a new version of firmware.

Broadb;ld.-l;-iodule Firmware Update

Basic Configuration
Advanced Configuration There may be a newer version of firmware for the Broadband Module
ADSL Test available. Firmware updates provide the latest features for your device.

Diagnostics
Flash Update
Reset to Defaults

Manual Update Installation

To install an update you have, select the file in the box below, and then
click on the Update Now button. This operation should only be carried out
by a systems engineer or under the explicit instructions of your
maintenance centre.

It is advised that you use the System Backup facility in the Basic

Settings menu to save the current configuration. After the flash has

been updated, the System Restore facility in the Basic settings menu
can be used to restore the configuration settings.

When you dick on the Update Now button, the new
software will begin downloading to the system, this
process takes about 30 seconds. When the

download is complete, the system will load the new
software, and you will be prompted to Restart the
system.

Update file: | |[ Browse.. |

Update Now = |

Select Advanced Configuration

Select Flash Update

Select Browse and locate the new firmware revision xxx.img where xxx is the firmware version
Select Update Now.

Select Restart when prompted by the system

RESET TO DEFAULTS

This resets the module to the factory default settings.

Select Reset to Defaults menu.

Broadband Module

Broadband Module Reset to Defaults

Basic Configuration

Advanced Configuration Resetting the Broadband Module will change its settings to factory

ADSL Test defaults. This will overwrite any changes that you have previously made to
the device settings.

Diagnostics
2 (@ Tell me more about resetting to defaults...

Flash Update
Reset to Defaults

Resetting this device to factory defaults can not be undone. To
reset the Broadband Module, tick the Confirm box and then click on
Restart Required Reset to Defaults.

ﬁ To implement your [ confirm Resetto Defaults

changes a restart is

required.

Restart

Check the Confirm box.
Select Reset to Defaults.

The default settings are restored.
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SET UP THE PC TO AUTOMATICALLY OBTAIN AN |IP ADDRESS

Click Start and Control Panel.

Internet J My Documents
Internet Explorer
. bny Recent Documents
J E-mail
jc’ My Pictures
Microsoft PowerPoint ) My Music
@ Lotus Notes My Computer

&) My Network Places

Micrasoft Word

Encore T (@) 5t Program Accesz and
Defaults Prov
com

% eyeBeam e) Coninect To -
5 -y Printers and Faxes
E[‘f dobe Reader 6.0 =
@ Help and Suppart
X BT wersatiicy wizard -
D semen
Ejsss 3.3t TR

all Programs b

&;

Log Off E)] Shut Down

i /start & [ © @ @ Terence Wiliams - Inbax -... | TF Microsoft o

Click Network Connections.

=loixl
Lile Edit “iew Faortes Tooks Help | &
€ RN S B A e Fokees | [iaz]w |
agdvess [T cortral ranel EN=
~ =4 & L) ;“ |~
T & X D @ N P B
Accessbiity AddHardware  Addor  Adminitrative  AllSond  Automatc  DoteondTme  Display
@ Swich to Category View Oyt Rem. . Tooks Sehp Uipdates
- 2 i, PL L]
. w B ™ = T q 2 b
Forks. Game et Keybuard Mouse Palchlink Phone an
R Windows Lpdiate Cortrodess  Options m Update  Modem .
&) el and Support p r ﬂ/ e i [
@ 8 9 © 9 w @ @A
Begondland Scecoersand  Schedued  Secuty  Soundsend  lpeech System  Tasibars
Languaye ... Cammerar Tasks Cevher At Dervices. Hart Mer

b 88 w

TOSHIEA  Liser Arcoures Windews Wrnless ik Wirsless
Savar Bremal Hetwaork, Set. ..

Right click Local Area Connection.

. .
@ Disable this network.

device LAN or High-Speed Internet
&, Repalr this ronnertion

) a =3-8
®]| Rename this connection I

& view status of this
connsction

Change settings of this
connection

Dizable
Status
Repair

Other Places = Bridge Connections

[ control Panel
&) My Nebwork Places
() My Documents
i My Computer

Create Shartout
Delete
Rename

Click Properties.
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4 Local Area Connection Properties x|
General | Authentication | Advanced |
Connect using

I 33 |ntel 8255k-based Fast Ethernet

This connection uses the following items

™7 B Client for Microsoft Networks
4B Check Point SecuRiemote

3005 Packet Scheduler
L] PP

Istall | Uninstal Propetties

- Description
Transmission Contral Pratocol/Internet Pratacal. The default

wide area network protocal that provides communication
scross diverse interconnectad networks

¥ Show icon in natification area when connected
¥ Matify me when this conmection has limited or no connectivity

oK Cancel

Select Internet Protocol (TCP/IP).
Click Properties.

iz
Gereral | Aneinate Corigestion |
ou can gel IF selthngs asagned sdomahcaly d you nelwark sppals
Hhis o Dtherwise, i

. s st 0 vsk youn vtk acmirisinaind ine
et appropriste P settingt.

i+ bt an IF acdiess sdomahcaly
1 Uiz the ollowang IF acdiess:
; —
e
———

1 Oftsin DINS servel sddress sutomaticaly
" Liag the following DS sorvms addbnzsns:

Select Obtain an IP address automatically.
Select Obtain DNS server address automatically.
Click OK.

Click OK again.

The PC is now set up to automatically obtain an IP address.
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SETTING UP THE INTERNET EXPLORER BROWSER

LAKE Intranet - Microsoft Internet Explorer
File Edit “iew Favorites Help
7 5 3 L e T
O . \) . \i"] hlail and Mews ¢ 'EJ SEANE
Bark Forward Stop Pap-up Blacker * | Favorttes  History Mail Print. Edit
Address I Manage Add-ons...

Synchronize

Links ] Aesthetics of the Prime Sequ
Windows Update

nd's Mast Comprehensive Matoring Site £ Currency

LAKE Group Info

Doing the Business

Click Tools, and select Internet Options.

Internet Options 2lx|

Generall Securilpl Privacyl Content  Connectiors |F’rugrams| Advaﬂcedl

:  Toset up an Intemnet connection, click
Setup.

 Diakup and Yirtual Private Network setings —————————

GRICYZ3 Add... |

RAS-LAKE
Remove

Choose Settings if you need to configure a proxy Settings.. |
gervel for a connection.
& Never dial a connection

" Dial whenever a network conhection is not present
" Alwaps dial my default connection

Current detaul:— Hone St Default

i~ Local Area Metwork [LAM] settings

LAN Settings do not apply to dialup connections. LAM Settings...
Choose Settings above for dial-up settings.

0K Cancel Apply

Select Connections and click LAN Settings.

Local Area Network {LAN) Settings

—Automatic configuration

I=|
.

Automatic configuration may override manual settings. To ensure the
use af manual settings, disable automatic configuration,

™ automatically detect settings

™ Use automatic configuration script

Address I

[ Proxy server

r ilse a proxy server for your LAN (These settings wil not apply to
dial-up or YPM connections),

Address: [hitpeffi0.7.0.0 Part: [&0 Advanged...l

™| Bypass provy server for loeal addresses

|

Make sure Use a proxy server for your LAN is not selected.
Click OK.
Click OK again.
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APPENDIX A

Setting Up Wireless Networking On a PC Using the Recommended Settings In WLAN Setup

Enter the settings used in the initial WLAN setup (page 45) in the table below. Refer to this table when
setting up PCs to connect to the WLAN

Network Name / SSID
WPA Pass Phrase
PCs Allowed to connect to WLAN
MAC Address (1)
MAC Address (2)
MAC Address (3)
MAC Address (4)
MAC Address (5)
MAC Address (6)
MAC Address (7)

MAC Address (8)

This procedure describes setting up WPA security on a PC with Windows XP.
For other operating systems, please consult your PC user manual.
Note that some older wireless LAN adapters do not support WPA.

Click Start on the task bar of the PC.
Click Control Panel.

ep——
B Control Panel FEX
Fle Edit Wew Favortes Tools Help aw
(€ LEE e - L’; }F\ Search [ Folders  [TE1]~
address | [ Control Panel V‘ &
2 control panes d? ’§ E 4@ % EB 9
fecessblity AddHardware  Addor  Administrative  Automatic  Blustooth  Broadcom ASF
@ Switch to Category View Options Remov... Tools Updates Devices  Configuration
w P R A v 4w
See Also 2 L ‘ ——4
Broadcom  Dateand Tme  Display FindFast  Folder Options  Fonis Game
& Windows Update Control Suite Controllers
@) Help and Support - & -
B 92 ¢& &= T @ B
IntslR)GMA  Internet  JawaFlugin  Keyboard Mouse Metwork  Patchlink
Driverfor ... Options Comnections  Updats
. - ; A
. % L @ F ¢
Phone and  Portable Media Power Options  Printers and  Regional and  Scanners and  Scheduled
Modem . . Devices Faxes  Llanguage..  Cameras Tas
O ¥ 9 & © &4
Sacurity SignaTel  Soundsand  Spesch System  Taskbarand  User Accounts
Center fAuda  Audic Devices Start Menu
% _)
Windows Wireless
Firewall  Metwork Set...

Double click the Network Connections icon
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"8 Network Connections

File Edit ‘iew Favorites Tools

)

Address | W) Network Cannections

Network Tasks

Creats a new cannection
@ Change Windows Firewall

settings
See Also

Wi Metwork Troubleshooter

Other Places

B contrel Panel

& 1y Network Places
(L My Documents

g My Computer

Details &3

Network Connections
System Foider

1) Wireless Network Connection

Advapced  Help
I_f!? p Search || Folders  [E7]~
v B
Dial-up
RAS LAKE GRICY33
Disconnecked Disconnected
B, Conexant D110 MDC Y. 5% Ma... [ Conexant D110 MDC ¥.9x Ma...
LAN or High-Speed Internet
Local Area Connection Wireless Network Connection
Disabled Mot connected
[, N Broadeom Mettrene 57 Gig... T () Intel(R) PRO/Wireless 22006G. .
Personal Area Network
Bluskooth Network Connection
Disconnected
[l Bluekaoth Device (Personal A, .
Double click the Wireless Network Connection icon
3

Network Tasks

& Refresh network list

:3_, Set up a wireless network.
for a home or small office

Related Tasks

@ Learn about wireless
networking

E:i’ Zhange the order of
preferred netwarks

4w Change advanced
settings

information.

Choose a wireless network

Click an item in the list below ta connect ko a wireless network in range or to get mare

(¢i>)

BT¥ Demo Room

"f Security-enabled wireless network (WPA)

anlll

(tji ))
(I1I )
(fiﬂ
(tji ))
(li))

damians_wpa_aim

Unsecured wireless network,
PRISM_01_5F_79_bernar

"? Secutity-enabled wireless network

CSE lab Wireless AIM

"f Security-enabled wireless network (WPA)
PRISM_01_1F_5d

Unsecured wireless network,

Reservoir_sig

'f Security-enabled wireless network (WPA)

anill
il
all !l

antl

Conneck

A list of wireless networks is displayed.

Click Change the order of preferred networks
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- Wireless Network Connection Properties |E‘rz|

General | Wireless Networks |Advanced

[¥]iJse Windows bo configure my wireless nehwork setings

Luvailable networks.

Ta connect o, disconnect from, o find out more information
about wireless networks in range, click the button below,

Wiew Wireless Metworks

Frefered networks
Automatically connect to available networks in the order listed

bielow
Add...
Leam about sstting up wireless network
ME ing up wirelezs networl
Click Add

Wireless network properties

Azsociation |Authentication Connection

Metwork name [S510): |Netw0rk m| |

‘wireless netwark key

Thiz network, requires a key for the fallowing:

Metwork Authentication: WwPa-PSE v
D ata encryption: TEIP -

Metwark key: |oooooooooo |

Caonfirm network. kew: |uooouou |

[ E]

[] This is a computer-to-computer [ad hoc) netwark wireless
access points are not uged

I Ok H Cancel ]

Enter the network name (SSID) (this is the Network Name (SSID) entered in the WLAN settings on
page 45)

Select WPA-PSK from the Network Authentication drop-down menu

Select TKIP from the Data encryption drop-down menu

Enter the Network key (this is the Pass Phrase entered in the WLAN settings on page 50)
Confirm the network key

Click OK
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APPENDIX B

To find out the MAC address of a PC

Click Start.
Click Run.
Enter cmd

= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For you,

Open: L3

[ OF H Cancel H Browse. .. ]

Run E_]EJ

At the prompt > type ipconfig/all [enter].

ov C:AWINDOWS\system32\cmd. exe

Microsoft Windows BP [Version 5.1.26801
<G> Copyright 1985-2801 Hicrosoft Corp.

IC:xDocuments and Settingssterrywilliams~Desktopripconfig-rall_

C:AWINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.268081
(C» Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings:terrywilliams~DesktopXipconfigrall

llindows IP Configuration

Host Mame
Primary Dns Suffix
Hode Type
IP Routing Enabled
WINS Proxy Enabhled

: No

: WILLIAMS _TERRY
: lakecommunications.com
: Hybrid

Mo

Ethernet adapter Wireless Metwork Connection:

Media State

Description
Connection

Phyzical Address. . . . . . . . . =

: Media disconnected
: Intel(R> PRO/Wireless 228@BG MNetwork

@8-12-Fa-55-7C-CD

C:~Docunents and Settingssterrywilliams“Desktop’

To Release and Renew an IP address on a PC

Click start.
Click Run.
Enter cmd

_ Type the name of a program, folder, document, or
Internet resource, and Windows will open it Far vou,

Open: L3

[ OF H Cancel H Browse. ..

Run E_]EJ
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At the prompt > type ipconfig /release [enter].

C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uerszion 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

M:=~>ipconfig ~release

Windows IP Configuration

Ethernet adapter Wireless Metwork Connection:

Connection—specific DNS Suffix
IP Address. . . . . - . . . . . . =
Subnet Mask
Default Gateway
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

All the IP addresses will be reset to 0.0.0.0.

Type ipconfig /renew [enter].

AWINDOWSA\system32\cmd. exe
Connection—specific DNE Suffix
IF Address. . . . . .

Subnet Mask . . . .
Default Gateway . .

M:=“>ipconfig /renew

Windows IP Configuration

Ethernet adapter Wireless Metwork Connection:

Connection—specific DHNE Suffix
IP Address. . . . .
Subnet Mask . . . .
Default Gateway . .

Ethernet adapter Local Area Connection:

GConnection—specific DHS Suffix
IF Address. . . . .
Subnet Mask . . . .
Default Gateway . .

The IP addresses will be renewed.
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