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USING THIS DOCUMENT

Notational conventions

Typographical conventions

Special messages

Definition

A

WARNING

Acronyms are defined the first time they appear in the text and
also in the glossary.

The term LAN refers to a group of Ethernet-connected
computers at one site.

The term WLAN refers to a group of Wireless-connected
computers at one site.

Italic text is used for items you select from menus and drop-
down lists and the names of displayed web pages.

Bold text is used for text strings that you type when prompted by
the program, and to emphasize important points.

This document uses the following icons to draw your attention to
specific instructions or explanations.

Provides clarifying or non-essential information on the current
topic.

Explains terms or acronyms that may be unfamiliar to many
readers.

Provides messages of high importance, including messages
relating to personal safety or system integrity.
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INTRODUCTION

The Broadband Module is a Mitel 3000 system module that provides multi-user high-speed
Internet access.

It also provides a LAN (Local Area Network) that allows users to network PCs and share
printers and other resources within the office.

The main features provided by the Broadband Module are:

High speed Internet access.

The Broadband Module can provide high speed Internet access in two different ways: -
- Directly over an ADSL line using the built in ADSL Modem. See page 10.

- Over an external modem (a DSL or C?arble Modem). See Page 16.

Local Area Network (LAN)

A four port LAN is provided as standard. This allows multiple PCs to simultaneously access
the Internet over the high-speed access, share printers and other office resources and
network the connected PCs.

Feature Description

Speed 10/100 Mb/s switched Ethernet

Mode The LAN device can operate in FDX (Full Duplex) or HDX (Half Duplex)
mode.

MDI/ MDI-X The port will automatically detect whether a straight or crossover cable is

used to connect the LAN device and will adjust itself accordingly.

Autosensing The port will automatically adapt to the speed and mode of the device that
is connected to it.

Connectors RJ-45

Wireless Local Area Network (WLAN)

Wireless connectivity to the LAN is also provided. The same functionality provided by the LAN
is available to PCs connected to the WLAN. See page 40.

Voice over Internet Protocol (VolP) gateway

The VolP gateway provides for up to 12 VolP endpoints. The endpoints can be either IP
Telephones or VoIP trunks. See page 22.

Wide Area Network (WAN) connection
This connection can be used for either of the following: -

- Connection to an external modem. See page 16
Or
- Connection to another data network. See Page 16.
Or
- Provision of a DMZ. This allows applications that can be accessed from the Internet to be
hosted on the DMZ. A firewall is provided between the DMZ and LAN which ensures that
all devices on the LAN are protected from unwanted access from the Internet. See page
33.
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The module is equipped with the following ports for Wide Area Networking.

Port

MDF Interface

Description

ADSL

RJ-11

This is for connecting directly to an ADSL line. ITU-T
G.992.1 Annex A (G.DMT) and ITU-T 992.2 (G.Lite) are
supported.

ETH/DMZ Port

RJ-45

This port supports10/100 Ethernet, FDX/HDX, and
autosensing and is used to connect to an external
broadband modem, gateway or network.

This port does not support MDI/MDIX. A crossover cable
must be used when connecting a host / server to the
DMZ.

ISDN

N/A

A single 64 kb/s dial-up connection can be established
over any ISDN line connected to the PBX.

Firewall

The Broadband Module is equipped with a stateful inspection firewall. The firewall resides on
the interfaces between WAN and LAN (External and Internal), WAN and DMZ (External and
DMZ) and DMZ and LAN (DMZ and Internal). See page 63.

Management

Programming and diagnostic facilities are provided. These can be accessed from a PC
connected to the LAN or using the MPS software package provided with the system. See

page 8.




Mitel 3000
Broadband Module Manual

CONNECTIONS

The following connectors are located under the top cover.

ADSL RJ-11.

10 Base-T WAN (ETH/DMZ Port) RJ-45.
LAN Port 1 RJ-45.

LAN Port 2 RJ-45.

LAN Port 3 RJ-45.

LAN Port 4 RJ-45.

RESET
SWITCH

ADSL .

T

2 TQBASE TW)\!N ) ADSL )

3 F 1 - 3
O+

X21 [ANPORT1 LAN PDRT..Q_
|| waN =~ | | L]

LANPORT3 LAN PORT 4

Indicators

There are six indicators (LEDs) on the MDF cover.

Heartbeat — steady to indicate normal processor activity.

ADSL - a solid light indicates ADSL line synchronisation — flashes with activity.
Port 1 - a solid light indicates an Ethernet connection — flashes with activity.
Port 2 - a solid light indicates an Ethernet connection — flashes with activity.
Port 3 - a solid light indicates an Ethernet connection — flashes with activity.
Port 4 - a solid light indicates an Ethernet connection — flashes with activity.

The additional two indicators (LEDs) on the MDF indicate:-

e X21 - Not used — permanently lit.
e WAN (ETH/DMZ) - a solid light indicates an Ethernet connection.

Reset Button

The MDF is equipped with a white reset button. When this button is pressed, the module
resets.
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EXAMPLES

The on-board ADSL modem is used to connect directly to an ADSL line.

RERET
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Internet /
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LAN PORT S CAM PR 4

bim

The ETH/DMZ port is used to connect to an external SDSL or Cable modem.

| = e e
LY -
Internet

The ETH/DMZ port is used to connect to a Gateway into a private network.

gl ]

ba pm pu |

Private
Network
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ROUTES

A single route using PPP (including PPPoE and PPPoA) and a second route using static or
dynamic IP are concurrently supported. The following combination of ports and protocols is
possible.

Port Protocol Port Protocol
ADSL Modem PPPoE/PPP0A and ETH/DMZ IP
ADSL Modem IP and ETH/DMZ PPPoE
ISDN PPP and ETH/DMZ IP

For example, the ADSL Modem could be used to connect to the Internet for web browsing
and the ETH/DMZ port could be connected to a gateway into a private wide area network.

FIREWALL
The module is equipped with a firewall that has the following features: -

Stateful Inspection

Packet Filter Definition
Network Address Translation
Intrusion Detection

Security Logging
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CONNECTING A PC TO THE LAN

RESET
SWITCH
ADSL |
T
Power up the PC.
[z TOBASETW{N . ADSL .
2 1 o 1

|
4 L
Connect the Ethernet port on the PC X21 [ANPORT 1 IL;LNPORIE':{

to any LAN port (1 - 4) on the MDF [ wan
using a Cat 5 cable / patch cord. ‘

LANPORT3 LAN PORT 4

Check that the light on the MDF cover for the port
the PC is connected to is lit solid. This indicates a
good Ethernet connection between the PC and
the Broadband Module.
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CONNECTING TO THE PROGRAMMING INTERFACE
The Broadband Module Programming and Maintenance pages can be accessed from: -

- A PC Connected to the LAN (see note below concerning the Wireless LAN)
OR
- The MPS application.

The MPS application is the Management and Programming
application on the CD supplied with the system

Note

Connecting to the programming interface from a PC connected to the LAN

To connect to the Programming and Maintenance pages launch the browser on any PC
connected to the LAN.

Enter http://192.168.1.1 in the address field and press return.
2l xl

‘E—_— 3
' ﬁ;?
A
Webadmin
Lsar name; Ig admin j
Password: | senee

oK I Cancel |

Enter Username (admin) and Password (admin).

If the log on screen does not appear please refer to page 87.
Note

The Basic Configuration screen is displayed.

Broadband Module

Broadband Madule Basic Configuration

This page shows general status information about the Broadband Module
(@ Tell mo more about the status mformation.

Internet Access settings

Setup

LAN Gateway

ALISL Hodem The defaudt gateway s not currently set.
ETHOME Port

VelP Mo name (DNS) servers have been configured.
15oM

WU

Intermat Access is provided by the ADSL Modam.

About the Broadband Module
The hardware revision for the Broadband Module is C.

The fimware version for the Broadband Module is 134,

In order to provide maximum security, PCs connected to the Wireless LAN are not
: allowed to program the module via the web interface. If you wish to program from a
Note wireless PC the WLAN interface should be relocated on the LAN. See page 53.


http://192.168.1.1/
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Connecting to the programming interface from the MPS

Connect the PC with MPS directly to the V.24 interface on the PBX and launch MPS. The
application can be found on your documentation CD that came in your Mitel 300 system. (By
default, MPS is installed in the Program Files directory.)

Filo System Lines: Flash filos. Delug Setup Hilp

& V2asia serial Port  PSTN

Discormacted [T 3P Banstance mm [1me

Conmect.

Select Connect

On the pop-up menu select the COM port and speed. The default speed is 115,200.

Select Connect

When the connection is established, select Internet Module on the main menu
Select Broadband Module from the drop-down menu.

T System Crtensions Lines |intesnet Module | Disgosiics Tiash fies Debug_Setup_elp
S Dl Gl Do Erosdand Mot o8| Reset Current Pane (0 Defa
| Vel Line Settings

| Wl Incoming Ringing
Vel Guting Rarssbctions

Connecled via V 24

|IT3kPBXInstance sl Idlix

Diss:ommrcd.

The Basic Configuration screen is displayed.

Broadband Module

g
Broadband Module

Basic Configuration

Basic Configuration
Status

System Backup | Restors (@ Tell me more about the status information...
System Restart

Advanced Configuration i
Internet Access settings
Setup

LAN Gateway

ADSL Madsm The default gateway is not currently set.

ETH/DMZ Port.

WolIP Mo name (DNS) servers have been configured.
15DM

AR
About the Broadband Module

Internet Access is provided by the ADSL Modem.

This page shows general status information about the Broadband Module

The hardware rewvision for the Broadband Module is C.

The firmware version for the Broadhand Module is 134,
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CONNECTING AN ADSL LINE

The Broadband Module contains an on-board ADSL modem.

Connect the data port on the splitter to the ‘
ADSL RJ-11 port on the MDF using the -

purple cable supplied. ﬁn
[ —

AMPCAT T Lk PORT 4

There are four different types of connection to an ADSL line. The service provider must
supply the information needed to configure the connection.

10

PPPoA connection. This requires a User name and Password and values for VPI
(Virtual Path Identifier) and VCI (Virtual Channel Identifier).

VPI and VCI values shown in this manual are for example purposes only. The values
for your service should be given by your DSL Service Provider.

PPPoE connection. This requires a User name and Password and values for VPI and
VCI.

DHCP. This is an RFC 1483 type connection; no username or password is used. The VPI
and VCl values are required as is information on the RFC 1483 mode, LLC bridged, LLC
routed, VCMux bridged or VCMux routed.

Manual. This is an RFC 1483 type connection; no username or password is used. The
VPI and VCI values are required and information on the RFC 1483 mode, LLC bridged,
LLC routed, VCMux bridged or VCMux routed is needed. The service provider will also
supply the WAN address, Internet gateway address and the addresses for the primary
and secondary DNS servers.

g VPI and VCI values are given by your DSL Service Provider. Values shown

Note on screen shots are for example purposes only.
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Programming a PPPoA or PPPoE connection
Enter the programming menu as described on page 8.

Broadband Module

Broadband Module Basic Configuration

Basic Configuration
Status This page shows general status information about the Broadband Module
System Backup | Restore (@ Tell me more sbout the status information...

Syskem Restart
Advanced Configuration

Internet Access settings

Setup . X
Internet Access is provided by the ADSL Modem,
LAM Gatewveay

ADSL Madem The default gateway is not currently set,
ETHIDMZ Port

alP Mo name (ONS) servers have been configured.
150N

WLAN

About the Broadband Module

The hardware revision for the Broadband Module is G

The firmware wersion for the Broadband Madule is 134,

Click ADSL Modem in the Setup menu.
Broadband Module ADSL Modem

EBasic Configuration

Status The ADSL Modem settings control how the Broadband Module connects to
the Internet.

@ Tell me more about the ADSL Modem settings...

System Backup § Restare
| System Restart

Adwvanced Configuration

ADSL Modem is currently configured as follows:
Setup .
Internet access is provided by DSL (PPP0A) with a VPI of 0 and a ¥CI
LAN Gateway of 32

ADSL Modem The PPP Usernarme is .

ETHIDME Part The PPP Password is not set.

WoIP

WLAN Change the a4DSL Modem settings here...

Click Change the ADSL Modem settings here...

Broadband Module

Broadband Module ADSL Modem: Types of Access

Basic Configuration

Status There are five types of Internet Access available. Choose 3 type that is
System Backup | Restore suitable for your Internet connection from the options below:

@ Tell me more sbout ADSL Modem settings...

. System Restart

Advanced Configuration & PPPOA - use this if you have a PPPoA DSL cannection

PPPoE - use this if you have a PPPoE DSL connection
Setup

LAN Gateway
ADSL Modem
ETHIDMZ Port servers directly

@]
() DHCP - use this if you have a DHCP DSL connection
&)

Manual - use this to configure your connection's gateway and DNS
VoIP

150N Mext > Cancel

WLAN

PPPOA is selected by default. Select PPPoE if required.
Click Next >.

11
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Broadband Module

Broadband Mu;:jle ADSL Modem: PPPoA

Basic Configuration

Status In order to use a PPPoA connection to the Internet, you must supply a
System Backup | Restore username and password to logon to your Internet Service Provider (ISP).
Your ISP should provide you with a username and password when you sign
up for their service.

(@ Tell me more about the PPP username and password...

Setup PPP Username l:l
LM Gateway PPP Password l:l

ADSL Modem
ETH{DIMZ Port Retype the PPP Password l:l

WolP

ISDN MNext > Cancel

SWLAN

8| System Restart
|| advanced Configuration

Enter the PPP Username and PPP Password, retype the password, click Next >.

Broadband Module

ADSL Modem: Manual VPl and VCI| Setup

Eiasic Configuration
Skatus

System Backup | Restore
System Restart

" Advanced Configuration

The Broadband Module needs to know which ¥PI and ¥CI it should use for
Internet Access. Enter the WPI and YCI values that your ISP has provided
in the boxes below:

(@ Tell me more about choosing YPI and WCI values...

see

LM Gateway

ADSL Modem
MNext > Cancel
ETH/DME Part Q 4

WaolIP
LA

The Virtual Path Identifier/Virtual Circuit Identifier (VPI/VCI) specify the ATM
m connection between the ADSL modem and the service provider. The VPI range
Definition is 0 — 4095. The VCl range is 0 — 65535. These values should be given by your

service provider.

The default VPI and VCI values are shown, if different values are required, enter them here.
Click Next >.

ADSL Modem: Confirm

EBiasic Configuration
Skatus Internet Access will be provided by PPPoA.
System Backup | Restore

| System Restart The YPI will be 0 and the YCI will be 32,

| Advanced Configuration

To confirm these settings, click on the Confirm Changes button below,
setup If you do not wish to apply these settings, click on the Gancel button,

LAN Gakeway Canfirm Changes Cancel

ADSL Modem
ETH/DMZ Part

VolP

WWLAN

Click Confirm Changes.
The new settings are displayed.
Restart the module by selecting Restart on the left-hand side menu.

12
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Programming a Dynamic Host Configuration Protocol (DHCP) connection
This option uses RFC 1483. DHCP is used to automatically obtain the IP addresses.

Select DHCP from the ADSL Modem: Types of Access screen.

Broadband Module

Broadband Madule ADSL Modem: Types of Access

Basic Configuration
Skatus
System Backup | Restare

There are five types of Internet Access available. Choose a type that is
suitable for wour Internet connection from the options below:

| System Restart (@ Tell me more shout ADSL Modem settings...

Advanced Configuration PPPo& - use this if you have a PPPo& DSL connection

PPPoE - use this if you have a PPPoE DSL connection
Setup

LS I

DHCP - use this If you have a DHCP DSL connection !

LAN Gateway
ADSL Modem
ETH/DMZ Pork

ValP
15DN
WLAR

3

Manual - use this to configure your connection's gateway and DNS
servers directly

Cancel

Click Next >.

Broadband Madule ADSL Modem: RFC1483 Mode

Basic Configuration

Status There are four types of RFC1483 connection available, Choose a type that
System Backup | Restare is suitable for your Internet connection from the options below:
System Restart @ Tell me more about ADSL Modem settings. ..

Advanced Configuration

LLC Bridged

o
¢ LLC Routed
Setup
-
~

WCMux Bridged
LAM Gateway

ADSL Modem
ETH/DMZ Pork
VoIP

WLARN

WCMux Routed

Enable Link State Monitoring: W

MNext > Cancel

Select the connection mode.

LLC Bridged is set as default.
Click Next >.

Broadband Module

Broadband Module ADSL Modem: Manual VPl and VCI Setup

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

The Broadhand Module needs to know which WPI and VCI it should use for
Internet Access. Enter the YPI and YCI values that your ISP has provided
in the boxes below:

@ Tell me more about choosing ¥PI and WCI values...

vet

MNext > Cance|

Setup

LA Gateway
ADSL Modem
ETH{DMZ Fart

VPI and VCI values are shown, if different values are required, enter them here.
Click Next >.

Broadband Module

ADSL Modem: Confirm

Basic Configuration

Status Internet Access will be provided by DHGP.
System Backup / Restore
System Restart The connection mode will be LLC Bridged.

aAdvanced Configuration
The YPI will be 0O and the VCI will be 32,

i Link State Monitoring will be Enabled.

LAk Gateway

ADSL Modem To confirm these settings, click on the Confirm Changes button below.
ETHIDMZ Part If you do not wish to apply these settings, click on the Gancel button,
WoIP

WHLAN Canfirm Changes Cancel

13
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Click Confirm Changes.

Broadband Module

ADSL Modem

Broadband Module

Basic Configuration
The ADSL Modem settings contral how the Broadband Module connects to
the Internet,

(@ Tell me more about the ADSL Modem settings...

Status
System Backup | Restors
| System Restart

|| advanced Configuration
ADSL Modem is currently configured as follows:

Restart Required

To implement your
changes a restart is

required.

Fiestart

Setup

Internet Access is provided by DHCP with a ¥PI of 0 and a VCI of 32,

Link State Maonitoring is Enabled.

The connection mode is LLC Bridged.

Change the ADSL Modem settings here...

LAN Gateway
ADSL Modem
ETHIDMZ Port
YoIP
WLAN

Restart the module by selecting Restart on the left-hand side menu.

Programming a Manual connection

This option uses RFC 1483. IP addresses will be provided by the service provider and are
manually entered.
Select Manual in the ADSL Modem: Types of Access screen.

Broadband Module

Broadband Module

ADSL Modem: Types of Access

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Canfiguration

There are five types of Internet Access available. Choose a type that is
suitable for your Internet connection from the options below:
@ Tell me more about ADSL Modem settings...

¢ PPPoA - use this if you have a PPPoA DSL connection

¢ PPPoE - use this if you have a PPPoE DSL connection
Setup

¢ DHCP - use this if you have a3 DHCP DSL connection

LAN Gateway
ADSL Modem
ETH/DMZ Port

VoIP
1SDN
WLAN

& Manual - use this to canfigure your connection's gateway and DNS
servers directly

Cancel

Click Next >.
Broadband Module
Ersasbana aauts ADSL Modem: Manual Setup

Basic Configuration
Status

System Backup | Restore
System Restatt
Advanced Configuration

For manually configured Internet Access, you must provide values for the
fields below. Your Internet Service Provider should provide these values,
@ Tell me more sbout manusl Internet Access settings...

Broadband Module WaN address
Setup Broadband Module WAN Subnet Mask

Internet Gateway address

LAN Gateway
ADSL Modem
ETH{DMZ Port

YolIF
ISON
WLAR

Primary DNS address

Secondary DNS address o
Cancel

Enter the required IP addresses and Subnet mask.
Click Next >.

14
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Broadband Module

Basic Configuration
Status

System Backup | Restore
Syskem Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Part
YoIP

WLAN

ADSL Modem: RFC1483 Mode

There are four types of RFC1483 connection available. Choose a type that
i= suitable for your Internet connection from the options below:
(@ Tell me more about ADSL Modem settings...

LLC Bridged

iCy

¢ LLC Routed
" WCMuz Bridged
~

WYCMux Routed

Enable Link State Monitoring: ¥

ext > Cancel

Select the connection mode.

LLC Bridged is set i
Click Next >.

n default.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH[DMZ Port

ADSL Modem: Manual VPI and VCI| Setup

The Broadhand Module needs to know which vPI and ¥CI it should use for
Internet Access, Enter the Y¥PI and %CI values that your ISP has provided
in the boxes below:

@ Tell me more about choosing YPI and YCI values...

Next > Cancel

The default VPI and VCI values are shown, if different values are required, enter them here.

Click Next >.

i
Broadband Module

Basic Configuration
Status

System Backup [ Restore
System Restart
Advanced Configuration

setup
LA Gatevay
ADSL Modem
ETHIDME Fort

valP
WLAN

ADSL Modem: Confirm

The following values will be used for your manual ADSL Modem settings:

The Broadhand Module WAN address will be 213.94.222.177.
The Broadhand Module WAN Subnet Mask will be 255.255.255.0

The Internet Gateway address will be 213.94.222.176.

The Primary DNS Server will be 212.17.12.1.
The Secondary DNS Server will be 212.17.17.3,

The connection mode will be LLC Bridged.
The YPI will be 0 and the YCI will be 32,
Link State Monitaring will be Enabled

To confirm these settings, click on the Confirm Changes button below.
If you do not wish to apply these settings, click on the Cancel hutton.

Caonfirm Changes Cancel

Select Confirm Changes.

Broadband Module

Broadband Module

Basic Configuration

ADSL Modem

Status

System Backup [ Restare
System Restart
ixdvanced Configuration

Restart Required

To implement your
changes a restart is
required.

Festart

Setup

LAN Gateway
ADEL Modem

ETHIDME Port
YaIP

WLAN

The ADSL Modem settings contral how the Broadband Module connects to
the Internet
(@ Tell me more about the ADSL Modern settings

ADSL Modem is currently configured as follows:

Internet Access is manually configured with a YP1 of 0 and a VCI of
32.

The WAN IP Address is 213.94.222.177.

The WaN Subnet Mask is 255.255.255.0

The WAN Default Gateway is 213.94.222.176

The Primary DNS Server is 212.17.12.1

The Secondary DNS Server is 212.17.17.3.

Link State Monitoring is Enabled.
The connection mode is LLC Bridged.

Change the ADSL Modem settings here...

Restart the module by selecting Restart on the left-hand side menu.
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CONNECTING TO AN EXTERNAL DSL OR CABLE MODEM

The Internet access can be provided through an external DSL or Cable Modem. Typically the
connection to an external modem is via an IP Gateway. The IP gateway is provided via the
WAN port on the Broadband module.

Connecting the External Modem / Data Network

Connect a 10/100 Base T connection from the external modem / data network to the WAN
connection on the Broadband Module as shown.

WU B T

Line
e Midem

Thdw D&

LEMPOWT | LAM 0T

LARBORTE  LAMAORT

Programming the Broadband Module for connection to an External Modem
Connect to the Broadband Module programming Interface as described on page 8.

Broadhand Module

broadband Module Basic Configuration

Basic Configuration
Status This page shows general status information about the Broadband Module
@ Tell me more about the status information...

System Backup f Restors
| System Restart
| Advanced Configuration

Internet Access settings

Setup )
Internet Access is provided by the ADSL Modem
LAN Gateway

ADSL Madem The default gateway is not currently set.

ETH/DMZ Part

ValP Mo name (DNS) servers have been configured.
150N

WLAR

About the Broadband Module
The hardware revision for the Broadband Module is C.

The firmware version for the Broadband Maodule is 134,
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Select ETH/DMZ Port.

Broadband Module

ETH/DMZ Port

Broadband Module

Basic Configuration
Status
System Backup | Restore

The ETH/DMZ Part settings control how the Broadband Module uses the
ETH/DMZ Port.
@ Tell me more about the ETH/DMZ Port settings...

System Restart

| Advanced Configuration
The ETH/DMZ Port is currently configured as follows:
— The ETH/DMZ Port hosts a DMZ.

LAN Gateway Change the ETH/DMZ Part settings here...

ADSL Modem
ETH/DMZ Port
alP

ISDM

WLAR

The DMZ IP Address is 192.168.0.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

Select the Change the ETH/DMZ Port settings here...

Broadband Module

=
Broadband Module

ETH/DMZ Port: Mode

Basic Configuration
Status
System Backup [ Restare
System Restart

Advanced Configuration

There are three modes for the ETH/DMZ Port available. Choose a type that
is suitable for your Internet connection from the options below:
(@ Tell me more about ETH/DMZ Port settings...

¢ PPPOE - use this if you use PPPOE with an external DSL modem.

@ 1P Gateway - use this if your internet connection is provided by an
External router or LAN

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
wolP
150N
WWLAN

¢ DMZ - use this if your internet access is provided on the DSL port, and
you are using the ETH/DMZ Port to host a DMZ.

Cancel

Select IP Gateway.
Click Next >.

Broadband Module

Broadband Module

ETH/DMZ Port:

P Gateway Mode

Basic Configuration
Status

System Backup | Restore
| System Restatt

| Advanced Configuration

Choose a type that is suitable for your Internet connection from the
options below:
(@ Tell me more about ETH/DMZ Port settings...

¢ DHCP - use this if your provider uses DHCP to assign network :

(~ Static - use this if you must configure your network settings
rnanually.

Cancel

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port

T

Select DHCP from the ETH/DMZ Port: IP Gateway Mode screen.
Click Next >

If the IP address is not dynamically provided, select “Static” on this screen.

Note See page 20.
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Broadband Module

Broadband Mod ETH/DMZ Port: Confirm

Basic Configuration
Status
System Backup | Restars

The ETH/DMZ Port will use an external IP Gateway to provide internet
access,

Syskem Restart
dvanced Configuration The network settings will be obtained by DHCP.

To confirm these settings, click on the Gonfirm Changes button below,

Setup If you do not wish to apply these settings, click on the Cancel button.

LAM Gatewary
ADSL Madem
ETH/DMZ Port

Caonfirm Changes Cancel

Select Confirm Changes.

Broadband Module

Broadband Module ETH/DMZ Port

Basic Configuration
Status The ETH/DMZ Port settings control how the Broadband Module uses the
System Backup | Restare ETH/DMZ Port.

| System Restart @ Tell me more about the ETH/DMZ Port settings...

vanced Configuration

The ETH/DMZ Port is currently configured as follows:

Setup

The ETH/DMZ Port is configured to use an external IP Gateway to
LAN Gateway provide internet access.

ADSL Madem

ETH/DMZ Port The network settings will be obtained by DHCP.

walP

150M

LA Change the ETH/DOMZ Port settings here...

The DMZ IP Address is 192.168.0.1,
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

The setup is now complete.

It is possible that the external modem and the Broadband Module are using the
same IP address. In this case browsing will not be possible unless one of the
WARNING addresses is changed. See below to change the LAN Gateway address.

Changing the LAN Gateway address

The LAN Gateway address is set by default to 192.168.1.1.
The following procedure is used to change this setting.

Select LAN Gateway in the Setup menu.

The following screen is displayed:

Broadband Module

Broadband Module Addressing

Basic Configuration
Skatus

System Backup f Restore
. System Restark
Advanced Configuration

addressing contrals the network address of the Broadband Module.
@ Tell me more about the Broadband Module address settings...

Currently, the address settings for the Broadband Module are:

IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Change the Broadhand Module address settings here. .

Setup

LAN Gateway
ADSL Modern
ETH/DME Port
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The current settings are shown.

Select Change the Broadband Module address settings here...

Broadband Module

Broadband Module

Basic Configuration
Status
System Backup [ Restare
System Restart

Advvanced Configuration

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Part
warn

LAN Gateway: Setup

You must provide an IP address for the Broadband Module and 2 local
subnet mask.
(@ Tell me more about the [P addresses and subnet masks...

Broadhand Module IP Address

Broadband Module Subnet Mask o

MNext > Cancel

Enter the new IP address and Subnet Mask.

Click Next>.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

Advanced Configuration

Setup

LAN Gateway
ADSL Madem

LAN Gateway: Confirm

The IP address for the Broadband Module will be 192.168.2.1.
The Subnet Mask for the Broadband Module will be 255.255.255.0.

To confirm this setting, click on the Confirm Changes button below, If
you do not wish to apply this setting, click on the Cancel button.

Caonfirm Changes Cancel

Select Confirm Changes.

Broadband Module

Basic Configuration
Status

System Backup | Restore
| System Restart

|| Advanced Configuration

Setup

LAN Gateway
ADSL Madem
ETH/DMZ Part

Broadband Module

Changing IP Address For The Broadband
Module...

Your router's IP address is being changed.

There will be a short pause while the address is changed, and
then you will be redirected to the new address. If you have
not been redirected within 30 seconds, click on this link to go
to the new address.

When the new parameters have been saved new settings are displayed.

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup [ Restore
System Restart
Advanced Configuration

Setup
LAN Gateway
ADSL Modsm

ETH[DMZ Port

Addressing

Addressing controls the network address of the Broadband Module,
(@ Tell me more sbout the Broadband Module address settings...

Currently, the address settings for the Broadband Module are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0
Change the Broadband Module address settings here...

The DHCP Server address range for LAN hosts will automatically change in
the Advanced Configuration settings to reflect the new address range.
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Once the IP address is changed it is necessary to release and renew the PC
IP address in order to reconnect to the management pages. See page 93.
WARNING

Static Address in IP Gateway mode
The Static IP addresses must be provided by the network administrator.

Broadband Module

ETH/DMZ Port: IP Gateway Mode

Broadband Module

Basic Configuration
Status

System Backup § Restore
System Restart

Choose a type that is suitable for your Internet connection from the
options below:
(@ Tell me mare about ETH/DMZ Paort settings...

| Advanced Configuration

¢~ DHCP - use this if your provider uses DHCP to assign netwark
settings.

v iStatic - use_this if you must configure vour network settings :
manually. ;

Cancel

LAN Gateway
ADSL Madem
ETH/DMZ Port
WalP

Select Static from the ETH/DMZ Port: IP Gateway Mode screen.
Select Next.

Broadband Module
Broadband Module ETH/DMZ Port: Static IP Gateway

Basic Configuration
Status For static configuration, you must provide values for the fields below.
Your Service Provider or LAN administrator should provide these wvalues,

Syskem Backup | Restore .
@ Tell me mare shout static IP gatewsy settings...

- Syskem Restart

ko

B 7vanced Configuration Broadhand Module WaN address
Setup Broadband Module WaN Subnet Mask
LAN Gateway Internet Gateway address , .
(EL Gidsm Primary DNS address . . . -

ETH/DMZ Port
YolP Secondary DNS address 0 o

ISDN

WLAN Cancel

Enter the required IP addresses and Subnet mask
Click Next >.

Broadband Module
Broadband Module ETH/DMZ Port: Confirm

Basic Configuration
Status The ETH/DMZ Port will use an external IP Gateway to provide internet
System Backup | Restore access.

System Restart
Advanced Configuration The Broadband Maodule WaN address will be 213.94.222.177.
The Broadband Module WaAN Subnet Mask will be 255.255.255.0

The Internet Gateway address will be 213.94.222.176.

LAN Gateway
ADSL Modem The Primary DNS Server will be 212.57.32.1.

ETH/DMZ Port The Secandary DNS Server will be 212.57.32.2.

YalP
ISDN
WLAN

Tao confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Cancel button,

Canfirm Changes Cancel
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Select Confirm Changes.

Broadband Module
Brnadban Module ETHIDMZ POI’t

Basic Configuration
Status The ETH/DMZ Paort settings control how the Broadband Module uses the

System Backup f Restare ETH/DMZ Port,
@ Tell me more about the ETH/DMZ Port settings...

System Restart
Advanced Configuration
The ETH/DMZ Paort is currently configured as follows:

Setup

The ETH/DMZ Paort is configured to use an external IP Gateway to
LAN Gateway provide internet access.

ADSL Moden

ETH,/DMZ Port The WaN IP Address is 213.94.222.177.

Valp The “waN Subnet Mask is 255.255.255.0.

15N

WLAN The Default Gateway is 213.94.222.176,

The Primary DNS Server is 212.57.32.1.

The Secondary DNS Server is 212.57.32.2,

Change the ETH/DMZ Port settings here...

The DMZ IP Address is 192.168.0.1,
The DMZ Subnet Mask is 255.255.255.0.

Channe tha N7 10 address hare

The new settings are displayed.
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PROGRAMMING IP EXTENSIONS

Up to 12 IP extensions can be equipped on the Broadband Module. These extensions can be
located on the LAN and at remote locations. The Mitel 5330 IP Phone must be used for the IP
extensions.

2 Note that other manufacturers’ IP phones will not work with the system.
Note

Refer to the Mitel 5330 IP Phone Quick Reference User Guide for setting up and connecting
the phone you will find this manual on your Documentation CD that came with your Mitel 3000
system.

i ' E When equipping extensions remotely it is important to ensure that there is sufficient
8 bandwidth available to the Broadband Module to support the extensions.
WARNING

BANDWIDTH REQUIREMENTS

The IP extensions can be programmed to use either G.711 or G.729 codecs. The G.711
codec supports speech at 64kbps and G.729 supports speech at 8kbps. However the
bandwidth needed to support the IP and proprietary-signalling requirements exceeds these
figures.

When using the G.711codec the bandwidth allowance for each active remote extension
should be 100kbps.

When using G.729 codecs the bandwidth allowance for each active remote extension should
be 50kbps.

This bandwidth is required in both the upstream and downstream directions and does not
include the additional bandwidth required for data communications.

The limiting factor for ADSL lines is the speed in the upstream direction. This speed is
significantly lower than the downstream.

It is recommended that if multiple remote extensions are required that a symmetrical DSL
service is used. This is connected to the system by means of an external modem. See page
16.

SETTING UP IP EXTENSIONS
Before attempting to program IP extensions it is important that the following are checked: -

- If any of the IP extensions are located remotely ensure that the broadband service is
connected to and working on the Broadband Module. The VolP programming is not
available unless an IP address is provided on the WAN interface. This address is shown
on the status page. See page 56.

- The broadband service provides a static IP address.

- Ifthe IP extensions are located on the LAN only and no broadband service is supported
then the VolIP interface must be changed to IP LAN. See page 25.

i ' E A STATIC IP address MUST be provided by your DSL provider if IP extensions
£ are to be used remotely.
WARNING
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Select VolP from the Setup menu.

| System Bsckun | Restors
| System Restart
Achionced Configuration

Broadband Module

VolP

Setting up VolP for the Broadband Module allows you to route telaphony

callz over a data network.

(@ Tell me more about Vol

Your current VolP settings are:

Endpaint 1
Endpoint 2
Endpoint 3
Endpeant &
Endpeant §
Endpoint 6
Endpoint 7
Endpoint B
Endpaint &
Endpoint 10
Endpoint 11
Endpomt 12

Change Yol Endpoint types b

G711,G729
G7L1,G729
G711,G729
G711,0729
G711,0729
GI11,GEE0
G711,G729
G711,G729
G711,G729
G711,G729
G711,G729
G711,0729

Change VoIP Endpoint authentic

ation hera,.,

Not Conflgurad
not Configured
ot Conflgured
Mot Configured
Not
Nt

onfigurid
sonfigurid
Not Configurad
Not Configurad
Not Configurad
ot Conflgured
ot Conflgured
Mot Configurid

Change Vol Endpowt addibional oplions B,

Select Change VolP Endpoint types here...

Note Broadband Module.

Broadband Module

Basic Configuration
Status

System Backup | Restore
Syshem Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
YoIP
ISoM
WLAN

Broadband Module

Endpaint 1
Endpaint
Endpoint
Endpaint

2
3
4
Endpaint 5
Endpoint &
Endpoint 7
Endpaint 8
Endpoint 8
Endpoint 10
Endpaint 11

Endpaoint 12

VolP: Endpoint Type

Extension Type

Inactive
Inactive
ITP Extension %
ITP Extension v

ITP Extension |+

Inactive ~
Inactive

Trunk

[

Inactive ~
Inactive b

Inactive

Inactive 3

Cancel

You should fill out the following fields.
@ Tell me more about YoIP...

If the Endpoint screen is not shown it is because an IP address is not available to the
WAN Interface. Ensure the broadband connection is available and working on the

Select IP Extension for each endpoint to be configured as an extension.

Click Next >.

Broadband Module

Basic Configuration
Status

System Backup [ Restore
System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modem
ETHIDMZ Port

¥YoIP
130N
WLAN

Broadband Module

Endpoint 1
Endpoint 2
Endpoint 3
Endpaint 4
Endpoint &
Endpoint &6
Endpoint 7
Endpoint &
Endpaint 9
Endpoint 10
Endpoint 11
Endpoint 12

VolP: Confirm

The endpoint settings will be:

Type

Inactive
Inactive
ITP Extn
ITP Extn
ITP Extn
ITP Extn
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive

Confirm Changes Cancel

To confirm this setting, click on the Confirm Changes button below. If
you do not wish to apply this setting, click on the Cancel button,
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Select Confirm Changes.

Broadband Module

Broadband Hodule VolP: Endpoint Authentication
Basic Conligue ation
Status You should fill cut the following felds.
Syshem Bachup [ Restore @ Toll me more about WolP,
I Usemanme Password MAC Address
B Advanced Cenfiuration . 2 . g =
Endpoint 1
Restart Required Endpoint 2 | |
To mplament your ITPExtn 152 || esssssss 00.10,36.03.0

chanas 3 rostart i

required. ITP Extn 153

010:3603:00
00:10:36:03:0

ITP Extn 154
Fuosian o | | [esesase 001036030
Endpoint 7 | |
Endpoint 8

Endpaint 7

Endpoint 10
Endpoint 11
Endpoint 12

Cancal

Enter the MAC address for each extension.

2,

Note

The MAC address is printed on a label on the base of the IP Phone.

The password is set at iptpassw which matches the default password in the IP phones. This
should not be changed.
Click Next>.

Broadband Module

5

Broadband Module VolP: Confirm

Basic Configuration
Status The endpoint settings will be:
System Backup | Restore
|| Svstem Restart Username / MAC
| Advanced Configuration Endpaoint 1 Not Configured
Endpaint 2 Not Configured
Restart Required ITP Extn 152 00:10:36:03:00:00
ATD R s ITP Extn 153 00:10:36:03:00:00
changes a restart is ITP Extn 154 00:10:36:03:00:00
required. ITP Extn 155 00:10:36:03:00:00
Endpoint 7 Not Configured
Restart Endpaint 8 Not Configured
Endpaint 9 Not Configured
Satup Endpaint 10 Not Configured
LAN Gateway Endpoint 11 Not Configured
ADSL Modsm Endpoint 12 Not Configured
ETH{DMZ Port
YoIP To confirm this setting, click on the Confirm Changes button helow. 1f
150H you do not wish to apply this setting, click on the Cancel button.
WLAN
Canfirm Changes Cancal

Select Confirm Changes.

External router / firewall

If the Broadband module WAN port is connected to an external router that has an active
firewall the following firewall rules should be added to the external router to allow remote IP
extensions to connect to the Broadband Module.

Open TCP ports 3998, 3999, 6800, 6801 and 6802 in incoming and outgoing.

Open UDP ports 5060 to 6000.
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IP extensions on the LAN only
The VolIP interface must be changed to “iplan” before the IP endpoints can be programmed.

Select VolP from the Setup menu.

Your advanced YolP settings are...

The SIP User domain is .

The SIP Registrar Proxy Server is .

The SIP Registrar Server port is 5060.

The SIP Registrar Server expiry time interval is 3600.
The SIP Transport for SIP invite requests is UDP.

The QoS settings are:

The RTP DSCP is 0.

The Signalling DSCP is 0.

The Cutbound Server Is .

The Outbound Server port is 5060.

The Outbound Server transport is UDP.

The YoIP Interface is iplan.

Only accept calls to Registered Endpoint Numbers DISABLED.

Change Advanced YolP settings here...

At the bottom of the menu select Change Advanced VolP settings here....

S TERAE VolP: Advanced Settings

Basic Configuration
| Status The following settings should only be changed by an Installation Engineer,
| System Backup { Restare or under the direction of your system supplier. Incorrect configuration of
| System Restart the following settings may cause issues with the operation of Yoice over
IP.

Advanced Configuration

@ Tell me more about YolP...

User Domain l:l

Registrar Prory Server l:l

Registrar Server Port

Registrar Server Expiry Time
Transport for Invite Requests

Qos: RTPDSCP0 |

QoS Signalling DSCP l:l

Outhound Server l:l

Outbound Server Port
Outbound Server Transport
YolP Interface

Only accept calls to Registered Endpoint 0
Numhbers

Mext > Cancel

From the dropdown menu associated with VoIP Interface select iplan.
Click Next>.
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rm

VolP: Confirm

Broadband Module

Basic Configuration
| Skatus

| System Backup | Restare
System Restart

The SIP User Domain will be .

The SIP Registrar Proxy Server will be .

The SIP Registrar Server port will be 5060,

The SIP Registrar Server expiry time interval will be 3600,
The SIP Transport for SIP invite requests will be UDP.

Advanced Configuration

Setup

The QoS settings will be
The RTP DSCP will be 0.

LAN Gatewa: R "
4 The Signalling DSCP will be 0.

AD3L Modem

ETHJDMZ Port
¥olIP
SWLAN

The Outhound Server will be .
The Outbound Server port will be 5060,
The Outbound Server Transport will be UDP,

The YoIP Interface will be iplan.
Only accept calls to Registered Endpoint Numbers Disabled.

To confirm this setting, click on the Confirm Changes button below. If
wou do not wish to apply this setting, click on the Cancel buttan,

Caonfirm Changes Cancel

Select Confirm Changes.

IP Extension Codec

The IP extension codec is set in default as G.711, G.729. This setting will choose G.711 as a
preference. It is recommended that this setting is retained as G.711 will provide better quality
voice. If you wish to save bandwidth and are willing to have lower quality voice on VolP
phone calls the codec may be changed to G.729.

Select Change VolP Endpoint additional options here....

Broadband Module

Broadband VolP: Endpoint Additional Options
Basic Configuration
Status You should fill aut the following fields.
| system Backup { Restore (@ Tell me more about YolP...
il System Restart Enable Silence Enable "
Advanced Configuration Suppression RFC2E33 Coelees
1P Trunk 1 O G711.G729 +
Restart Required
ITP Extn 151 GAL.G72e v
To irmplerment your
changes a restart is ITP Extn 152 G711.G729 »
e Endpoint 4 G711.G729
Festart Endpoint 5 GP1LG729 v
Endpaint 6 G711.G728 +
setup Endpoint 7 G711.G729 ~
LTEEy Endpuint 8 GP11.G729 ¥
ADSL Madem
ETH{DMZ Part Endpaint 9 G711.G728 +
ol Endpoint 10 G711.G729 +
WLAN
Endpoint 11 GP1.G729 v
Endpaint 12 G711.G728 ~

Next> Cancel

From the dropdown menu associated with the IP Extension you can select the coded as
G.729.
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IP Extension Numbering

The following extension numbers are assigned to each endpoint.

Extension number Endpoint
150 1
151 2
152 3
153 4
154 5
155 6
156 7
157 8
158 9
159 10
160 11
161 12
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VoIP TRUNKS

There are two elements to programming VoIP Trunks.

- Programming the VolIP proxy server settings. The VolP service provider supplies the
details for this.

- Programming endpoints as VolP trunks rather than IP Extensions.

Proxy Server Settings
Select VolP from the Setup menu

Basic Configuration
Status Setting up YoIP for the IP Module allows you to route telephony calls over
a data network.

(@ Tell me more ahout YoIP...

System Backup | Restore
System Restart

Adwanced Configuration
Your current YolP settings are:

Setup

LAN Gateway
ADSL Madem
ETH{DMZ Port
¥oIP
1sDN
WLAN

Change YoIP Endpoint types here...
Change YoIP Endpaint suthentication here...
Change YalP Endpoint additional options here...

Your advanced YoIP settings are...

The SIP User domain is .

The SIP Registrar Proxy Server is .

The SIP Registrar Server port is 5060.

The SIP Registrar Server expiry time interval is 3600,
The SIP Transport for SIP invite requests is UDP.

The QoS settings are:

The RTP DSCP is 0.

The Signalling DSCP is 0.

The Quthound Server is .

The Outbound Server part is 5060.
The Cutbound Server transport is UDP.

The WoIP Interface is ipwan.
Only accept caiis to Registered Endpoint Murmbers DISABLED.
Change Advanced YolP settings here...

Select Change Advanced VolP Settings here...

Broadband Module VolP: Advanced Settings

Basic Canfiguration

Status The following settings should only be changed by an Installation Engineer,
|| System Backup | Restore or under the direction of your system supplier. Incorrect configuration of
| System Restart the following settings may cause issues with the operation of Voice over

derd 112

@ Tell me more shout YoIP...

User Domain

Registrar Proxy Server

Registrar Server Port m

Registrar Server Expiry Time m
Transport for Invite Requests

QoS: RTRP DSCP

|

QoS: Signalling DSCP

Outbound Server

Outbound Server Port
OQutbound Server Transport
voIP Interface

Only accept calls to Registered Endpoint 0o
Mumbers

Mext > Cancel
Enter the following parameters. The VolIP service provider provides these:

e User Domain — enter a URL or an IP address

e Registrar Proxy Server — enter a URL or an IP address

e Registrar Server Port — the default value is 5060. If a different port number is used,
enter it here.

e Registrar Server Expiry Time — the default value is 3600. If a different time period is
used, enter it here

e Transport for Invite Requests — select TCP or UDP from the drop-down menu

e Qo0S: RTP DSCP - this parameter is only used on a Quality-of-Service enabled network
and will be provided by the network administrator. Where a standard Internet connection
is used, leave this parameter at the default setting of 0
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e QoS: Signalling DSCP — this parameter is only used on a Quality-of-Service enabled
network and will be provided by the network administrator. Where a standard Internet
connection is used, leave this parameter at the default setting of 0

e Outbound Server — enter a URL or IP address

e Outbound Server Port — the default value is 5060. If a different port number is used,
enter it here.

e Outbound Server Transport - select TCP or UDP from the drop-down menu

¢ VoIP Interface — the drop-down menu has three options. Select ipwan if the on-board
ADSL modem is used for broadband. Select iplan if the IP extensions are on the LAN
and no broadband service is provided. Select ipdmz if the ETH/DMZ port is used for
broadband. The iplan option is not used for IP trunks

e Only accept calls to Registered Endpoint numbers — leave this option unchecked.

e Click Next >

Broadband Mu:ie VolP: Confirm

Basic Configuration

Status The SIP User Domain will be sip.bbvservice.nat.bt.com.

System Backup | Restore The SIP Registrar Proxy Server will be sip.bbvservice.nat.bt.com.
The SIP Registrar Server port will he 5060,

The SIP Registrar Server expiry time interval will be 3600.

The SIP Transpart for SIP invite requests will be UDP.

| System Restart

| advanced Configuration

Setup The QoS settings will be
The RTP DSCP will be O,

LAN Gat
g The Signalling DSCP will be 0.

ADSL Modem
ETH{DMZ Port
¥oIP

The Outbound Server will be www.bbvservice-560049x%.bt.com.
The Cutbound Server port will be 5060.

I5DN The Cutbound Server Transport will be UDP.

WLAN

The YoIP Interface will be ipwan.

Only accept calls to Registered Endpoint Numbers Disabled,

To confirm this setting, click on the Gonfirm Changes button below, If
you do not wish to apply this setting, click on the Cancel button.

Confirm Changes Cancel

Select Confirm Changes.

Trunk Settings

A broadband connection must first be established before the IP Endpoints can be
programmed. The VolIP service provider will supply the username and password for each
trunk.

Select VolP from the Setup menu.

The following screen is displayed:

Broadband Module VolP

Basic Configuration
Shatus Setting up YoIP for the Broadband Module allows you to route telephony
calls over a data network,

System Backup | Restore
@ Tell e more shout YolIP...

8| System Restart
|| Advanced Configuration
Your current VoIP settings are:

Setup

Endpoint 1 G711,G729 Not Gonfigured
:’:)':LG;Z";: Endpoint 2 G711,G729 Not Configured
ETH/DMZ Part Endpoint 3 G711,G729 Not Configured
VoIP Endpoint 4 G711,G729 Not Configured
ISOH Enclpoint & G711,G729 Mot Gonfigured
VLA Endpoint & G711,G729 Not Configured
Endpoint 7 G711,G729 Not Configured
Endpoint 8 G711,G729 Not Configured
Endpoint 9 G711,G729 Not Configured
Endpoint 10 G711,G729 Not Configured
Endpoint 11 G711,G729 Not Configured
Endpoint 12 G711,G729 Not Configured

Change wolIP Endpoint types here...
Change YolIP Endpoint authentication here...
Change YolIP Endpoint additional options here...
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Select Change VolP Endpoint types here...

Broadband Module VOIP: End po'nt Type

Basic Configuration
Status You should fill out the following fislds.
System Backup | Restare @ Tell me more about YolP...

System Restart

Extension Type

Advanced Configuration .
Endpoint 1 Trunk hd
Setup Endpoint 2 Inactive b

LAN Gateway Endpoint 3

ADSL Madem Endpaint 4 TP Extension
ETH/DMZ Port

YoIP Endpoint 5 Ihactive hd
ISDH Endpaint & Inactive -
WLAN ) -

Endpoint 7 Ihactive hd
Endpoint 8 Ihactive hd
Endpoint 9 Ihactive hd

Endpoint 10 Ihactive hd

Endpoint 11 Ihactive hd

Endpaint 12 Inactive -

Select Trunk from the drop down menu for each endpoint to be configured as a trunk.
Click Next >.

Broadband Module

Broadband Module VOIP: Conflrm
Basic Configuration
Status The endpaoint settings will be:
Syster Backup f Restore
System Restart Type
Advanced Configuration Endpoint 1 Trunk
Endpoint 2 Trunk
Endpoint 3 Inactive
A g Endpoint 4 Inactive
ADSL Madem Endpaint 5 Inactive
ETH/DMZ Port Endpoint & Inactive
YoIP Endpoint 7 Inactive
150N Endpoint & Inactive
WLAN Endpoint @ Inactive
Endpoint 10 Inactive
Endpoint 11 Inactive
Endpoint 12 Inactive

To confirm this setting, click on the Confirm Changes button below. If
wou do not wish to apply this setting, click on the Cancel button.

Confirm Changes Cancel
Select Confirm Changes.
Broadband Module VolP: Endpoint Authentication
Basic Configuration
Status vou should fill out the following fields.
System Backup | Restore @ Tell me more about YalP...
izf:x:dezfnr;iguratmn Username Password MAC Address
1P Trunk 1 [23458789 | -

Restart Required IP Trunk 2 [34567890 | . - I
ATD implerment your Endpaoint 3 _ _ _

e ecpere s N D
_Posat | ecpores [N NN
po— edpoint 7 [T [
r— enponts [T [
ADSL Modem Endpaoint 9 _ _ _
ETHpmz sepant 10 ] [
150N Endpaint 11 I ] [
spant 12 [ [

- Cancel
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Enter the Username and Password for each trunk
Click Next >.

Broadband Module

Broadband Module VOIP: Conflrm
Basic Configuration
Status The endpoint settings will be:
System Backup [ Restare
| System Restart Usarname / MaC
. Advanced Configuration IP Trunk 1 23456789
IP Trunk 2 34567890
Restart Required Endpoint 3 Mot Configured
To implement your Endpoint 4 Mot Gonfigured
Achanges arestart is Endpoint & Mot Gonfigured
required. Endpoint & Mot Configured
Endpoint 7 Mot configured
Restart Endpaint & Mot Configured
Endpoint 9 Mot Configured
Setup Endpoint 10 Mot Configured
LAN Gateway Endpoint 11 Mot Configured
ADSL Madem Endpoint 12 Mot Gonfigured
ETH/DMZ Part
YoIP To confirm this setting, click on the Confirm Changes button below. If
150N wou do not wish to apply this setting, click an the Cancel buttan.
WLAN
Confirm Changes Cancel

Select Confirm Changes.

Additional Endpoint Options

There are three additional parameters for each IP Endpoint. Your VolP service provider will
provide you with the necessary information to program these options.

Select Change VolP Endpoint additional options here...on the VolP screen.

Broadband Module VolP: Endpoint Additional Options
Basic Configuration
Status Y¥ou should fill out the following fields.
System Backup | Restare @ Tell me more about YoIp...
System Restart Enable Silence Enahle d
| Advanced Configuration Suppression RFC2833 Codecs
1P Trunk 1 r r G711.G729 -
Restart Required
1P Trunk 2 r r G711.G728 =
To implerment your
changes a restart is Endpoint 3 | ] G711.G728 >
i) Endpoint 4 r ] G711.G728 ~
Fiestart Endpaint § r r G711.G728 =
Endpaint 6 r r G711.G723 =
Setup Endpaint 7 r r G711.G728 =
e Endpaint 8 ] r G711.G729 ~
ADEL Modzm
ETH{DME Part Endpoint 9 L ] G711.G729 =
o Endpoint 10 r r G711,G729 ~
150N
WLAN Endpoint 11 | ] G711.G729 =
Endpoint 12 | ] G711.G728 >

MNext > Cancel

Enable Silence Suppression
This applies to IP trunks only. It is disabled by default. Turning Silence suppression on can
reduce the bandwidth used on VolIP calls.

Enable RFC2833

This applies only to IP trunks, and is disabled by default. It should be turned on if the VolP
service provider requires this protocol to support the sending of tones during a call.
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Codecs
Select the codec recommended by your VoIP service provider. Note that it is possible to
select either G.711, G.729 or BOTH (with 711 attempted first.)
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SETTING UP A SERVER ON THE MITEL 3000

To provide a server, Web server, ftp server etc., then access to the server from the Internet
must be provided. The server can be located on the DMZ or the LAN.

The server should be located on the DMZ if access to the Internet is provided over the on
board ADSL modem.

The server must be located on the LAN if access to the Internet is provided via the WAN
interface to an external modem or router.

The broadband service must be of the type that provides a fixed IP address. This is
required so that external users on the Internet can access the server. This is
Note available from your service provider.

PROVIDING A SERVER ON THE DMZ

To locate a server on the DMZ that can be accessed from the Internet the following must be
done:

- Connect the server to the 10/100 WAN port using a crossover cable.
- Assign a fixed IP address to the server.

- A Reserved Mapping is programmed to allow access through NAT to the server. (Also
known as Port Address Translation or NAT Transversal).

- Add a port filter so that the Firewall allows access to the application on the server.

Assigning a fixed IP address to the server
Select Advanced Configuration from the Broadband Module menu.

Broadband Module

Broadband Module Advanced Configuration

Basic Configuration

Advanced Configuration
ADSL Tesk

. Diagnostics

. Flash Update
Reset to Defaults

Changing the Advanced Configuration can affect
the security and functionality of the Broadband
Module. Only specialists with knowledge of the

advanced features should make changes to the
Advanced Configuration.

Advanced Setup

Admin Accounts

Firewall & Security
IP Routes
DHCP Serwver

Select DHCP Server from the Advanced Setup Menu.

Existing DHCP server subnets

Use
local Assign Get

Subnet value  Subnet Mask host address _ Auto EHbney Delete?
address v Domain from IP
as DNS Name interface
default
sServer
gateway
Advanced
[192188.10 | [255.285.2850 | [wue v tue v| [twe ¥|[iplan ¥ O optinne... ©
Advanced
[192188.00 | [2s5.285.2850 | [wue v tue v| [twe ¥ [ipom: ¥ O optinne... ©
Create new Subnet... ©
Help
There are currently no DHCP server fised IP/MAC mappings defined.
Create new Fized Host... © 33
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Select Create new Fixed Host.
The foIIqing screen is displayed:
Broadband Module Create new DHCP server fixed host IPPMAC mapping

Basic Configuration
Advanced Configuration
|| ADSLTest
M Diagnostics
B Flash Update

Reset ko Defaulks

Add new mapping

Define your new fixed mapping here. The IP address you choose will be
given to the host with the MAC address you specify. The IP address rmust
not clash with an 1P address already present in 2 dynamic address range,
vou should also ensure that there is a sultable subnet defined for the IP
address to reside in. The MAC address should be expressed as 6
hexadecimal pairs seperated by colons, e.g. 00:20:2b:01:02:03

Advanced Setup

Admin Accounts

Fronalt.secuty 1P address I I
I rautes MAC adress L
DHCP Server

Maximum lease time 255200 seconds

Enter the IP address to be assigned to the host. It must be outside the dynamic range of the
DHCP server that is 192.168.0.2 to 192.168.0.21 in default (e.g. 192.168.1.22).

Enter the MAC address of the server.

The lease time is 6 days in default. The DHCP / client communication will ensure the IP
address is continually renewed so this need not be changed

Select OK.

2 If the WAN interface has been assigned more than one IP address by the service
provider then a Global Address pool must be programmed. See Page 38.

Note

Reserved Mapping

Reserved mappings are used to create exceptions to the normal NAT rules to allow incoming
access to a specific server or application on the DMZ or LAN. A static route is defined
between an external IP address and internal IP addresses. Reserved mapping is also called
Port Address Translation or Port Forwarding.

Select Firewall and Security from the Advanced Configuration menu.

Broadband Module

Uroadband Madule Firewall Configuration

Security State

Firewall: & Enabled O Disabled

Intrusion Detection Enabled: O Enabled & Disabled
FEE State
Security Level

Security Level: high
Security Interfaces

name  Typa NAT

| Digabie MAT |

ipwan | external
| Disable MAT o OMZ interiaces B |

Agvanced NAT Configuration... O

I Disabie NAT |
ipdmz | dmz

advanced NAT Configuration... @
iplan  |intemal | May be configured on external or DMZ interfaces

Add Interfaca... @ (all intarfaces defined)

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration .. O
Seturity Trigger Configuraton... 0
Configure [ntrysion Datection... @

Configurs Security LOgQing...0
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Select Advanced NAT Configuration...for the ipwan Security Interface

Advanced NAT Configuration: ipwan

L
Broadband Module

Basic Configuration
Advanced Configuration
ADSL Test

. Diagnostics

|| Flash Update
Reset bo Defaults

Global Address Pools

Mo Global address Pools

Add Global Address Pool... @

Advanced Setup

Adrnin Accounts Resewed Ma ppi“gs

Firewall & Security
IP Raoutes
DHCP Server

Mo Reserved Mappings

Add Reserved Mapping. . @

Return to Interface ListQy
Select Add Reserved Mapping...

broadband Madule

NAT Add Reserved Mapping: ipwan

Eamic Conliguration
Advarsced Configuration
ADSL Test
| Disgrrostics
B Flash Update
Rieset Lo Defauks

Add Reserved Mapping

External Port Internal Port

TP Addresses Transport Range Range

Advarcud Sulug Global Internal Type start End start End

Audimin Accounts
Firewall & Securily
TP Routes
DHCP Sérver

noon

(Set to 0.0.0.0 o

use the prmary icrp 0 o 0 9
P adkdross of Hw

interface “ipwan®)

Add Fieserved Mapping

Betum to HAT Configuration @

Batum to Interface ListQ

Enter the following parameters:

Global IP Address. This is the public IP address assigned to the WAN interface. If a specific
IP address is to be mapped it is entered in the Global field. This is normally the case where
multiple IP addresses are provided on the service and they are being used to access different
servers (e.g. security web cams).

Internal IP Address. This is the internal IP address of the server on the LAN.

Transport Type. Select the protocol required from the drop down list.

External Port Range. A port or port range can be defined for the external IP address.
Internal Port Range. A port or port range can be defined for the internal IP address.

Select Add Reserved Mapping.

The following is an example of reserved mapping for a Web Server.

NAT Add Reserved Mapping: ipwan

Add Reserved Mapping

IP Addresses Transport External Port Internal Port
Range Range
Global Internal Type Start End Start End
0.0.00
(St to 0.0.0.0 to
use the primary |192-168-U-22 | ‘tcp v| |8El | |EEI | |BEI | |E‘El |

IP address of the
interface “pwan™)
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Port Filter

Port filters are defined to allow specific Application level traffic through the firewall. A Port filter
must be defined for the traffic to be allowed access to the server.
From the Firewall Configuration page select Security Policy Configuration...

Security Policy Configuration

Current Security Policies

Interface Interface . . . .
Type 1 Type 2 validators Policy Configuration
: | int | only listed Port Host

Lol I hosts blocked | Eilters...@ | ¥alidators...
" | d Only listed Port Host

BT mz hosts hlocked | Filters... @ | ¥alidators... @

i Port Host
dmz internal Ol litize Filto ol

hosts blocked | Filters... @ | Yalidators... @

Select Port Filters external - internal interface.

g

Broadband Module Firewall Port Filters: external-internal
Basic Configuration
Advanced Configuration 3 Destinati
ource estination . .
AL Test Source |Destination  IP Port Port BIGT=AI
EEErasiEs Address | Address | Protocol
| Flash Update Min | Max | Min | Max | Inbound Outbound
Reset to Defaults
£y Ay 1CMP N/A (N/A N/A (N/A | false true Deleta
Advanced Setup
Aekin Accounts ay AR Tcp 0 65535 0 65535 | false true Delste
Firewall & Security
IP Routes
— Any ANy uoP 0 65535 0 65535 falze true Delete
b1y (4R upp 0 65535 5060 600D true true Delete
Gy AR TP 0 65535 5566 5566 | true true Delete

Add TCP or UDP Filter
Add Raw IP Filter

Return to Policy List

Return to Interface List

Select Add TCP or UDP Filter...

The current filters are displayed. Select Add TCP or UDP filter for TCP and UDP protocol.
Add Raw Filter where a Protocol name or number can be entered.
? If a different protocol, other than TCP or UDP is required select the option to add a

raw IP filter. See Page 37 below for details.
Note

When Add TCP or UDP Filter...is selected the following screen is displayed:

vroadband Madule Firewall Add TCP/UDP Port Filter: external-internal
Basic Configuration
Advanced Lonfiguration - -
AL Test Destinatin Suurce | Destination L
| Source adidrirss plorielias Pratocol | SE e
n:‘ o Inbound | Gutbound
Finset b Def s . . Range
[;UT;'“" ];'0"‘;;““' Start - |Range Start
.00, | Fnd = End
eanced brtas TP ™ o n Allow [ |[Allow
Aubin Fccounts Mlaak: Marsk: o~
Firewall & Seeurlk il
w urity nonn nnnn 5535
Apgly
Retarn Lo Filter Lis

Parbaarn Lo Policy Lizt

Bgturn to Interface List
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Enter an IP address and subnet mask in the Source Address field if access to the server is to
be limited to a particular address or range of addresses.
If access is not restricted to particular addresses then leave the source address at 0.0.0.0.

Enter the IP address of the server in the Destination address field. The subnet mask is
255.255.255.255 so that this IP address is the single address of the server.

Select the Protocol, TCP or UDP as required in the Protocol field.
Source port or range of ports (associated with source IP address)

Destination port or range of ports (associated with destination IP address)
Direction, Inbound or Outbound

If the WAN port is being used for access through an external modem / router then
the server must be located on the LAN. The same steps as for the DMZ apply but in
Note this case the server is connected to the LAN and a crossover cable is not required.

Application Level Gateways (ALG).
The filter can, however, be applied as well as the ALG. See page 71 for information
on ALGs.

2 It is not necessary to add a filter for any protocol already catered for in the

Note

Adding a Raw IP Filter
A raw IP filter is added if a port filter is required for any protocol other than TCP or UDP.
On the Firewall Port Filters page select Add Raw IP filter...

Firewall Add Raw IP Filter: external-internal

5}
Broadband Module

Basic Configuration
Advanced Configuration

ADSL Test Direction

source address Destination ip
| ¥
~ Diagnostics address Protocol Inbound Outbound
| Flash Update
Reset to Defaults IP Address: IP 4ddress:

0000 | [oooo | mumber

arname: | Allgw v | | Allow

Mask: Mask: 0
0000 | [oooo |

Advanced Setup

Adrin Accounts

Firewall & Security
IP Routes
DHICR Server

Apply
Return to Filter List

Return to Policy List

Return to Interface List

Add the source and destination addresses and the protocol name or number. (For example,
either the protocol name “SMP” or its equivalent number “121" may be supplied in the IP
Protocol field).

37



Mitel 3000
Broadband Module Manual

Global Address Pools

A global address pool is used to assign a range of public IP addresses to a WAN interface.
This can be used in conjunction with Reserved Mapping to associate the public IP addresses
on the WAN interface with specific servers/applications on the DMZ or LAN.

Select Advanced NAT Configuration... on the ipwan / external interface.

Broadband Module

Advanced NAT Configuration: ipwan

Basic Configuration
Advanced Configuration Global Add ress Pools
ADSL Test
| Disgnostics
-:,; Flash Update
| Reset to Defaults

Mo Global Address Pools

Add Global Address Poal,.. @

Advanced Setup

Adinin Accounks Reserved Mappings
Firewall & Security
IP Routes

DHCP Server

Mo Reserved Mappings

Add Reserved Mapping...

Return to Interface List @y

Select Add Global Address Pool...

The following screen is displayed.

NAT Add Global Address Pool: ipwan

Basic Configuration

O G D Add Global Address Pool

ADSL Test
Diagnostics

Flash Update
Baset to Babe Interface Use Subnet Ip Address Subnet Mask/IP

HEERLS Type Configuration Aduress 2
Advanced Satup \mtemalj \Use Subnet Mask j \ \

Admin Accaunts

Select an interface from the drop down list. Select the DMZ interface if the server /application
is on the DMZ. The internal interface is selected if the server / application is on the LAN.

The IP addresses can be entered by entering the first address and a subnet mask or by
entering the first and last IP address in the range.

=TT Acld Global Address Pool |

To enter the IP address and subnet mask, select Use Subnet Mask in the Use Subnet
Configuration field. Enter the first IP address in the IP Address field and the subnet mask in
the Subnet mask / IP Address 2 field.

To enter the first and last IP addresses select Use IP Address Range in the Use Subnet
Configuration field. Enter the first IP address in the IP Address field and the last IP Address
in the Subnet mask / IP Address 2 field.

Select Add Global Address Pool

ETH/DMZ PORT

You can use the ETH/DMZ Port in one of several ways depending on the requirements at
your site:
e Connect to the Internet using PPPoE and an external ADSL modem. See page 11
e Connect to the Internet via an external router (or other IP device). You may use
DHCP to discover the required settings, or specify them manually. See pagel6.
e Use the port to host a DMZ network. In this case, you will normally use the built-in
ADSL modem to connect to the Internet. See page33.

38



Mitel 3000

Broadband Module Manual

The default setting of the ETH/DMZ port is DMZ.

DMZ

To change the DMZ IP address select ETH/DMZ from the Setup Menu

Broadband Module

Broadband Mo;;le ETHIDMZ POl’t
Basic Configuration

Status The ETH/DMZ Port settings control how the Broadband Module uses the

System Backup | Restore ETH/DMZ Port.
System Restart @ Tell me more ahout the ETH/DMZ Port settings. ..

. Advanced Configuration

The ETH/DMZ Port is currently configured as follows:
Setur The ETH/DMZ Part hosts a DMZ,

LAM Gateway Change the ETH/DMZ Port settings here. ..

ADSL Madem
ETH/DMZ Port
ValP

ISDM

WWLAR

The DMZ IP Address is 192.168.3.1.
The DMZ Subnet Mask is 255.255.255.0.

Change the DMZ IP address here...

Select Change the DMZ IP address here ...

ETH/DMZ Port: DMZ Setup

Basic Configuration

Status To setup your DMZ port, you must provide values for the fields below,

@ Tell me more about DMZ Setup settings...

Broadhand Module DMZ address

Broadband Module DMZ Subnet Mask . 266

MNext> Cancel

System Backup [ Restore
y System Restart
| Advanced Configuration

]

]
]
]

Setup

LAM Gateway
ADSL Modem
ETH/DMZ Port
VoIP
WLAN

Enter the new IP address and subnet mask
Broadband Module

Broadband Module ETH/DMZ Port: DMZ Setup

Basic Configuration
Status

System Backup [ Restore
System Restart
Advanced Configuration

To setup your DMZ part, you must provide values for the fields below,
@ Tell me more about DMZ Setup settings...

Broadband Module DMZ address . . - .

Broadband Module DMZ Subnet Mask . 1255 55 D

Cancel

i

]

Setup

LAN Gateway
ADSL Modem

Click Next>

Broadband Module

L
Broadband Module

ETH/DMZ Port: Confirm

Basic Configuration
Status
System Backup [ Restore

The Broadband Module DMZ address will be 192.168.3.1.

The Broadband Module DMZ Subnet Mask will be 255.255.255.0
System Restart
To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Cancel button.

Advanced Configuration

Setup Confirm Changes Cancel

LAN Gateway
ANSI Mademn

Select Confirm Changes
The new address settings are displayed.
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ISDN
Where the PBX is equipped with ISDN line(s), ISDN can be used to automatically back up the

on-board ADSL modem in the event of line failure. In the case where no broadband service is
available, ISDN can be used for Internet access. The default setting is that ISDN is disabled.
Obtain the following information from your Internet Service Provider

Phone number to connect to the ISP

Username

Password

e Select “ISDN” from the Setup menu

The following screen is displayed

Broadband Module

ISDN

Basic Configuration
Status
System Backup | Restore
System Restart

Advanced Configuration

The ISDN settings control how the Broadband Module uses ISDN to
connect to the Internet,
(@ Tell me more about the ISOM settings...

ISDM is currently disabled.

Setup

LAH Gateuay
ADSL Modem

ETLRIT Rk

Change the ISDM settings here...

e Select “Change the ISDN settings here ...

Three options are presented for using ISDN :-

(1) Disabled

With this option, ISDN is never used to establish an Internet connection. This is the default
setting.

(2) Backup

When this option is enabled, ISDN is used to automatically backup the on-board ADSL
modem in the event of line failure. When a line failure is detected, ISDN will wait 60 seconds
before backing up ADSL. When the ADSL line is restored, the ISDN call will be automatically
disconnected and browsing resumed over ADSL.

Broadband Module

Broadband Module

ISDN: Mode

Basic Configuration
Status

Choose an ISDN mode that is suitable for your Internet connection from
the options below:
@ Tell me more about 1SDM settings...

System Backup | Restore
System Restart

B Advanced Configuration ¢ Disabled - use this if you do not want to use ISDN for Internet access,
@ Backup - use this if you want the Broadband Module to use ISDN for

Setup backup Internet Access when ADSL is unavailable.

LAN Gateway
ADSL Modem
ETHDMZ Port
YoIP

¢ Enabled - use this if you want to always use ISDN for Internet Access,

Iext > Cancel

e Select Backup
e Select “Next”
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The following screen is displayed

Broadband Module

Broadband Madule ISDN: Settings

Basic Configuration
Status

In order to use an ISDM connection to the Internet, you must supply a
username, password and phone number to logon to your Internet Service
Provider (ISP). Your ISP should provide you with these details when you
sigh up for their service.

@ Tell me more about the ISDN settings...

Phone Number
PPP Username
PPP Password _
Retype the PPP Password _

Mext > Cancel

System Backup | Restore
System Restart
Advanced Configuration

Setup

LAN Gateway
ADSL Modsm
ETHJDMZ Port
voIP
1SDN
WLAR

o Enter the external line access digit (default is 0) followed by the Phone Number.
e Enter the Username and Password. Retype the Password.
e Select “Next”

The following screen is displayed

Broadband Module

Broadband Module

ISDN: Confirm

Basic Configuration
Status

System Backup | Restare
System Restart

1SDN will be configured as a backup.

The phone number will be 923456789,

B dvarced Configuration The username will be username

To confirm these settings, click on the Confirm Changes button below,

Setup If you do not wish to apply these settings, click on the Cancel buttaon,

LAN Gakeway
ADSL Madem
ETH{DMZ Port.

Confirm Changes Cancel

e Select "Confirm Changes"

The following screen is displayed

Broadband Module

Broadband Module ISDN

Basic Configuration
Status
System Backup | Restore

The ISDN settings control how the Broadband Module uses ISDN to
connect to the Internet.
System Restart @ Tell me more about the ISDN settings...

Advanced Configuration

ISDM is currently configured as a backup.
Setup .
The PPP Username is username.
The PPP Password is set.

LAN Gakeway
ADSL Madem
ETH{DMZ Port.
YolP
ISDN
WLAN

The phone number is 923456789,

Change the ISDM settings here...

(3) Enabled

This option is used where no broadband service is available, and ISDN is always used to
connect to the Internet. When the browser is launched on any PC connected to the local LAN,
an ISDN call is automatically established to connect to the Internet.
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Select “Enabled”
Select “Next”

Broadband Module

ISDN: Mode

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
Adwanced Configuration

Choose an ISDN mode that is suitable for your Internet connection from
the options below:
(@ Tell me more about ISDN settings. .

¢ Disahled - use this if you do not want to use ISDN for Internet access,
¢ Backup - use this if you want the Broadband Module to use ISDM for
backup Internet Access when ADSL is unavailable,

LAN Gateway @ Enabled - use this if you want to always use ISDN for Internet Access, |
ADSL Modem

SZ;:DMZ Fort Cancel

ISDN
WLAN

Satup

The following screen is displayed:-

Broadband Module

Broadband Module ISDN: Settings

Basic Configuration
Status

System Backup [ Restore
System Restart

In order to use an ISDN connection to the Internet, you must supply a
username, passwaord and phone number to logon to your Internet Service
Provider {ISP). Your ISP should provide you with these details when you
sign up for their service,

@ Tell me more sbout the ISDN settings...

Phone Mumber
PPP Username
PPP Passwoard _
Retype the PPP Password _

MNext > Cancel

Advanced Configuration

Setup

LAN Gateway
ADSL Modern
ETH{DMZ Part
WP
ISDN
WLAN

Enter the external call access digit (default is 0) followed by the Phone Number.
Enter the Username and Password. Retype the Password.

Select “Next”

The following screen is displayed

Select "Confirm Changes"

Broadband Module

Broadband Module ISDN: Conﬂrm

Basic Configuration
Status

System Backup | Restore
System Restart

ISDN will be enabled.

The phone number will be 923456789,
advanced Configuration The username will be username

To confirm these settings, click on the Gonfirm Changes button below.
If you do not wish to apply these settings, click on the Cancel button.

LA Gateway
ADSL Madem
ETH/DMZ Port:
ValP

Canfirm Changes Cancel

The following screen is displayed
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Broadband Module

ISDN

Broadband Module

Basic Configuration
Status

System Backup | Restore
Syshem Restart
Advanced Configuration

The ISON settings contral how the Broadband Module uses ISDN to
connect to the Internet,
@ Tell me more about the ISDN settings...

ISDM is currently enabled.
Setup
The PPP Username is username,
LAN Gateway The PPP Password is set.
ADSL Modem
ETH/DMZ Part
walP
ISDN
WLAMN

The phone number is 923456789,

Change the ISOM settings here...

The ISDN setup is now complete.

SETTING UP THE WIRELESS LAN (WLAN)

The Broadband Module is equipped with a Wireless LAN and can connect to PCs that are
equipped with a wireless interface.

combination of wired and wireless PCs connected to the module it is
recommended that the WLAN be relocated to the LAN. This should only be done
when the security on the WLAN is programmed. See page 49 for programming
security and page 46 for relocating the WLAN.

i For security reasons the WLAN is located on the DMZ by default. If you have a

WARNING

WLAN Range

Wireless LAN speed drops the further the wireless device is away from the Broadband
Module. If there is a clear line of sight between the Broadband Module and the wireless
device it can operate at reduced speeds at up to about 90m (300 feet). However this range is
reduced if there is no clear line of sight between the module and the wireless device.

Quick Setup to WLAN Without Security

This procedure should only be used to setup and test WLAN connectivity. When this
procedure has been completed and WLAN connectivity has been established, go to the next
section - Setting Up WLAN With Security on page 48 and complete the process.
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Select WLAN in the Setup menu.

Bruadhnd Module WLAN

EBasic Configuration

Stakus wWireless networking allows you to connect wireless PCs through the
System Backup | Restore Broadband Module to the Internet,

(@ Tell me more about the wireless netwarking settings...

System Restart
Advanced Configuration

The wireless settings are split into two sections - the first section
containg settings which need to be configured before you use wireless for
the first time, but are unlikely to be changed after that. The second

LAH Gateway section contains settings you might change more often.

ADSL Modem

ETH/DMZ Port - R -

- First Time Settings

WLAN

Setup

The wireless first time settings wizard helps you enable your wireless for
the first time - you probably won't need to change these settings after
wou have entered them once.

wireless networking is currently set to operate in USA.
Wwireless network type is currently 802.11B/G.
Change your wireless first time settings here...

General Settings
Your current wireless network settings are:

wireless networking is enabled so wireless PCs can connect to your
device,
Ensble or disable the wireless netwaork here. .,

The Broadband Module is automatically selecting the best wireless
channel to use. The channel currently in use is 8.
Change your wireless channel here...

The wireless network name (S5ID) is EncoreCX.
Change your wireless netwaork name (SSI1D) here...

wireless network security is using Wi-Fi Protected Access (WPA).
The WPA pass phrase is set.

SSID Broadoast is enabled,

Change Wireless Security settings here..,

Any wireless PGs are allowed to connect.
Change which wireless PCs are allowed to connect here. ..

The wireless network is on the LAN so wireless PCs can connect to
your LAN devices.
Set the interface for the wireless network here...

There are currently 1 wireless PCs connected.
Wiew details of connected wireless PCs...

Scroll down to General Settings
Select Enable or disable the wireless network here...

Broadband Module

Braadband Madule WLAN: Enable / Disable

Basic Configuration
Status

System Backup | Restore
System Restart

Enabling wireless networking will allow PCs with wireless netwark
capabilities to connect to the Internet through the Broadband Module.
(@ Tell me more about the wireless networks. ..

Advanced Configuration
Select whether you want wireless PCs to connect to your device:

Setup

¢ Disable - Wireless PCs will not be able to connect to your device
LAN Gateway

ADEL Modem

ETH{DMZ Part:
YoIP
150N
WLAN

Cancel

Select Enable.
Click Next>.
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Broadband Module

EBroadband Nud;le WLAN: Basic

Basic Canfiguration
Status

Before a wireless network can operate, you need to provide a name
System Backup | Restore (SSID) for the netwark.
| System Restart

|| Advanced Configuration

Network Mame (SSID) ‘PR\SM_ULH_H

Next > Cancal

Setup

LAN Gateway
ADSL Madem
ETHDMZ Port
WolP
15DH
WLAN

Note the SSID.
Click Next>.

Broadband Module

WLAN: Channel Selection

Basic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

You may either choose a channel yourself, ar allow the Broadband Module
to automatically select the best channel,
@ Tell me more about wireless channels. ..

@ Allow the Broadband Module to select channel

¢ Select a channel manually

Mext > Cancel

LAN Gateway
ADSL Modem
ETH[DMZ Part
WolP
15DH
WLAN

Two options are presented for selecting a channel:

Select a channel manually
Select Select a channel manually
Click Next>.

Broadband Module

Broadband Module WLAN: Channel Selection

EBiasic Configuration
Status

System Backup [ Restore
System Restart

Select the channel you wish the wireless network to use,
@ Tell me more about wireless network channels...

Channel |5 =
ext > Cancel

Advanced Configuration

[} B |

Select a channel from the drop down menu.
Click Next>.
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Allow the Broadband Module to select a channel

Select Allow the Broadband Module to select a channel. Recommended Click Next>.

Broadband Module

Basic Configuration

Status

System Backup | Restars
| System Restart

Advanced Configuration

Setup

LAN Gatemay
ADSL Modern

ETH/DMZ Port
WoIP

150N

WLAN

Broadband Module
WLAN: Security

A

You can encrypt wireless network data transmissions using wireless
network security. Select an encryption option from the list below.
(@ Tell me more ahout wireless netwaork security...

It is highly recommended that Wi-Fi Protected Access (WPA) is
used, to prevent unauthorised access to your wireless netwoark,

@ Off - no encryption on the wireless network
¢ G4hit encryption on the wireless netwoark
¢ 128bit encryption on the wireless network

" Wi-Fi Protected Access (WPA) on the wireless netwark

Enable 551D Broadcast: |7

Cancal |

I

Select Off.
Check Enable SSID
Click Next>.

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart
Advwanced Configuration

Setup

LAN Gateway
ADSL Modem
ETH/DMZ Port
WalP
ISDM
WLAN

Broadband Module

Broadcast.

WLAN: Address Authentication

You can restrict which wireless PCs can connect to your device. Select
how you want to restrict PCs below.
(@ Tell me more about restricting wireless access...

+ allow any wireless PCs to connect
¢ allow all wireless PCs to connect except those [ specify

¢ Only allow the wireless PCs [ specify to connect

Mext > Cancel

Select Allow any Wireless PCs to connect.

Click Next>.

WLAN Interface

Broadband Module

Broadband Module

Basic Configuration
Status

System Backup | Restore
System Restart

Advanced Configuration

Setup

LAN Gateway
ADSL Modsm
ETHDMZ Part
YoIP

150K
WLAN

Select DMZ.
Click Next>.
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WLAN: Select Interface
If you place the wireless network on the LAN, your LAN PCs and
devices may be exposed to attack over the wireless network. It is
usually mare secure to place the wireless network on the DMZ. This
restricts access fraom the wireless network to LAN devices, but permits
internet access from the wireless netwark,

@ Tell me more about the wireless networks. ..

Select whether you want wireless PCs to be a part of your DMZ or your
LAM:

& DMZ - Wireless PCs will have restricted access to your LAN devices

¢ LAN - Wireless PCs will be able to connect to your LAN devices

Next > Cancel
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Broadband Module

WLAN: Confirm

Broadband Module

EBasic Configuration
Status
System Backup [ Restore
System Restart

Advanced Canfiguratian

Wireless networking will be enabled.
The wireless network name {SSID) will be set to PRISM_01_1f 54.

enabled.

wireless network will be on the DMZ.

LAM Gateway
ADSL Modem
ETHJDMZ Port
YoIP
I5DH
WLAN

Confirm Changes Cancel

Select Confirm Changes.
Restart the module.

Connecting your PC to the Wireless Network

On a PC using the Windows operating system,
Click Start
Click Control Panel

B- Control Panel

Ele Edt VYew Favortes Tooks Help

o @ - ¥ Pseact [roiders | [

Adiress | [ Control Panel

Accessibiity  Add Hardware Add or Administrative  Automatic Bluetooth  Broadcom ASF
@ Swikch to Categary View Options Remav... Tools Updates Devices  Configuration

Lo

&
&
¢
e

ﬂ‘ Control Panel

e

A
(ﬁt
=
©
R

See Also ‘
Brosdcom  Date and Time  Display Find Fast  Folder Options ~ Fonts ame
R Windows Update Cantral Sute Contrallers
@) Help and Support %
i ? & & J e_ PL
4 2] —
IntelR)GMA  Inkemet  JavaPlug-n  Keyboard HMouss Hetwork Patchink
Driver for .. Options Corrections  Update

A

v
R
&

Phone and  Portabls Media Power Options  Printers and  Regional and  Scanners and — Scheduled
Devices Faxes Language ... Cameras Tasks

@i
S
)

¥ 9 & 8
Security SignaTel  Soundsand  Spesch System  Taskbarand User Aczounts
Center Audio Audio Devices. Start Menu

@

Windows wireless
Firewal  Network Set...

The Broadband Module will automatically select the best wireless channel.
The wirsless netwarking security will be set to off. SSID Broadcast will be

all wireless PCs will be allowed to connect to the wireless netwark. The

To confirm these settings, click on the Confirm Changes button below,
If you do not wish to apply these settings, click on the Gancel button.

Double click the Network Connections icon

" Network Connections

File Edt Wiew Favortes Tools Advanced  Help

Qo - () (B Psewen [ rolders [F]-

Address | @Y Hetwark Cannections

Dial-up

RAS LAKE GRICY33
Disconnected Disconnected
[l Conexant D10 MDC ¥ 3x Mo, ([l Conexant DILOMDC ¥.9% Mo...
LAN or High-Speed Internet
Wireless Network Cornection

See Also
Local Area Cannection
&) Wetwork Troubleshoater Disabled Hot connected |
T, Broadzom Netireme 57:0: Gig... "L () InteliR) PRO[Wireless 220085...

Network Tasks

[&] Create a new connection

@ Change Windows Firewall
settings

Other Places Personal Area Network

[ contrcl Panel Bluckosth Netwark Cannection
W My Nstwork Places Disconnerted

Bluetooth Device (Personal A,
(£} My Documents

g My Computer

Details

Network Connections
System Folder
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Double click the Wireless Network Connection icon
A list of wireless networks is displayed.

1) Wireless Network Connection |z

Network Tasks Choose a wireless network

g Refrash netwark lisk Click an item in the: list below ta connect to a wireless network in range or ko get mare
information.
< Set up a wirsless netwiork () BT¥ Demo Room
For a home or small office
"f Security-enabled wireless network (WPA) I..![l
Related Tasks ((tﬂ}) domisnsiwpatoim
\3) Learn abaut wireless Unsecured wireless network, ll.![l
networking Y PRISM_01_5f_79_bernar
f:i’ Zhange the order of ﬁ = H
preferred netwarks "t Security-enabled wireless network l..!
s Changs advanced () CSE lab Wireless AIM
settings .
"t Security-enabled wireless network {WPA) I.l!!
((ﬂ)) PRISM_01_1F_5d
Unsecured wireless network, ll.!l]
(cﬁ)) Reservoir_sig
"f Security-enabled wireless network (WPA) I..!H
Conneck

Select the SSID being broadcast by the module. As noted on page 44.
Click Connect.
You will now connect to the Wireless LAN.

Connected wireless PCs
Selecting View details of connected wireless PCs ... under General Settings takes you to the
following screen that shows details of PCs connected to the WLAN

Broadband Module
Broadband Module WLAN: Connected Wireless PCs

Basic Configuration
Skatus The following 1 wireless PCs are currently connected:
System Backup [ Restore
System Restart

Advanced Canfiguration signal Strength: 37

MAC Address: 00:12:f0:55:7c:cd

Setup
Return to the wireless status page.

LAN Gateveay
ADSL Modem

ETH/DMZ Port:
WwolIP

ji=iny]

WLAN

48



Mitel 3000
Broadband Module Manual

SETTING UP WLAN WITH SECURITY

The recommended settings to provide maximum security are indicated as * Recommended.

? Where instructed, enter the relevant information in the table provided in Appendix A.
This information is needed to configure individual PCs to connect to the WLAN.

Note

Select WLAN

General Settings
¥our current wireless network settings are:
Wireless netwaorking is disabled so wireless PCs can not connect to

your device,
Enable or disable the wireless network here. ..

The Broadband Module is automatically selecting the best wireless
channel to use, The channel currently in use is 1.
Change wour wireless channel here...

The wireless network name (SSID) is PRISM_D1_1f_81.
Change your wireless network name (SSID) here. ..

Wireless netwark security is using Wi-Fi Protected Access (WPA).
The WPa pass phrase is not currently set,

SSID Broadcast is disabled.

Change Wireless Security settings here...

Any wireless PCs are allowed to connect,
Change which wireless PCs are allowed to connect here. ..

The wireless network is on the DMZ so wireless PCs have restricted
access to your LAN devices.
Set the interface for the wirsless network hers...

There are currently 0 wireless PCs connected.
View details of connected wireless PCs...

Select Change Wireless Security settings here...

Broadband Module

Broadband Module WLAN: SeCUI’ity

Basic Configuration
Status
System Backup | Restore

It is highly recommended that Wi-Fi Protected Access (WPA) is
used, to prevent unauthorised access to your wireless network,
System Restart

Advanced Configuration
You can encrypt wireless netwark data transmissions using wireless

netwaork security. Select an encryption option from the list below,

Restart Required @ Tell me more about wireless netwaork security...

To implement your
changes a restart is

required.

Restart

Setup

Off - no encryption on the wireless network
64bit encryption on the wireless network

128hit encryption on the wireless network

e e Tie |

Wi-Fi Protected Access (WPA) on the wireless network

Enable S5ID Broadcast: | [

LAN Gateway
ADSL Modem
ETHDMZ Port
alp

Cancel

Enable SSID Broadcast

This option determines whether the Network name (SSID) is broadcast or not. When SSID
broadcast is turned on, PCs can see the network when they use the WLAN utility to look for a
wireless network.

Not broadcasting the SSID adds to the security of the wireless network as the network will not
be visible to the standard wireless utilities on PCs.

Do not allow the WLAN to broadcast it's network name (SSID) *Recommended

Security Options

There are three types of encryption available to secure the WLAN. There are two variants of
WEP encryption, 64 bit and 128 bit. These use hexadecimal keys, using numbers 0-9 and
letters A-F. The 64 bit encryption uses 10 characters and the 128 bit uses 26 characters.
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The recommended encryption is to use WPA. This uses a phrase of between 8 and 63
characters.

64 bit WEP encryption

Select 64 bit encryption on the wireless network
Click Next>

Broadband Module

Broadband Module

WLAN: 64bit Network Key

Basic Configuration
Status

System Backup [ Restore
System Restark
Advanced Configuration

You must provide a 10 character hex netwark key for 64hit encryption. &
hex key is made of the letters 4 to F and numbers 0 to 9.
@ Tell me more about Wirsless network keys...

Key
Cancel

Restart Required

To implement your
= \changes a restart is

Enter a 10 hexadecimal character key (hexadecimal characters consist of the characters A —
F, and the numbers 0 — 9).

Make a note of this key, as it must be entered into every PC that connects to the WLAN. The
key should be entered in the table in Appendix A for easy reference.

Click Next>, this takes you to Address Authentication (page 51).

128 bit WEP encryption

Select 128 bit encryption on the wireless network
Click Next>

Broadband Module

Broadband Module WLAN: 128bit Network Key

Basic Canfiguration
Status

You must provide a 26 character hex network key for 128bit encryption. A
hex key is made of the letters & to F and numbers 0 to 9.
@ Tell me more about Wireless network keys. ..

Key
Cancel

System Backup | Restore
| System Restart
Advanced Configuration

Restart Required

/\TD implement your
I\ thanges a restart s

Enter a 26 character hexadecimal key (hexadecimal characters consist of the characters A —
F, and the numbers 0 — 9).

Make a note of this key as it must be entered into every PC that connects to the WLAN. The
key should be entered in the table in Appendix A for easy reference.

Click Next>, this takes you to Address Authentication (on page 51).
WPA on the wireless network *Recommended

Select Wi-Fi Protected Access (WPA) on the wireless network
Click Next>.

Broadband Module

Braadband Module WLAN: Wi-Fi Protected Access

Basic Configuration
Status
System Backup | Restore

You must provide a pass phrase for Wi-Fi Protected Access. This should
consist of between & and 62 characters.

st ek (@ Tell ma more about Wirsless network pass phrases...

Advanced Configuration

Pass
phrase

Cancel

Restart Required

To implement your
changes a restart is

reauired.

Enter a pass phrase of between 8 and 63 characters.
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Enter the Pass phrase in the table provided in Appendix A as it is required when setting up
PCs for wireless networking.
Click Next>.

Address Authentication

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

Y¥ou can restrict which wireless PCs can connect to your device, Select
how you want to restrict PCs below,
(@ Tell me more about restricting wireless access...

System Backup | Restore
| System Restart
dvanced Configuration

& iallow any wireless PCs to connect

¢ Allow all wireless PCs to cannect except those [ specify
Restart Required

T implerment your
changes a restart is

required.

¢ Only allow the wirgless PCs I specify to connect

Cancel

Restar. |
Allow any wireless PCs to connect

Click Next>.

Allow all wireless PCs to connect except those | specify

Click Next>.

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

Y¥ou can configure the list of addresses to deny access to your device
helow.
(@ Tell me more about restricting wireless access...

System Backup | Restore
System Restart
 Advanced Configuration

No addresses have been set,
Restart Required
To implement your
changes a restart is

required.

Add an address here. ..

MNext > Cancel

Select Add an address here...

Broadband Module

Broadband Madule WLAN: Address Authentication

Basic Configuration
Status

Enter the MAC address to add below:
@ Tell me more about restricting wireless access...

MACaddress:::::
Cancel

System Backup | Restors

stem Restart:
dwanced Configuration

Restart Required

A To imolement wour

Enter the MAC address of the PC that is to be excluded from the wireless network
Click Next>.

Broadband Module

Broadband Module WLAN: Address Authentication

Basic Configuration
Status

You can configure the list of addresses to deny access to your device
below.
(@ Tell me more about restricting wireless access...

System Backup | Restore
System Restart
Advanced Configuration

00:10:36:03:2C:07

Add an address here...
Remove an address here...

Mext > Cancal

To implement your
changes a restart is
required,
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The entered MAC address is displayed.

Add an address here... takes you back to the previous screen to enter another MAC address
to be restricted.

Remove an address here ... takes you to the following screen:

Broadband Module

WLAN: Address Authentication

Broadband Mod:

Basic Configiration
Status

System Backup | Restore
System Restart
Advwanced Configuration

Select the MAC address to remove below:
(@ Tell me more about restricting wireless access...

Restart Required

To implerment your
I\ thannes & restart is

Select the address to remove from the drop down menu.
Click Next>, this takes you back to the Allow all wireless PCs to connect except those |
specify option.

Only allow the wireless PCs | specify to connect *Recommended
Refer to Appendix B to find out the MAC address of a PC.
Enter the MAC Addresses in the table provided in Appendix A.

Click Next >
Broadband Module

WLAN: Address Authentication

Broadband Module

Basic Configuration
Status You can configure the list of addresses to allow access to your device
below.

System Backup | Restors
(@ Tell me more about restricting wireless access...

Syshem Restart
| Advanced Configuration

No addresses have been set.
Restart Required
To implement your
changes a restart is

required.

Add an address here. ..

MNext > Cancel

Select Add an address here...

Broadband Module
Broadband Module

WLAN: Address Authentication

Easic Configuration
Status

System Backup | Restore
| System Restart

|\ Advanced Corfiguration

Enter the MAC address to add below:
(@ Tell me more about restricting wireless access...

MACaddreEs:::::
Cancal

Restart Required

A Toimplement your

Enter the MAC address of the PC to be allowed to connect to the wireless network.
Click Next>.

Broadband Module

Broadband Mod

WLAN: Address Authentication

Basic Configuration
Status You can configure the list of addresses to allow access to your device
below,

Siystemn Backup | Restars
(@ Tell me more sbout restricting wireless access...

| System Restart

|| Advanced Configuration
00:10:36:03:2C: 06

Restart Required
To implement your
changes a restart is

required.

Add an address here...
Remove an address here...

i Cancel
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Add an address here ... takes you back to the previous screen to enter another MAC address
for a PC to be allowed access.

Remove an address here ... takes you to the following screen:

Broadband Module

Broadband Module

WLAN: Address Authentication

Basic Configuration
Status

Swskem Backup J Restore
System Restart

| advanced Configuration

Select the MAC address to remove below:
@ Tell me mare about restricting wireless access...

00:10:368:03:2C06 ~
Cancel

Restart Required

To implement your
I\ chances a restart is

Select the address to remove from the drop down menu.
Click Next>, this takes you back to the Only allow the wireless PCs | specify to connect
option.

WLAN Interface
Two options are presented for the WLAN Interface:

DMZ (this is the default setting where the WLAN normally resides on the DMZ)
Recommended.
LAN (see screen warning re: security).

Broadband Module

WLAN: Select Interface

Broadband Module

Basic Configuration
Status

System Backup | Restare
System Restart

|| Advanced Configuration

If you place the wireless network on the LAMN, your LAN PCs and
Adewces may be exposed to attack over the wireless network. It is

usually mare secure to place the wireless network on the DMZ. This
restricts access from the wireless network to LAN devices, but permits
internet access fraom the wireless netwark,

Restart Required
To implement your
changes a restart is
required. Select whether you want wireless PCs to be a part of your DMZ or your
LAN:

(@ Tell me more about the wireless networks...

Restart

Setup

& DMZ - Wireless PCs will have restricted access to your LAN devices

¢ LAM - Wireless PCs will be able to connect to your LAN devices

Mext> Cancel

LAN Gateway
ADSL Modem
ETHDMZ Part
wolP

In order to provide maximum security, PCs connected to the WLAN are not allowed to
program the module via the web interface. If programming from a wireless network PC is
required, the WLAN interface should be changed from DMZ to LAN.

Select an option.
Click Next>.

The WLAN parameters are displayed.

Select Confirm Changes.
Restart the module.
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General Settings

These are used to change individual settings after the wireless network has been initially set
up.

General Settings
Your current wireless network settings are:

wireless networking is enabled so wireless PCs can connect to your
device.
Enable or disable the wireless netwark here...

The Broadband Module is automatically selecting the best wireless
channel to use. The channel currently in use is 11,
Change your wireless channel here. ..

The wireless network name (SSID} is PRISM_01_1f_54.
Change your wirsless network name (55100 here. ..

wWireless network security is off. SSID Broadcast is enabled.
Change Wireless Security settings here...

Only the wireless PCs you have specified are allowed to connect,
Change which wireless PCs are allowed to connect here. ..

The wireless network is on the DMZ so wireless PCs have restricted
access to your LAN devices,
Set the interface for the wireless network here...

There are currently 0 wireless PCs connected,
Wiew details of connected wireless PCs.

The links below allow you to change individual network settings used in the initial
configuration as described from page 49.

First Time Settings

Two additional settings are provided when setting up a WLAN using the First Time Settings
link on the WLAN page.

Country
The wireless channels available vary from country to country.

Select your country from the drop-down menu
Select Confirm Changes.

802.11 B and G
When Confirm is selected on the Country screen the following is displayed:

Broadband Module

Broadhand Module WLAN: WLAN Type Selection

EBiasic Configuration
Status

System Backup | Restore
System Restart
Advanced Configuration

Select the type of wireless network you wish to use.
(@ Tell me more about wireless types...

Continuing beyond this page will clear your other wireless settings,
so you will be asked to enter them again,

@ B0O2.11B/G
To irmplement your
changes a restart is ¢ B02.11B only

required.

Festart

¢ 802.11G only

Confirm Changes » Cancel

Three WLAN Type options are presented:
- 802.11 B/G (operates at 11 Mb/s or 54 Mb/s) *Recommended.

- 802.11 B only (operates at 11 Mb/s)
- 802.11 G only (operates at 54 Mb/s)
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If you change the type of network you are running, your choice of channels will change -
because of this you will be asked to re-enter your wireless settings when you change the
network type.

Select an option.
Select Confirm Changes
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STATUS

This displays the current status of the main system parameters.

Broadband Module

Basic Configuration

Broadband Module

Status

Status WAN Status
System Backup / Restore
System Restart Connected: Mo
Advanced Configuration
Interface: ADSL Modem
Restart Required IP Address: 0.0.0.0
To implement your Subnet Mask: 0.0.0.0
tﬁchaﬂges & restart is Gateway: not currently set
required. .
Primary DNS: not currently set
Restart Secondary DNS: not currently set
IP Assignment: Dynamic - PPPoA
DMZ Status

IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0

LAN Status

IP Address: 192.168.1.1
Subnet Mask: 255.255,255.0
MAC Address: 00:90:7D:00:42:78
DHCP Server: Yes

VoIP Status

Started: v
User Domain: userdomain.net
SIP Proxy: userdomain.net:5060

Interface: ipwan

Username Status
Endpoint 1: Not Configured N/A
Endpoint 2: Not Configured N/A
Endpoint 3: Not Configured N/A
Endpoint 4: Not Configured N/A
Endpoint 5: Not Configured N/A
Endpoint 6: Not Configured N/A
Endpoint 7: Not Configured N/A
Endpoint 8: Not Configured N/A
Endpoint 9: Not Configured N/A
Endpoint 10: Not Configured N/A
Endpoint 11: Not Configured N/A
Endpoint 12: Not Configured N/A

Routing Table

Destination Netmask Gateway Interface
192.168.1.0 255.255.255.0 0.0.0.0 iplan
192.168.0.0 255.255.255.0 0.0.0.0 ipdmz

127.0.0.0 255.0.0.0 0.0.0.0 loopback

Hardware Status

Up-Time: 3 days, 22 hours
Hardware Revision: C
Firmware Revision: 135

VDB Revision: 1

56



Mitel 3000
Broadband Module Manual

SYSTEM BACKUP/RESTORE

This allows you to backup the module settings to your PC and also to restore the settings.

Select System Backup/Restore

Broadban System Backup / Restore

Basic Configuration
Status This page allows you to backup the configuration settings to your
computer, or restore configuration from your computer.

System Backup / Restore
Svstem Restart
Adwanced Configuration

(@ Tell ms more shout System Backup / Restore...

Backup Configuration

Backup configuration to your computer,

Backup

. B e s ______ = __
RESLOIE Lonrguracion
Restare configuration fram a previously saved file. Restoring the

configuration will overwrite any configuration changes since the
configuration was backed up.

Configuration File | Erowse..
Restore

Backup Configuration

Select Backup

Broadband Module

Backup Configuration

Basic Configuration

| Status

System Backup / Restore
System Restart

! Advanced Configuration

If the download does not start automatically, please download the
configuration from here.

Some browsers will start the backup automatically. If your browser does not start
automatically, then select the link: Please download the configuration from here.

A Windows File download screen is then displayed.

Do you want to save thiz file?

@ Mare:  InternetModule.icf

Type: Unknown File Type, 30.4 KE
From: 192.1658.1.1

Save ]| Cancel |

While files fram the Intemet can be uszeful, some files can potentially
harm your computer. |f you do not trust the source, do not zave this
file. wihat's the righk?

Select Save.
Select the folder where the file is to be saved.
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Save the file.

Restore Configuration

Broadband Module System Backup / Restore

Basic Configuration
Status This page allows you to backup the configuration settings to your
System Backup / Restore computer, or restore configuration from your computer.

Sustem Restart

Advanced Configuration @ Tell me more sbout System Backup / Restore...

Backup Configuration

Backup configuration to your computer,

Backup

Restore Configuration

Restore configuration from a previously saved file. Restoring the
configuration will overwrite any configuration changes since the
configuration was backed up,

Configuration File Browse...
Restore

Browse for the configuration file.

Choose file

Lookir: | < Local Disk (C:] =l O@ e
. 2 IBT PATHWAY Cwners Manual ﬁlwinpcap_ﬁ_l_betﬂ

iEBT\/‘ BEM Firmware 064 Report Log
MyRecent  |oB) camtasiaf
Documents E] comLoG
E @sthereal-sstup-ﬂ‘ 10.11
. BN GoogleEarth

Desktop

W iTunesSetup
Resip

FEPREEEY

[ﬁ sambaréZp

Qsatupj

My Documents

Lia
My.C‘nmpulel strauss_thus_spake_zarathustra

voip kestl
-
ug < L
My Metwork  File name: IlntemetMDdule j Open I
Places
Files of type: | 2 Fies ) ~| Cancel |

Select Open.
Select Restore.
When the configuration has been restored, the following screen is displayed.

Broadband Module

Broadband Module

Configuration Restored

Basic Configuration
Your configuration has heen restored. The configuration changes will not
take effect until wou restart your Broadband Module. To restart now, click
the Restart button below. A restart will briefly disconnect you from the
Internet.

Status

System Backup / Restore
Svskem Restart
Advanced Configuration

MOTE: You must restart your Broadband Module before making any further
Restart Required configuration changes.

To implement your
Achamggs arestart is Festart

required,

Restart

Restart the system.
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SYSTEM RESTART
This allows you to restart the module.

Select System Restart from the menu.

The following page is displayed

Broadband Module

Broadband Mo

System Restart

Fiasic Configuration
Status
System Backup [ Restare

. System Restart

To restart now, click the Restart button below. A restart will briefly
disconnect you from the Internst,

Festart

fiddvanced Configuration

Select Restart.
The module restarts and the Basic Configuration page is displayed.
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ADVANCED CONFIGURATION
Select Advanced Configuration from the main menu.

The following screen is displayed, please note the warning.

Broadband Module

Advanced Configuration

Basic Canfiguration
Advanced Configuration
ADSL Test
| Diagnostics
|| Flash Update
Reset to Defaults

Changing the Advanced Configuration can affect
the security and functionality of the Broadband
Module. Only specialists with knowledge of the

advanced features should make changes to the
Advanced Configuration.

Admin Accounts
Firewall & Security
IF Routes

I DHCP Server I
| Advanced ISDN
The following menu items are displayed under Advanced Configuration:

ADMIN ACCOUNTS

Access to the browser programming interface is controlled by two username/password pairs
which provide the user with identical programming privileges. The default username/password
pairs are:

Username Password
Admin Admin
Engineer Engineer

To change the passwords, carry out the following procedure using the browser programming
interface.

When changing the passwords from their default settings, it is recommended that both
passwords are changed.

To change the Admin password

Connect to 192.168.1.1

‘WebAdmin
User name: |ﬂ admin v|
Password: | senes |

Remember my password

[ Ok H Cancel ]

Log in to the browser programming interface using the default username/password “admin,
admin”.

e Go to Advanced Settings
e Select “Admin Accounts”
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The following screen is displayed
Broadband Module

Broadband Module Admin Accounts

Basic Configuration

Advanced Configuration
ADSL Test configuration web-pages
~ Diagnostics

|| FlashUpdate
Reset to Defaults

User Comment
Advancad Setup

Admin Accounts
Firewall & Security
1P Routes
DHCP Server
Advanced 1SDN

engineer | Created by CLI

e Select Edit user ...

Broadband Module

Brasdband Module Admin Accounts: edit user 'admin’

Basic Configuration
Advanced Configuration
ADSL Test

| Diagnostics

[ Flash Update
Reset to Defaults

Username: admin

Comment: | Created by CLI
Aply

Advanced Setup

Admin Accounts
Firzwall & Securicy
IP Rotes

This page allows you to control access to your router's console and these

Currently Defined Users

admin | Created by cL1 | Edit user...@

Details for user 'admin’

Cancel and return to Admin Accounts Setup Page...

DHCP Server
Advanced 1SDN

The following screen is displayed

e Enter a new password
e Select “Apply”

To change the Engineer password

Connect to 192.168.1.1

A

1|

‘WebAdmin
User name: |g engineer v|
Password; | LTITITIT] |

Remember my password

[ Ok ] [ Cancel

Log in to the browser programming interface using the default username/password “engineer,

engineer”.
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e Go to Advanced Setting
e Select “Admin Accounts”

The following screen is displayed

Broadband Module

Broadband Module

Admin Accounts

Basic Configuration
Advanced Configuration
ADSL Test

This page allows you to control access to your router's console and these
configuration web-pages

~ Disgnestics
| Flash Update
Reset to Defaults

Currently Defined Users

User Comment
Advanced Setup

adrmin Created by CLI

Admin Accounts
Firewall & Security
IP Routes

engineer |Created by CLI Edit user...@

e Select “Edit user”

The following page is displayed

Broadband Module

Braadband Madule Admin Accounts: edit user 'engineer’

Basic Configuration
Advanced Configuration
ADSL Test
Diagnostics
Flash Update
Reset to Defaults

Details for user 'engineer’

Username: engineer

Password: |esssssss
Caomrment: |Created by CLI
Apply | Reset

Cancel and return to Admin Accounts Setup Page... @

Admin Accounts
Firewall & Security
IF Routes

e Enter a new password
e Select “Apply”
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FIREWALL & SECURITY

The Broadband Module is equipped with a stateful inspection firewall.

The firewall resides on the interfaces between:
- WAN and LAN (External and Internal)

- WAN and DMZ (External and DMZ)
- DMZ and LAN (DMZ and Internal)

Select Firewall & Security.
The Firewall Configuration screen is displayed.

Security State
The Firewall is enabled by default.

Broadband Module

Broadband Module

Firewall Configuration

Basic Configuration
Advanced Configuration
ADSL Test

Security State

Diagnostics

Flash Update: Firewall: * Enabled © Disabled
| Resst o Defauts
i Intrusion Detection Enabled: " Enabled * Disabled
Advance d Setup Change State

Admin Accounts
Firewall & Security

To disable the Firewall:
Select Disabled.
Select Change State

Intrusion Detection is disabled by default.
To enable Intrusion Detection:

Select Enabled
Select Change State

= LAN
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Security Level

There are four pre-defined security levels (high, medium, low and none) that contain different
security filters for each interface (WAN/LAN, WAN/DMZ, DMZ/LAN). When “None” is
selected, all traffic is blocked. Additional filters can be added to each security level as
required.

The default setting is High Security Level.

The Medium Security level has additional filters. For example it is set up to allow access to a
web server or a mail server on the DMZ from the External interface.

The Low Security level adds more filters. For example, as well as allowing access to a web
server or a mail server on the DMZ, it also allows Telnet and FTP access from the External
interface.

The pre-defined security configurations are:

External External DMZ
High Security Level <> <> <>
(from any source IP address or Internal DMZ Internal
any source port)
Service Destination Port In Out In Out In Out
ICMP N/A N/A F T F T F T
Any TCP 0 -65535 F T F T F T
Any UDP 0 - 65535 F T F T F T
RMCP TCP 50 F T F T T F
TCP 51 F T F T T F
ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
HTTP TCP 80 F T T T F T
DNS UDP 53 F T T T T T
Telnet TCP 23 F T F T F T
SMTP TCP 25 F T F T F T
POP3 TCP 110 F T F T F T
FTP TCP 21 F T F T F T
SSH TCP 22 F T T T T F
SIP UDP 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T
External External DMZ
Medium Security Level <> <> <>
(from any source IP address or Internal DMz Internal
any source port)
Service Destination Port In Out In Out In Out
ICMP N/A N/A F T F T F T
Any TCP 0 - 65535 F T F T F T
Any UDP 0 - 65535 F T F T F T
RMCP TCP 50 F T F T T F
TCP 51 F T F T T F
ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
HTTP TCP 80 F T T T F T
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DNS UDP 53 F T T T T T
Telnet TCP 23 F T F T F T
SMTP TCP 25 F T T T F T
POP3 TCP 110 F T T T F T

FTP TCP 21 F T F T F T

SSH TCP 22 F T T T T F

SIP UDP | 5060 - 6000 T T T T T T

IPT TCP 5566 T T T T T T

External External DMz
Low Security Level <> < <>
(from any source IP address or Internal DMZ Internal
any source port)
Service Destination Port In Out In Out In Out
ICMP N/A N/A F T T T T T
Any TCP 0 - 65535 F T F T F T
Any UDP 0 -65535 F T F T F T
HTTP TCP 80 F T T T T T
FTP TCP 21 F T T T T T

SSH TCP 22 F T T T T F
Telnet TCP 23 F T T T T T
SMTP TCP 25 F T T T F T
RMCP TCP 50 F T F T T F

TCP 51 F T F F T F

POP3 TCP 110 F T T T F T

ISAKMP UDP 500 F T F T T F
SSL TCP 443 F T F T T F
Kerberos TCP 88 F T F T T F
Kerberos UDP 88 F T F T T F
DNS UDP 53 F T T T T T
SIP UDP 5060 - 6000 T T T T T T
IPT TCP 5566 T T T T T T

Changing the security level deletes the previous security level and any filters set, and
replaces them with the new configuration.

To change the security level

IP Routes

DHCP Server Security Level

Adwvanced ISDM

Security Level: |high hd Change Level |

ACeSs

Select the required level from the drop-down menu.
Select Change Level.

To add afilter
See section on Security Policy Configuration (see page 64).
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Security Interfaces
Three security interfaces are defined by default.

- ipwan (external) to internal
- ipwan (external) to dmz
- ipdmz (dmz) to internal

NAT (Network Address Translation)
NAT operates independently on each interface and is enabled by default on each of the three
interfaces.

=

s Y Q £
Ve =
L ipwan " .
\ internal
| SES

To disable NAT

Security Interfaces

Name | Type NAT

Disable NAT to intemal interfaces |

ipwan | external - -
Disable NAT to DMZ interfaces |

advanced NaT Configuration... @

Disable NAT to intemal interfaces |

ipdmz | dmz
Advanced NAT Configuration... @

iplan  internal |May be configured on external or DMZ interfaces

Add Interface... @ (alf interfaces defined)

Select Disable NAT to ... (Interface)
Restart the module.

Policies, Triggers, Intrusion Detection, Logging

The security policy settings, stateful inspection triggers, intrusion policy detection and logging
settings can be displayed and changed.
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Security Policy
Three types of filters can be defined in the firewall:

Port Filters are used to allow or block a specific TCP/IP application level protocol. The
parameters used to specify this filter are source and destination IP address or range of
addresses, a transport level protocol (TCP/UDP/ICMP), and a port or range of ports which
define the application level protocol.

Raw IP Filters are used to allow or block a specific protocol (not TCP/IP) carried within an IP
packet. The parameters used to specify this filter are source and destination IP address or
range of addresses, and a protocol number that identifies the protocol carried in the IP
packet.

Host Validators are used to block all traffic from a specific host. The parameter used to
specify this filter is an IP address or range of addresses.

Note that if invalid filter entries are added, an error message will be displayed when the
configuration is saved.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration...

Security Trigger Configuration... @

Configurs Intrusion Detection... @

Configure Security Logging... @

Select Security Policy Configuration...

The following screen is displayed.

Broadband Module

i

Broatband Module Security Policy Configuration

Easic Configuration
Advanced Configuration
ADSL Test
| Diagnostics
|| Flash Update

Reset ko Defaults

Current Security Policies

Interface Interface N N q B
Type 1 Type 2 Yalidators Policy Configuration
external internal Gty (1) Fo dd

Advanced Setup hosts blocked  Filters...@ | validators... @
AFImun fecounts . | 4 Only listed i Host
Firewall & Security CEIEEIE] 2 hosts hlocked | Filters... | Yalidators... @
1P Routes

DHCP Server Host
Advanced 1SDN hosts blocked  Eilters... @ | Validators...@

ort Haost
dmz internal By iiize] Eilta

Return to Interface List(y

Select Port Filters ... for an interface (external/internal, external/dmz, dmz/internal).

The following screen is displayed for the interface selected.
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Firewall Port Filters: external-internal

Source Destination
Source  Destination P Port Port
Address Address Protocol

Direction

Min | Max | Min | Max |Inbound  Outbound

Gy e ICMP WA MNAA NJAE N/A | false true Delete
N £y TP 0 65535 O BES3E | false trus Delste
A Ay uop 0 85535 O BEEIE | false true Delete
Gy ) uoP 0 |65535 5060 6000 |[trus trug Delets

Add TCP or UDP Filter
Add Raw [P Filter

Return to Policy List

This screen lists the filters currently in effect for that interface.
Adding Port Filters
Select Add TCP or UDP Filter.

The following screen is displayed:

Firewall Add TCP/UDP Port Filter: external-internal

Direction

Destination Source Destination

Source address Protocol
address port port Inbound  Outbound

} ) Range
IP Address: IP Address: Start - Range Start
[0.0.0.0 [0.0.0.0 End - End

TCP - |’D f _ Allow w| | Allow

Mask: Mask: _ 55535
[oooo 0.000 B5535
Apply

Return to Filter List

Return to Policy List

Return to Interface List
Enter the following parameters:

- Source address.

- Mask is always 255.255.255.255.

- IP Destination address.

- Mask is always 255.255.255.255.

- Protocol, TCP or UDP.

- Source port or range of ports (associated with source IP address).

- Destination port or range of ports (associated with destination IP address).
- Direction, Inbound or Outbound, Allow or Block for each.

Select Apply.

Save the new configuration.
Restart the module.

68



Mitel 3000
Broadband Module Manual

Adding Raw IP Filters
Filters based on IP address and protocol only can be added to the security level displayed.

Select Add Raw Filter.

Firewall Add TCP/UDP Port Filter: external-internal

Direction

Destination Source |Destination

Source address address Pratocol port [P Inbound | Outbound
IP Address: IP Address: gi;,.gte, Range Start
(0000 [00.0.0 End - End

TPl o o - [anw =] fanow <]
Mask: Mask: - ,*
[0.0.00 [oooo 65535 —

Apply
Return to Filter List

Return to Policy List

Return to Interface List
Enter the following parameters:

- IP Source address and Subnet Mask.

- IP Destination address and Subnet Mask.
- IP Protocol.

- Direction, Inbound or Outbound.

- Allow or Block

Select Apply.

Save the new configuration.
Restart the module.

Host Validators

Traffic to or from specific hosts can be blocked by the firewall.

Broadband Module

E
Broadband Module

Security Policy Configuration

Basic Canfiguration

Ad d Configurati H ici
Advanced Configuraton Current Security Policies

| Diagnostics

| Rl dutoriacalipiotorace validators Policy Configuration
Reset ko Defaults Type 1 Type 2

comal lintarral only listed Bort Host

Advanced Setup sxtema interna hosts blocked  Eilters.. @ Yalidstors.. @
Admin Accounks ‘ J only listed port Host
Firewall & Security G mz hosts blocked | Eilters..@ | validators.. @
1P Routes
DHCF Server iz internal Only listed Port Host
Advanced 15D hosts blocked | Eilters.. @ | Yalidstors.. @

Return to Interface List @y
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Select Host Validators ... for a particular interface.

Broadband Module

Configure Validators: external-internal’

Broadband Madule

Basic Configuration
Advanced Configuration H ost Va I id ato rs
ADSL Test
Diagnostics

Flash Update
Reset ko Defals

Mo Host Validators Defined

Add Host Yalidator... @

Beturn to Policy List... @

Adrmin Accounts

Firewall & Security
IP Routes

Beturn to Interface List... @

Select Add Host Validator ... for the selected interface.

Broadband Module

Broadband Module Firewall Add Host Validator: external-
A — internal

Advanced Configuration
ADSL Test

Disgrostics Add Host Validator

Flash Update

Reset ko Defaults

Host 1P Address: [192168.1.7
Advanced Setup Host Subnet Mask: |255.255.255.0|
Admin Accounts Direction: both =

Firewall & Security

IP Routes -
Appl

Advanced 1SDN

Beturn to Yalidator List... @

Return to Policy List... @)

Return to Interface List... @)

Enter the host IP address and Subnet mask.
Select the direction, Inbound, Outbound or Both.
Select Apply.

Save the new configuration.

Restart the module.
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APPLICATION LEVEL GATEWAYS

There are certain applications that NAT and Firewall configurations cannot manage. In many
cases, ALGs (Application Level Gateways) are needed to translate and transport packets
correctly. An ALG provides a service for a specific application such as FTP (File Transfer
Protocol). Incoming packets are checked against existing NAT rules or Firewall filters, IP
addresses are evaluated and detailed packet analysis is performed. If necessary, the content
of a packet is modified, and if a secondary port is required, the ALG will open one. The ALG
for each application does not require any configuration.

ALG support is provided for the following applications. If support is required for additional
applications, security triggers can be configured for these.

Application TCP Port UDP Port

AIM (AOL Instant Messenger) 5190 N/A

FTP (File Transfer Protocol) 21 N/A

IKE (Internet Key Exchange) N/A 500

ILS (Internet Locator Service) 389 (+1002) N/A

MSN (Microsoft Networks) 1863 N/A

PPTP (Point-to-Point Tunnelling 1723 N/A
Protocol)

RSVP (Resource Reservation N/A N/A
Protocol)

L2TP (Layer 2 Tunnelling Protocol) N/A 1701

SIP (Session Initiation Protocol) 5060 5060

Security Trigger

A security trigger can be defined for applications that are not supported by the ALGs listed
above. A security trigger allows the firewall to dynamically open and close secondary ports
associated with a particular application and to specify the maximum length of time the port

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... @

Security Trigger Configuration... @

Configure Intrusion Detection... £

Configure Security Logging...

remains open.

Select Security Trigger Configuration...
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Security: Add Trigger
Port Port secondanfisacondany Allow Max Enable Enable Binary Address
Transport Port Port n g n upp q
Number | Number Multiple | Activity | Session n Address Translation
Type Start End Dby Burnbeg Hosts Interval Chaining eI Replacement Type
Start End Ghaining
tcp v 1024 BE535 Allow v Allow v Allow v Allow v naone ¥
Apply
Eeturn to Trigger List
Beturn to Interface List
Current security triggers are displayed. There is an option to delete each entry.
Select New Trigger.
Security: Add Trigger
Secondary | Secondary Enable .
Transport Port Port Port Port AIIl:_lw M_m:: Enal?le UDP Binary Addres_s
Number | Number Multiple | Activity | Session n Address Translation
Type Start End Bumbeg Bumbeg Hosts Interval | Chaining SEEHI Replacement Type
Start End Chaining
tcp v 1024 E5535 Allow v Allow v Allow v Allow v none ¥
Apphy
Return to Trigger List
Eeturn to Interface List

(Right side of picture cut off.)
Enter the following parameters

Transport Type

Port Number Start
Port Number End
Secondary Port Number

Start

Secondary Port Number
End

Allow Multiple Hosts

Max Activity Interval

Enable Session Chaining

72

Adds a trigger for a TCP or UDP application.

Sets the start of the trigger port range for the control
session.

Sets the end of the trigger port range for the control
session.

Sets the start port range that the trigger will open.

Sets the end of the port range that the trigger will open.

Allow or Block sets whether or not a secondary session can
be initiated to/from different remote hosts or the same
remote host on an existing trigger.

The max interval time in milliseconds between the use of
the secondary port sessions. If a secondary port opened by
a trigger has not been used for the specified time, it is
closed.

If this is enabled, TCP dynamic sessions also become
triggering sessions, which allows multi-level session
triggering.
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UDP Session Chaining If this is enabled, UDP dynamic sessions also become
triggering sessions, which allows multi-level session
triggering.

Binary Address Sets whether the destination IP address of the incoming

Replacement packet is replaced with the associated internal IP address to

allow NAT traversal.

Address Translation Type @ Sets address replacement on a particular packet type.

Select Apply.
Intrusion Detection

This is used to detect and block incoming attempts to attack or block traffic to the site.

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... @

Security Trigger Configuration... @

Configure Intrusion Detection...

Configure Security Logging... €

Select Configure Intrusion Detection ...
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Use Blacklist false
Use ¥ictim Protection false
¥ictim Protection Block Duration 600 seconds
DOS Attack Block Duration W seconds
Scan Attack Block Duration W seconds
Scan Detection Threshold 5 per second
Scan Detection Period &0 seconds
Port Flood Detection Threshold 10 per second
Host Flood Detection Threshold 20 per second
Flood Detection Period 10 seconds
Maximum TGP Open Handshaking Count |5 per second
Maximum Ping Count 15 per second
Maximum ICMP CGount 100 per second

Apply
Clear Blacklist

Return to Interface List

Enter the following parameters
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Use Blacklist

Use Victim Protection

Victim Protection Block
Duration

DOS Attack Block

Duration

Scan Attack Block
Duration

Scan Detection
Threshold

Scan Detection Period

Port Flood Detection
Threshold

Host Flood Detection

Enables or disables blacklisting of an external host if the
firewall has detected an intrusion from that host. Access is
denied to that host for 10 minutes.

Enables or disables the blocking of incoming broadcast Ping
commands for the period specified in Victim Protection Block
duration.

The period for which incoming broadcast Pings are blocked.
The default setting is 600 seconds.

If a Denial of Service attack is detected, traffic from that host
is blocked for the duration specified here. The default setting
is 1800 seconds.

If scan activity from a host attempting to identify open ports
is detected, traffic from that host is blocked for the duration
specified here. The default setting is 86400 seconds (1 day).

If the number of scanning packets counted within the Scan
Detection Period exceeds the value set here, a port scan
attack is detected. The default setting is 5 per second.

The duration that scanning type traffic is counted for. The
default setting is 60 seconds.

This is the maximum number of SYN packets that can be
received by a single port before a flood is detected. The
default setting is 10 per second.

This is the maximum number of SYN packets that can be
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Threshold

Flood Detection Period

Maximum TCP Open
Handshaking Count

Maximum Ping Count

Maximum ICMP Count

received from a host before a flood is detected. The default
setting is 20 per second.

If the number of SYN floods counted within this duration
exceeds either the Port Flood Detection Threshold or the
Host Flood Detection Threshold, traffic from the attacker is
blocked for the DOS Attack Block Duration. The default
setting is 10 seconds.

This is the maximum number (per second) of unfinished
TCP handshaking sessions that are allowed before a DOS
attack is detected. The default setting is 5 per second.

This is the maximum number of Pings (per second) that are
allowed before a DOS attack is detected.

This is the maximum number of ICMP packets (per second)
that are allowed before a DOS attack is detected.

Select Clear Blacklist if you wish to clear all external hosts from the blacklist.

Select Apply.
Save Configuration.
Restart the module.

Security Logging

Policies, Triggers, Intrusion
Detection, Logging

Security Policy Configuration... @

Security Trigger Configuration... @)

Configure Intrusion Detection... @

Configure Security Logging... @

Select Configure Security Logging...

Security Logging State

Security Logging is enabled

Disable Security Logging ‘

Security Event Logging States

Logging status state
Type
Enabled
Session Level: notice Disahle
Logging Output to
Event Log
Enabled
Blocking Level: notice Disahle
Logging Output to
Event Log
Enabled
Intrusion Level: notice Disahle
Logging Output to
Event Log

Level Qutput to:

notice 2
Console
Change Q

notice 2
Console
Change Q

notice 2
Console
Change Q

Logging is enabled by default for Session Logging, Blocking Logging and Intrusion Logging.
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To disable all logging:
Select Disable Security Logging.
Session Logging, Blocking Logging and Intrusion Logging.
To disable any of the above:
Select Disable.
One of eight logging levels for reporting can be selected from the drop down menu.
Emergency
Alert
Critical
Error
Warning
Notice
Informational

Debug

The output can be directed to the Console or the Event Log. Clicking the button will toggle
between these two choices.

76



Mitel 3000

Broadband Module Manual

IP ROUTES

This allows Static Routes to be defined. An example is shown below where the Broadband
Module network is connected to another network.

PC

PC

192.168.2.0

PC

PC

192.168.1.0

BBM

PC

Router

PC

The IP route for the setup above is:

Create Ip V4ARoute

MName

Destination
Gateway
Metmask
Cost
Interface

Advertise

Yalue
192.168.2.0

192,168.1.4
2h5.255.255.0
1

iplan %

false »

192.168.1.4

Router

ADSL

All traffic sent to 192.168.2.0 from the BBM LAN is first sent to the BBM router. The BBM

router then looks up its routing table and sends the packets to 192.168.1.4. The router on the
other network then forwards them.

This allows static IP routes to be defined.

Existing routes are listed. To change the parameters on an existing route:

Select IP Routes in Advanced Configuration menu.
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Broadband Module

Broadband Module Edit Routes

Basic Configuration
Advanced Configuration
ADSL Test

There are currently no Routes defined,

Create new Ip Y4Route... ©

| Diagnostics
| Flash Update
Reset to Defaults

Help ©

Select Create new IP V4 route...

Broadband Module

Broadband Module Create |p V4Route

Basic Configuration
Advanced Configuration MERE value
ADSL Test X
Diagrisstics Destination 0.0.0.0
Flash Update Gateway
Reset bo Defaults

Netmask |0.0.0.0

Cost 1
Admin Accounts Interface hone ¥
Firewall & Security
e Advertise false =
DHCP Server
Advanced 500 OK| Reset

Cancel

Enter the following parameters:

- Destination IP address.
- Gateway IP address.
- Netmask
- Cost — this sets the number of hops counted as the cost of the route.
- Interface — choose from the following:
ipwan
ipdmz
iplan
None
- Advertise — true or false.

Select OK.

The list of routes is displayed again.

DHCP SERVER

Select DHCP Server in the Advanced Configuration menu.
The DHCP Server is displayed.

Enable/Disable
The DHCP server is enabled by default.
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Broadband Module

Broadband Madule DHCP Server

Basic Configuration

| Advanced Configuration
ADSL Test
Diagnostics
Flash Update

Reset to Defaults

This page allows creation of DHCP server subnets and DHCP server fixed
host IP/MAC mappings. You may also enable and disable the DHCP server
fram here,

The DHCP server is currently ensbied.

Disable

Advanced Setup

Admin Accounts

Select Disable to turn off the DHCP server.
DHCP Server Interfaces

By default the DHCP server operates on the iplan and ipdmz interfaces.
There is an option to delete DHCP on each interface.

AU AL S

Firewal & Security

D DHCP server interfaces
Advanced ISDN

Use this section ta edit the list of IP interfaces that the DHCP server will
operate an.

Name Delete?

iplan [

ipdmz [

Apply | Feset

Add new interface
There is an option to tell the DHCP server to operate on the ipwan interface.

Add new interface

Use this section to tell the DHCP server to operate on another IP
interface,

New 1P interface: Iipwan hd Addl

Existing DHCP Server Subnets

Existing DHCP server subnets

Use
use local
local Assign Get
host host Auto subnet
Subnet value  Subnet Mask address n Delete?
address as Domain from IP
as DNS Name interface
default
server
gateway
Advanced
[192.168.10 lessesezsel  fiue x| [tue =] [tue = fiplan =] T Options... ©
: Advanced
[192.168.0.0 [esszagessn  ftue x| [true =] [tue =] [ipdmz =] T BB )

Apply | Resst

Creste new Subnet... ©

Help

The settings for the existing subnets on the iplan and ipdmz are displayed.
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All displayed parameters can be changed — change the setting to a new value and click
?gizjlgiete a subnet, check the associated box and select Apply.

To create a new subnet

Select Create new subnet...

The screen displayed is the same as Edit DHCP server subnet in the following section.
Advanced Options

Select Advanced Options.

Parameters for this subnet

Edit DHCP server subnet

This page allows you to change an existing DHCP server subnet. This can
include moving the subnet, offering a different range of addresses on the
subnet, ar altering option configuration parameters offered ta DHCP
clients on this subnet,

Parameters for this subnet

EQit the definition of the DHCE subnet here, If vou do not wish to specify
the subnet value and subnet mask by hand, you may instead select an IP
interface using the Get subnet from IP interface field, The subret will
track the IP address and subnet mask belonging to the chosen IP

interface.

Subnet value [ta2 |18 |1 o
Subnet mask |55 |25 [285 |

Get subnet from [P interface m

Maximum lease time |259200 seconds
Default lease time 259200 seconds

The current subnet parameters are shown. These can be changed as required.

IP addresses to be available on this subnet

IP addresses to be available on this subnet

You need to make sure that the start and end addreszes offered in this
range are within the subnet you defined above. Alternatively, you may
check the Use a defaull range box to assign 3 suitable default If address
pool an this subnet,

Start of address range |192 . |188 . |1 . |2
End of addrass range 9z |iea |1 21
Use a default range v

The range of IP addresses available on the subnet is shown. These can be changed if
required.
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DNS Server option information

DNS server option information

Entar the addresses of Brirmary and Secondary DNE zervers to be provided
to DHCEP clients on this subnet, You may instead allow DHCP server to
specify fts own IP address by clicking on the Use local host address as
DNS server checkbox,

Primary DNS server address |D . |IJ . |D . |IJ

Secondary DNS server addrass |D . |D . |D . |D

Use local host address as DMNS server |»
The default setting is use local host as the DNS server - all DNS requests are sent to the

default gateway 192.168.1.1 which then relays the request to the DNS addresses negotiated
at start up.
Specific DNS servers can be defined if required.

Default gateway option information

Default gateway option information

Use local host as default gateway ¥

Use local host as default gateway is checked by default.

Additional option information

Additional option information

Add and rermove lterms from this list to configure additional option
Inforrmation vou wowld ke the DHCE server to give to clisnts on this
subnet,

Create new DHCP option...

% Reset
Cancel

Select Create new DHCP option ...

Create DHCP server configuration option

This page allows you to set up a new DHCP server configuration option
that will be sent to DHCP clients on this subnet.

Create new DHCP option

Choose which option vou wowld ke to configure using the drop down st
Then fill in the text box to specify what will be sent to DHCE clients I they
shouwld request a value for the chosen option. Some of the options, such as
WINS servers, may be 3 list of IP addresses, You should tvpe them in
geperated by cammas, a5 in the fallowing exampls:

192.168.219.1, 192,168 220.1

Option name Default gateway ¥

Cption value

Feset
Cancel

Ciornain narne

Tirne servers
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Select one of the following options from the drop down menu: -

Default gateway
Domain name
IRC server
HTTP server
SMTP server
POP3 server
NNTP server
WINS server
Time server

Enter the option value in the field below.
Select OK.

To always assign the same IP address to a host

The same IP address will always be assigned to a specific host with the specified MAC
address.

Existing DHCP server subnets

Use
I local
local Assign Get
host Lot} Auto subnet
Subnet value Subnet Mask address A Delete?
address as Domain from IP
as DNS Name interface
default
server
gateway
- Advanced
[taz 16810 [255 255 255 0 [tue =] Jtue =] [ue =] [iplan =] S o)
- Advanced
[taz 16800 [255 255 255 0 [true =] Jue =] [we =] [ipdme =] ERET )

Apply | Reset

Create new Subnet... ©

Help

There are currently no DHCP server fised IP/MAC mappings defined,
Create new Fixed Host.., ©

Help

ADSL TEST
This performs a series of diagnostic tests on the ADSL connection and displays the test
results.

Broadband Module

Broadband Module ADSL Test

Basic Configuration
Advanced Configuration
ADSL Test
| Diagnostics
| Flash Update

Reset to Defaults

Perfarm an ADSL test on your device to identify any problems with your
Internet connection.
(@ Tell me more sbout performing an ADSL test...

To perform an ADSL test, please ensure your device is connected to your
phone line, and press the Perform ADSL Test hutton below. A test may
take several minutes to complete; please do not interrupt the check
during this time.

Before running an ADSL test, you may want to monitor how your DSL
connection is performing by looking at the DSL Status page.

Perform ADSL Test >
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Select Perform ADSL Test.

The tests are performed and the results are displayed.

Result Test Diagnostic
Passed User diagnostics -
complete
Failed Physical connection WAN port
connecting:
handshaking
Aborted User’s ppp Configuration
connection changed during test
Failed User’s ppp ppp connection
connection establish
DSL Status
Select DSL Status on the ADSL Test page.
Cperational mode Inactive
State HandShake
Trained transmit bit rate 0 kbps
Trained receive bit rate 0 kbps
Upstream power 0.0dB
Local Fast channel FEC error count o
Local Interleaved channel FEC error count o
Local Fast channel CRC o
Local Interleaved CRC i}
Local line attenuation 0.0 dB
Local signal-to-noise margin 0.0dB
Local LOS o
Local SEF o
Remote Fast channel FEC error count i}
Femote Interleaved channel FEC error count O
Remote Fast channel CRC o
Remote Interleaved CRC i}
Remote line attenuation 0.0 dB
Remote signal-to-noise margin ode
Femote LOS 0
Remote SEF 1]

Cause
ADSL connection OK

ADSL line
disconnected

Incorrect username
or password
Incorrect protocol
(Type of Access),
Incorrect VPI or VCI

This page displays a range of DSL parameters indicating line speed and quality.
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Parameter

Operational Mode

State

Trained transmit bit rate
Trained receive bit rate
Upstream power

Local/Remote fast
channel FEC error count

Local/Remote interleaved
channel FEC error count

Local/Remote fast
channel CRC

Local/Remote interleaved
channel CRC

Local/Remote line
attenuation

Local/Remote signal-to-
noise margin

Local/Remote LOS

Local/Remote SEF

84

Description

Inactive — the line is disconnected or the DSL modem is
negotiation with the DSLAM

G.DMT or T1.413 - indicates the DSL standard that has been
negotiated with the DSLAM

Showtime — the line is synchronised and the ADSL connection is
successfully established

Training - the ADSL modem is negotiating line speed with the
DSLAM

Handshake - the handshaking procedure is taking place to
determine the nature and capabilities of the endpoints

The upstream line speed
The downstream line speed
The output power of the ADSL modem

The fast channel Forward Error Correction error count measured
at the near/far end

The interleaved channel Forward Error Correction error count
measured at the near/far end

The fast channel Cyclic Redundancy Check error count
measured at the near/far end

The interleaved channel Cyclic Redundancy Check error count
measured at the near/far end

The line loss measured at the near/far end

The signal-to-noise ratio measured at the near/far end

The number of occurrences of Loss of Signal at the near/far end

The number of Severely Errored Frames received at the near/far
end
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DIAGNOSTICS
This is used for system maintenance and contains the following diagnostic tools.

Broadband Module

Diagnostics

Broadband Module

Basic Canfiguration
Adwanced Configuration
| ADSL Test
Diagnostics
Flash Update
Reset o Defaults

Welcome to the Broadhand Module, Please select a menu option to view
diagnostic and status information about your module.

Diagnostics

Event: Log
Fing
Logging

Event Log
Shows system related events. This provides diagnostic information.

Broadband Module

Event log

Basic Configuration

Advanced Configuration Sh ow illg a “ events
ADSL Test
Diagnostics . N
(most recent events last; times are since last reboot, or real time if
Flash Update !
avallable):
Reset to Defaults
|Tim9 ‘ Event

Diagnostics

Event Log
Clear these entries
Fing

Logging

Select events to view
Selectalog - M

PING
This is used to test the broadband connection.

Ping

Broadband Module

Biasic Configuration
Advanced Configuration
| ADSL Test
|| Diagnostics
Flash Update:

Reset to Defaults

This allows you to check the availability of the listed services

Description Address Ping Status

Ping

Gateway address not currently set
Diagnostics
Event Log
Ping Primary DNS not currently set P
Logging
Secondary DNS not currently set e
SIP Sarver Fing

Ping

IP Routes
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FLASH UPDATE
This option is used to update the module with a new version of firmware.

Broadband Module Firmware Update

Basic Configuration
Advanced Configuration There may be a newer version of firmware for the Broadband Module
ADSL Test available. Firmware updates provide the latest features for your device.

Diagnostics
Flash Update
Reset to Defaults

Manual Update Installation

To install an update you have, select the file in the box below, and then
click on the Update Now button. This operation should only be carried out
by a systems engineer or under the explicit instructions of your
maintenance centre.

It is advised that you use the System Backup facility in the Basic
ASettings menu to save the current configuration. After the flash has

been updated, the System Restore facility in the Basic settings menu
can be used to restore the configuration settings.

When you dick on the Update Now button, the new
software will begin downloading to the system, this
process takes about 30 seconds. When the

download is complete, the system will load the new
software, and you will be prompted to Restart the
system.

Update file: | |[ Browse.. |

Update Now = |

Select Advanced Configuration

Select Flash Update

Select Browse and locate the new firmware revision xxx.img where xxx is the firmware
version

Select Update Now.

Select Restart when prompted by the system

RESET TO DEFAULTS
This resets the module to the factory default settings.

Select Reset to Defaults menu.

Broadband Module

Broadband Module Reset to Defaults

Basic Configuration

Advanced Configuration Resetting the Broadband Module will change its settings to factory

ADSL Test defau\ts_. This vv_’\\l overwrite any changes that you have previously made to
the device settings.

| Diagnostics
g @ Tell me more about resetting to defaults...

Flash Update
Reset to Defaults

reset the Broadband Module, tick the Confirm box and then click on
Restart Required Reset to Defaults.

i‘) To implement your [ confirm Resetto Defaults

ﬁ Resetting this device to factory defaults can not be undone. To

changes a restart is
required.

Restart

Check the Confirm box.
Select Reset to Defaults.

The default settings are restored.
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SET UP THE PC TO AUTOMATICALLY OBTAIN AN |IP ADDRESS

Click Start and Control Panel.

Internet
Internet Explorer
’J E-mail

Microsoft PowerPoint

Lotus Notes

©L

W37 bicrosot word
X Encore CX

E';" dobe Raader 6.0

BT Versatiity Wizard

15535 3.3 Lite

H >

All Programs ¥

’) My Documents

|2 My Recent Documents »
_‘:‘) My Pictures

j My Music

5! My Computer

(:'g My Network Places

@ 3etFroram Access and
Defaults Pros

com
e Cannect To
= acc

ki 3 Printers and Fazes

@} Help and Support
.o

] Run...

Log off @] Shut Dovn

i /start & [ © @ @ Terence Wiliams - Inbax ... | TF Microsoft Wo

Click Network Connections.

Eile  Edit  Miew Favorites

ELERAS B * - sech

Agress [OF cortrod Panel

10w |

ﬂ" Control Panel

B Swhch to Cateeey viow

Ser Alsn 3

@ Windows Lipdate
&l Melp and Support

Tools  Help
Fokders .v

& % ©
Accessbiity  AddHardware  Addor
Cpwions Aeman..
s v D
Forks. Game Irkternet
Controless Ophons

. - 2
@ 2
Regonsl and  Soanrers and  Scheduled
Language ... Canmras Tasks

TOSHIEA  Liser Arcoures Windows
Power Saver Bremal

;- L]
Yo pe
Administrobive ALl Sound
Toaks Setup
& 0 v

Kerbuward Moz

]
v @

ecunty Sounds snd Speech
Cevier Aundio Dervices.

, N
- _;..
& <
Wirrless Link Wik
Set...

Right click Local Area Connection.

e o

& Disable this network
device

fk Repair this connection

=] Rename this connextion
) View skatus of this
connection

Change settings of this
conneckion

Other Places

@ Control Panel

&3 My Network Places
() My Documents

i My Computer

LAN or High-Speed Internet

Disable
Status
Repair

Delete
Rename

Click Properties.

Bridge Connections

Create Shortcut

PL
—_—
Palchlink
Update:

Systemm

D 2 =

Automatk Dot and Tme  Dtsplay
Updates

h
L=
gl

a

Taskbar &
Hart Mer
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4 Local Area Connection Properties x|
General | Authentication | Advanced |
Connect using

I 33 |ntel 8255k-based Fast Ethernet

This connection uses the following items

™7 B Client for Microsoft Networks
4B Check Point SecuRiemote

3005 Packet Scheduler
L] PP

Istall | Uninstal Propetties

- Description
Transmission Contral Pratocol/Internet Pratacal. The default

wide area network protocal that provides communication
scross diverse interconnectad networks

¥ Show icon in natification area when connected
¥ Matify me when this conmection has limited or no connectivity

oK Cancel

Select Internet Protocol (TCP/IP).
Click Properties.

ST
Germial | Ateinate Corfigurstion |
ou can gel IF selthngs asagned sdomahcaly d you nelwark sppals
Hhis o Dtherwise, i

. s st 0 vsk youn vtk acmirisinaind ine
et appropriste P settingt.

i+ bt an IF acdiess sdomahcaly
1 Uiz the ollowang IF acdiess:
; —
e
———

1 Oftsin DINS servel sddress sutomaticaly
" Liag the following DS sorvms addbnzsns:

Select Obtain an IP address automatically.
Select Obtain DNS server address automatically.
Click OK.

Click OK again.

The PC is now set up to automatically obtain an IP address.
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SETTING UP THE INTERNET EXPLORER BROWSER

File Edit ‘iew Favorites

€ 3 » N

Q . \) . \ﬂ Mail and News ke 'EJ

Fack Forward Stap Pop-up Blockar * | Favories  History
Address | Manage Add-ons
Synchranize
Windows Update

Mail Print. Edit

Links ] Aesthetics of the Prime Sequ

LAKE

nd's Most Comprehensive Motoring Site &1 Currency

—— —— 3
e | JH
=== 1.
=3 I
ey

LAKE Group Info

Click Tools, and select Internet Options.

Internet Dptions 2lx|
Eenerall Securltyl ana:_l,ll Content  Connections |Prngrams| Advancedl

To et up an Internet connection, click.
Setup.

 Diakup and Virtual Private Network setings —————————————

GRICY33 Add... |

RASLAKE
Bemave

Chaose Settings if you need to configure a proxy Settings.. |
server for a connection.
€ Mever dial a connection

" Dial whenever a network connection iz not present
" Always dial my default connection

Current default: None Set Default

~ Local Area Metwork [L&N] settings

LAN Settings do not apply to dialup connections. LAM Settings
Chaose Settings sbove for dial-up settings.

Ok | Cancel | Apply |

Select Connections and click LAN Settings.

Local Area Network (LAN) Settings i |

r—Automatic configuration

Automatic configuration may override manual settings, To ensure the
use af manual settings, disable sutomatic configuration,

I

I automatically detect settings
™ Use automatic configuration scripk

Address I

[~ Proxy server

Llse & progy server Far vaur LAM {These settings will not apply ko

dial-up or ¥PM conneckions),

Address: Ihttp:,l’,l’lD.?.l.l Park: ISD Advanged...l

™ Evpass prowy server for |ocal addresses

coce |

Make sure Use a proxy server for your LAN is not selected.
Click OK.
Click OK again.
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APPENDIX A

Setting Up Wireless Networking On a PC Using the Recommended Settings In WLAN Setup

Enter the settings used in the initial WLAN setup (page 40) in the table below. Refer to this
table when setting up PCs to connect to the WLAN

Network Name / SSID
WPA Pass Phrase
PCs Allowed to connect to WLAN
MAC Address (1)
MAC Address (2)
MAC Address (3)
MAC Address (4)
MAC Address (5)
MAC Address (6)
MAC Address (7)

MAC Address (8)

This procedure describes setting up WPA security on a PC with Windows XP.
For other operating systems, please consult your PC user manual.
Note that some older wireless LAN adapters do not support WPA.

Click Start on the task bar of the PC.
Click Control Panel.

B Control Panel E”E”gl
Fle Edt Yew Favortes Took Help [}

Qe - @ - [F| POsearh [Zriders | [~
address | Control Panel v B

—E—‘ Control Panel d‘?’ g B % % 8 ﬁ

Accessbity  AddHardware  Addor  Administrative  Automatic  Blustooth  Broadcom ASF
@ Switch to Category Visw Options Remov... Tools Updates Devices  Configuration

Z = 7 A -
® & R @ W a
Broadcom  Dateand Tme  Display FindFast Folder Options  Fonks Game
ﬂ windows Update Control Suite Controllers

@) Help and Support E ? Jg) & &D Q’! fi—.

Intel(R)GMA  Internst  Java Plug-in  Keyboard Mouse Network PatchLink
Driverfor ... Options Conmections  Update

L& % % e d D

Phone and  Portable Media Power Options  Printers and  Regional and  Scanners and  Scheduled

Modem ... Devices Faxes Language ...  Cameras Tasks
O ¥ @ & 9 L &
Security SigmaTel  Sounds and Spesch System Taskbar and  User Accounts
Center Audia Audio Devices Start Menu
% )
Windows wireless
Firewall Metwork Sef...

Double click the Network Connections icon
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"8 Network Connections

File Edit ‘iew Favorites Tools

)

Address | W) Network Cannections

Network Tasks

Creats a new cannection
@ Change Windows Firewall

settings
See Also

Wi Metwork Troubleshooter

Other Places

B contrel Panel

& 1y Network Places
(L My Documents

g My Computer

Details &3

Network Connections
System Foider

1) Wireless Network Connection

Advapced  Help
I_f!? p Search || Folders  [E7]~
v B
Dial-up
RAS LAKE GRICY33
Disconnecked Disconnected
B, Conexant D110 MDC Y. 5% Ma... \;L Conexant D110 MDC ¥.9x Ma...
LAN or High-Speed Internet
Local Area Connection Wireless Network Connection
Disabled Mot connected
[, N Broadeom Mettrene 57 Gig... T () Intel(R) PRO/Wireless 22006G. .
Personal Area Network
Bluskooth Network Connection
Disconnected
[l Bluekaoth Device (Personal A, .
Double click the Wireless Network Connection icon
()

Network Tasks

& Refresh network list

:3_, Set up a wireless network.
for a home or small office

Related Tasks

@ Learn about wireless
networking

E:i’ Zhange the order of
preferred netwarks

4w Change advanced
settings

information.

Choose a wireless network

Click an item in the list below ta connect ko a wireless network in range or to get mare

(¢i>)

BT¥ Demo Room

"f Security-enabled wireless network (WPA)

anlll

(tji ))
(I1I )
(fiﬂ
(tji ))
(li))

damians_wpa_aim

Unsecured wireless network,
PRISM_01_5F_79_bernar

"? Secutity-enabled wireless network

CSE lab Wireless AIM

"f Security-enabled wireless network (WPA)
PRISM_01_1F_5d

Unsecured wireless network,

Reservoir_sig

'f Security-enabled wireless network (WPA)

anill
il
all !l

antl

Conneck

A list of wireless networks is displayed.

Click Change the order of preferred networks
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- Wireless Network Connection Properties |E‘rz|

General | Wireless Networks |Advanced

[¥]iJse Windows bo configure my wireless nehwork setings

Luvailable networks.

Ta connect o, disconnect from, o find out more information
about wireless networks in range, click the button below,

Wiew Wireless Metworks

Frefered networks
Automatically connect to available networks in the order listed

bielow
Add...
Leam about sstting up wireless network
ME ing up wirelezs networl
Click Add

Wireless network properties

Azsociation |Authentication Connection

Metwork name [S510): |Netw0rk m| |

‘wireless netwark key

Thiz network, requires a key for the fallowing:

Metwork Authentication: WwPa-PSE v
D ata encryption: TEIP -

Metwark key: |oooooooooo |

Caonfirm network. kew: |uooouou |

[ E]

[] This is a computer-to-computer [ad hoc) netwark wireless
access points are not uged

I Ok H Cancel ]

Enter the network name (SSID) (this is the Network Name (SSID) entered in the WLAN
settings on page 40)

Select WPA-PSK from the Network Authentication drop-down menu

Select TKIP from the Data encryption drop-down menu

Enter the Network key (this is the Pass Phrase entered in the WLAN settings on page 49)
Confirm the network key

Click OK
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APPENDIX B
To find out the MAC address of a PC

Click Start.
Click Run.
Enter cmd

Run E]EJ

= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For you,

Open: L3

[ OF H Cancel H Browse. .. ]

At the prompt > type ipconfig/all [enter].

= C:\WINDOWS\system32\cmd.exe B=E

Microsoft Windows BP [Version 5.1.26801
<G> Copyright 1985-2801 Hicrosoft Corp.

IC:xDocuments and Settingssterrywilliams~Desktopripconfig-rall_

o C:AWINDOWSAsystem32\cmd.exe

Microsoft Windows XP [Version 5.1.268681]

(C> Copyright 1985-2001 Microsoft Corp.

C:~Docunents and Settingssterrywilliams“DesktopXipconfigrall

llindows IP Configuration

Host Mame : WILLIAMS _TERRY
Primary Dns Suffix : lakecommunications.com
Hode Type

IP Routing Enabled

WINS Proxy Enabhled

Ethernet adapter Wireless Metwork Connection:

Media State : Media disconnected
Description : Intel(R> PRO/Uireless 228BBG Hetworlk

Connection
: B8-12-FB-55-7C-CD

C:~Docunents and Settingssterrywilliams“Desktop’

To Release and Renew an IP address on a PC

Click start.
Click Run.
Enter cmd

Run E_]EJ

_ Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Open: L3

[ OF H Cancel H Browse. ..
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At the prompt > type ipconfig /release [enter].

C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uerszion 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

M:=~>ipconfig ~release

Windows IP Configuration

Ethernet adapter Wireless Metwork Connection:

Connection—specific DNS Suffix

IP Address. . . . . - . . . . . . =
Subnet Mask

Default Gateway

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

All the IP addresses will be reset to 0.0.0.0.

Type ipconfig /renew [enter].

AWINDOWSA\system32\cmd. exe
Connection—specific DNE Suffix
IF Address. . . . . .

Subnet Mask . . . .
Default Gateway . .

M:=“>ipconfig /renew

Windows IP Configuration

Ethernet adapter Wireless Metwork Connection:

Connection—specific DHNE Suffix

IP Address. . . . . 192.168.1.3
Subnet Mask . . . . 255.255.255.8
Default Gateway . . 192 168.1.1

Ethernet adapter Local Area Connection:

GConnection—specific DHS Suffix lakecommunications.com
IP Address. . . . . 1A.7.1.6A

Subnet Mask . . . . 255.255.8.8

Default Gateway . . 18.7.1.9

The IP addresses will be renewed.
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