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Abstract about this document

This document describes about overview of provisioning process and show how to do
provisioning by using multiple configuration files.
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Outline

1) Basic Provisioning Flow including Pre Provisioning

2) Explanation about type and priority of configuration files

3) Configuration Procedure for Provisioning by using WEB interface.
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Basic Provisioning Sequence with Pre Provisioning

STEP1 | DHCP b ‘ . ‘ 5?5

uT670 DHC server TFTSGI’VGI‘

When you connect UT670 to the network, (For Pre Provisioning

the UT670 Gets TFTP server 4 ?

Address (Option66) from DHCP > STEP1
<

STEP2 | Pre Provisioning

UT670 automatically download the
Configuration file “KX-UT670.cfg” from TFTP
sever (Option 66)

File

server

) (For Provisioning)

>
Configuration file name “KX-UT670.cfg” is [ STEP2 ]

specified by UT670’s model name. h
STEP3 | Reboot

UT670 will now reboot

STEP4 Provisioning

After rebooting the UT670 will automatically

Standard Configuration file

A

download the 1 to 3 types of Configuration files
depends on the case.

-Master Configuration File Product Configuration file

-Product Configuration File

-Standard Configuration File

Master Configuration file

This address can be specified by Pre Provisioning

This document explain about “STEP 4” Provisioning
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Types of Configuration file for Provisioning
B There are three types of Configuration file.

Type

Usage

Master
configuration file

® Common setting for all units
* SIP server address
* [P addresses of the DNS
* IP addresses of the NTP (Network Time Protocol) servers

® Example of the configuration file’s URL:
http://prov.example.com/Panasonic/ConfigCommon.cfg

Product
configuration file

® Common setting for same model units
Default setting of the privacy mode

® Used by all the units that have the same model name
®Example of the configuration file’'s URL:
http://prov.example.com/Panasonic/Config{MODEL}.cfg

Standard
configuration file

This is the file for
detailed
information.

® Setting for each unit
* Phone number
* User ID
» Password, etc.
® Example of the configuration file’s URL:

http://prov.example.com/Panasonic/Configf MAC}.cfqg

Can be configured by using only one file of these three files.
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http://prov.example.com/Panasonic/ConfigCommon.cfg
http://prov.example.com/Panasonic/Config{MODEL}.cfg
http://prov.example.com/Panasonic/Config{MAC}.cfg

B Setting priority

Priority

Low

High

Priority of Settings

» Configured by different configuration methods: provisioning, Web user interface
programming, etc.

« Settings configured later override previous settings
» Settings by Web are highest priority, can be changed by Web only. If configuration

file is used after Settings by Web, Web settings should be reset.

Setting Priority Setting Method
Order
1 4 The factory default settings for the unit
2 3 Pre-provisioning with the configuration file
2-3 Provisioning with the master configuration file
3 2-2 Provisioning with the product configuration file
2-1 Provisioning with the standard configuration file
4 1 Settings configured from the Web user interface or

the phone user Interface
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How to set Provisioning Information from WEB

Setting vary depend on how many configuration file you use.

Case 1 : Provisioning by only 1 configuration file (Standard Configuration File)
If you use only 1 file, then you can put URL into “Standard” Configuration File in
WERB setting.

Case 2 : Provisioning by 2 files (Master and Standard / Product and Standard)

If you use 2 configuration files, then you can put URL into “Master” or “Product’
configuration file in WEB setting.

And in configuration file, you need to specify the URL of “Standard” configuration
file.

Case 3 : Provisioning by 3 files (Master, Product and Standard)

If you use 3 configuration files, then you can put URL into “Master” configuration
file in WEB setting.

And in configuration file, you need to specify the URL of “Product” and “Standard”
configuration file in WEB setting.

From next page, detailed step is described
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How to set Provisioning Information from WEB (Casel : With 1 file)
Setting Steps

provisioning server ‘
. Step 1. Put standard configuration file |
. with all parameters into provisioning |
Server. — Standard Configuration File |
T .
/' Step 2. Enter Standard File URL into LI | .
. Provisioning Maintenance setting in SR |
i WE B . Master File URL I
: Cyclic Auto Resync Ces @ No :
: Resync Interval 10080 minute(s) [1-40320] i
_______________________________________________ B
' Step 3. Phone get Standard File from h Y |
! .. . . uTe670 provisioning server |
. provisioning server from address input |
i intO WEB Setting. Get Standard Configuration I!ile i
s o |
, — = e
I‘\\ Standard Configuration File
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How to set Provisioning Information from WEB (Casel : With 1 file)

Step 1. Please put configuration file (Standard File) under server.

o ;
5 Confie00B0FOCH6F6Iche account name, password and SIP Server
£33 Config0080f0c5 7281 cfe address.

nf] ContigDDs0f0ch 01 7 cfe

Config{MAC]}.cfqg : for each unit setting file like

*MAC} indicate actual MAC address of phone

Example of “Config{MAC}.cfg” for Standard file.

# PCC Standard Format File # DO NOT CHANGE THIS LINE!
# Thisis a S|mpI|f|ed sample configuration flle

# URL of thls conflguratlon f|Ie

CFG_STANDARD_FILE_PATH= tftp 11192. 168 O 10/Conf|g{MAC} cfg
# SIP Settlngs #

# Suffix "_1" indicates this parameter is for " I|ne 1 #

# IP Address or FQDN of SIP reglstrar server, proxy server
SIP_RGSTR_ADDR_1="registrar.example.com"
SIP_PRXY_ADDR_1="proxy.example.com"

# IP Address or FQDN of SIP presence server
SIP_PRSNC_ADDR_1="presenceserver.example.com"

# Enables DNS SRV lookup

SIP_DNSSRV_ENA_1="Y"

# 1D, password for SIP authentication
SIP_AUTHID_1="SIP_User"
SIP_PASS_1="SIP_Password"

4 Exiration e of SIP regitaton; 1 hour Please refer administrator guide for more
REG_EXPIRE_TIME_1="3600" .
Rt on T Tiper (R 4020 detailed about each parameter
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How to set Provisioning Information from WEB (Casel : With 1 file)

Step 2. After you log in to WEB setting menu by administrator account, Please
go to [Maintenance] -> [Provisioning Maintenance] menu.

&
KX-UTE70NE Status Network System | VoIP Telephone | Maintenance |

Firmware Maintenance

[ Web Port Close |

Maintenance

Firmware Maintenance

R e N e Enable Firmware Update ® Yes ONao

Provisioning _ _
Maintenance Firmware File URL | |

Reset to Defaults

Restart
[ Restrt

Please input file path of configuration file for “Standard” where you put
and set “Yes” for [Enable Provisioning]. And press [save] button.

Provisioning Maintenance
Enahle Provisioning @ryes O Mo

Standard File LIEL hitpe/ /192 168.010/GonfiglM ACLcfe

Product File URL
Master File URL | |

Cyelic Auto Resync Oes @ No
Fesync Interval minute(s) [1-40320]

Header value for Resync Event

|| Save || ’ Cancel ]
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How to set Provisioning Information from WEB (Case2 : With 2 files)

Setting Steps

. Step 1. Put Master configuration file
with Standard File URL and Standard
. configuration file with each unit

. parameters into provisioning server.

____________________________________________________________________________________________________________________

" Step 2. Enter Master File URL into
. Provisioning Maintenance setting in
. WEB.

=
______________________________________________ .

/Step 3. Phone get Master File from h O ,

. provisioning server from address input into UT670 provisioning server |

' WEB Setting_ Get Master Configuration Fild

| . < —

. And then, Phone get Standard File from = |

! . . . . Master Configuration File

 provisioning server by using address i

| . . . Get Standard Configuration Fjle

- described in Master File. p -

' Standard Configuration File

Enable Provisioning

Master Configuration File

Standard Configuration File

Standard File UREL
Product File URL
Master File URL

http://192.168.0.10/ComiielMAGLcle

Cyclic Auto Resync

Resync Interval

s @ Mo
10020 minute(s) [1-40320]

Header Value for Resync Event  |check-sync
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How to set Provisioning Information from WEB (Case2 : With 2 files)

Step 1. Please put configuration file under server.

£33 ConfigD0B0FDCSEFET cfe
£33 ConfigD080f0c5728f cfe
L3 Configh080f0c57017 ofe
£ ConfieCommon cfe

ConfigCommon.cfg : for common setting across

all phones, like SIP server address.
Config{MAC}.cfqg : for each unit setting file like

account name, password.
*IMAC} indicate actual MAC address of phone

Example of “ConfigCommon.cfg” for Master file.

## Provisioning Settings
PROVISION ENABLE="Y"

# PCC Standard Format File # DO NOT CHANGE THIS LINE!

CFG_STANDARD_FILE_PATH="tftp://192.168.0.10/Config{MAC}.cfg"

## SIP Settings

SIP_PRXY_ADDR_1="192.168.0.10"
SIP_RGSTR_ADDR_1="192.168.0.10"
SIP_SVCDOMAIN_1="192.168.0.10"

\

There is a file path for Standard file. So that
phone can know the address of Standard file
after download Master file.

© Panasonic Corporation 2011
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How to set Provisioning Information from WEB (Case2 : With 2 files)

Step 2. After you log in to WEB setting menu by administrator account, Please
go to [Maintenance] -> [Provisioning Maintenance] menu.

Wi
KX-UTE70NE Status Network System | VoIP Telephone | Maintenance |

Firmware Maintenance

[ Web Port Close |

Maintenance

Firmware Maintenance

RN ] R Ty e Enable Firmware Update ® Yes ONo

Provisioning _ _
Maintenance Firmware File URL | |

Reset to Defaults

Restart
[ Restrt

Please input file path of configuration for “Master” file where you put and
set “Yes” for [Enable Provisioning]. And press [save] button.

Provisioning Maintenance

Enable Provisioning @ es O Mo
Standard File URL ]
Product File URL | |
Master File URL http://192.168.0.10/ComfigMAG] cfe|
Cyelic Auto Resync COives & Mo

Note : you don’t need to input Standard File URL. Standard File URL is
obtained from Master File as described in previous page.

| Save |I [ Cancel ]
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How to set Provisioning Information from WEB (Case3 : With 3 files)

Setting Steps

!' Step 1. Put Master configuration file with
Standard/Product File URL and Standard

. configuration file with each unit parameters
into provisioning server.

______________________________________________________________________

Step 2. Enter Master File URL into
. Provisioning Maintenance setting in
. WEB.

Step 3. Phone get Master File from provisioning
. server from address input into WEB setting.

" And then, Phone get Product / Standard File

. from provisioning server by using address

. described in Master File.

© Panasonic Corporation 2011

| Master Configuration File

ProductConfiguration File

Enable Provisioning

Standard File UREL
Product File URL
Master File URL

http://192.168.0.10/ComiielMAGLcle

Cyclic Auto Resync

Resync Interval

Header Value for Resync Event  |check-sync

s @ Mo
10020 minute(s) [1-40320]

uT670

»

Get Mastgg=e

pnfiguration Filg

¢
Master

on

iguration File

<

Get Standard

Configuration Hile

Standard

Configuration Fil

<

Get Producjg=qnfiguration File

Product

onfiguration File

’
-

Standard Configuration File
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How to set Provisioning Information from WEB (Case3 : With 3 files)

Step 1. Please put configuration file under server.

ConfigCommon.cfg : for common setting across
all phones, like SIP server address.

f"_’, ConfigJ0S0F0CE6FES cfe

r-| .
3 ContiglUB0FOCD 725k ofe Config{MODEL}.cfg for each model setting.

Oy 1 ConfigCommon.cie: **{MODEL} indicate the model name of phone

f‘ 3, Configk - TGPEE0TO4 cfe Config{MAC]}.cfqg : for each unit setting file like
account name, password.
*{MAC} indicate actual MAC address of phone

Example of “ConfigCommon.cfg” for Master file.

# PCC Standard Format File # DO NOT CHANGE THIS LINE!

## Provisioning Settings

PROVISION ENABLE="Y"
CFG_PRODUCT_FILE_PATH="tftp://192.168.0.10/Config{ MODEL}.cfg"
CFG_STANDARD_FILE_PATH="tftp://192.168.0.10/Config{MAC}.cfg"

## SIP Settings
SIP_PRXY_ADDR_1="192.168.0.10"
SIP_RGSTR_ADDR_1="192.168.0.10"
SIP_SVCDOMAIN_1="192.168.0.10"

\
There is a file path for Standard file and Product file. So that
phone can know the address of Standard file and Product
file after download Master file.
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How to set Provisioning Information from WEB (Case3 : With 3 files)

Step 2. After you log in to WEB setting menu by administrator account, Please
go to [Maintenance] -> [Provisioning Maintenance] menu.

Wi
KX-UTE70NE Status Network System | VoIP Telephone | Maintenance |

Firmware Maintenance
\Web Port Close |

Maintenance

Firmware Maintenance

o et i Enable Firmware Update ® Yes ONo
Provisioning _ _
Maintenance Firmware File URL | |
Reszet to Defaults
Restart
[ Restrt

Please input file path of configuration for “Master” file where you put and
set “Yes” for [Enable Provisioning]. And press [save] button.

Provisioning Maintenance

Enahble Provisioning ®es ONo
Standard File URL ]
Product File URL | |
Master File URL http://192 168 0.10/ComfielMAC}cfe|
Cyclic Auto Resync C¥es ®MNo

Note : you don’t need to input Standard / Product File URL. Standard / Product
File URL are obtained from Master File as described in previous page.

| Save |I [ Cancel ]
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Note : this procedure required if you'd like to clean all of setting via web menu
before provisioning. And network setting will be back to default also. If you don’t
need clean all setting, then please ignore this step.

Please go to [Maintenance] -> [Reset to Defaults] menu.

s
KX-UTET0NE Status Network System | VolP Telephone Maintenance

Firmware Maintenance

[ Web Port Close I

Enable Firmware Update ®Yes O No

Provisioning i i
Maintenance Firmware File URL | |

I Reset to Defaults

Restart

[Saue] [ Cancel ]

Please click [Reset Web Settings] to remove all settings.
KX-UTE70NE Status MNetwork System | VolP Telephone Maintenance

Reset to Defaults

Reset Web Data

s The Web data for this unit will be reset to its default values when you click [Reset

Provigioning Web Settings].
Maintenance

[ Web Port Close ]

Maintenance

Reset to Defaults
Restart [ Reset Web Settings
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How to access Web user interface

1. Confirm the IP address of KX-UT670.
1-1: [Menu] (Upper left of sheet key) =>[Settings] = [About phone] - [Status]

1-2 : Confirm the IP address displayed on LCD.

2. Embedded Web.
2-1: [Menu] ( Upper left of sheet key) 2>[Settings] =2 [Network]

2>[Embedded web] ->select [On]

3. Access the Web user interface.
3-1: Open your Web browser.
3-2 : Enter your KX-UT670 URL to Web browser
(http:/lyour KX-UT670 IP address) .
3-3 : Enter user name (admin) and password (adminpass) and click “OK?”.
3-4 : The Web user interface window is displayed.
Configure the settings for the unit as desired.
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