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Overview | Introduction snom

Mass Deployment VolP phones

O Mass deployment (,Auto Provisioning*) is a feature implemented
proprietarily in the standard firmware of all snom 3xx VolP phones
and snom m3

O Mass deployment allows remote administration (configuration and
maintenance) of unlimited number of distinct snom phone types
(snom3xx, snom m3).

O Mass Deployment is particularly useful for out-of-the-box
scenarios in larger phone installations.

O Mass Deployment can be used to provide general and specific
configuration parameters ("Settings") to the phones and to
manage firmware actualization.
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Overview | Requirements snom

Mass Deployment VolP phones

O Mass deployment requires one central provisioning (“setting”)
server able to deliver the necessary configuration parameters
("settings") and firmware updates to each snom phone.

O Configuration parameters can be stored in individual setting files
(phone type/MAC address based) or can be created at runtime
by means of scripts (MAC address based). The location of these
files is determined in the setting (provisioning) URL.

O Depending on the phone installation environment five (5)
scenarios can be distinguished how to provide the setting
(provisioning) URL to the phones:

www.snom.com Slide 4




Overview | Scenarios snom

Mass Deployment VolP phones

|
I
cenario 4
m
rec

|
(Scenari
e
—

Setting Server URL is Setting Server Setting Server SUeF;th.g Ser\l;er Settggﬁewer
set by DHCP Server| |URL is set by SIP URL is set by Is set by s

(tfto-server-name/ Server via SIP Manual snom hardcoded in

bootfile-name) NOTIFY Configuration provisioning ada_pted OEM
server Firmware
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Provisioning Server | Overview snom

Mass Deployment VolP phones

O The ,Provisioning Server” stores the configuration
parameter (,setting") files and firmware image files
centrally and provides them on request to the snom

phone.
Provisioning of configuration Provisioning of
parameter firmware images
TFTP Yes From V7.2: Yes
HTTP Yes Yes
HTTPS Yes (restricted) No
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Provisioning Server | Network snom

Mass Deployment

VolP phones

O Provisioning Server can be hosted on private or
public servers depending on the mass deployment

method
Scenario 1 2 3 4 5
Server DHCP Plug & Play | Manual Automatic Fix
Redirection | Redirection | Redirection
Private Yes Yes Yes No No
Public No No Yes Yes Yes
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Configuration Parameters | Overview snom

Mass Deployment VolIP phones

O Input variables for the phone's firmware which determine all
functional and operational processes on the phone.

O Configuration parameters can be changed via:
= Phone user interface (keypad/display)
= Web User Interface (using an external web client/browser)
= Mass Deployment

= NOTE: Configuration changes can only be reverted by factory reset
(resets all parameters to their default values)

O Configuration parameters are physically stored on the flash
memory of the phone and are loaded on boot-up into the RAM:

= Before firmware version 7 parameters were stored internally in a
dedicated partition using a proprietary format.

= Since firmware version 7 parameters are stored internally using XML
syntax.
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Configuration Parameters | ,Settings" page snom

Mass Deployment VolP phones

O There are currently more than about 300 configuration
parameters available

O Retrieve a complete list from the Web User Interface:
= Status --> “Settings” page

Operation Operation ) )
HE e Hotrie Click here ta save the settings.
I = i . i i .
Address Book lagguagi o Engl::.sh Directory Click here to save the settings in XML format.
redirect nwdier ! :
Setup : o - Setup
redirect busy number!: Bt latguage ! : English
Preferences redirect time number!: 2 erenlces redirect number!: 123
Speed Dial redirect_event!: none Speed Dial redirect_busy number!:
Function Keys cEslEESLE L e Function Keys redirect time number!: 123
) redirect time on code!: Identity 1 redirect event!: none
i redirect time off code!: ; redirect time!: 2
Identity 2 - = e | Identity 2 . =
¥ redirect_always on code!: : redirect time on code!:
Identity 3 redirect always off code!: ey = redirect time off code!:
Identity 4 redirect _busy on code!: Identity 4 redirect always on code!:
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Configuration Parameters | Complete List snom

Mass Deployment

VolP phones

O In firmware versions 3-6 the complete list of configuration parameters
could only be saved by copying and pasting the content from the
“Settings” page to a plain text file

O From firmware version 7 onwards the complete list of configuration
parameters can be saved either in text or XML format by clicking the
appropriate link on the top of the “Settings” page

I settings.cfg - Editor g|'£| I settings.xml - Editor
Datei Bearbeiten Format  Ansicht 7 Dakei Bearbeiten Format  Ansicht 7

Tanguage! : Deutsch k7xm1 wersion="1.0" encoding="utf-8"7>
redirect_number!: A lesettings>

redirect_busy_number!: <phone-settings>

redirect_time_number!: <?anguage perm="Rw">Deutsch</Tanguages>

redirect_event!: none <redirect_number perm="">< /redirect_number:s
redirect_time!: <redirect_busy_numbher perm="":< /redirect_busy_number:
redirect_time_on_code! : <redirect_time_number perm="">< redirect_time_number:
redirect_time_off_code!: <redirect_svent perm=""znone</redirect_svent:>
redirect_always_on_code! : <redirect_time perm=""s»</redirect_times>
redirect_always_off_code!: <redirect_time_on_code perm="">< /redirect_time_on_codex

redirect_busy_on_code! : <redirect_time_off_code perm="">< /redirect_time_off_codex>

redirect_busy_off_code! : <redirect_always_on_code perm=""></redirect_always_or_code>

dnd_on_code! : <redirect_always_off_code perm="":></redirect_always_off_code>
<redirect_bhusy_on_code perm=""z»</redirect_busy_on_codex>

< | <redirect_husy_off_code perm="":></redirect_bhusy_off_code:-

£ |
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Configuration Parameters | Categorization snom

Mass Deployment VolIP phones

O (1) Write- protected system parameters
= are used internally and cannot be changed

= factory value is marked by ,&" symbol
= Example: mac&: 0004132YXXXX

O Unprotected system parameters

= are used internally and can only be changed via mass deployment
= Example: dst!: 3600 03.05.07 02:00:00 10.05.07 03:00:00

O Free configurable parameters

= all those parameters changeable via “Web User Interface” (approx. 90
%).

= Only a part of them is also configurable via “Phone User Interface”

= Example: dhcp!: on
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Configuration Parameters | WIKI (1)

Mass Deployment

O Each free configurable parameter corresponds to exact
one Web User Interface Setting.

O The relationship in firmware versions 6 or 7 can be
figured out by accessing the updated description for
each Web User Interface page on snom’s WIKI:

= http://wiki.snom.com/Snom3x0/Web _Interface/V6/Settings
= http://wiki.snom.com/Snom3x0/Web _Interface/V7/Settings

O “Web User Interface Settings™ are listed by their
english names and linked to its corresponding
configuration parameter.
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Configuration Parameters | WIKI (2)

Mass Deployment

General Information

snom

VolP phones

Webinterface Languaie

Language

Mumber Display Style

Tone Scheme

Wl Matification

MWyl Dial Tone

Use Headset Device

LS. Date Format{rmm/dd)

24 Hour clock

Uze Flash Plugin

fessage LED for Dialog State/Missed Calls

Cutgoing |dentity Scrolling on idle

Show identity index

(2nom3B0/370 anly) Use Backlight

(Snom360/370 anly) Ringer Animation

(Snom3604370 anly) Redundant Softkeys
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General Information:
Webinterface Language:

Language:

Mumber Display Style:
Tone Scheme:

M Motification:

M Dial Tone:

Use Headset Device:
Use Backlight:

0.5, date format {rmm/dd):
24 Hour clock:
Use Flash Plugin:

Message LED for Dialog State/Missed Calls:

Active Identity Scrolling:
Show identity index:
Show call status info:

English ~ | @
English | ®
Mame vl@
Germany v|@
Silent
Stutter

an V@

Con ®off @
®on Ooff @
Con ®off @
®an Coff @
®an Ooff @
Con @off @
Con ®off @




Configuration Parameters | V7 Online Help snom

Mass Deployment VolP phones

O From firmware version 7 onwards a (configurable) online help button has been
added to each “Web User Interface Setting”:

= By clicking that button the resulting URL ("documentation link" + "configuration parameter
name") will be requested and the description page of that configuration parameter will be
opened - by default snom's WIKI knowledgebase.

= http://wiki.snom.com/Settings/configuration_parameter_name

General Information:

Webinterface Language: Englishj+ @
Language: English § @

Nurnber Display Style: Marme v| @
Tone Scherme: Germa » | @
M Motification: Silent v|®

M1 Dial Tane: Stutter v | @

Use Headset Device: Maone v|®@
lse Backlight: on v | @

U.s. date format {rom/dd): Oon @ @

24 Hour clock: @on Ok @

Ilse Flash Plugin: Can ®a @

Message LED for Dialog State/Missed Calls: ®an O @

Active Identity Scrolling: ®an On @

Show identity index: Olon @4 @

Show call status info: Can ®a @
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Setting Files | Overview snom

Mass Deployment

VolP phones

O Setting files are container for a subset of configuration
parameters needed to customize and maintain snom phones
remotely.

O Do NOT use the complete parameter list as starting point,
Instead:

= Delete or uncomment unused configuration parameters from the
complete parameter list.

= Specify only those parameters you really want to change --> Check the
meaning of each parameter before usage.

= Finally your setting file should contain only a few parameters
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Setting Files | Formats

Mass Deployment

epending on the firmware version two formats can be
distinguished
|
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Setting Files | Text Format

Mass Deployment

epending on the firmware version two formats can be
distinguished
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Setting Files | Text Format (Version 4,5,6,7)

Mass Deployment

O Full provisioning support in firmware versions 4,5,6

O Limited provisioning support in firmware version 7:

= NO multiple language support
= Only english phone user/web user interface languages are pre-

installed (except snom370)

= NO script dial plan

= NO support of formerly used internal directory entries (Name (in),
Number (tu), Contact Type (tc), Outgoing ldentity (to))
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Setting Files | Text Format | Syntax snom

Mass Deployment

VolP phones

O ASCIl coded:
= lines may end with newline or carriage return/newline pairs
= Comments start with "#" or "<"
= The "<"and ">" characters allow easy integration of HTML tags
= Parameter names may consist of the characters a-z, A-Z, 0-9 and _

O Description

<html> <pre> € The "<" and ">" characters allow easy integration of HTML tags
#comment € comment start with “#” or “<*
< parameter(1) name><flag>:<value> € Parameter names can be retrieved from the WIKI

< parameter(n) name><flag>:<value> € Parameter values can be retrieved from the WIKI
</pre></html>
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Setting Files | Text Format | Flags snom

Mass Deployment

VolP phones

O Parameter names can be followed by one specific character called
“flag™:
= A parameter followed by “!I" can be changed by the user. However the
parameter value will only be stored if that parameter has not been

configured yet. Only parameters followed by $ can be overwritten, DO
NOT use “!" in that case.

= A parameter followed by “&" or no flag becomes write-protected (read
only)

= A parameter followed by “$” can be changed but will be overwritten on
reboot. $ will appear on the Settings page as ! (available from firmware
version 4.2 onwards)
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Setting Files | Text Format | Structure snom

Mass Deployment VolP phones

O One "general setting file" per phone type containing general
configuration parameters

= <protocol>": //"<IP address or domain>"/*<phonetype>".htm" -
http://domain/snom360.htm

O One "specific setting file" per phone containing phone specific
configuration parameters

= <protocol>": /I"<IP address or domain>"/*<phonetype>"-"<MAC
address>".htm" = http://domain/snom360-0004132314A4.htm

O One "firmware setting file" per phone type OR specific phone,
containing firmware related configuration parameters in order to
perform automated firmware updates

= Any URL can be defined = http://domain/snom360-firmware.htm
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Setting Files | Text Format | Example (1) snom

Mass Deployment

snom360.htm

2 snom360.htm - Editor

Datei Bearbeiten Format  Ansicht 7

VolP phones

snom360-0004132314A4.htm

<htm] =
<pres

# example snom settings file
# Language and Time settings

Tlanguage: English
anguage: English

ey
date_us_format: E;

time_24_format: on

snom360-firmware.htm
# in order to perform autg

# define the firmware setting File_UR
# where wou specify the final firmware
firmware_status: http:///10.0.0. 2/ 5snom360- F1rmware btm

#define also the update policy here
update_policy: auto_update

</ nres
</ html=
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[ snom360-0004132314A4.him -... [ |[E)(X]
Datei Bearbeiten Format  Ansicht

khtmT >
<pre:x

# example snom settings file

Y First account

551 tests

D'I spl aEme frIEC

ser_realnamel: D test
FRINgtone .
ser_ringerl: Ringerd

# vou may add up to 12 accounts

< ares
< ntml>




VolP phones

Setting Files | Text Format | Example (2) snom

Mass Deployment

snom360-firmware.htm

I snom360-firmware_htm - Editor

Datei Bearbeiten Format  ansicht 2

<ktm] =
<pres

# example snom Firmware setting file
oot s/ 1inux dmage file

firmware: http:/ 10.0.0.2/5nom360-5.5.1-5IP-7.hbin

frirmware Image File
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Setting Files | Text Format | Example (3) snom

Mass Deployment VolP phones

O Provisioning server ,Apache”
= HTTP protocol

£ XAMPP for Windows Version 1.5.4 Beta 3 - Mozilla Firefox

B3 XAMPP Control Panel Applica

#»OMPP Contral Pa

Modules

Datei  Bearbeiten  ansicht  Gehe  Lesezeichen  Extras  Hilfe

(=] XAMPP for Windows

[1svc Apache Running b ~
I XAMPP
My = .

[sve y=qi | Welcome to XAMPP for Windows
CJsve  FileZilla | Version 1.5.4Beta 3

Sveo Mercury Congratulations:

You successfully installed XAMPP on this system!
ftatus Check OF ; _ . B
Eusy. .. phpinfo() Mow you can start using Apache and Co. Firstly you
ipache started [Port 801 - should try »Status« on the left navigation to make sure
HAMPP Application Status 1.1 T everything works fine.
he Srate 1 Sorcice 0 Sl B

Spachs =hate SEEREs For OpenSsl support please use the test certificate

L5 | with https://127.,0.0.1 or https:/flocalhost 3

&) sbwarks suchen @ Aufwsrts suchen [Z) Hervorheben  [[] GraB-fKlein
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Setting Files | Text Format | Example (4) snom

Mass Deployment VolP phones

O Copy files into ,Apache” root directory )
= ,c:\..\xampp\htdocs"

O Start ,Apache” and access the files from any web
browser:
= http://domain/snom360.htm
" http://[domain/snom360-0004132314A4.htm
= http://domain/snom300xiirs
= http://domain/snom360+6.5: 18| P=:bir == Etr=s | 7

\q_/.- Zuriick - h Suchen Crdner E' -
| C:hDownloadstxamppihtdocs W \__J Wechseln zu
) forbidden *apachegbz_ani.gif = j

[
=

release *apachegb.gif sanSEuEI-Eu.S.l-SIF‘-j.I::in
restricted *apachegb.png SnORFEN-0004 1 33444, bt
xampp Efavicun.icu géfihlﬁ;g Fﬂ@é
*apacheghzgif index.html sanSED-Firmware.htm
*apachegh&png Eindex.php
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Setting Files | XML Format

Mass Deployment

epending on the firmware version two formats can be
distinguished
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Setting Files | XML Format (Version 7)

Mass Deployment

O NOT APPLICABLE in firmware versions 4.,5,6

O Full provisioning support in firmware version 7:
= Default phone configuration support
Automatic firmware update support

Multiple language support

= Only applicable to snom300/320/360

Script dial plan support
Directory provisioning support
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Setting Files | XML Format | Overview snom

Mass Deployment VolP phones

O XML tagged UTF-8 coded files

= XML header is required
= <?xml version="1.0" encoding="utf-8"?>
= The following XML tags are supported

= <phone-settings>, <functionkeys>, <tbook>, <dialplan>, <firmware-
settings >, <setting-files>, <settings>, <gui-languages>, <phrases>, <web-
languages>, <w_phrases>

<?wml wersion="1.0" encoding="utf-5"7>
<phone-settings>
<language perm="":>English</ languadgesr
<redirect pumber perm="3§"r253</redirect nurber>
<3Etting_§ wer perm="'":- ..fsnnm?php?mac={mac}<fsetting_server>

e idx="1" perm=

Configuration parameter Identity
Index
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Setting Files | XML | Provisioning Scheme

Mass Deployment

snom

VolP phones

ne
etting File
r pho

XML Provisioning Scheme

ameter Pr

s
i
—
.

ovi peclflc Para
hone type per

ettings Contalner
<sett|ngs>

Settmg

gs <phone-
n Key Se <
tionKey: <functionKeys > S_et
ettings =Directory Settings <tbook> files>
ttings < 4‘
I
Firmware l i | |
ing Fi CSoenttt:i]ngesr Individual XML{ | - Language Fle cone vicualxME] gt i0e
i Settings Files Container : Settings Files Container
ph <sett|ngs_> *Phone Settings Sl e ey <sett|ng§> *Phone Settings *Web User Interface
/m *Phone Setpngs <phone-settings> <web-languages> *Phone Setpngs <phone-settings> <web-languages>
<phone-settings> -Function Key *Phone User <phone-settings> =Function Key =Phone User
| -Functlpn Key Settings Interface <gui- 'FUHCTI_On Key Settings Interface <gui-
Settings P . languages > Settings <functionKeys> languages>
<functionKeys> -Directory <functionKeys> *Directory ]
W _ -D|rect%ry Skettmgs Settings <tbook> -D|rectobry Skettmgs Settings <tbook>
mage File | “pooxe «Dial Plan Settings ool Dial Plan Settings]
=Dial Plan Settings o | *Dial Plan Settings <dialplan>
<dialplan> P <dialplan> 2
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Setting Files | XML | Provisioning Scheme snom

Mass Deployment VolP phones

| XML Provisioning Scheme

ne
etting File
r pho
pe

rameter Provi peclflc Para
hone type (per

ettings Container

<settings> Settin |
<functionKeys> : .
ettings =Directory Settings <tbook> files>
—mac) ettings <o i ‘
| I
Firmware ! : i ;
o Csettt".‘gs Individual XML| | Language File Csett‘".‘gs Individual XML| | Language File
g ontainer Settings Files Container onamner Settings Files Container
eI *Phone Settings Sl e ey Seeuingss *Phone Settings *Web User Interface
*Phone Setpngs <phone-settings> <web-languages> *Phone Setpngs <phone-settings> <web-languages>
<phone-settings > -Function Key *Phone User <phone-settings > =Function Key =Phone User
*Function Key Settings Interface <gui- *Function Key Settings Interface <gui-
Settings U languages > Settings <functionKeys> languages>
<functionKeys> “Directory <functionKeys> *Directory
W _ *Directory Settings Settings <tbook> "Directory Settings Settings <tbook>
mage File . <tbook> _ *Dial Plan Settings , <tbook> . Dial Plan Settings]
=Dial Plan Settings <dialplan> *Dial Plan Settings <dialplan>
<dialplan> <dialplan>
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Setting Files | XML | Setting File Container

Mass Deployment

O “Setting File Container” <setting-files> is a file
construct which allows to load more then one file type
In one go onto the phone

O Should be the first XML file provided to the phone

O Contains URL's to all setting files to be provisioned
O The files are requested in the given order

O Backwards compatibility: Setting files encoded in ASCII
text format can be included (restrictions apply)
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Setting Files | XML | Setting File Container

Mass Deployment

O One ,General setting file container” per phone type
providing a list of setting file URLs

= http://domain/snom3x0.htm (due to backwards compatibility
reasons in mixed phone type environments use ,htm*
extension instead of ,xml* for automatic phone type
recognition)

O One “Specific setting file container" per phone, i.e.
based on the MAC address, providing a list of
setting file URLs:

= http://domain/snom3x0-mac.htm (the ,-mac" string is
automatically appended by the phone)

www.snom.com Slide 33



Setting Files | XML | Container <setting-files> snom

Mass Deployment

http://domain/snom3x0.htm

http://domain/snom3x0-mac.htm
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Setting Files | XML | Provisioning Scheme snom
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| XML Provisioning Scheme

ne
etting File
r pho

ameter Provi pe0|f|c Para
hone type (per

ettings Contalner
<sett|ngs>

Se?tmg ott

Y o S TR

>PECHiic gs <phone- o
n Key Se . <set
tionKey: <functionKeys> :
ettings =Directory Settings <tbook> files>
ettings <
Firmware e
T = ettings Ind|V|duaI XML Language File i Individual XML Language File
g ontainer Settings Files Container oniainer Settings Files Container
<settings> Sofi e *Web User Interface <settings> B “Web User Interface
-Phone Setti g -Phone Sett g
one etpngs <phone-settings> <web-languages> O oeitings <phone-settings> <web-languages>
<phone-settings> Fieitioaie *Phone User <phone-settings> =Function Ke :Bhone User
ek y - -F K .
unctlpn ey Settings Interface <gui- unctlpn ey Settings Interface <gui-
f Se.ttln}%s T languages> ¥ S?Ftlnﬁs g <functionKeys> languages>
- ; unctlonS B =Directory . un;: |onS et)t/s *Directory
. lrethi)fY kettmgs Settings <tbook> lies t%ry ke IS |Settings <tbook>
mage File s nibockal *Dial Plan Settings leadig® *Dial Plan Settings]
=Dial Plan Settings <dialplan> *Dial Plan Settings <dialplan>
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Setting Files | XML | Settings Container

Mass Deployment

O “Settings Container” <settings>: XML structure to
specify a list of XML tags containing configuration
parameters:

= <phone-settings>, <functionKeys>, <tbook>, <dialplan>

O One ,Settings Container” per phone type
containing general configuration parameters:
= http://domain/3x0/general.xml

O One ,Settings Container” per phone mac
containing specific configuration parameters:
= http://domain/3x0/mac.xml
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Setting Files | XML | Container <setting-files> snom

Mass Deployment VolIP phones

http://domain/snom3x0.htm .
http://domain/3x0/general.xml

< ?xml version="1.0" encoding="utf-8" ?>

<setting-files> <?xml version="1.0" encoding="utf-8" ?>
<file url="http://domain/3x0/general.xml' <settings>
<phone-settings>...</phone-settings >
<function-keys>...</function-keys>
</setting-files> <phone-book> " .</phone-book>
<dial-plan>...</dial-plan>
</settings>

http://domain/snom3x0-mac.htm

: ., . http://domain/3x0/mac.xml
< ?xml version="1.0" encoding="utf-8" ?>

<setting-files>
<file url="http://domain/3x0/mac.xml"/>

< ?xml version="1.0" encoding="utf-8" ?>

<settings>
<phone-settings>...</phone-settings >
<function-keys>...</function-keys>
<phone-book>...</phone-book>
<dial-plan>...</dial-plan>

</settings>

</setting-files >
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Setting Files | XML | Provisioning Scheme
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XML Provisioning Scheme
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VolP phones

ne
etting File

ameter Pr
hone type

r pho

< settlngs >
gs <phone-
n Key Se
tionKey
ettings
ettings <

Y o S TR
sDeCcIHIC

ettings Contalner

Settmg

ovi pe0|f|c Para
(per

Firmware
|ng Fi

w
mage File
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<settings>
*Phone Settings
<phone-settings>
*Function Key
Settings
<functionKeys>
*Directory Settings
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=Dial Plan Settings
<dialplan>
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Individual XML
Settings Files
*Phone Settings
<phone-settings>
*Function Key
Settings
<functionKeys>
=Directory
Settings <tbook>
Dial Plan Settings
<dialplan>

I
Language File
Container

*Web User Interface

<web-languages>
*Phone User
Interface <gui-
languages>

<functionKeys >
=Directory Settings <tbook>

ett
(o)
<set
files>

Settings
Container
<settings>
*Phone Settings
<phone-settings>
*Function Key
Settings
<functionKeys>
*Directory Settings
<tbook>
=Dial Plan Settings
<dialplan>

Individual XML
Settings Files
*Phone Settings
<phone-settings>
*Function Key
Settings

<functionKeys>
=Directory

Settings <tbook>

Dial Plan Settings
<dialplan>

*Web User Interface
<web-languages>
*Phone User
Interface <gui-
languages>

Language File
Container




Setting Files | XML | Container <setting-files>

Mass Deployment

http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/phone.xml"/>
<file url="http://domain/3x0/fkeys.xml"/ >
<file url="http://domain/3x0/tbook.xml"/>
<file url="http://domain/3x0/dplan.xml"/>
</setting-files>

http://domain/snom3x0-mac.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/mac/phone.xml"/>
<file url="http://domain/3x0/mac/fkeys.xml"/>
<file url="http://domain/3x0/mac/tbook.xml"/>
<file url="http://domain/3x0/mac/dplan.xml"/>

snom

VolP phones

< ?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings >

< ?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys >

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>

<?xml version="1.0" encoding="utf-8" ?>
<tbook>...</tbook>

<?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings>

<?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys>

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>

</setting-files>
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<?xml version="1.0" encoding="utf-8" ?>
<tbook>...</tbook>




Setting Files | XML | Phone Settings

Mass Deployment

http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/phone.xml"/>
<file url="http://domain/3x0/fkeys.xml"/ >
<file url="http://domain/3x0/tbook.xml"/>
<file url="http://domain/3x0/dplan.xml"/>
</setting-files>

< ?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings >

< ?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys >

<?xml version="1.0" encoding="utf-8" ?>
<dial-plan>...</dial-plan>

http://domain/snom3x0-mac.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/mac/phone.xml"/>
<file url="http://domain/3x0/mac/fkeys.xml"/>
<file url="http://domain/3x0/mac/tbook.xml"/>
<file url="http://domain/3x0/mac/dplan.xml"/>
</setting-files>

<?xml version="1.0" encoding="utf-8" ?>
<phone-book>...</phone-book>

<?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings>

<?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys>

<?xml version="1.0" encoding="utf-8" ?>
<dial-plan>...</dial-plan>
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<?xml version="1.0" encoding="utf-8" ?>
<phone-book>...</phone-book>
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O <phone-settings> XML tag contains the main part
of general or specific configuration parameters and
the URL of the firmware configuration file

<?xml version="1.0" encoding="utf-8"?>

Value

<phone-settings >

<language perm="I">English</langu
<redirect_ number perm="$">253</redirect number>

</phone-| \tings>

. e

Configuration parameter Index
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http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/phone.xml"/>
<file url="http://domain/3x0/fkeys.xml"/ >
<file url="http://domain/3x0/tbook.xml"/>
<file url="http://domain/3x0/dplan.xml"/>
</setting-files>

snom
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< ?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings >

< ?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys>

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>

http://domain/snom3x0-mac.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/mac/phone.xml"/>
<file url="http://domain/3x0/mac/fkeys.xml"/>
<file url="http://domain/3x0/mac/tbook.xml"/>
<file url="http://domain/3x0/mac/dplan.xml"/>
</setting-files>

<?xml version="1.0" encoding="utf-8" ?>
<tbook>...</tbook>

<?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings>

<?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys>

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>
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<?xml version="1.0" encoding="utf-8" ?>
<tbook>...</tbook>
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O <functionKeys> or <function-keys> XML tag
contains the “free function key” configuration

parameters. LVa,ue
i

<?xml version="1.0" encoding="utf-8"?>

<functionKeys>

<fkey idx="0" context="active" perm="$">line</fkey>
ey idx="1"context"1" perm="&">dest
— &lt;sip:423@tst. org;usNr=phone&gt; </tkey>

Indexr

<fkey idx="53" conte) ="12" pe&ﬂ’b line</fkey>

</functionKeys>
|_‘Context

Permission Flag
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http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/phone.xml"/>
<file url="http://domain/3x0/fkeys.xml"/ >
<file url="http://domain/3x0/tbook.xml"/>
<file url="http://domain/3x0/dplan.xml"/>
</setting-files>

snom
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< ?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings >

< ?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys >

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>

http://domain/snom3x0-mac.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/mac/phone.xml"/>
<file url="http://domain/3x0/mac/fkeys.xml"/>
<file url="http://domain/3x0/mac/tbook.xml"/>
<file url="http://domain/3x0/mac/dplan.xml"/>
</setting-files>

<?xml version="1.0" encoding="utf-8" ?>
<tbook>...</tbook>

<?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings>

<?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys>

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>
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<?xml version="1.0" encoding="utf-8" ?>
<tbook>...</tbook>
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O <dialplan> or <dial-plan> XML tag define global

dial plans

MATCH=""pattern”

AN

7/

<dialplan>

mnr

<template match=""timeout=

Rewrite=""/>

</dialplan >/\

<?xml version="1.0 ding="utf-8"?>

nr

Timeout=""sec”

pd

scheme="sip" user="Phone"

[\

Rewrite=""altstrng”

User=""type” is either “1P” or

“Phone™.
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0 MATCH="pattern”

= is the dial pattern to match. While entering the pattern: use a period () to
match any character or use an asterisk (*) to match one or more characters. To
have the phone generate a secondary dial tone when the part of the template
matches, use a comma (,).

O Timeout="sec”

= is the number of seconds before a timeout will occur and the number will be
dialed as entered by the user. To have the number dial immediately, specify O.

O Rewrite="altstrng”
= is the alternate string to be dialed instead of what the user enters. This field
can be left empty.
O User="type”

= is either IP or Phone. Enter User=phone or User=IP to have the tag
automatically added to the dialed number. Currently User=phone is supported.
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http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/phone.xml"/>
<file url="http://domain/3x0/fkeys.xml"/ >
<file url="http://domain/3x0/tbook.xml"/>
<file url="http://domain/3x0/dplan.xml"/>
</setting-files>

< ?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings >

< ?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys >

<?xml version="1.0" encoding="utf-8" ?>
<dial-plan>...</dial-plan>

<?xml version="1.0" encoding="utf-8" ?>

http://domain/snom3x0-mac.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/mac/phone.xml"/>
<file url="http://domain/3x0/mac/fkeys.xml"/>
<file url="http://domain/3x0/mac/tbook.xml"/>
<file url="http://domain/3x0/mac/dplan.xml"/>
</setting-files>

<tbook>...</tbook>

<?xml version="1.0" encoding="utf-8" ?>
<phone-settings>...</phone-settings>

<?xml version="1.0" encoding="utf-8" ?>
<functionKeys>...</functionKeys>

<?xml version="1.0" encoding="utf-8" ?>
<dialplan>...</dialplan>

<?xml version="1.0" encoding="utf-8" ?>
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O <tbook> or <phone-book> XML tag defines the

entries of the locally stored phthory
S Category

< ?xml version="1.0" encoding=//4-8"7> =

Name E <phone-book>

ontext="1"type="VIP" index="0">
<name>Adrian</name>

< Index of
<number>42965</number> \I Index o
' entry

1

</phone-book>

Number
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| XML Provisioning Scheme |

rameter Provi peclflc Para
hone type (per

ettings Contalner

ne
etting File
r pho

Settmg

<set

<functionKeys> .
/ files>

=Directo Settlngs <tbook>

Firmware

Settings Language File Settings Ind|V|duaI XML Language File
ing Fi Contalner Container Contalner Container
ph ing "Phone Settings *Web User Interface ing *Phone Settmgs *Web User Interface
/m *Phone Settings <web-languages> *Phone Settings phone-se linas> <web-languages>
<phone-settings> nCton Koy *Phone User <phone-settings> *Function Rey *Phone User
| . unctlpn Key Settings Interface <gui- X unctlpn Key Settings Interface <gui-
Settings <functionKeys> languages> Settings <functionKeys> languages>
<functionKeys> -Directory <functionKeys> *Directory
el *Directory Settings S e *Directory Settings Settings <tbook>
mage File _Simse *Dial Plan Settings| | sthooka) *Dial Plan Settings]
=Dial Plan Settings <dialplan> *Dial Plan Settings <dialplan>
<dialplan> <dialplan>
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O “Firmware setting file” contains a subset of firmware
related configuration parameters allowing
automated firmware updates

O “Firmware setting file” URL must only be specified
In the <phone-settings> tag

O One “Firmware setting file” per phone type / mac
address containing ,Firmware image file URL":
= http://domain/3x0/firmware.xml

= http://domain/3x0/mac/firmware.xml
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http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?
<setting-files>

<file url="http://domain/3x0/general.xml’

</setting-files >

<?xml version="1.0" encoding="utf-8"?>
<phone-settings>

<firmware_status perm="">
http://domain/3x0/firmware.xml
</firmware_status>

</phone-settings>
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http://domain/3x0/general.xml

< ?xml version="1.0" encoding="utf-8" ?>
<settings>

< phone-settings> ...</phone-settings >

<phone-book>.. </phone book>
<dialplan>...</dialplan>
</settings >

http://domain/3x0/firmware.xml

<?xml version="1.0" encoding="utf-8" ?>
<firmware-settings>
<firmware perm="">
http://domain/3x0/snom3x0-7.X-SIP-f.bin
</firmware >
</firmware-settings >

7
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O This XML file type must not be included in container setting
files

O The phone will download the firmware XML file specified in the
URL configured under firmware_status

O The setting firmware_status can ONLY be defined in the
settings file of type <phone-settings>

< ?xml version="1.0" encoding="utf-8" ?> Value = Firmware Image

<firmware-settings > y

<firmware perm="">http://.../snom-7.1.9-SIP-f.bin</firmware >

<lﬁrw \ Do not use any flag

Configuration parameter = firmware
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O Multiple language support with Version 7

= snom370: several languages (default “English”) come pre-installed
with the firmware

= snom300, 320, 360: ONLY english language is pre-installed

= multiple languages can ONLY be provided via auto provisioning =

the selected language will be loaded on request into the phone’s
RAM

O Language files must match the phone’s application
firmware

= Download always the newest language files from:
http://fox.snom.com/config, e.g. http://fox.snom.com/config/snomlang-
7.1.33.1gz

= Automatic language provisioning using
http://fox.snom.com/config/settings.xml as Setting Server URL
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ne
etting File

ameter Pr
hone type

(0]

r pho
pe

< settlngs >
gs <phone-

n Key Se
tionKey
ettings
ttings <

ettings Contalner

Settmg

vi pecmc Para
(per

Firmware
|ng Fi

w
mage File

Settlngs
Container
<settings>
*Phone Settings
<phone-settings>
*Function Key
Settings
<functionKeys>
*Directory Settings
<tbook>
=Dial Plan Settings

<dialplan>
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<web-languages>
*Phone User
Interface <gui-
languages>

<functionKeys >
=Directory Settings <tbook>

ett
o
<set
files>

Settings
Container
<settings>
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<phone-settings>
*Function Key
Settings
<functionKeys>
*Directory Settings
<tbook>
=Dial Plan Settings
<dialplan>

Individual XML
Settings Files
*Phone Settings
<phone-settings>
*Function Key
Settings
<functionKeys>
=Directory
Settings <tbook>
Dial Plan Settings
<dialplan>

Language File
Container
*Web User Interface
<web-languages>
*Phone User
Interface <gui-
languages>
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O “Language File Container” are XML files containing
a list of language file URLs each one representing a
different lanquage:

O Phone User Interface Language File Container
(<gui-languages> tag)

O Web User Interface Language File Container
(<web-languages> tag)
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O One ,Language File Container” per phone type /
mac address containing general / specific ,phone
User Interface Language File URLs"

= http://domain/3x0/pui.xml
= http://domain/3x0/mac/pui.xml

O One ,Language File Container” per phone type /
mac address containing general / specific ,Web
User Interface Language File URLs"

= http://[domain/3x0/wui.xml
= http://[domain/3x0/mac/wui.xml
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http://domain/snom3x0.htm

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/general.xml"/>
<file url="http://domain/3x0/pui.xml"/>
<file url="http://domain/3x0/wui.xml"/>
</setting-files >

snom

VolP phones

http://domain/3x0/pui.xml

http://domain/3x0/wui.xml

<?xml version="1.0" encoding="utf-8" ?>
<gui-languages>
<language url=http://domain/lang/gui_de.xm

name="Deutsch" />

</gui-languages>

< ?xml version="1.0" encoding="utf-8" ?>
<web-languages>
<language url=nttp://domain/lang/web_de.xm

name="Deutsch" />

</web-languages>
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O <gui-languages> / <web-languages>

The URL specified either links
to the official snom or to
your own translated XML

language file.

<?xml version="1.0" encoding="utf-8" ?>

<gui-languages>

<language url="http://domain/de/gui.xm!" name="Deutsch" />

</gui-languages> \

N

The name specified will appear in the
list of available languages
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O “Language files” are XML files containing the
language phrases:
= Phone User Interface language files (<phrases> tag)
= Web User Interface language files (<w_phrases> tag)

O When selecting a new language from the phone or
web user interface language list the content of the
associated file will be stored in the phone’s RAM.

O Language files depend on the firmware version
= each file i1s unique per firmware version

= language files of the latest release are always backwards
compatible
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O Several ,Language Files" <phrases> per phone
type / mac address contain ,Phone User Interface”
languages

= http://domain/3x0/lang/pui_de.xml|
= http://domain/3x0/mac/lang/pui_de.xml

O Several ,Language Files" <w_phrases per phone
type / mac address contain ,Web User Interface”
languages

= http://domain/3x0/lang/wui_de.xml|
= http://domain/3x0/mac/lang/wui_de.xml
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http://domain/snom3x0.htm

http://domain/3x0/pui.xml

< ?xml version="1.0" encoding="utf-8" ?>
<setting-files>
<file url="http://domain/3x0/general.xml"/>
<file url="http://domain/3x0/pui.xml"/>
<file url="http://domain/3x0/wui.xml"/>
</setting-files>

< ?xml version="1.0" encoding="utf-8" ?>
<gui-languages>
<language url=http://domain/lang/pui_de.xml
name="Deutsch" />

</gui-languages>

http://domain/3x0/wui.xml

http://domain/lang/wui_de.xml

<“?xml version="1.0" encoding="utf-8" ?> < ?xml version="1.0" encoding="utf-8" ?>

<web-languages> <w_phrases>
<language urI=http://domain/lang/wui_de.x"-:> <[_)hrase i="0" n="lang_none" t=""/>

name="Deutsch" />

</w_phrases>
</web-languages> [
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The internal name of the The translation of the
phrase. phrase.
N\ \ /

<?xml version="1. ding="utf-8"?>

<phrases>
<phrase i="0"
<phrase i="1"n=

"lang_none" t=""/>
"lang language name"t="Deutsch" />

<phrase i="892" n="lang_tbook" t="Dir" />
<languag{\="0"t="Deutsch" />

\

The index of the phrases.
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snom advanced training

VolP phones

O Overview
= |ntroduction
= Requirements
= Scenarios

O Requirements in Detall
= Provisioning Server
= Configuration Parameters
= Setting Files

O Scenarios in Detall
Scenario 1: DHCP
Scenario 2: Plug&Play

Scenario 3: Manual Redirection
Scenario 4: Automatic Redirection
Scenario 5: Fix Redirection
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O Setting Server

* Running TFTP or HTTP(S) Server
= Provide setting files and firmware images

O DHCP Server

= Configure sname/ option 66 (tftp-server-name) pointing to
setting server URL e.g. http://192.168.1.3

= Optional: Configure file / option 67 (bootfile-name) containing
setting file path, e.g. snom/snom3xx.htm

O snom3x0

= Make sure the parameter ,Setting Server URL" has not been
changed manually before > Reset to factory values
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O Out of the box (factory values)/ Factory value reset

O Power up/ Reboot manually or via SIP NOTIFY

I notify_reboot.txt - Editor

Datei Bearbeiten Format  Ansicht 2

2 notify_checksync.ixt - Editor

Datei Bearbeiten Format  Ansichk 2

MOTIFY sip:486810.0.0.10 SIP/ 2.0
From: <5ip'abc@192 168.0. 59>

Evént

Call-I0: tESt@lQE.lEE.D.Q

CSeq: 1300 MOTIFY

Contact: «<sip:test@l52.1658.8. 194>

Content-Type: applicationssimple-message-summary
Content-Length: &
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MOTIFY sip:436610.0,0.10 sSIP/2.0
From: <5ip'abc@192 168.0. 59>

Evént

Call-1m: tESt@192.168.G.9

CSeq: 1300 MOTIFY

Contact: <sip:Test@l%2.165.8.194>

Content-Type: applicationssimple-message-summary
Content-Length: O
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Factory resetted phone loads configuration parameters from flash memory into RAM
Since DHCP is enabled by default the phone will send an DHCP discover

| Reauestof general/ specifc stiing fe, o.g. snom300.him / snom300-000413250818.him |
| st <umings> || s s | e |

Read XML tagged parameters
inside XML header <phone-
settings>, <functionKeys>,
<dialplan> and/or <tbook>

W@
write them into tlash

store URLs and request them after
the specific setting file has been
requested
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Scenario 1: DHCP | Process Overview snom

Mass Deployment VolP phones

Read XML tagged parameters
inside XML header <phone-
settings>, <functionKeys>,
<dialplan> and/or <tbook>

W@
write them into tlash

store URLs and request them after
the specific setting file has been
requested
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{@ (Untitled) - Ethereal

File Edit Wiew Go Capture Analyze  Statistics  Help
Mo, - Tirne Source Destination Protocal | InFo o
1 0.000000 0.0.0.0 Rl DHCF  DHCP Discover — Transaction ID Oxf30850d
2 0, 004407 10,00, 2 e o e o e THIZ DHCP otter Transaction ID E
3 0.1442863  0.0.0.0 Rl e i DHCR DHZCP Reguest - Transaction ID Oxf308904d
4 0,150457 10.0.0.2 R T e DHCP DHCP ACK - Transaction ID Oxf308%0d .
< —
option 53: DHCP Message Type = DHCP Offer ~
option 54: server Identifier = 10.0.0.2
option 1: sSubnet mask = 255.0.0.0
option 3: Router = 10.0.0.1
option G: Domain Mame Server = 10.0.0.2
option 7: Log Server = 0.0.0.0
option 44: NetBIOS over TCPSIP Mame Server = 10.0.0.2
option 51: IP Address Lease Time = 2 days
option 58: Renewal Time wvalue = 1 day
option 59: Rebinding Time walue = 1 day
: TFTP Server Mame = "http:710.0.0. -
Bootfile name = “snom3&0. htm" 3
""" A=H0 : [ 1563 M: 0 Drops: O
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Scenario 1: DHCP | DHCP offer (1) | Log

Mass Deployment

£ snom 300 - Mozilla Firefox

ad-0a:

L 0Oo:-o0o:
L Qo:-ao:
| 00:a0:
L 00:-ao0o:
L 0Oo:-o0o:
L Qo:-ao:
| 00:a0:
L 00:-ao0o:
L 0Oo:-o0o:
L Qo:-ao:
| 00:a0:
L 00:-ao0o:
L 0Oo:-o0o:
L Qo:-ao:
| 00:a0:
L 00:-ao0o:
L 0Oo:-o0o:
L Qo:-ao:
| 00:a0:
L 00:-ao0o:
L 0Oo:-o0o:
L Qo:-ao:
| 00:a0:

Zd:

Zd:
zd:
Zd:
Zd:
Zd:
zd:
Zd:
Zd:
Zd:
zd:
Zd:
Zd:
Zd:
zd:
Zd:
Zd:
Zd:
zd:
Zd:
Zd:
Zd:
zd:
Zd:

Setting server received wia DHCP: http: /192 163_.1.3

read xml settings: found setting-files XML header

read xml settings: added TURL: http: /132 165.1.3/300/general. xnl
read xml settings: added TRL: http: f/192_ 1658.1.3/3x0/pui._xml
read xml settings: added TURL: http: FA192_ 162 1.2/ 3x0 /vai_xml
Conf setup: found xml =style settings

Fetching URL: http: /f19E2.1628.1. 3/snon300-00041 3250518 htw
read xml settings: found setting-files XML header

read xml settings: added TURL: http: fF192_ 162 1. 23/300/0004132E50518 _ xml
Conf setup: found xml =style settings

Fetching URL: http: /122 168.1.3,/300 /general . xml

read xml settings: found settings (container) XML header
read xml settings: found phone-settings XML header

read xml settings: found function-keys XML header

Conf setup: found xml style settings

Fetching TURL: http: /192 _168.1.3/3x0/pui_xml

read xml settings: found gui-lawncuaages XML header

Conf setup: found xml =style settings

Fetching URL: http: /1292 168 1.3,/ 3x0/vi.xml

read xml settings: found web-lancuages XML header

Conf setup: found xml =style settings

Fetching UBL: http: /f192_168.1_3/300/000413250518_ xml

read xml settings: found settings (container) XHNL header
read xml settings: found phone-settings XML header
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Scenario 1: DHCP | Process Overview snom

Mass Deployment VolP phones

I Factory resetted phone loads configuration parameters from flash memory into RAM
l Since DHCP is enabled by default the phone will send an DHCP discover

300 00413250518.~

He-Container

I?:;gﬁtahgeg: ddefirzr:s:]zr_s store URLs and request them after

settings>, <functionKeys>, fes spemﬁc:ett;r;gefge hacben
<dialplan> and/or <tbook> qu

write them into flash
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Scenario 1: DHCP | Request (2)(3) | PCAP snom

Mass Deployment VolP phones

O (2) General / (3) Specific Settings File Container

7 (Untitled) - Wireshark EIX

File Edit Mew Go Capture Analvee Statistics  Help
Mo, - Source Destination Protaoco
2 e B 192,165, ] 1592.16/8 GET /snom300. htm HTTP.2
L456538 162 ,168.1.3 1%2.1a8.1.110 HTTP il - il
L539958 192.168.1.110 1%92.1e8.1.3 HTTP GET snom300-000413250518,. htm HTTR/1.1
540780 192.168.1.3 152.168.1.110 HTTP Shmul= ATaE 5 sl
41 37.619952 192.168.1.110 1%92.168.1.3 HTTP GET /300 /general.xm] HTTR/L.1
43 37.620979 192.168.1.3 1592.168.1.110 HTTPAML HTTR/L.1 200 oK
53 37.700003 1%92.168.1.110 1%2.168.1.3 HTTF GET /3x0/pui.=ml HTTR/L.1
55 37.701048 192.168.1.3 192.168.1.110 HTTRA=ML HTTRA.1 200 O
65 37.F79973 1%92.168.1.110 1%92.168.1.3 HTTF GET A3x0wui.xm]l HTTRAL.L
67 37.781126 192.168.1.3 192.168.1.110 HTTPAML HTTR/L.1 200 oK
77 O3T.80000% 1592.168.1.110 1%2.168.1.3 HTTF GET A300/000413250518. xm] HTTR/1.1
78 37.881174 192.168.1.3 192.168.1.110 HTTRS=ML HTTR/L.1 200 OF
B9 40.027671 1%2.168.1.110 1%92.168.1.3 HTTP GET 300 Firmware.xml HTTR/L.1
G0 40,028795 192.168.1.3 192.168.1.110 HTTPAML HTTR/L.1 200 oK o
Go 40.177147 192.168.1.110 1%2.168.1.3 HTTF GET Alang/pui_de.xm] HTTP /1.1
100 40.177485 192.168.1.110 192.168.1.3 HTTP GET Slangwui_de.xm] HTTR/1.1 w
| >

www.snom.com Slide 72




Scenario 1: DHCP | Request (2)(3) | Log snom

Mass Deployment VolP phones

O (2) General / (3) Specific Settings File Container

£ snom 300 - Mozilla Firefox

Datei  Bearbeiten  Ansicht Chronik.  Lesezeichen Exkras  Hilfe

Fet.ching URL: http: /192 168 1. 3/snon300_htn
00:-00:24: read xml settings: found setting-files XML header

O00:-00:24: read xzml settings: added URL: http: //1592_168.1.3/300/general . xml
00:00:24: read xml settings: added TRL: http: /192 1628 1.3/3x0/pui_ xml
read xml settings: added TURL: http: FA192_ 162 1.2/ 3x0 /vai_xml

Fetching URL: http: /f19E2.1628.1. 3/snon300-00041 3250518 htw
read xml settings: found setting-files XML header
read xml settings: added TURL: http: fF192_ 162 1. 23/300/0004132E50518 _ xml

| 00:00:24: Fetching UBRL: http: / fl22_1l68.1. 3/300/general . xml

L O0:-00:24: read xml settings: found settings (container) XML header
L 00:-00:Z4: read xml settings: found phone-settings XML header

L 00:-00:-24: read xml settings: found function-keys XML header

L 00:00:24: Conf setup: found xwml style settings

| 00:00:Z4: Fetching URL: http: /192 _168.1.3/3x0/pui. xml

L 00:00:Z4: read xml settings: found cui-lancuages XML header

L 00:00:24: Conf setup: found xwml style settings

L 00:00:24: Fetching UBL: http: /fl22_ 168,13/ 3x0/vai. xml

L O0:-00:24: read xml settings: found web-languages XML header

L 00:00:24: Conf setup: found xwml style settings

L 00-00:24: Fetching URL: http: /7132 168 1.3/300,000413250515_ xml

L 00-00:24: read xml settings: found settings (container) XHNL header
L O0:-00:24: read xml settings: found phone-settings XML header

(£
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Scenario 1: DHCP | Process Overview snom

Mass Deployment VolP phones

Factory resetted phone loads configuration parameters from flash memory into RAM
Since DHCP is enabled by default the phone will send an DHCP discover

| Roquestof general/ specifc stiing fe o.g. snom300.him / snom300-000413250818.him |

Read XML tagged parameters
inside XML header <phone-
settings>, <functionKeys>,
<dialplan> and/or <tbook>

store URLs and request them after

thecfjifiqé%ertéel b7en
(5) Specific

write them into flash
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Scenario 1: DHCP | Request (4)(5) | PCAP snom

Mass Deployment VolP phones

O (2) General / (3) Specific parameter

7 (Untitled) - Wireshark EIX

File Edit Mew Go Capture Analvee Statistics  Help
Mo, - Time Source Destination Protocol Info
21 37.45 192,165, ] 1592, 0a58.1. 3 Asnoma00, htm HTTRL. ]
22 37.4565359 192.168.1.3 162.168.1.110 HTTP HTTP/L.1 200 ok (text html)
31 37.539558 192.168.1.110 1592.168.1.3 HTTP GET snom300-000413250518,. htm HTTR/1.1
32 37.540780 192.168.1.3 192.168.1.110 HTTP = AT T’ = el
41 37.619952 1%2.168.1.110 1%2.168.1 GET /300 /general.xm] HTTR/L.1
43 37.620979 192.168.1.3 192.168.1 HTTP/1.1 200 oK
53 37.700013 192.168.1.110 1%2.1&68.1 GET /3x0/pui.=ml HTTR/L.1
55 37 700048 192.168.1.3 192, 168.1 HTTR/ 1.1l 200 Ok
65 37.779973 1%92.168.1.110 1%2.168.1 GET A3x0wui.xm]l HTTRAL.L
67 37.781126 192.168.1.3 192.168.1
77 O37.B60009 1%2.168.1.110 1%2.168.1
79 37.861174 192.168.1.3 192 .168.1 : H ;
B9 40,027671 1%92.168.1.110 1%2.168.1.3 HTTF GET 300/ irmware.xml HTTR/L.1
G0 40,028795 192.168.1.3 192.168.1.110 HTTPAML HTTR/L.1 200 oK o
GO 40,177147 1%2.168.1.110 152.168.1.3 HTTP GET Alang/pui_de.xm] HTTP /1.1
100 40.177485 192.168.1.110 192.168.1.3 HTTP GET Slangwui_de.xm] HTTR/1.1 "
| >
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Scenario 1: DHCP | Request (4)(5) | Log snom

Mass Deployment VolP phones

O (4) General / (5) Specific parameter

£ snom 300 - Mozilla Firefox

Datei  Bearbeiten  Ansicht Chronik.  Lesezeichen Exkras  Hilfe

I 00:00:EZ4: Betting server received wia DHCP: http: /192 168_.1.3 4
L 00:00:24: Fetching UBL: http: /f192_ 168.1. 3/ snow300_htm 0
L 00:-00:-24: read xml settings: found setting-files XML header

L 00-00:24: read xml settings: added TRL: http: /7132 165.1.3/300/general. xnl

L O0:00:24: read xml settings: added URL: http: /192 168.1.3/3x0/pui._xml

L 00:-00:Z4: read xml settings: added TBL: http: /192 168 1 3/ 3x0/tai_xml

L 00:00:24: Conf setup: found xwml style settings

L 00:00:24: Fetching URL: http: //102.168. 1.3/ snon300-000413232E50512 . hitn

L O0:-00:24: read xml settings: found setting-files XML header

L 00:-00:Z4: read xml settings: added TBL: http: /192 1e2. 1 3/200/000413ZE50518  xml

Fetching URL: http: /122 168.1.3,/300 /general . xml

read xml settings: found settings (container) XML header
read xml settings: found phone-settings XML header

read xml settings: found function-keys XML header

Conf setup: found xml style settings

Fetching TURL: http: /192 _168.1.3/3x0/pui_xml

read xml settings: found gui-lawncuaages XML header

Conf setup: found xml =style settings

Fetching URL: http: /1292 168 1.3,/ 3x0/vi.xml

read xml settings: found web-lancuages XML header

Fetching UBRL: http:/f132_ 163.1.3/300/000413250515_ xml
read xml settings: found settings (container) XHNL header
read xml settings: found phone-settings XML header
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Scenario 1: DHCP | Firmware Update snom

Mass Deployment VolP phones

I Firmware Update Check = phone checks the configuration parameter ’lrmware_status I

the fi
confi
aring the new

Prowsmnmg & FW s =
1 By NNINO
Update finished ] l Provisioning finished ] nished :

e
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Scenario 1: DHCP | Request (6) | PCAP snom

Mass Deployment VolP phones

O (6) Firmware Settings File

7 (Untitled) - Wireshark EIX

File Edit Mew Go Capture Analvee Statistics  Help
Mo, - Time Source Destination Protocol Info
21 37.45 192,165, ] 1592 01a5.1. Asnoma00, htm HTTRL. ]
22 37.4565359 192.168.1.3 162.168.1.110 HTTP HTTP/L.1 200 ok (text html)
31 37.539558 192.168.1.110 1592.168.1.3 HTTP GET snom300-000413250518,. htm HTTR/1.1
32 37.540780 192.168.1.3 192.168.1.110 HTTP HTTR/L.1 200 ok (text htmll
41 37.619952 1%92.168.1.110 192.168.1.3 HTTF GET /300 /general.xm] HTTR/L.1
43 37.620979 192.168.1.3 1592.168.1.110 HTTPAML HTTR/L.1 200 oK
53 37.700013 192.168.1.110 192.168.1.3 HTTP GET /3x0/pui.=ml HTTR/L.1
55 37 700048 192.168.1.3 192.168.1.110 HTTRA=ML HTTRA.1 200 O
65 37.779973 1%92.168.1.110 1%2.168.1.3 HTTF GET A3x0wui.xm]l HTTRAL.L
67 37.781126 192.168.1.3 192.168.1.110 HTTPAML HTTR/L.1 200 oK
77 37.86000%9 1%2.168.1.110 152.168.1.3 HTTP GET A300/000413250518. xm] HTTR/1.1
79 37.861174 192.168.1.3 192.168.1.110 HTTR /e -
B9 40,027671 1%92.168.1.110 1%2.168.1.3 HTTF
G0 40,028795 192.168.1.3 192.168.1.110 HTTF M il iy
GO 40,177147 1%2.168.1.110 152.168.1.3 HTTP GET Alang/pui_de.xm] HTTP /1.1
100 40.177485 192.168.1.110 192.168.1.3 HTTP GET Slangwui_de.xm] HTTR/1.1 "
| >
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Scenario 2: Plug & Play | Configuration snom

Mass Deployment VolIP phones

O Usage

= This is particularly useful for out of the box setup of devices without
using DHCP option 66/ 67

O Configuration
= PnP is enabled by default

Update:
Update Policy: I Mever update, load settings only j

Setting URL: http://provisioning.snom.com,’s

PnP Config: ®on ( off phone type!: snom300-3IF

codec tos!: 160
macs&: 000413250518
setting server!: http://provisioning.snom.com/snom300/

netmask!: 255.255.255.0
update serwver!: http://10.0.0.3
dns domain!: snomtraining
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Scenario 2: Plug & Play | SIP Trace snom

Mass Deployment VolIP phones

O Phone sends a SIP SUBSCRIBE message to a
multicast address (224.0.1.75)

SIP Trace
Operation
Hame Clear Reload
Address Book
Setup Sent to udp:224.0,1.75:5060 at 24/12/2001 01:00:11:800 (396 bytes):
b SUBSCRIBE sipiMAC%3a0004132314 A4@VON SIP/2.0
Speed Dial Via: SIP/2.0/UDP 10.0.0.10:2051;;rport
G From: <sip:MAC%3a0004132314A4@VON > jtag=1542850995
i Y To: <sip:MAC%3a0004132314A4@VON>
Identity 1 Call-ID: 1333736042@10,0.0,10
. CSeq: 1 SUBSCRIBE
1oty < Event: ua-profile;profile-type="device";vendor="snom";model="snom360"; version="6.5.1"
Identity 3 Expires: 0
. Accept: application/url
Igentity 4 Contact: <sip:10.0.0.10:2051 >
Identity 5 Content-Length: O
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Scenario 2: Plug & Play | PCAP Trace snom

Mass Deployment VolIP phones

i@ massdeployment - Ethereal

File Edit \Wiew Go Capture Analvze  Statistics  Help

Mo, - Time: Source Destination Protocal | Info
5 11.083248 SnomTech_23:14:ad4 Eroadcast ARP who has 10.0.0.17 Tell 10.0.0.10
6 11.188257 10.0.0.10 - Reguest: SUBSCRIBE S1p:MAC%3a000413;
7 14.084558 SnomTech_23:14:a4 Broadcast ARP who has 10.0.0.17 Tell 10.0.0.10 ¥

4 I »
# Frame & (437 bytes on wire, 437 bytes captured)

® Ethernet II, Src: SnomTech_23:14:a4 (00:04:13:23:14:a40, Dst: 0L:00:52:00:01:4h (01:00:5e:00:01:4hk)
F Internet Protocol, sSec: 10.0.0.10 (10.0.0.1070, Dst: 224.0.1.75 (224.0.1.75)

session Initiation Protocol
# Request-Line: SUBSCRIEE sip:MACH3a0004132314a4@v0ON SIP/ 2.0
= Message Header
via: SIP/2.0/U0P 10.0.0.10:2058; rport
F From: <sip:MAC¥3a0004132314A4@V0ON>; Tag=157585833677
F To: <sip:iMack3a0004132314 A @VON>
Call-Ib: 591595124610, 0.0.10
CSeq: 1 SUBSCRIBE
Event: ua-profile;profile-type="device";vendor="snom";model="snom3&0";version="6.5.1"
Expires: 0
Accept: applicationsurl
F Contact: <sip:lo.0.0.10:2058>
Content-Length: O
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Scenario 2: Plug & Play | SIP NOTIFY snom

Mass Deployment VolP phones

O SIP servers which have membership to the group can respond to
the SUBSCRIBE and send NOTIFY messages with the setting
server HTTP URL in the body

O The phone retrieves its settings from the URL specified.

Received from udp:192.168.100.10:5060 at 24/12/2001 00:00:19:293 (868 bytes):
NOTIFY sip:192.168.10.67:5060 SIP/2.0

To: <sip:MAC%3a00135E874B49@intern.snom.de>;tag=658512961
From: <sip:MAC%3a00135E874B49@intern.snom.de>;tag=91955270
Call-ID: 1930770594@192.168.10.67

CSeq: 3 NOTIFY

Content-Type: application/url

Subscription-State: terminated;reason=timeout
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Scenario 3: Manual Redirection | Overview

Mass Deployment

O Environments with few phones or without DHCP
Server option 66 / 67 available

O Change the Setting URL field manually via the web or
phone user interface

Update:

Setting URL:
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Scenario 4: Automatic Redirection | Overview snom

Mass Deployment VolP phones

O Snom phones contact snom provisioning server first
(hardcoded in FW):

http://provisioning.snom.com/snom3x0/snom3x0.php ?mac={mac}
= Settings script does not deliver any settings back to the phone

O Snom partner may request SSH accounts to redirect
the setting server URL to their own setting server

O Redirection is based on MAC address, registered
MAC addresses will be redirected
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Scenario 4: Automatic Redirection | Overview snom

Mass Deployment

VolP phones

Customer SSH account

ProvDB
shom.com Domainf Welcome, account! Type help for help.
Doma!n2 ==> help
Domain3 . .
Welcome to the snom configuration tool.
Domain1 You may use the following commands:
MACxx1
LAN MACxx2 SHOW <mac> : Show the status of a phone.
Firewall MACxx3 REGISTER <mac> : Register a phone.
NAT solved REG <mac>  : Same as REGISTER.
DEREGISTER <mac>: Deregister a phone.
LIST : List all phones assigned.
BYE : Leave this tool.
A MAC address may be entered as 3 to 6 digit
: hexadecimal number, case does not matter
Registered Flusnes (e.g. 264 --> 0004132202E4)
Phone
MACxx1 i
Domain1 config ==> list
Domain 1 FW 000413101214 00041310123C
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Scenario 5: Fix Redirection | Overview

Mass Deployment

O Setting URL can be hardcoded for large scale OEM
projects

O Assures full control over the phone since each factory
reset will point to the designated OEM setting server
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