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Requirements for BroadWorks and IP Phones

BroadWorks (UC ONE) software version:

R20.0/R21.0

Firmware version on IP phones:

T19(P) E2: 53.81.xx.xx T27G: 69.81.xx.xx
T21(P) E2: 52.81.xx.xx T41S: 36.81.xx.xX
T23P/G: 44.81.xx.xx T42S: 29.81.xx.xX
T27P: 45.81.xx.xx T46S: 66.81.xx.xX
T29G: 46.81.xx.xXx T48S: 65.81.xx.xX

T40P: 54.81.xx.xx
T41P: 36.81.xx.xx
T42G: 29.81.xx.xX
T46G: 28.81.xx.xX
T48G: 35.81.xx.xx
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You will learn

@ Application Scenarios
(@ Configuration on BroadWorks&BTBC
(® Configuration on Yealink phone

(@ Feature Show
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(D Application Scenarios

Security classification feature is used to classify the calls by security. It enables
users to be conscious of the maximum level of classified information that can be
exchanged in the conversation.

You can do the following:

> View the assigned security classification level when the phone is idle.
> View the security classification of lowest level in real time during a call.

» Change the current level to lower security classification level of yourself
during a call.

The security classification level for the call is always determined as the lowest of
the security classification levels for the users in a call session.

The BroadWorks provides five security classification levels from low to high:

Unclassified <Classified <Restricted <Secret<Top Secret
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(@ Configuration on BroadWorks

1. Assign the Security Classification service to an user:

Configuration Path: Group->User->select a user (240021)->Profile-
>Assigned Services

” broadSOft Help - Home

Group =Users : 240021

Welcome

Logout

Options: 7\
h Profile \ P4 }

Incoming Calls
Outgoing Calls

|Assign Services|

Assign Services allows you to assign or unassign services and service packs for a user. If a service or service pack is unassigned the service
data that has been filled out will be lost.

oo 1~ T =
Client Applications
Messaging Available Service Packs User Service Packs

Service Scripts

Communicaticn Barring
Collaborate

Utilities

Remove <

Add All =>

Remove All

Available Services User Services

Advice Of Charge Priority Alert
Altendant Console ”~ Privacy ~
Barge-in Exempt Push to Talk

BroadWorks Agent Remove < [|[Remote COffice
BroadWorks Connector for Lotus Sametime Route L
BroadWorks Receptionist - Office Security Classification

BroadWorks Receptionist - Small Business elective Call Accepfance

BroadWorks Supervisor Add All >> ||Selective Call Rejection @

Call Center - Basic Sequential Ring

Call Center Monitoring W Remaove Alll|Service Scripts User (V]

Call Center - Premium Shared Call Appearance

= 1~ 1 — I
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(@ Configuration on BroadWorks

2. Configure the Security Classification feature via web user interface:

Configuration Path: Group->User-> Utilities>Security Classification

' broadSOft Help - Home
Group >Users : 240021 Welcome [Logout

Options:
Profile
Incoming Calls

Outgeing Calls
Call Control

Client ications
Messaging
Service Scripts

Communication Barring
Collaborate

Security Classification @

Configure the user security classification settings.
> T~ ¥ -

Security Classification: (|fESHHENE v

LT~ ¥ - N
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® Configuration on Yealink IP Phones

Ways to configure Security Classification on IP Phones:

Access Portal Availability How to access?

Phone LCD portal | Not Available | NA
Log in by IP address:

Web portal Available *Username/password are
admin/admin by default

Auto Provisioning | Available Use DMS or 3 party provision tool
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® Configuration on Yealink IP Phones

##Enable the security classification for the account.
##0-Disabled (default), 1-Enabled;

account.l.security_classification.enable = 1
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® Configuration on Yealink IP Phones

Configure the Security soft key on talking.
Configuration Path: Settings->Softkey Layout

Log Out

English{English) -

Status Account Network Dsskey i Directory Security Applications

Yealink | v

Preference NOTE
Custom Softkey ~ |Enabled v @
Time & Date @ Softkey Layout
Call States [On Talk vl @ It is used to customize the soft
call Display keys atg‘ﬁb‘:;ttmn of the LCD
Selected Softkeys requirements.
Upgrade (Ordered by position)
@ Transfer You configure the softkey layout
S Hold using the softkey layout
AR ProvEsoln Conference templates for different call
End Call states.
= 1
Configuration Z :I
[ You can dick here to get
Dial Plan . more guides.
Voice
Ring

- T

Softkey Layout l




@ Feature show

View the assigned security level when the phone is idle.

Press Menu->Features->Call Control->Security Classification.

Security Classification
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@ Feature show

View the assigned security level during a call.

During a call, the LCD screen displays the lowest security classification level of the
parties in real time.

¢ Talking

240021 |8

Transfer Hold Conference
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@ Feature show

Change the security classification level during a call.

Press More->Security.
Select the desired security level, and then press the OK soft key.

Restricted[Assigned]
(] Classified
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Enjoy the Security @
Classification feature.
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