Yealink

Using Security Certificates on Yealink IP Phone s

This guide provides the detailed instructions on how to configure and use certificates on Yealink
IP phones. In addition, this guide provides step-by-step instructions on how to create custom
certificates for Yealink IP phones.

This guide applies to the following Yealink IP phones:

CP860,SIRT28P, SIPT26P, SIPT22P, SIPT21P, SIPT20P, SIPT19P, SIPT46G, SIPT42G
and SIRT41P IP phones running firmware version 71 or later

SIRT48G IP phones running firmware version 72 or later

SIP VRT49G,SIRT40P, SIPT29G, SIPT27P, SIPT23P/G, SIPT21(P) E2 SIRT19(P) E2and
WS56P IP phones running firmware version 80 or later

SIRT48S, SIPT46S, SIRT42S, SIPT41S and SIPT27GIP phones running firmware version
81 or later

Introduction

Note

Certificate is an important element in deploying a solution that ensures the integrity and privacy

of communications involving Yealink IP phones.

Three types of certificates are pre-loaded on Yealink IP phones and comply with X.509 standard.

A unique device certificate : It is installed at the time of manufacture and is unique to an
IP phone (based on the MAC address) andissued by the Yealink Certificate Authority (CA).

This certificate isavailable on YealinkIP phonesrunning firmware version 72 or later.

A generic device certificate : It is installed by default and is issued by the Yealink
Certificate Authority (CA). If no unique certificate exists, the IP phonemay send a generic
certificate for authentication.

Trusted certificates (Certificate Authority certificate s): For SIP
VP-T49G/SIRT28P/T26P/T22PT21P/T20P/T19P/CP860 IP phones, there are 30 trusted
certificates installed by default. For W56P IP phones, there are 31 trusted certificates
installed by default. For
SIRTA8G/T4A8SITA6GITA6S/TA42G/T4A2STA1PITA1S/TA0P/T29G/T27PT27G/T23P/T23G/T21
(P) E2/T19(P) E2 IP phones, there are4 trusted certificates installed by default. Refer to

Appendix B Trusted Certificate Authority List on page 18 for more information .

The IP phonedoes not have the unique device certificate by upgrading firmware version to 72.
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The following shows an example of a Yealink generic certificate.For the information on fields of
X.509 certificate, refer to Appendix A X.509 Certificate $ructure on page 17.

Certificate 3 x|
' General Details l Certification Path |

Field | value -

[=]version V3

|j Serial number 01

|:-|signature algorithm shalRSA

|- signature hash algorithm shal =

|A| Issuer support@yealink.com, Yealink ...

|A| Valid from Thursday, August 01, 2013 6:...

[=]valid to Sunday, July 31, 2033 6:25:3...

|=:] Subject support@yealink.com, yealink... l]
Edit Properties. ., | Copy to File... I

Learn more about certificate details

Configuring Trusted Certificates on Yealink IP Phones

When an IP phone requests an SSLconnection with a server, the IP phone should verify that
whether the server can be trusted. The server sends its certificate to the IP phone and the IP
phone verifies this certificate based on its trusted certificates list. The SIP
VP-T49G/SIRT28P/T26P/T22PT21P/T20P/T19P/CP860 IP phong have 30 built-in trusted
certificates. The W56P IP phones have 31 built-in trusted certificates. The
SIRT4A8G/T48S/TA6GITA6SITA2G/TA2STA1P[TA1S/TA0P/T29G/T27PT27G/T23P/T23G/T21(P)
E2/T19(P) E2 IP phone$ave 74 built-in trusted certificates. For more information, refer to
Appendix B Trusted Certificate Authority List on page 18. The IP phone supports uploading 10
custom trusted certificates (CA certificates) at most. For more information on customizing a

trusted certificate, refer to Appendix C Creating Custom Certificateson page 20.

Note For the IP phone to determine whether a certificate is within its valid time range, check that the
time and date on the phone are configured properly.
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For IP Phones Running Firmware Version 80 or Prior

The followings take the SIRT23G IP phone as examples
To upload a trusted certificate via web user interface:

1. Click on Security ->Trusted Certificate s.

2. Click Browse to locate the certificate (*.pem, *.crt, *.cer or *.def) from your local system.

Yealink |

Account Network DSSKey Features Settings Directory
P Index ID Issued To Issued By Expiration Delete
1
Trusted Certificates Transport Layer Security
2 (1Ls)
Server Certificates 3 e

When the IP phone requests a
TLS connection with a server,

4 the IP phone should verify the
s certificate sent by the server to
decide whether it is trusted
6 based on the trusted
certificates list. The IP phone
7 has 30 buitt-in trusted
certificates. You can upload 10
8 custom certificates at most.
The format of the trusted
2l certificate files must be
*.pem,*.cer,*.crt and *.der and
10 the maximum file size is SMB.
Delete
You can click here to get
Only Accept Trusted Certificates  Enabled - more guides.
Common Name Validation Disabled -
CA Certificates Al Certificates -

Import Trusted Certificates

Load trusted certificates file No file selected. Upload

3. ClickUpload to upload the certificate.
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The information of the custom trusted certificate is displayed on the web user interface of

the IP phone.

Yealink | 25

Account DSSKey Features Directory

P Index ID Issued To Issued By Expiration Delete
1 3CXPHONE yealink May 29 07:01:02 2025 GMT (]} |

Trusted Certificates Transport Layer Security
2 (TLS)

Server Certificates 3 LBLEEE EEI

‘When the IP phone requests a
TLS connection with a server,
the IP phone should verify the

5 certificate sent by the server to
decide whether it is trusted

6 based on the trusted
certificates list. The IP phone

7 has 30 buitt-in trusted
certificates. You can upload 10

8 custom certificates at most.
The format of the trusted

a certificate files must be

*.pem,*.cer,*.crt and *.der and
the maximum file size is SMB.

Delete
You can click here to get

10

Only Accept Trusted Certficates  Enabled - more guides.
Common Name Validation Disabled -
CA Certificates All Certificates -

Import Trusted Certificates

Load trusted certificates file No file selected. Upload

Confirm Cancel
Note The information of built -in trusted certificates is not displayed on the web user interface of the IP

phone.

To configure trusted certificate s via web user interface:

1. Click on Security ->Trusted Certificate s.
2. Select the desired value from the pull-down list of Only Accept Trusted Certificates
If Enabled is selected,the IP phone will verify the server certificate based on the

trusted certificates list. Only when the authentication succeeds the IP phone will trust

the server.

If Disabled is selected,the IP phone will trust the server no matter whether the

certificate received from the server is valid or not.

3. Select the desired value from the pull-down list of Common Name Validation

If Enabled is selected, the IP phone will verify the CommonName or subjectAltName

of the server certificate.

If Disabled is selected, thelP phone will not verify the CommonName or
subjectAltName of the server certificate.

4. Select the desired value from the pull-down list of CA Certificates .

If Default Certificates is selected, thelP phone will verify the server certificate based

on the built-in trusted certificates list.

If Custom Certificates is selected,the IP phone will verify the server certificate based

on the custom trusted certificates list.
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If All Certificates is selected, thelP phone will verify the server certificate based on

the trusted certificates list, which contains built-in and custom trusted certificates.

5. Click Confirm to accept the change.
To configure trusted certificates using configuration files:

1. Add/Edit trusted certificates parameters in the configuration file (e.g., yO00000000044.cfgy.

The following table lists the information of parameters:

Parameter s Permitted Values Default

n URL within 511
trusted_certificates.url Blank
characters

Description :

Configures the access URL of the custom trusted certificate usedto authenticate the

connecting server.

Note: The certificate you want to upload must be in *.pem, *.crt, *.cer or *.der format.
Web User Interface:

Security->Trusted Certificates->Load trusted certificates file

Phone User Interface:

None

security.trust_certificates Oorl 1

Description :

Enables or disables the IP phone to only trust the server certificates in the Trusted

Certificates list.

0-Disabled

1-Enabled

Web User Interface:

Security->Trusted Certificates->Only Accept Trusted Certificates
Phone User Interface:

None

security.cn_validation Oorl 0

Description :

Enables or disables the IP phone to mandatorily validate the CommonName or

SubjectAltName of the certificate sent by the server.
0-Disabled

1-Enabled

Web User Interface:

Security->Trusted Certificates->Common Name Validation
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Parameter s Permitted Values Default

Phone User Interface:

None

security.ca_cert 0,1lor2 2

Description :

Configures the type of certificates in the Trusted Certificates list for the IP phone to
authenticate for TLS connection.

0-Default Certificates

1-Custom Certificates

2-All Certificates

Web User Interface:

Security->Trusted Certificates->CA Certificates
Phone User Interface:

None

The following shows an example of failover configurations for account 1 in the
<y0000000000xx.cfg> configuration file :

trusted_certificates.url = http://192.168.1.20/tc.crt
security.trust_certificates =1
security.cn_validation =0

security.ca_cert =2

2. Upload configuration file s to the root directory of the provisioning server and trigger IP

phones to perform an auto provisioning for configuration update.

For more information on auto provisioning, refer to Yealink SIPTZ2 Series T1&)
E2 T4 Series CP860 W56P_IP_Phones Auto Provisioning Guide

For IP Phones Running Firmware Version 8 1 or Later

The followings take the SIRT23G IP phone as examples
To upload a trusted certificate via web user interface:

1. Click on Security ->Trusted Certificates .


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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2. Click Browse to locate the certificate (*.pem, *.crt, *.cer or *.del) from your local system.

:
Yealink | s e o e 2.5 e 2,5 Z
Account Network DSSKey Features Settings Directory
Piaoet Index ID Issued To Issued By Expiration Delete
&
Trusted Certificates Transport Layer Security
z mS)Bd
- Trusted Certificate
Server Certificates 3 When the IP phone requests a
TLS connection with a server,
4 the IP phone should verify the
s certificate sent by the server to
decide whether ft is trusted
5 based on the trusted
certificates list. The IP phone
7 has 30 built-in trusted
certificates. You can upload 10
8 custom certificates at most.
The farmat of the trusted
9 certificate files must be

*.pem,*.cer,*.crt and *.der and
the maximum file size is SMB.

You can click here to get

Only Accept Trusted Certificates Enabled - more guides.
Common Name Validation Disabled hd
CA Certificates All Certificates -

Import Trusted Certificates

Load trusted certificates file

Confirm Cancel

3. ClickUpload to upload the certificate.

The information of the custom trusted certificate is displayed on the web user interface of
the IP phone.

og Out

Yealink |1z :

Account Network DSSKey Features Settings

Index ID Issued To Issued By Expiration Delete
Password
| 1 Yealink CA Yealink Oct 21 10:18:28 2023 GMT Il ‘
Trusted Certificates t Layer Security
Z mS)ed
o Trusted Certificate
Server Certificates 3 ‘When the IP phone requests a
TLS connection with a server,
4 the 1P phone should verify the
s certificate sent by the server to
: decide whether it is trusted
6 based on the trusted
certificates list. The IP phone
7 has 30 buitt-in trusted
certificates. You can upload 10
8 custom certificates at most.
The format of the trusted
9 | certfficate files must be
0 *.pem,*.cer,*.crt and *.der and

the maximum file size is SMB.

You can click here to get

Only Accept Trusted Certficates  Enabled - more guides.
Common Mame Validation Disabled -
CA Certificates All Certificates -

Import Trusted Certificates

Load trusted certificates file

Mo file selected.
Confirm Cancel

Note The information of built -in trusted certificates is not displayed on the web user interface of the IP
phone.
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To configure trusted certificates via web user interface:

1. Click on Security ->Trusted Certificates .

2. Select the desired value from the pull-down list of Only Accept Trusted Certificates

If Enabled is selected, the IP phone will verify the server certificate based on the
trusted certificates list. Only when the authentication succeeds, the IP phone will tust

the server.

If Disabled is selected, the IP phone will trust the server no matter whether the

certificate received from the server is valid or not.

3. Select the desired value from the pull-down list of Common Name Validation
If Enabled is selected, the IP phone will verify the CommonName or subjectAltName
of the server certificate.

If Disabled is selected, the IP phone will not verify the CommonName or

subjectAltName of the server certificate.

4. Select the desired value from the pull-down list of CA Certificates .
If Default Certificates is selected, the IP phone will verify the servercertificate based
on the built-in trusted certificates list.

If Custom Certificates is selected, the IP phone will verify the servercertificate based

on the custom trusted certificates list.

If All Certificates is selected, the IP phone will verify the servercertificate based on

the trusted certificates list, which contains built-in and custom trusted certificates.

5. Click Confirm to accept the change.
To configure trusted certificates using configuration files:

1. Add/Edit trusted certificates parameters in the configuration file (e.g., static.cfg.

The following table lists the information of parameters:

Parameter s Permitted Values Default

) B URL within 511
static .trusted_certificates.url Blank
characters

Description :

Configures the access URL of the custom trusted certificate used to authenticate the

connecting server.

Note: The certificate you want to upload must be in *.pem, *.crt, *.cer or *.der format.
Web User Interface:

Security->Trusted Certificates->Load trusted certificates file

Phone User Interface:

None




Using Security Certificates on Yealink IP Phones

Parameter s Permitted Values Default

static .security.trust_certificates Oorl 1

Description :

Enables or disables the IP phone to only trust the server certificates in the Trusted

Certificates list.

0-Disabled

1-Enabled

Web User Interface:

Security->Trusted Certificates->Only Accept Trusted Certificates
Phone User Interface:

None

static .security.cn_validation Oorl 0

Description :

Enables or disables the IP phone to mandatorily validate the CommonName or
SubjectAltName of the certificate sent by the server.

0-Disabled

1-Enabled

Web User Interface:

Security->Trusted Certificates->Common Name Validation
Phone User Interface:

None

static .security.ca_cert 0,1lor2 2

Description :

Configures the type of certificates in the Trusted Certificates list for the IP phone to

authenticate for TLS connection.

0-Default Certificates

1-Custom Certificates

2-All Certificates

Web User Interface:

Security->Trusted Certificates->CA Certificates
Phone User Interface:

None
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The following shows an example of failover configurations for account 1 in the
configuration file :

static.  trusted_certificates.url = http://192.168.1.20/tc.crt
static.  security.trust_certificates =1

static.  security.cn_validation =0

static.  security.ca_cert =2

2. Reference the configuration file in the boot file (e.g., y000000000000.boot).

Example:

include:configjy htt p: // 10. 2. 1. 158/ static.cfgDbz
3. Upload the boot file and configuration file to the root directory of the provisioning server.
4. Trigger IP phones to perform an auto provisioning for configuration update.

For more information on auto provisioning, refer to Yealink SIPT2_Series T19(P)
E2 T4 _Series IP_Phones_Auto_Provisioning Guid81

Configuring Device Certificates on Yealink IP Phones

When a client requests an SSLconnection with an IP phone, the IP phone sends adevice
certificate to the client for authentication. For new IP phonesboxed with firmware version 72 or
later, there are two built-in device certificates: aunique and a generic device certificate. For IP
phones running firmware version prior to 72, there is only one built -in device certificate: a
generic device certificate. The IP phonesupports uploading one custom device certificate at
most. The old custom device certificate will be overridden by the new one. For more information
on customizing a device certificate, refer to Appendix C Creating Custom Certificateson page
20.

For IP Phones Running Firmware Version 80 or Prior

The followings take the SIRT23G IP phone as examples
To upload a device certificate via web user interface:

1. Click on Security ->Server Certificates .

10


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Using Security Certificates on Yealink IP Phones

2. Click Browse to locate the certificate (*.pem and *.cer) from your local system.

Yealink | s

Account Network DSSKey Features Settings Directory
Issued To Issued By Expiration Delete
Password v . LA
Trusted Certificates Transport Layer Security
Device Certificates Default Certfficates (TLS)Server Certificates
Server Certificates When clients _request aTLs
Import Server Certificates connection with the 1P phone,
the IP phone sends the server
Load server cer file Ho file selected. Upload Ce;‘:ﬁG:_E EO thf’nf"e;pts ;W
authentication. The IP phone

has two types of built-in server

Confirm Cancel certificates: a unique server

certificate and a generic server
certificate. You can only upload

3. Click Upload to upload the certificate.

Theinformation of the custom device certificate is displayed onthe web user interface of

the IP phone.

Yealink | 12 PR—

‘ Status ‘ ‘ Account ‘ ‘ Network ’ ’ DSSKey ‘ 1 Features ‘ ‘ Settings ’ l Directory ‘
l server.yealink.com Yealink Oct 23 10:20:15 2014 GMT [l I
Trusted Certificates Transport Layer Security
(TLS)Server Certificates
2 When clients request a TLS
Server Certificates Device Certificates Custom Certificates 0 connection with the IP phone,
Import Server Certificates the IP phone sends the server
certificate to the clients for
authentication. The IP phone
Load server cer file @ No file selected. P D e e U+ et
certificates: a unique server
certificate and a generic server
Confirm Cancel g el
Note The information of built -in device certificates is not displayed on the web user interface of the IP

phone.

To configure device certificates via web user interface:

1. Click on Security ->Server Certificates .

2. Select the desired value from the pull-down list of Device Certificates .

If Default Certificates is selected, the IP phone will sendthe unique or the generic

device certificate to clients for authentication.

If Custom Certificates is selected, the IP phone will sendcustom certificates to clients

for authentication.

3. Click Confirm to accept the change.
To configure device certificates using configuration files:

1. Add/Edit device certificates parameters in the configuration file (e.g.,y000000000044.cfg.

The following table lists the information of parameters:

Parameter s Permitted Values Default

B URL within 511
server_certificates.url Blank
characters

11
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Parameter s Permitted Values Default

Description :

Configures the access URL of the certificate the IP phone sends forauthentication.
Note: The certificate you want to upload must be in *.pem or *.cer format .

Web User Interface:

Security->Server Certificates>Load server cer file

Phone User Interface:

None

security.dev_cert Oor1l 0

Description :

Configures the type of the device certificates for the IP phone to send for TLS authentication.
0-Default Certificates

1-Custom Certificates

Web User Interface:

Security->Server Certificates>Device Certificates

Phone User Interface:

None

The following shows an example of failover configurations for account 1 in the
<y0000000000xx.cfg> configuration file:

server_certificates.url = http://192.168.1.20/ca.pem

security.dev_cert =0

2. Upload configuration file s to the root directory of the provisioning server and trigger IP

phones to perform an auto provisioning for configuration update.

For more information on auto provisioning, refer to Yealink SIPT2 Series T1&P)
E2 T4 Series CP860 W56P _IP_Phones _Auto_Provisioning Guide

For IP Phones Running Firmware Version 8 1 or Later

The followings take the SIRT23G IP phone as examples
To upload a device certificate via web user interface:

1. Click on Security ->Server Certificates .

12
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Note

2. Click Browse to locate the certificate (*.pem and *.cer) from your local system.

Log Out

English(English) v

Yealink | s

Prassword Issued To Issued By Expiration Delete NOTE

Trusted Certificates Transport Layer Security
Device Certificates Default Certificates + (TLS)Server Certificates
- When dlients request a TLS
Server Certificat

rver Certificates m) s Certificates connection with the IP phone,
the IP phone sends the server

Load server cer file Browse... | ca.pem Upload certificate to the diients for

authentication. The IP phone

has two types of buitt-in server

Confirm Cancel certificates: a unique server

certificate and a generic server

3. ClickUpload to upload the certificate.

Theinformation of the custom device certificate is displayed on the web user interface of

the IP phone.
logout |
:
Yedlink!voe —  F
‘ Status “ | Account ‘ ‘ Network ‘ ‘ DSSKey T | Features ‘ ‘ Settings ‘ 1 Directory
Issued T Issued By Expiration Delete
Password 2 z i S NOTE
l server.yealink.com Yealink Oct 23 10:20:15 2014 GMT [l I
Trusted Certificates Transport Layer Security
(TLS)Server Certificates
o When clients request a TLS
Server Certificates Device Certificates Custom Certificates 0 connection with the IP phone,
Import Server Certificats the IP phone sends the server
P = certificate to the clients for
authentication. The IP phone
Load server cer file @ No file selected. Upload e e e
certificates: a unique server
certificate and a generic server
Confirm Cancel e

The information of built -in device certificates is not displayed on the web user interface of the IP
phone.

To configure device certificates via web user interface:

1. Click on Security ->Server Certificates .

2. Select the desired value from the pull-down list of Device Certificates .

If Default Certificates is selected, the IP phone will sendthe unique or the generic

device certificate to clients for authentication.

If Custom Certificates is selected, the IP phone will send custom certificates to clients

for authentication.

3. Click Confirm to accept the change.
To configure device certificates using configuration files:

1. Add/Edit device certificates parameters in configuration file s.

The following table lists the information of parameters:

Parameter s Permitted Values Default

. o URL within 511
static .server_certificates.url Blank
characters

13
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Parameter s Permitted Values Default

Description :

Configures the access URL of the certificate the IP phone sends for authentication.
Note: The certificate you want to upload must be in *.pem or *.cer format.

Web User Interface:

Security->Server Certificates>Load server cer file

Phone User Interface:

None

static .security.dev_cert Oor1l 0

Description :

Configures the type of the device certificates for the IP phone to send for TLS authentication.
0-Default Certificates

1-Custom Certificates

Web User Interface:

Security->Server Certificates>Device Certificates

Phone User Interface:

None

The following shows an example of failover configurations for account 1 in the

<y0000000000xx.cfg> configuration file:

static.  server_certificates.url = http://192.168.1.20/ca.pem

static.  security.dev_cert =0
2. Reference the configuration file in the boot file (e.g., y000000000000.boot).

Example:

include:config jhttp://10.2.1.158/static.cfgbz
3. Upload the boot file and configura tion file to the root directory of the provisioning server.
4. Trigger IP phones to perform an auto provisioning for configuration update.

For more information on auto provisioning, refer to Yealink SIPT2_Series T19(P)
E2 T4 _Series IP_Phones_Auto_Provisioning Guid81

Using Certificates on Yealink IP Phones

Certificates are used in mutual TLSauthentication . It allows the server and the IP phone to
authenticate each other. This could be used for tasks like HTTPS provisioning or SIPs signaling.

If you intend to use certificates on Yealink IP phonesthey must exist on the IP phones.
Certificates issued by YealinkCertificate Authority (CA) are pre-loaded on Yealink IP phones and
a custom certificate can be uploaded to Yealink IP phones.You can checkwhether a built-in

14
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device certificate is installed on your phone via phone user interface only. A built-in device
certificate can be either a unique certificate (based on the MAC address)or a generic certificate.
Each certificate isissued by the Yealink Certificate Authority (CA), so a server can verify that a
device is truly a Yealinkdevice (not a malicious device or software masquerading as a Yealink

device).

To check whether a built -in device certificate is installed on your phone  via phone user

interface :

1. PressOK or Menu ->Status.

2. Press @ to scroll toMore and then press the Enter soft key.
3. SelectPhone.

4, Press @ to scroll to Device Cert and read status.

 ——— L
4, Product ID: 20160712 144
L. M&C: 00:15:65:74:B1:50

B, Dewice Cert: Factory Ins

If the status is Factory Installed , it means there is a valid device certificate installed on
your phone. If your IP phone is running firmware version 71, the valid certificate is a
generic certificate. If your IP phone is running firmware version 72 or later, the valid

certificate is a unique certificate.

If the status is Not Installed , it means there is no valid device certificate installed on

your phone.

Note The followings you need to know:
It is not possible to modify or delete the built -in device certificates.

Resetting the IP phone to factory defaults will not affect the built -in device certificates atall.
The built-in device certificates and associated private keys are stored on the IP phone in its
non-volatile memory as part of the manufacturing process.

Resetting the IP phone to factory defaults will delete custom certificates by default. But this
feature is determined by the value of the parametersf phone _setting. res
orjstaicphone _setting. r esTeeparameterer t s_enabl e DZ
Jjphone _setting. r e soalyapmicalleda SIPsT288/m26RT22P020P
phones running firmware version X.72.0.25 or later SIRT48G/T46G/T42G/T41P IP phones
running firmware version 73 or later and SIP VRT49G/T40P/T29G/T27P/T23P/T23G/T21(P)
E2/T19(P) E2/CP860 IP phones running firmware version 80 or lateiThe parameter
Jstaticphone _s et ti ng. r es eisanly appliecabléte _enab | e DZ
SIRT48G/T48S/TA6GI46S/T42GIT42STA1P/T41S/T40P/T29G/T27PT27G/T23P/T23G/

T21(P) E2/T19(P) E2 IP phoneasinning firmware version 81 or later.

Firmware upgrade from version 71 to 72 will result in update of the generic device
certificate.

For SIRT20P/T22P/T26P/T28P IP phonesjrimware downgrade from version 72 to earlier
version will result in damage to the unique device certificate.

15
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When the IP phone initiates an SSL connection, weconsider it as a client. The server will send its
certificate to the IP phone and the IP phone verifies this certificate. If JMutual TLS Authentication
RequiredDid enabled on your server, the IP phone should send its cettificate to the server as well.
The client certificate is the same as the server certificate

The following shows a scenario of a mutual TLS authentication. In this scenariothe IP phone
acts as a client andconnects to the HTTPS server for provisioning.

To use custom device certificat es for mutual TLS authentication:

1. Create CA, server and client certificats. For more information , refer to Appendix C Creating

Custom Certificates on page 20.

2. Install CA andserver certificates on your server. For more information, refer to the online

resource.

3. Upload a CA certificate (trusted certificate) and a client certificate (device certificate) on
your IP phone. For moreinformation , refer to Configuring Trusted Certificates on Yealink IP

Phoneson page 2 and Configuring Device Certificates on Yealink IP Phonen page 10.
4. Check ifOnly Accept Trusted Certificates option has been enabled on the IP phone.
- IfYes, goto step5.

- If No, please enable Only Accept Trusted Certificates option. For more information ,
refer to Configuring Trusted Certificates on Yealink IP Phoneson page 2.

5. Check if CA Certificates option has been configured as Custom Certificates or All
Certificates on the IP phone.

- IfYes, go to step6.

- If No, please configure CA Certificates option. For more information , refer to

Configuring Trusted Certificates on Yealink IP Phoneson page 2.

6. Check if Device Certificates option has been configured as Custom Certificates on the IP

phone.
- IfYes, gotostep 7.

- If No, please configure Device Certificates option. For more information , refer to

Configuring Device Certificates on Yealink IP Phone®n page 10.
7. Make sure that JMutual TLS Authentication RequiredDi& enabled on your server.

8. Make sure that auto provisioning URL on the IP phone begins with https, e.g.,
Jhttps://mydomain.com/autop/ DZ

9. Configure auto provisioning settings. For example,mark the On radio box in the Power On
field, and then reboot the IP phone. The IP phone will perform auto provisioning with
mutual TLS authentication.
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For more information on auto provisioning, refer to Yealink SIPT2_Series T19(P)
E2 T4 Series IP_Phones Auto_Provisioning Guid8l

Appendix A X.509 Certificate S tructur e

An X.509 digital certificate is a digitally signed statement. The X.509standard defines what

information can go into a certificate.

The following table describesfields of a X.509 certificate:

Field Description
Versi Identifies the version of the certificate. It must be version 3 if extensions
ersion
are present. Most currently valid X.509 certificates follow version 3.
Serial number Identifies a unique serial number per certificate.
) Identifies the algorithm used by the Certificate Authority (CA) to sign
Signature -
the certificate.
Issuer Identifies the entity that has issued the certificate.
Validit Identifies a period during which the CA warrants that it will maintain
alidi
Y information about the status of the certificate.
Subiect Identifies the entity associated with the public key stored in the subject
ubjec . . . '
public key information field.
Subject Public Key | Carries the public key and identif ies the algorithm with which the key is
Information used.
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