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Introduction

About This Guide

Yealinkadministrator guide is intended for administrators who need to properly configure,
customize, manage, and troubleshoot the smart media phones rather than end-users.This guide
will help you understand the VVolP network and SIPcomponents, and provides descriptions of all

available phone features.

This guide describes three methods for configuring IP phones: central provisioning, web user
interface and phone user interface. It will help you perform the following tasks:
Configure your IP phone on a provisioning server
Configurey our phone@s f ea wiaweb/ghona userinterfacect i ons
Troubleshoot some common phone issues

Many of the features described in this guide involve network settings, which could affect the IP
phoneds performance i n t heoftPmétworkingkandaPrior an under st and]

knowledge of IP telephony concepts are necessary.

The information detailed in this guide is applicable to firmware version 80 or higher. The
firmware format is like x.x.x.x.rom.The second x from left must be greater than or equal to 80
(e.g., the firmware version of SIRT58V IP phone: 58.800.5.rom).

Chapters in This Guide

This administrator guide includes the following chapters:

Chapt @mwdud QverjviewDZ d e s ¢ r smarensedig phomes and expansion modules.

Chapt &ettin@Start§dDZ d e s bawiYdaknls phones fit in your network and how to
install and connect IP phones, and also gives you an overview of | P p h ioitiekzgtisn

process.

Chapt &ettinUp YJur SystenDZ descri bes s ommeionershsvetodet a l i nfor
up your phone network and set up your phone with a provisioning server.

Chapter 4, jConfiguring Basic Feature®Z descri bes how to configure the

phones.

Chapter 5, Cgnfiguring Advanced FeaturedDZ descri bes how to configure th

features on IP phones.

Chapter 6, Cgnfiguring Audio FeaturedZ descri bes how to configure the
IP phones.

Chapter 7, Cgnfiguring Video FeaturesDZ des cr i bes h o widéodeatoresorf i gur e t he
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IP phones.

Chapter 8, Cdnfiguring Security FeatureddZ descri bes how to configure the
on IP phones.

Chapter9, TrjubleshootingDZ descr i bes how t o &ndpraviddseommb oot | P phec

common troubleshooting solutions.

Chapter 10, AppendixDZ pr ov i d e s tim&dzwnegy frustsdeartificates, auto
provisioning flowchart, reference information about IP phones compliant with RFC 3261
SIP call flows some other function lists (e.g., DSS keys, reading iconsand index.

Related Documentations

The following related documents for SIP-T58V/A and SIP-T56A IP phonesare available:
Quick Start Guides, which describe how to assemble IP phones and configure the most
basic features available on IP phones.

User Guides, which describe how to configure and use the basic and advanced features
available on IP phonesvia phone user interface.

Auto Provisioning Guide, which describes how to provision IP phones using the

configuration files.

The purpose of Aufo Provisioning Guide is to serve as a basic guidance for provisioning
Yealink IPphones with a provisioning server. If you are new to this process, it is helpful to

read this guide.

Description of Configuration Parameters in CFG Filg, which describes all configuration

parameters in configuration files.

Note that Yealink administrator guide contains most of parameters. If you want to find out
more parameters not listed in this guide, please refer to Description of Configuration

Parameters in CFG Fileguide.
y000000000000.boot template boot file.
<y0000000000xx>.cfg and <MAC>.cfg template configuration files.

IP Phones Deployment Guide for BroadSoft UGOne Environments, which describes how to

configure BroadSoft features on the BroadWorks web portal and IP phones.

IP Phone Featires Integrated with BroadSoft UC-One User Guide, which describes how to
configure and use IP phone features integrated with BroadSoft UG One on Yealink IP
phones.

When the SIP server type is set to BroadSoftplease refer to these two guides to have a

better knowledge of configuring and using features integrated with Broadsoft UC -One.

For support or service, please contact your Yealink reseller or go to Yealink Technical Support
online: http://support.yealink.com/ .

vi
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Conventions Used in Yealink Documentations

Yealink documentations contain a few typographic conventions and writing conventions.

You need to know the following basic typographic conventions to distinguish types of in -text

information:

Convention

Description

Bold

Highlights the web/phone user interface items such as menus, menu
selections, soft keys,or directory names when they are involved in a
procedure or user action (e.g.,Click on Settings ->Upgrade .).

Also used to emphasize text (e.g.,Important! ).

/talics

Used to show the format of examples (e.q., http(s).//[IPv6 address)),
or to show the title of a section in the reference documentations
available on the Yealink Technical SupportWebsite (e.qg., Triggering
the IP phone to Perform the Auto Provisioning ).

Blue Text

Used for cross references to other sections within this
documentation (e.g.,refer to Ring Toneson page 581), for
hyperlinks to non-Yealink websites €.g.,RFC 3315 or for hyperlinks
to Yealink Technical Support website

Blue Text in Italics

Used for hyperlinks to Yealink resources outside of this
documentation such as the Yealink documentations (e.g.,

Yealink SIPT2 Series T19(P)

E2 T4 Series T5 Series Whigke IP_Phones Auto_Provisioning G

ide_V8).

You also need to know the following writing conventions to distinguish conditional information:

Convention

Description

<>

Indicates that you must enter information specific to phone or
net wor k. For example, when you
12-digit MAC address. If you see<phonelPAddress>, enter your
phoneds ILP address

Indicates that you need to select an item from a menu. For
example, Settings ->Basic indicates that you need to select Basic
from the Settings menu via phone user interface.

Note : By default, the Settings menu locates on the second idle
screen. You need to swipe left/right to see it. Or, you can also

swipe down from the top of the screen to enter the control center

Reading the Configuration Parameter Tables

The feature descriptions discussed inthis guide include two tables. One is asummary table of

vii
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provisioning methods that you can use to configure the features. The other is a table of details
of the configuration parameters that you configure to make the features work.

This brief section describes the conventions used in the summary table and configuration
parameter table. In order to read the tables and successfully perform configuration changes, an
understanding of these conventions is necessary.

Summary Table Format

viii

The following summary table indicates three provisioning methods (central provisioning, web
user interface and phone user interface, refer to Provisioning Methods for more information )
you can use to configure a feature. Note that the types of provisioning methods available for

each feature will vary; not every feature uses all these three methods.

The central provisioning method requires you to configure parameters lo cated in CFG format
configuration files that Yealink provides. For more information on configuration files, refer to
Configuration Files on page 111. As shown below, the table specifiesthe configuration file name
and the corresponding parameters. That is, the MAC.cfg file contains the account X.auto_answer
parameter, and the y0000000000xx.cfg file contains the feature.auto_answer_delajparameter.

The web user interface method requires you to configure features by navigating to the specified
link. This navigation URL can help you quickly locate the webpagewhere you can configure the
feature.

Configuration file name Feature explanation

&Zonhgure auto onswe.c.]

;-EMAC>.<!9- I Parameter:
Central-

{:c:ounl.x.cuto_cnswen ]—— Parameter name

(Configuration- Specify-a-period-of delay-time-for

auto answer.«
File)- -Eyooooooooomoo.ctg | i

features.auto_answer_delay-

Provisioning
= Configure-auto-answer.

method
Navigateto:-
Web Userinterfoce- Hp:,//<phonelPAddress>/servlel?m\
=mod_datadp=account-basicdq=l |__ Novigotion URL
ad&acc=0¢ A
{PhonaUsorlrlodoco ]— Configure: auto-answer.«

Manual provisioning method
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Configuration Parameter Table Format

The following configuration parameter table describes the parameter that you can configure to
make the feature (e.g., auto answer) work.

Parameter name Permitted parameter value

Parameters- Permittdd Values: Default:
account.X.auto answer. | D
efault parameter
Scope of P l Yorty ' P— P
d ] (X rangesfrom1-to: 16)+ value
variable X

Descnption::
Enables: or-disables auto: answer-feature- for-account X.« }_ Feature eXplonOllon

0-Disabled .
4 -Enotledd Meaning of the parameter value

Ifit-is-setto- 1-(Enabled), theIP-phone: can-automaticolly: answer-an-incoming-call.«

~
Note: The P phone cannot-automatically-answer the incoming-call-during-a-call eve}P Importont information

| if-auto-answer-is-enabled.:

WebUserinterface:

Web pOth —-Fccoun‘->Bcsrc->Auto Answev-]
Phone Userinterface:

Feumgs~>Feo"uresr>Auxo Answer->Account X ]

Phone path

Note Sometimes you will see the words] Ref er t o t he findhe Peomitiech\@lues mn t ¢
Default field. It means the permitted value or the default value of the parameter has the model
difference or there are many permitted values of the parameter, you can get more details from
the following Description field.

The word JNoneDin the Web User Interfac e or Phone User Interface field means this feature
cannot be configurable via web/phone user interface.

The above table also indicates three methods for configuring the feature.

Method 1: Central Provisioning

This table specifies the details of account. X.auto_answeparameter, which enables or disables

the auto answer feature. This parameter is disabled by default. If you want to enable the auto

answer feature,open the MAC.cfg file and locate the parameter name account X.auto_answer

Settheparamet er vatberabbe] B2z aut o atodisadethebuwwoat ure or [ 0DZ

answer feature.

Note that some parameters described in this guide contain one or more variables (e.g., X or Y).
But the variables in the parameters described in the CFJile are all replaced with specific value
in the scope of variable. You may need to assigna value to the variable before you search and
locate the specific parameter in the CFG file

For example, if you want to enable the auto answer feature for account 1, you need to locate the
account.1.auto_answein the MAC.cfg file and then configure it as required (e.g.,

account.l.auto_answer = 1). If you want to enable the audio codec 1 for account 1, you can
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locate the account.1.codec.1.enableén the MAC.cfg file and configure it as required (e.g.,
account.l.codecl.enable = 1).

The following shows a segment of MAC.cfq file:

|MAC-’Cf9 |_x_" Configuration file name

T O .| N W | N 11 50 B0, 70 a0

EE R g e e e s E e s R e ey ey
E T3 Audioc Codec %
EE Rt s e E Ry e s E g e s e R e e e R

|account.l.codec.l.enablel=
account.l.codec.l.payload-type
account.l.codec.l.priority &
account.l.codec.l.rtpmap =
account.l.codec.2.enable =
account.l.codec.2.payload type =
account.l.codec.2.priority =
account.l.codec.2.rtpmap = Pararmeter name

|accou.nt, .1l.auto_answer |=
account.l.auto_answer mute enable =
account.l.missed calllog =
account.1.100rel enakle =
1
1

account.l.enable user equal phone =
account.l.compact_header enable =

Method 2: Web User Interface

As described in the chapter Summary Table Format you can directly navigate to the specified
webpage to configure the feature. You can alsofirst log into the web user interface, and then
locate the feature field according to the web path (e.g., Account ->Basic->Auto Answer ) to
configure it as required.

As shown in the following illustration:

.('.:,-,r‘lt::/«10.10.20.17*;Erv\et?p:accDur‘l-basi:&q:lcad&acczol U B~ & || Q Google <Ctri+k> B ¥+ AR P - h-0

A e
phonelPAddress T Navigation URL
Log Out
=
Yealink |
Status Account Network DSSKey Features Settings Directory Security
B o
Proxy Require
Basic Anonymous Call
Local Anonymous off hd It allows the caller to conceal
the identity information
Codec -
Local Anonymous Rejection off displayed on the callee’s screen.
Advanced Send Anonymous Code Off Code e Anonymous Call Rejection
on Code Rejects the anonymous calls
automatically.
Off Code
You can click here to get
Send Anonymous Rejection Code Off Code - more guides.
On Code
Off Code
Missed Call Log Enabled -
Auto Answer Enabled - |—b Feature field
Ring Type Common -
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To successfully log into the web user interface, you may need to enter the user name (default:

admin) and password (default: admin). For more information, refer to Web User Interfaceon

page 108.

Method 3: Phone User Interface

You can configure features via phone user interface. Access tothe desired feature according to

the phone path (e.g., Settings ->Features->Auto Answer->Account X) and then configure it as

required.

As shown in the following illustration:

&

()

DSS Keys
€7 KeyasSend
9 Hot Line

f Anonymous

@

Auto Redial

o

DND

At\ Auto Answer

Auto Answer
‘L Account 1: ® on O off I
2. Account 2: Oon ® off
3. Account 3: Oon @® off
4. Account 4: Oon ® off
5. Account 5: O on @® off
6. Account 6: Oon @® off
7. Account 7: Oon ® off

Recommended References

For more information on configuring and administering other Yealink products not included in

this guide, refer to product support page at Yealink Technical Support

To access the latest Releas@lotes or other guides for Yealink IP phones, refer to the Document

Download page for your phone at Yealink Technical Support

If you want to find Request for Comments (RFC) documents, type
http.//www.ietf.org/rfc/ricNNNN.txt - (NNNN is the RFC number) into the location field of your

browser.

This guide mainly takes the SIRT58V IP phonesas examplefor reference. For more details on

other IP phones, refer to Yealink phone-specific user guide.

For other references, look for the hyperlink or web info throughout this administrator g uide.

Understanding VolP Principle and SIP Components

This section mainly describes the basic knowledje of VolP principle and SIP conponents, which

will help you have a better understanding of t h e

phoneds

depl oyment

Xi

scenari os
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VolP Principle

VolP

VolIP (Voice over Internet Protocol) is a technology using the Internet Protocol instead of

traditional Public Switch Telephone Network (PSTN) technology for voice communications.

It is a family of technologies, methodologies, communication protocols, and trans mission
techniques for the delivery of voice communications and multimedia sessions over IP networks.
The H.323 and Session Initiation Protocol (SIP) are two popular VoIP protocols that are found in

widespread implementation.

H.323

H.323 is arecommendation from the ITU Telecommunication Standardization Sector (ITU-T)
that defines the protocols to provide audio -visual communication sessions on any packet
network. The H.323 standard addresses call signaling and control, multimedia transport and
control, and bandwidth control for point -to-point and multi - point conferences.

It is widely implemented by voice and video conference equipment manufacturers, is used
within various Internet real-time applications such as GnuGK and NetMeeting and is widely
deployed by service providers and enterprises for both voice and video services over IP

networks.

SIP

SIP( Session |Initiation Protocol) is the Internet Engir
multimedia conferencing over IP. It is an ASCHbased, gplication-layer control protocol

(defined in RFC 326) that can be used to establish, maintain, and terminate calls between two

or more endpoints. Like other VolP protocols, SIP is designed to address functions of signaling

and session management within a packet telephony network. Signaling allows call information

to be carried across network boundaries. Session management provides the ability to control

attributes of an end-to-end call.

SIP provides capdilities to:

Determine the location of the target endpoint -- SIP supports address resolution, name
mapping, and call redirection.

Determine media capabilities of the target endpoint -- Via Session Description Protocol

(SDP), SIP determilDBEoft commoowssetr viees between end
Conferences are established using only media capabilities that can be supported by all

endpoints.

Determine the availability of the target endpoint -- A call cannot be completed because
the target endpoint is unavailable, SIP determines whether the called party is already on
the IP phone or does not answer in the allotted number of rings. It then returns a message

indicating why the target endpoint is unavailable.

Establish a session between the origin and target endpoint -- The call can be completed,

Xii
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SIP establishes a session between endpoints. SIP also supports midall changes, such as
the addition of another endpoint to the conference or the chang e of a media characteristic

or codec.

Handle the transfer and termination of calls -- SIP supports the transfer of calls from one
endpoint to another. During a call transfer, SIP simply establishes a session between the
transferee and a new endpoint (specified by the transferring party) and terminates the
session between the transferee and the transferring party. At the end of a call, SIP

terminates the sessions between all parties.

SIP Components

SIP is a peerto-peer protocol. The peers in a session arecalled User Agents (UAs). A user agent

can function as one of following roles:

User Agent Client (UAC)-- A client application that initiates the SIP request.

User Agent Server (UAS}- A server application that contacts the user when a SIP request is

received and that returns a response on behalf of the user.

User Agent Client (UAC)

The UAC is an application that initiates up to six feasible SIP requests tdche UAS. The six
requests issued by the UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTERtWhe
SIP session is being initiated by the UAC SIP component, the UAC determines the information
essential for the request, which is the protocol, the port and the IP address of the UAS to which
the request is being sent. This information can be dynamic and will make it challenging to put
through a firewall . For this reason, it may be recommended to open the specific application type
on the firewall. The UAC is also capable of using the information in the request URI to establish
the course of the SIP request to its destination, as the request URI always specifies the host
which is essential. The port and protocol are not always specified by the request URI. Thus if the
request does not specify a port or protocol , a default port or protocol is contacted. It may be
preferential to use this method when not using an application layer firewall. Application layer
firewalls like to know what applications are flowing through w hich ports and it is possible to use
content types of other applications other than the on e you are trying to let through what has

been denied.

User Agent Server (UAS)

UAS isa server that hosts the application responsible for receiving the SIP requests from a UAC,
and on reception it returns a response to the request back to the UAC. The UASnay issue
multiple responses to the UAC, not necessarily a single response. Communication between UAC

and UAS is client/server and peertogpeer.

Typically, a SIP endpoint is capable of functioning as both a UAC and a UAS, but it functions only
as one or the other per transaction. Whether the endpoint functions as a UAC or a UAS depends

on the UA that initiates the request.

Xiii
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Product Overview

Product Overview

This chapter contains the following information about IP phones:

SIP IP Phone Models

Expansion Modules

SIP IP Phone Models

This section introduces SIRT58VA and SIP-T56A P phone models. TheselP phones are
endpoints in the overall network topology , which are designed to interoperate with other
compatible equipment s including application servers, media servers, internetworking gateways,
voice bridges, and other endpoints. TheselP phones are characterized by a large number of
functions, which simplify business communication with a high standard of security and can work
seamlessly with a large number of SIP PBXs

TheselP phones provide a powerful and flexible IP communication solution for Ethernet TCP/IP
networks, delivering excellent voice quality. The high-resolution graphic display supplies
content in multiple languages for system status, call log and directory access. IPphones also
support advanced functionalities, including LDAPR, Busy Lamp Field Sever Redundancyand
Network Conference.

IP phones comply with the SIP standard RFC 326}, and they can only be used within a network

that supports this model of phone.

For a list of key features available onYealink IPphones running the latest firmware, refer to Key

Features of IP Phoneson page 4.


http://www.ietf.org/rfc/rfc3261.txt
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Physical Features of IP Phones

This section lists the available physical features é SIR TS8V/A and SIP-T56A P phones.

SIP-T58V/A

Yealink

P

SIP-T58V SIP-T58A

Physical Features:

- 7DX024 x 600 pixel color touch screen with backlight

- Operating System:  And b.0.1 d |

- 16 VolIP accounts

- HD Voice: HD Codec, HD Handset, HD Speaker

- 20 dedicated hard keys, 3 dedicated soft Android keys for BACK, HOME and RECENT
- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset prt

- 2*RJ45 10/1001000Mbps Ethernet ports

- 4 LEDs: *power, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC5V/2A output

- 1*USB2.0 port (on the top of the phone), support Yealink USB cameraCAM50

- 1*USB2.0 port (on the rear of the phone), support expansion module EXP50USB flash
drive or USB headset

- Built-in Wi-Fi, support 802.11b/g/n
- Built-in Bluetooth 4.0, support Bluetooth headset
- Power over Ethernet (IEEE 802.3af)

- Wall Mountable
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SIP-T56A

Yealink

10:56

Mon, Octobe 17

Physical Features:

- 7DX024 x 600 pixel color touch screen with backlight

- Operating System: Androidj 5. 1.1

- 16 VolP accounts

- HD Voice: HD Codec, HD Handset, HD Speaker

- 20 dedicated hard keys, 3 dedicated soft Android keys for BACK, HOME and RECENT
- 1*RJ9 (4PL) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/1001000Mbps Ethernet ports

- 4 LEDs: *power, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC5V/2A output

- 1*USB2.0 port, supportexpansion module EXP50, USB flash drive or USB headset
- Built-in Wi-Fi, support 802.11b/g/n

- Built-in Bluetooth 4.0, support Bluetooth headset

- Power over Ethernet (IEEE 802.3af)

- Wall Mountable
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Key Features of IP Phones

In addition to physical features introduced above, IP phones also support the following key
features when running the latest firmware:
Phone Features

- Call Options : emergency call, call waiting call hold, call mute, call forward, call
transfer, call pickup, five-way audio-only conference, five-way audio-only and video
mixed conference (up to three-way video conference, not applicable to SIP-T56A IP

phones).

- Basic Features: DND, auto redial, live dialpad, dial plan, hotline, caller identity, auto

answer.

- Advanced Features: BLF, server redundancy, distinctiveing tones, remote phone
book, LDAP.

Codecs and Voice Features

- Wideband codec: G.722 Opus

- Narrowband codec: G.711,G.726, G.729, iLBG3.723
- VAD, CNG, AEC, PLC, AJB, AGC

- Full-duplex speakerphone with AEC

Video Features (not applicable to SIP -T56A IP phones)

- Video codec: H264HP,H264, VP8

- Image codec: JPEG, PNG, BMP

- Adaptive bandwidth adjustment

Network Features
- SIP vl (RFQ543), v2 (RF(3261)
- NAT Traversal: STUN mode
- DTMF: NBAND, RFC2833, SIP INFO
- Proxy mode and peer-to-peer SIP link mode
- IP assignment: Static/DHCP/PPPoE
- VLAN assignment: LLDP/Static/DHCP/CDP
- Bridge mode for PC port
- HTTP/HTTPS server
- DNS client
- NAT/DHCP server
- IPv6 support
- Wi-Fi

Management

- FTP/TFTP/HTTP/PnP autprovision
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- Configuration: browser/phone/auto -provision
- Direct IP call without SIP proxy

- Dial number via SIP server

- Dial URL via SIP server

- TR069

Security

- HTTPS (server/client)

- SRTP (RFG711)

- Transport Layer Security (TLS)

- VLAN (802.1q), QoS

- Digest authentication using MD5/MD5 -sess
- Secure configuration file via AES encryption
- Phone lock for personal privacy protection

- Admin/ User configuration mode

- 802.1X authentication

Expansion Modules

This sectionintroduces EXPB0 expansion modules. The expansion modules are consoles you can
connect to Yealink IPphones to add DSS ke, which canbe used to assign predefined
functionalities for quickly accessing features. If you want to configure the expansion module

keys, you have to connect the expansion module(s) to the IP phone in advance.

Expansionmodules enable you to handle large volume of calls on a regular basis and expand
the functional capability of your 1P phone. For more information on how to connect and use the

expansion module, refer to Yeaink EXB0 User Guide

The following lists the available physical features of the currently supported expansion modules:

EXP-0

Physical Features:

- Rich visual experience with4.3DZ72 x 480 pixel color screen
- 20 physical keys each with a duatcolor LED

- 3 physical page keys

- Support up to 3 modules daisy-chain

- Only one expansion module is powered by the host phone

- 1*Mini USB port and 1*USB2.0 port for data in and out


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Getting Started

This chapter describes where Yealink IP phones fit in your network andprovides basic
installation instructions of SIRT58VT58A/T56A IP phones.

This chapter providesthe following sections:

What IP Phones Need to Meet
Yealink IP Phones in a Network
Connecting the IP Phones
Initialization Process Overview

Verifying Startup

What IP Phones Need to Meet

In order to operate as SIPendpoints in your network successfully, IP phones must meet the
following requirements:

A working IP network is established.

VolIP gateways are configured for SIP.

The latest (or compatible) firmware of IP phones is available.

A call server is active and configured to receive and send SIP messages.

Yealink IP Phones in a Network

Yealink IP phones can connect physically through a Category 5E (CAT 5E) cable to a
10/100/1000Mbps Ethernet LAN, and send and receive all data using thesame packetbased

technology. They can also connect to the wireless network.

Since the IP phone is a data terminal, digitized audio being just another type of data from its
perspective, the phone is capable of vastly more than traditional business phones.Moreover,
Yealink IP phones run the same protocols as your office personal computer, which means that

many innovative applications can be developed without resorting to specialized technology.
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There are many ways to set up a phone network using YealinklP phones. The following shows
an example of a network setup:

Data Center

Remote |
Applicationi

Server : s F’J\\
s g
y  PSIN J

|
|
|
|
}
|
|
|
|
i Remote
|

I

Boot
Server - §
""""" i \L\_/_,_/
( Internet ) \
j Boot Server
B
S—r
=

Connecting the IP Phones

This section introduces how to install SIRTS58VT58A/T56A IP phoneswith components in

packaging contents.

1. Insert the camera(not applicable to SIP-T56A IP phones)

2. Attach the stand and the optional wall mount bracket

3. Adjust the angle of touch screen (not applicable to SIP-T56A IP phones)
4.  Connect the handset and optional headset

5.  Connect the power and network

6. Connect the optional USB flash drive

Note The optional accessories are not includedin packaging contents. You need to purchase them
separately if required.
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Inserting the Camera (not applicable to SIP -T56A IP phones)

To insert the camera :

For SIRT58VIA:

Adjust Camera Angle

Note The camera is connected to the USB port on the top of the phone. And the IP phone only
supports the Yealinkoriginal USB cameraCAM50. You should purchase it separately for SIRT58A
smart media phone.
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Attach ing the Stand and the Optional Wall Mount  Bracket

To attach the stand and the optional wall mount bracket

For SIRT58VIA:

PUSH -

////////////////////

Yealink

1
m]=]e=)
0060 po
={=]=]
08 D

Wall Mount Method (Optional)

10
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For SIRT56A:

- X
W i

383

[rafe) rafea]
e 066
= 006

Wall Mount Method (Optional)

Note The hookswitch tab has a lip which allows the handsetto stay on-hook when the IP phone is
mounted vertically.

For more information on h ow to mount the IP phone to a wall, refer to Yealink Wall Mount Quick
Installation Guide for Yealink IP Phones

11
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Adjust the angle of touch screen (not applicable to SIP  -T56A IP

phones)

To adjust the angle of touch screen:

For SIRT58VIA:

Connecting the Handset and Optional Headset

To connect the handset and optional headset

For SIRT58VIA:

E

[G\G@ 0
R i rlﬂm-/

12
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Connecting the Power and Network

Note

AC Power (Optional)

To connect the AC power and network :

1) Connect the DC plug of the power adapter to the DC5V port on the IP phone and connect

the other end of the power adapter into an electrical power outlet.

2) Connect the included or a standard Ethernet cable between the Internet port on the IP

phone and the one on the wall or switch/hub device port.

For SIRT58VIA:

l o
o E ]

= =
[FEEE_8

0

\N % — L

For SIRT56A:

ic

7

Intemet

PC Connection

(Optional)

AC Power Option

Power Adapter
(DC 5V)

oo

PC  Internet 6@

©

DCsV.

o

PC

PC Connection
(Optional)

Internet

Power Adapter
(DC 5V)

LGS

®

©]

DSV
PC  Internet 6@

4]
4]

AC Power Option

You can also connect the IP phone to a wireless network according to your office environment.
For more information, refer to Yealink phone-specific user guide.

The IP phone should be used with Yealink original power adapter only. The use of the third-party
power adapter may cause the damage to the phone.

13
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Note
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Power over Ethernet (PoOE)

With the included or a regular Ethernet cable, IP phones can be powered from a Pds-compliant
switch or hub.

To connect the PoE:

1) Connect the Ethernet cable between the Internet port on the IP phone and an available port

on the in-line power switch/hub.

For SIRT58VIA:

PC

Y]
PC Connection
(Optional)

DO Jel

PoE ( Power over
Ethernet) Option

IEEE 802.3af compliant

PoE Hub/Switch

For SIRT56A:

| e

PC Connection
(Optional)

? - ] b tmermer ¢ @
PoE ( Power over
— ®| Ethernet ) Option

IEEE 802.3af compliant
PoE Hub/Switch

If in-line power switch/hub is provided,you don@t need to connect th
adapter. Make sure the switch/hub is PoEcompliant.

The IP phone can also share the network with another network device such asa PC(personal
computer). It is an optional connection. We recommend that you use the Ethernet cable provided
by Yealink.

Important! Do not unplug or remove the power while the IP phone is updating firmware and
configuration s.
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Connecting the Optional USB Flash Drive

Note

You can connect aUSB flash driveto save the captured pictures, recorded audios/videos or

manage data on the IP phone. Users can transfer files from/to the IP phone using a USBflash

drive, view pictures or play audios/videos from USBflash drive.

To connect a USB flash drive :

1) Insert a USB flash drive into the USB port on the phone.

For SIRT58VIA:

e
(=]
o ]

A

H [ e

= o
ﬂ- e

 —
£ = =)
For SIRT56A:

The USB port (on the rear of the phone) can also be used to connectcolor-screenexpansion
module EXP50 or USB headset The SIRT58VT58A/T56A IP phone officially supports certain USB
headset models. For more information, refer to 7esied headset list compatible with Yealink IP

Phone.

For more information on how to use EXBO0, refer to Yealink EXB0 User Guide For more
information on how to use USB headsetrefer to the documentation from the manufacturer.

15
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Initialization Process Overview
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The initialization process of the IP phone is responsible for network connectivity and operation

of the IP phone in your local network.

Once you connect your IP phone to the network and to an electrical supply, the IP phone begins

its initialization process.

During the initialization process, the following events take place:
Loading the ROM file

The ROM file resides in the flash memory of the IP phone. The IP phone comes from the factory
with a ROM file preloaded. During initialization, the IP phone runs a bootstrap loader that loads
and executes the ROM file.

Configuring the VLAN

If the IP phone is connected to a switch, the switch notifies the IP phone of the VLAN
information defined on the switch (if using LLDP or CDP). The IP phone @n then proceed with
the DHCP request for its network settings (if using DHCP).For more information on VLAN, refer
to VLAN on page 48.

Querying the DHCP (Dynamic Host Configuration Protocol)  Server

The IP phone is capable of querying a DHCP server. DHCP is enablezh the IP phone by default.
The following network parameters can beobtained from the DHCP server during initialization:

IP Address

Subnet Mask

Gateway

Primary DNS(Domain Name Server)
Secondary DNS

You need to configure network parameters of the IP phone manually if any of them is not
supplied by the DHCP server.For more information on configuring network parameters
manually, refer to Configuring Network Parameters Manually on page 28.

Contacting the provisioning server

If the IP phone is configured to obtain configurations from the provisioning server, it will
connect to the provisioning server and download the configuration file(s) during startup. T he IP
phone will be able to resolve and update configurations written in the configuration file (s). If the
IP phone does not obtain configurations from the provisioning server, the IP phone will use
configurations stored in the flash memory. For more information, refer to Setting Up Your
Phoneswith a Provisioning Serveron page 105.

Updating firmware

If the access URL of firmwareis defined in the configuration file, the 1P phone will download
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firmware from the provisioning server. If the MD5 value of the downloaded firmware file differs
from that of the image stored in the flash memory, the IP phone will perform a firmware up date.

You can manually upgrade firmware if the IP phone does not download firmware from the
provisioning server. For more information, refer to Upgrading Firmware on page 119.

Downloading the resource files

In addition to configuration file(s), the IP phone may require resource files before it can deliver
service.These resource files are optional, but if some particular features are being deployed,
these files are required.

The followings show examples of resource files:
Language packs
Ring tones
Contact files

For more information on resource files, refer to Resource Fileson page 113.

Verifying Startup

After connected to the power and network, the IP phone begins the initializing process by
cycling through th e following steps:
1. The power indicator LEDilluminates solid red.

2. The message] We | c loitiakizingA PleasewaitDappears on the touch screen when the IP

phone starts up.
3. The maintouch screendisplays the following:
Time and date
Android keys

4.  Tap Settings ->Status to check the IP phone status, the touch screen displays the valid IP
address, MAC address firmware version, etc.

If the IP phone has successfully passeé through these steps, it starts up properly and is ready for

use.

17
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Setting Up Your System

Setting Up Your System

This section describes essential information on how to set up your phone network and set up
your phones with a provisioning server. It also provides instructions on how to set up a
provisioning server, how to deploy Yealink IP phones from the provisioning server,how to
upgrade firmware, and how to keep user personalized settings after auto provisioning .

This chapter providesthe following sections:

Setting Up Your Phone Network

Setting Up Your Phoneswith a Provisioning Server

Setting Up Your Phone Network

Yealink IP phones operate on an Ethernet local area network (LAN) omwireless network. Local
area network design varies by organization and Yealink IPphones can be configured to
accommodate a number of network designs.

In order to get your IP phones running, you must perform basic network setup, such as IP
address and subnet mask configuration. You can configure the IPv4 or IPv6 network parameters
for the phone. You can also configure the appropriate security (VLAN and/or 802.1X
authentication) and Quality of Service (QoS) settings for the IP phone.

This chapter describes how to configure all the network parameters for IP phones, and it

provides the following sections:

DHCP

DHCPOption

Configuring Network ParametersManually

PPPoE

Configuring Transmission Methods of the Internet Port and PC Port
Configuring PC Port Mode

Web ServerType

Wi-Fi

VLAN

IPv6 Support

VPN

Configuring the IP Phone for Use with a Firewall or NAT
Quality of Service(QoS)

802.1XAuthentication

19
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DHCP
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DHCP (Dynamic HostConfiguration Protocol) is a network protocol used to dynamically allocate
network parameters to network hosts. The automatic allocation of network parameters to hosts
eases the administrative burden of maintaining an IP network. IP phones comply with the DHCP
specifications documented in RFC 21311f using DHCP, IP phones connected to the network
become operational without having to be manually assigned IP addresses and additional

network parameters.

Procedure

DHCP can be configuredusing the following methods.

Configure DHCP on the IP phone.
Central Provisioning
<MAC>.cfg Parameter:
(Configuration File)
static.network.internet_port.type

Configure DHCP on the IP phone.

Navigate to:
Web User Interface

http://<phonelPAddress>/servlet?m=mod_dat
a&p=network&qg=load

Phone User Interface Configure DHCP on the IP phone.

Details of Configuration Parameter

Parameter Permitted Values Default

static. network.internet_port.type 0,1lor2 0

Description :

Configures the Internet port type for IPv4.
0-DHCP

1-PPPOE

2-Static IP Address

Note : I't works only if tstacneawoekof pthddpes
(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the IP phone will rebooto make the
change take effect.

Web User Interface:
Network->Basic->IPv4 Config
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type
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To configure DHCP via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the DHCP radio box.

Log Out
.
Yealink | s : : : : :
Account DSSKey Features Settings Directory Security
: Internet Port @ NOTE
Basic
Mot °
PC Port The network configurations will
abuyconfio be acquired from DHCP server.
Advanced ®DHCP @ Static IP Address
Specify the IP address, Subnet
() static IP Address i) Mask, Default Gateway, Primary
DNS, Secondary DNS fields
TP Address manually.
Subnet Mask PPPOE
Contact your ISP if it should be
Gateway used.
Static DNS Oon ®off @
You can click here to get
Primary DNS more guides.
Secondary DNS
OPPPEE @)
User Name
Password 0000 |ssssssss

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.

To configure DHCP via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port ->1Pv4.
2. Tap the Type field.

3. TapDHCP in the pop -up dialog box.

4. Tap  toaccept the change.

The phone prompts you to reboot the phone.
5. Tap OKto reboot the phone.

The settings will take effect after a reboot.

Static DNS

Static DNS address(es) can be configured and used even thougDHCP is enabled.
Procedure

Static DNS can be configured using the following methods.

Configure the static DNS feature.
<y0000000000xx».c

Central Provisioning fo Parameter :
(Configuration File) static.network.static_dns_enable
<MAC>.cfg Configure static DNS address.

21



Administrator @ Guide for SIP-T5 Series Smart Media Phones

22

Parameters:
static.network.primary_dns

static.network.secondary_dns

Configure the static DNS feature.
Configure static DNS address.

Web User Interface Navigate to:

http://<phonelPAddress>/servlet?m=mod_

data&p=network&qg=Iload

Configure the static DNS feature.
Phone User Interface
Configure static DNS address.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.static_dns_enable Oor1l 0

Description :

Triggers the static DNS feature to on or off.

0-Off

1-On

If it is set to 0 (Off), the IP phone will use the IPv4 DNS obtained from DHCP.
If it is set to 1 (On), the IP phone will use manually configured static IPv4 DNS.

Note : I't works only if tsteicneawoe kof ntleenpgar
0 (DHCP). If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Basic->IPv4 Config->Static DNS
Phone User Interface:

Settings->Advanced (default password: admin)->Network ->WAN Port->IPv4->Type DHCP
->Static DNS

static. network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.
Example:

static.network.primary_dns = 202.101.103.55

Note : It works only if the value of the parameter " static.network.static_dns_enable" is set to 1
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Parameter s Permitted Values Default

(On). If you change this parameter, the IP phone will reboot to make the change take effect.
Web User Interface:

Network->Basic>IPv4 Config->Static IP Address>Primary DNS

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv4-> Static DNS
(Enabled)->Primary DNS

static. network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.
Example:

static.network.secondary_dns = 202.101.103.54

Note : It works only if the value of the parameter " static.network.static_dns_enable" is set to 1
(On). If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Secondary DNS
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->|Pv4->Static DNS
(Enabled)->Secondary DNS

To configure static DNS address when DHCP is used via web user interface:

1. Click on Network ->Basic.
In the IPv4 Config block, mark the DHCP radio box.

2
3. Inthe Static DNS block, mark the On radio box.
4

Enter the desired values in the Primary DNS and Secondary DNS fields.

.
Yealinklvss
Account Network
: Internet Port ) NOTE
Basic
Mode(IPv4/IPv6) @ DHCP
PC Port The network configurations will
iBa Gonfig be acquired from DHCP server.
Advanced ®DHCP @ Static IP Address
Specify the IP address, Subnet
O static 1P Address ) Mask, Default Gateway, Primary
DNS, Secondary DNS fields
1P Address manually.
Subnet Mask PPPOE
‘Contact your ISP if it should be
Gateway used.
Static DNS ®on Ooff @
You can click here to get
Primary DNS 202.101.103.55 more guides.
Secondary DNS 202.101.103.54
OPPPEE @)

User Name

Il

Password ssssssse
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5. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after areboot.

6. Click OK to reboot the phone.

To configure static DNS when DHCP is used via phone user interface:

L

N oo o b~ w D

Tap the Type field.

Tap DHCP in the pop -up dialog box.
Tap the Static DNS field.

Tap Enabled in the pop -up dialog box.

Tap to accept the change.

Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port ->IPv4.

Enter the desired value in the Primary DNS and Secondary DNS field respectively.

The phone prompts you to reboot the phone.

8. Tap OK to reboot the phone.

The settings will take effect after a reboot.

DHCP Option

24

DHCP provides a framework for passing information to TCP/IP network devicesNetwork and

other control information are carried in tagged data items that are stored in the options field of

the DHCP message. The data items themselves are also called options.

DHCP can be initiated by simply connecting the IP phone with the network. IP phonesbroadcast

DISCOVER messages to request the network information carried in DHCP options, and the

DHCP server responds with specific alues in corresponding options.

The following table lists common DHCP options supported by IP phones.

Parameter DHCP Option Description
Subnet Mask 1 Specify the clientgs su
) Specify the offset of the client's subnet in seconds
Time Offset 2 ) ) ]
from Coordinated Universal Time (UTC).
Specify a list of IP addresses for routers on the
Router 3 )
clientds subnet.
Time Server 4 Specify a list of time servers available to the client
Domain Name 6 Specify a list of domain name serversavailable to
Server the client.
Specify a list of MIT-LCS UDP servers available to
Log Server 7 ]
the client.
Host Name 12 Specify the name of the client.
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Parameter DHCP Option Description
] Specify the domain name that client should use
Domain Server 15 . )
when resolving hostnames viaDNS.
Specify the broadcast address in use on the
Broadcast Address 28 )
client's subnet.
Network Time 2 Specify a list of NTP servers available to the client
Protocol Servers by IP address

Vendor-Specific

) 43 Identify the vendor -specific information.
Information
Vendor Class .
- 60 Identify the vendor type.
Identifier
Identify a TFTP server when the 'sname' fieldn
TFTP Server Name 66 the DHCP header has been used for DHCP
options.
Identify a boot file when the 'file' field in the
Boot file Name 67 DHCP header has been used for DHCP options.

For more information on DHCP options, refer to RFC 2131or RFC 2132

If you do not have the ability to configure the DHCP options for discovering the provisioning
server on the DHCP server, an alternate method of automatically discovering the provisioning
server address is required. Connecting to the secondary DHCP serverhat responds to DHCP
INFORM queries with a requested provisioning server address is one possibility. For more
information, refer to RFC 3925If a single alternate DHCP server responds, this is functionally
equivalent to the scenario where the primary DHCP server responds with a valid provisioning
server address.If no DHCP serves respond, the INFORM query process will retry and eventually

time out.

DHCP Option 66 and Option 43
Yealink IP phones supportobtaining the provisioning server address by detecting DHCP options
during startup.

The phone will automatically detect the option 66 and option 43 for obtaining the provisioning
server address. DHCP option 66 is used to identify the TFTP server. DHCP opti 43 is a
vendor-specific option, which is used to transfer the vendor-specific information.

To use DHCP option 66 or DHCP option 43, make sure the DHCP Active feature is enabled

Procedure

DHCP active can be configuredusing the following methods.

Central Provisioning <y0000000000x%.c | Configure DHCP active.
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(Configuration File) fg Parameter :

static.auto_provision.dhcp_option.enable

Configure DHCP active.

Navigate to:
Web User Interface

http://<phonelPAddress>/servlet?m=mod_
data&p=settings -autop&q=load

Details of Configuration Parameter

Parameter Permitted Values Default

static. auto_provision.dhcp_option.enable Oorl 1

Description :

Triggers the DHCPactive feature to on or off.
0-Off

1-On

If it is set to 1 (On), the IP phone will obtain the provisioning server address by detecting
DHCP options.

Web User Interface:
Settings->Auto Provision->DHCP Active
Phone User Interface:

None

To configure the DHCP active feature via web user interface:

1.  Click on Settings ->Auto Provision .

2. Mark the On radio box in the DHCP Active field.

Yealink |

Account Network DSSKey Features Settings Directory Security

Auto Provision g NOTE
Preference i i
o PP Active @on Ooff @ Auto Provision
ime ate ) The auto provision parameters

DHCP Active @on Ooff @ | for administrator.

Call Display Custom Option 7]
N *ou can click here to get

Upgrade DHCP Option Value yealink 0 more guides.

Server URL 0
Auto Provision

User Name [7]
Configuration eesrs] ]
Dial Plan Attempt Expired Time(s) 5 [7)

3. ClickConfirm to accept the change.

DHCP Option 42 and Option 2

Yealink IP phones supportusing the NTP server address offered by DHCP.

26
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DHCP option 42 is used to pecify a list of NTP servers available to the client by IP addressNTP
servers should be listed in order of preference. DHCP option 2 is used to pecify the offset of the
c | i sesmbhedin seconds from Coordinated Universal Time (UTC).

To update time with the offset time offered by the DHCP server, make sure the DHCP Time
feature is enabled at the web path Settings ->Time & Date ->DHCP Time. For more

information on how to configure DHCP time feature, refer to NTP Time Serveron page 181.

DHCP Option 12 Hostname on the IP Phone

This option specifies the host name of the client. The name may or may not be qualified with the

local domain name (based on RFC 2132. SeeRFC 1035for character restrictions.

Procedure

DHCP option 12 hostname can be configured using the following methods.

Configure the DHCP option 12 hostname.
Central Provisioning <y0000000000xx%>.

(Configuration File) cfg

Parameter :

static.network.dhcp_host_name

Configure the DHCP option 12 hostname.

Navigate to:
Web User Interface

http://<phonelPAddress>/servlet?m=mod_d

ata&p=features -general&g=load

Details of Configuration Parameter

Parameter Permitted Values Default

] o Refer to the
) String within 99 )
static. network.dhcp_host_name following
characters

content

Description :

Configures the DHCP option 12 hostname on the IP phone.
For SIP-T58V/A IP phones:

The default value is SIPT58.

For SIP-T56A IP phones:

The default value is SIPT56A.

Note : If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Features>General Information->DHCP Hostname
Phone User Interface:

None
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To configure DHCP option 12 hostname on the IP phone via web user interface:

1. Click on Feature->General Information

2. Enter the desired host name in the DHCP Hostname field.

Yealink | s

Account Network DSSKey Features i Directory Security

Forward&DND General Information NOTE

Call waiting Enabled [+l .
General Information Call Waiting

call Waiting On Code This call feature allows your

_ phone to accept other incoming
Audio Call Waiting Off Code calls during the conversation.
Intercom Auto Redial Disabled E| Key As Send
Select * or # as the send key.
Transfer Auto Redial Interval (1~300s) 10
) Hotline Number

Auto Redial Times (1~300) 10 When you pick up the phone, it

Call Pickup wil dal out the hotline number
. automatically.
Remote Control
- You can click here to get

Action URL Voice Mai Tone Enabled [+] more guides.
Bluetooth DHCP Hostname SIp-TS8

Reboot in Talking Disabled El
Power LED

Hide Feature Access Codes Disabled [=]
Notification Popups Display Method on Dialing User Mame E|

Auto Linekeys Disabled E|

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.

Configuring Network Parameters Manually

If DHCP is disabled or IP phones cannot obtainnetwork parameters from the DHCP server, you
need to configure them manually. The following parameters should be configured for IP phones
to establish network connectivity:

IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS
Procedure

Network parameters can be configured manually using the following meth ods.

Configure network parameters of the IP

Central Provisioning phone manually.
<MAC>.cfg
(Configuration File) Parameters:

static.network.internet_port.type
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static.network.ip_address_mode
static.network.internet_port.ip
static.network.internet_port.mask
static.network.internet_port.gateway
static.network.primary_dns

static.network.secondary_dns

Configure network parameters of the IP

phone manually.
Web User Interface Navigate to :

http://<phonelPAddress>/servlet?m=mod_
data&p=network&qg=Iload

Configure network parameters of the IP
Phone User Interface
phone manually.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.internet_port.type 0,1or2 0

Description :

Configures the Internet port type for IPv4.
0-DHCP

1-PPPoE

2-Static IP Address

Note : It works only if tshmcnealwoekof pthddpes
(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the IP phone will reboot to make the

change take effect.

Web User Interface:
Network->Basic->IPv4 Config
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type

static. network.ip_address_mode 0,1or2 0

Description :

Configures the IP address mode.
0-1Pv4

1-1Pv6

2-1Pv4 & IPv6
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Parameter s Permitted Values Default

Note : If you change this parameter, the IP phone will reboot to make the change take effect.
Web User Interface:

Network->Basic->Internet Port ->Mode(IPv4/IPv6)

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IP Mode

static. network.internet_port.ip IPv4 Address Blank

Description :

Configures the IPv4 address.

Example:

static.network.internet_port.ip = 192.168.1.20

Note: |1t works only if tstacnealwoekof pthddpeaes
(IPv4) or 2 (IPv4& IPv6), andjstaticn et wor k. i nt er net _ (Static P Addregs)e
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>IP Address
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type (Static
IP) ->IP

static. network.internet_port.mask Subnet Mask Blank

Description :

Configures the IPv4 subnet mask.

Example:

static.network.internet_port.mask = 255.255.255.0

Note:1't wor ks only i f t hetatiznael tuneo rokf. itph_ea dpdarreasn
(IPv4) or 2 (IPv4 & IPv6), andstaticn et wor k. i nt er net _(Static P Addregs)e
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Subnet Mask
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->|Pv4>Type (Static
IP)->Subnet Mask

static. network.internet_port.gateway IPv4 Address Blank

Description :
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Parameter s Permitted Values Default

Configures the IPv4 default gateway.
Example:
static.network.internet_port.gateway = 192.168.1.254

Note : I't works only if tstachealwoekofpthddpes
(IPv4) or 2 (IPv4 & IPv6), andstaticn et wor k. i nt er net _(Static P Addregs)e
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic>IPv4 Config->Static IP Address>Gateway
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->|Pv4>Type (Static
IP) ->Default Gateway

static. network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.
Example:

static.network.primary_dns = 202.101.103.55

Note : It works only if tshmcnealwoekof pthddpes
(IPvd)or2( Pv4 & | Btatiénet vaardk .ji nt e risrset to 2 (Static 1P Addrgsg)e

If you change this parameter, the IP phone will reboot to make the change take effect.
Web User Interface:

Network->Basic->IPv4 Config->Static IP Address>Primary DNS

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->WAN Port->IPv4>Type (Static
IP)->Primary DNS

static. network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.
Example:

static.network.secondary_dns = 202.101.103.54

Note : It works only if the value ofthe p ar a metateme f wor k. i p_addr es
(IPvd)or2( Pv4 & | Btatiénet vanrdk .Ji nt e risrset to 2 (Static IP Addsegs)e

If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Inter face:

Network->Basic->IPv4 Config->Static IP Address>Secondary DNS
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Parameter s Permitted Values Default

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->|Pv4>Type (Static
IP)->Secondary DNS

To configure the IP address mode via web user interface:

1. Click on Network ->Basic.

2. Select desired value Mode(IPv4/IPv6) .

Log Out

Yealink |+

Account DSSKey Features Settings Directory Security

: Internet Port @) NOTE
Basic
Mode(IPv4/IPv6) 1Pv4 & IPVE. ~ | 7] DHEP
PC Port 1Pv4 Config The network configurations will

be acquired from DHCP server.
Advanced ®DHCP @ Static IP Address
Specify the IP address, Subnet

O static IP Address ) Mask, Default Gateway, Primary

DNS, Secondary DNS fields
1P Address manually.
Subnet Mask PPPoE

Contact your ISP if it should be
Gateway used.
Static DNS ®on O off 0

You can click here to get
—— LMkl
secondary s

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure a static IP v4 address via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the Static IP Address radio box.
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3. Enterthe desired values in the IP Address, Subnet Ma sk, Gateway , Primary DNS and
Secondary DNS fields.

Log Out

Yealink | s

Account DSSKey Features Settings Directory Security

Internet Port ) NOTE
Basic
Mode(IPv4/IPvG) 1Pv4 & IPVG v 0 DHCP
PC Port The network configurations will
1Pv4 Confi
g be acquired from DHCP server.
CrEE] OoHer @ Static IP Address
— Specify the IP address, Subnet
CEEEPAES (3) Mask, Default Gateway, Primary
DNS, Secondary DNS fields
1P Address. 192.168.1.10 manually.
Subnet Mask 255.255.255.0 PPPOE
Contact your ISP if it should be
Gateway 192.168.1.254 usad.
Static DNS ®0n Off 0
You can click here to get
Primary DNS. 202.101.103.55 more guides.
Secondary DNS 202.101.103.54
OPPPoE @
User Name
Password =000 |ssssssss

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5.  Click OK to reboot the phone.
To configure the IP address mode via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port .
Tap the Type field.

Tap IPv4 or IPv4 and IPv6 in the pop -up dialog box.

p w0 DN

Tap « to accept the change.
The phone prompts you to reboot the phone.
5. Tap OKto reboot the phone.

The settings will take effect after a reboot.
To configure a static IP v4 address via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port ->1Pv4.
Tap the Type field.

Tap Static IP in the pop -up dialog box.

p w DN

Enter the desired value in the IP, Subnet Mask, Default Gateway, Primary DNS and
Secondary DNS field respectively.

5. Tap . toacceptthe change.
The phone prompts you to reboot the phone.
6. Tap OKto reboot the phone.

The settings will take effect after a reboot.
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PPPOE

PPPoE (Pointto-Point Protocol over Ethernet) is a network protocol used by Internet Service
Providers (ISPs) to provide Digital Subscriber Line (DSL) high speed Internet services. PPPoE
allows an office or building -full of users to share a common DSL connection to the Internet.
PPPoE connection is supported by the IP phore Internet port. Contact your ISP for the PPPoE

user name and password.

Procedure

PPPOE can be configuredusing the following methods.

Configure PPPOE on the IP phone.
<MAC>.cfg Parameter:

static.network.internet_port.type

Central Provisioning Configure the user name and password for

(Configuration File) PPPOE on the IP phone.
<y0000000000x%.c

fg

Parameters:

static.network.pppoe.user

static.network.pppoe.password

Configure PPPOE on the IP phone.

Configure the user name and password for

PPPOE on the IP phone.
Web User Interface
Navigate to :

http://<phonelPAddress>/servlet?m=mod_

data&p=network&qg=Iload

Configure PPPoE on the IP phone.

Phone User Interface Configure the user name and password for
PPPOE on the IP phone.

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
static. network.internet_port.type 0,1lor2 0

Description :

Configures the Internet port type for IPv4.
0-DHCP

1-PPPoE

2-Static IP Address
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Permitted
Parameter s Default
Values
Note : I't works only if tstkeicneawoe kof ptheddpes

0 (IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the IP phone will reboot to make
the change take effect.

Web User Interface:
Network->Basic->IPv4 Config
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type

. String within
static. network.pppoe.user Blank
32 characters

Description :

Configures the user name for PPPoE connection.
Example:

static.network.pppoe.user = Xmyl0592123

Note: Itworksonlyiftheval ue of t hstatcmaent asmetkerdn pj_addr e g
O(Pvd)or2( Pv4 & | Btatibnet vaonrdk .Ji nt e risrsetto 1 (PBROE). Ifow [
change this parameter, the IP phone will reboot to make the change take effect.

Web User Int erface:
Network->Basic->IPv4 Config->PPPoE>User Name
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type
(PPPOE)}>PPPoE User

. String within
static. network.pppoe.password Blank
99 characters

Description :

Configures the password for PPPoE connection.
Example:

static.network.pppoe.password = yealink123

Note : I't works only if tsteicneawoe kof ptheddpes
0 (IPv4) or 2 (IPv4 & IPv6), and static.network.internet_port.typ ei®get to 1 (PPPOE). If you
change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->PPPoE>Password
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->1Pv4->Type
(PPPoOE)}>PPPoEPassword
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To configure PPPoEvia web user interface:

1. Click on Network ->Basic.
2. Inthe IPv4 Config block, mark the PPPoEradio box.

3. Enter the user name and password incorresponding fields.

Log Out

Yealink |

Account DSSKey Features Settings Directory Security

: Internet Port @) NOTE
Basic
v
Mode(Pvt194) 0

PC Port The netwark configurations will
1Pv4 Config be acquired from DHCP server.

Advanced ODHEP @ Static IP Address

- Specify the IP address, Subnet

O static IP Address ) Mask, Default Gateway, Primary

DNS, Secondary DNS fields
1P Address manually.
Subnet Mask PPPoE
Contact your ISP if it should be
Gateway used.
Static DNS On ®Off 0
*You can click here to get
Primary DNS more guides.
Secondary DNS
®) PPPOE e
pason

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the phone.
To configure PPPoEvia phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port ->1Pv4.
Tap the Type field.
Tap PPPoEin the pop -up dialog box.

Enter the user name and password incorresponding fields.

a » w DN

Tap . to accept the change.
The phone prompts you to reboot the phone.
6. Tap OK to reboot the phone.

The settings will take effect after a reboot.

Configuring Transmission Methods of the Internet Port and PC

Port

36

YealinkIP phones support two Ethernet ports: Internet port and PC port. You can enable or
disable the PC port on the IP phones.Three optional methods of transmission configuration for

IP phone Internet port or PC port:

Auto-negotiate
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Half-duplex
Full-duplex

Auto-negotiate is configured for both Internet and PC ports on the IP phone by default.

Auto -negotiate

Auto-negotiate means that two connected devices choose common transmission parameters
(e.g.,speed and duplex mode) to transmit voice or data over Ethernet. This process entails
devices first sharing transmission capabilities and then selecting the highest performance
transmission mode supported by both. You can configure the Internet port and PC port on the
IP phone to automatically negotiate during the transmission.

Half -duplex

Half-duplex transmission refers to transmitting voice or data in both directions, but in one
direction at a time; this means one device can send data on the line, but not receive data
simultaneously. You can configure the half-duplex transmission on both Internet port and PC
port for the IP phone to transmit in 10Mbps or 100Mbps.

—

—

r
Internet Port

X
/
~

—X—

PC Port g s
e D
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Full-duplex

Full-duplex transmission refers to transmitting voice or data in both direction s at the same time;
this means one device can send data on the line while receiving data. You can configure the
full-duplex transmission on both Internet port and PC port for the IP phone to transmit in
10Mbps, 100Mbps or 1000Mbps.

/

/
v
=

Vi
‘\l
Internet Port
g |

~

PC Port

Procedure

The transmission methods of Ethernet ports can be configured using the following methods.

Configure the transmission methods of the

Ethernet ports.

Central Provisioning <y0000000000x%.c
Parameters:

(Configuration File) fg ) )
static.network.internet_port.speed_duplex

static.network.pc_port.speed_duplex

Configure the transmission methods of the

Ethernet ports.
Web User Interface Navigate to :

http://<phonelPAddress>/servlet?m=mod_

data&p=network -adv&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. netw ork.internet_port.speed_duplex 0,1,2,3,40r5 0

Description :
Configures the transmission method of the Internet port.
0-Auto Negotiate

1-Full Duplex 10Mbps

2-Full Duplex 100Mbps
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Parameter s Permitted Values Default

3-Half Duplex 10Mbps
4-Half Duplex 100Mbps
5-Full Duplex 1000Mbps

Note : You can set the transmission speed to 1000Mbps/Auto Negotiate to transmit in
1000Mbps if the IP phone is connected to the switch supports Gigabit Ethernet. We
recommend that you do not change this parameter. If you change this parameter, the IP
phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->Port Link->WAN Port Link
Phone User Interface:

None

static. netw ork.pc_port.speed_duplex 0,1,2,3,40r5 0

Description :

Configures the transmission method of the PCport.
0-Auto Negotiate

1-Full Duplex 10Mbps

2-Full Duplex 100Mbps

3-Half Duplex 10Mbps

4-Half Duplex 100Mbps

5-Full Duplex 1000Mbps

Note : I't works only i f tshatcnemark.pceporbehablé b2 i 9 as
(Auto Negotiate). You can set the transmission speed to 1000Mbps/Auto Negotiate to
transmit in 2000Mbps if the IP phone is connected to the switch supports Gigabit Ethernet.
We recommend that you do not change this parameter. If you change this parameter, the IP
phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->Port Link->PC Port Link
Phone User Interface:

None

To configu re the transmission methods of Ethernet ports via web user interface:

1. Click on Network ->Advanced .

2. Select the desired value from the pull-down list of WAN Port Link .
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3. Select the desired value from the pull-down list of PC Port Link.

Yealink |

Basic

PC Port

Advanced

Account

LLDP @

Active

Packet Interval (1~3600s)
coP @

Active

Packet Interval (1~3600s)
VLAN @
WAN Port

Active

PortLink )

Log Out

[ Features Settings Directory Security

NOTE

VLAN

A VLAN is 2 logical local area
network (or LAN) that extends
beyond a single traditional LAN
to a group of LAN segments,
given specific configurations.

Enabled

Disabled
QoS

When the network capacity is
insufficient, QoS could provide
priority to users by setting the
value.

Local RTP Port
Disabled Define the port for voice
transmission.

You can click here to get
more guides.

WAN Port Link

PC Port Link

Auto Negotiate

Auto Negotiate

Voice QoS
Audio QoS (0~63)
Video QoS (0~63)
SIP QoS (0~63)

VPN @

Active

Upload VPN Config

4 — = T
o |

Disabled

Upload

4. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the phone .

Configuring PC Port Mode

40

The PC port on the back of the IP phone is used to connect a PC. You can enable or disable the

PC port on the IP phones via web user interface or using configuration files.

Procedure

PC port can be configured using the following methods .

Central Provisioning

(Configuration File)

g

<y0000000000x» .cf

Configure the PC port.
Parameter:

static.network.pc_port.enable

Web User Interface

Configure the PC port.
Navigate to :

http://<phonelPAddress>/servlet?m=m
od_data&p=network -pcport&q=load
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Details of Configuration Parameter

Parameter Permitted Values Default

static. network.pc_port.enable Oor1l 1

Description :

Enablesor disables the PC port.

0-Disabled

1-Auto Negotiate

Note : If you change this parameter, the IP phone will reboot to make the change take effect.
Web User Interface:

Network->PC Port->PC Port Active

Phone User Interface:

None

To enable the PC port via web user interface:

1. Click on Network ->PC Port.

2. SelectAuto Negotiat e from the pull -down list of PC Port Active .

Log Out

Yealink |

Account DSSKey Features Settings Directory Security

PC Port Active @ e
Basic
PC Port Active Auto Negotiate [=] 7] | PC Port
PC Port The PC prot parameters for
adminstacar

Advanced

You can click here to get
more guides.

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.
To disable the PC port via web user interface:

1. Click on Network ->PC Port.

2. SelectDisabled from the pull -down list of PC Port Active .

Log Out

Yealink |ss

Account DSSKey Features Settings Directory Security

PC Port Active @) e
Basic
PC Port Active Disabled [+] [7] | PC Port
PC Port The PC prot parameters for
adminstacor

Advanced

You can click here to get
more guides.
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3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

4. Click OK to reboot the phone.

Web Server Type

Users can configure the user or administrator features of the phone via web user interface. Web

server type determines access protocol of the I P phoi
both HTTP and HTTPS protaeols for accessing the web user interfacethrough a web browser

such as Microsoftgs | E, Mo z i. This ean beidisablédavkenitiSoo gl e Chr o1
not needed or when it poses a security threat. For more information on accessing the web user

interface, refer to Web User Interfaceon page 108.

HTTP is an application protocol that runs on top of the TCP/IP suite of protocols. HTTPS is a web
protocol that encrypts and decrypts user page requests as well as pages returned by the web
server. Both HTTP and HTTPS port numbers are configurable.

When you enable user to access web user interface of the IP phone using the HTTP/HTTPS
protocol (take HTTPSprotocol for example):

hitps://10.2.20.15/servlet?m=mod _listener&tp=login&iq=loginForm&jumpto=status ¢ Search w e 4+ A

Login Smart Media Phone SIP-TS&

Username
Password

When you disable user to access web user interface of the IP phone using the HTTP/HTTPS

protocol (take HTTPSprotocol for example):

https://10.10.20.24 C Google <Ctrl+K> B 3+ A& @ [

Unable to connect

Firefox can't establish a connection to the server at 10.10.20.24.
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Procedure

Web server type can be configured using the following methods.

Configure the web access type,
HTTP port and HTTPS port.

Parameters:

Central Provisioning ) .
<y0000000000xx>.cfg static.wui.http_enable

(Configuration File) )
static.network.port.http

static.wui.https_enable

static.network.port.https

Configure the web access type,
HTTP port and HTTPS port.

Navigate to :
Web User Interface

http://<phonelPAddress>/serviet?m
=mod_data&p=network -adv&g=loa
d

Configure the web access type,
HTTP port and HTTPS port.

Phone User Interface

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
static. wui.http_enable Oor1l 1

Description :

Enables or disables the user to access web user interface of the IP phone using the HTTP

protocol.
0-Disabled
1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->Web Server->HTTP
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->Webserver Type->HTTP

Status

) Integer from 1
static. network.port.http 1o 65535 80
0]
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Permitted
Parameter s Default
Values

Description :

Configures the HTTP port for the user to access web user interface of the IP phone using
the HTTP protocol.

Note : Please take care whenchoosing an alternate port. If you change this parameter, the

IP phone will reboot to make the change take effect.

Web User Interface:

Network->Advanced->Web Server->HTTP Port(1~65535)
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->Webserver Type->HTTP Port

static. wui.https_enable Oorl 1

Description :

Enables or disables the user toaccess web user interface of the IP phone using the HTTPS

protocol.
0-Disabled
1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take

effect.

Web User Interface:
Network->Advanced->Web Server->HTTPS
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->Webserver Type->HTTPS

Status
) Integer from 1
static. network.port.https 443
to 65535
Description :

Configures the HTTPS port for the user to access web user interface of the IP phone using
the HTTPS protocol.

Note : Please take care when choosing an alternate port.If you change this parameter, the
IP phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->Web Server->HTTPS Port(1~65535)
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->Webserver Type->HTTPS
Port
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To configure web server type via web user interface:

1. Click on Network ->Advanced .

2. Select the desired value from the pull-down list of HTTP.

3. Enter the desired HTTP port number in the HTTP Port (1~65535) field.
The default HTTP port number is 80.

4. Select the desired value from the pull-down list of HTTPS

5. Enter the desired HTTPS port number in the HTTPS Port (1~65535) field.

The default HTTPS port number is 443.

Log Out
-
Yealink | s i : : : : :
Status Account DSSKey Features Settings Directory Security
Lor @ NOTE
Basic _
Acti Enabled
- ve nables VLAN
0 A VLAN is a logical local area
Radtetlin =il R0) network (or LAN) that extends
beyond a single traditional LAN
Advanced coP @ 0.3 group of LAN segments,
faem Disabled given specific configurations.
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN @ priority to users by setting the
value.
WAN Port
Local RTP Port
Active Disabled Define the port for voice

transmission.

You can dick here to get

web Server @ more guides.

HTTP Enabled
HTTP Port (1~65535)
HTTPS Enabled
HTTPS Port (1~65535)
VPN @

Active Disabled

5

Upload VPN Config

Upload

6. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

7. Click OK to reboot the phone.
To configure web server type via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->Webserver Type .

2. Tap the HTTP Status field.

3. TapEnabled in the pop-up dialog box.

4. Enter the desired HTTP port number in the HTTP Port field.
5. Tap the HTTPS Status field.

6. TapEnabled in the pop-up dialog box.
7. Enter the desired HTTPS port number inthe HTTPSPort field.
8. Tap « to accept the change.

The phone prompts you to reboot the phone.
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Wi-Fi

Note

46

9. Tap OK to reboot the phone.

The settings will take effect after a reboot.

Wi-F i feature enables users to conne cs$netivdrke The

wireless network is more convenient and cost-effective than wired network.

When the Wi-Fi feature is enabled, the IP phone will automatically scan the available wireless

networks. All the available wireless networks will display in scanninglist on the touch screen.

When you connect the Ethernet cable, you can enable the WiFi feature. But you have to disable
the Wi-Fi feature if you want to use the wired network.

The following advices you need to know when using the IP phones in the wireless
network :

a) Check whether the wireless network is normal when the account registers failed or
sometimes there is no sound during an active call.

b)  Ensure that the bandwidth of your wireless network is able to provide stable and real-time
data transmission otherwise the quality of video calls may be affected. We recommend you

to use the wired network for video calls.

c) We recommend you do not use the unstable router product in your home/office

environment.

d) We recommend you to set the password for the wireless network so as to ensure the

network resource will not be occupied by the unknown user.

Procedure

Wi-Fi feature can be configured using the configuration files or locally.

Configure Wi-Fi feature.
Configuration File <y0000000000xx>.cfg Parameter:

static.wifi.enable

Configure Wi-Fi feature.
Local Phone User Interface
Configure the Wi-Fi settings.

Details of the Configuration Parameter:

Parameter Permitted Values Default

static. wifi.enable Oorl 0

Description :

phones

t

0
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Parameter Permitted Values Default

Enables or disables the WiFifeature.
0-Disabled

1-Enabled

Web User Interface:

None

Phone User Interface:

Settings->Basic->Wi-Fi>Wi-Fi

To enable the Wi -Fi feature via phone user interface:

1.  Swipe down from the top of the screen or swipe left/right to go to the second idle screen .
2. Tap Settings ->Basic->Wi-Fi.
3. Tap the On radio box in the Wi-Fi field.

The phone will automatically search for available wireless networks in your area.
To add a wireless network:

Swipe down from the top of the screen or swipe left/right to go to the second idle screen.
Tap Settings ->Basic->Wi-Fi.

Tap the On radio box in the Wi-Fi field.

Tap and then tap Add .

Enter the desired value in the Network SSIDfield.

Tap the Security field.

N o g M w NPk

Tap the desired value in the pop-up dialog box.
- If you select WEPor WPA/ WPA2 PSK:

1) Enter the password in the Password field.
- Ifyou select 802.1x EAP:

1) Tapthe EAPmethod field.

2) Tap the desired EAPmethod in the pop -up dialog box.

If you select PEARTTLS
a) Tap the Phase-2 authentication field.

b) Tap the desired Phase 2 authentication method in the pop -up dialog
box.

c) Enter the identity (username) in the Identity field.

d) Enter the anonymous identity (username) in the Anonymous identity
field (to be used as the unencrypted identity).

e) Enter the password in the Password field.

If you select TLS

a7
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a) Enter the username in the ldentity field
If you select PWD:
a) Enter the username in the ldentity field.
b)  Enter the password in the Password field.
8.  You can do the following:
- Tap the Show password checkbox to make the password visible.

- Tap the Show advanced options checkbox to configure the HTTP proxy for Browser

application.

9. Tap Save to accept the change.

VLAN

VLAN (Virtual Local Area Network) & used to logically divide a physical network into several
broadcast domains. VLAN membership can be configured through software instead of
physically relocating devices or connections.Grouping devices with a common set of
requirements regardless of their physical location can greatly simplify network design. VLANs
can address issues such ascalability, security and network management.

The purpose of VLAN configurations on the IP phone is to insert tag with VLAN information to
the packets generated by the IP phone. When VLAN is properly configured for the ports
(Internet port and PC port) on the IP phone, the IP phone will tag all packets from these ports
with the VLANID. The switch receives and forwards the tagged packets to the corresponding
VLAN according to the VLAN ID in the tag as described in IEEE Std 802.3.

VLAN on IP phones allows sinultaneous access for a regular PC. This feature allows a PC to be
daisy chained to an IP phone and the connection for both PC and IP phone to be trunked
through the same physical Ethernet cable.

In addition to manual configuration, the IP phone also suppo rts automatic discovery of VLAN
via LLDP, CDP or DHCP. The assignment takes effect in this order: assignment via LLDP/CDP,
manual configuration, then assignment via DHCP.

For more information on VLAN, refer to VLAN Feature on Yealink IP Phones

VLAN assignment method can be configured using the following methods.

Configure the VLAN assignment

method.
Central Provisioning
<y0000000000xx>.cfg Parameter:
(Configuration File)
static.network.vlan.vlan_change.ena

ble
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LLDP

Details of Configuration Parameter

Permitted
Parameter Default
Values
static. network.vlan.vlan_change.enable Ooril 0

Description :

Enables or disables the IPphone to obtain VLAN ID using lower priority of VLAN

using the current VLAN assignment method.

0-Disabled

1-Enabled

The priority of each method is: LLDP/CDP>Manual>DHCP VLAN.

If it is set to 1 (Enabled), the IP phone will attempt to use the lower priority of VLAN
assignment method when failing to obtain the VLAN ID using higher priority of VLAN
assignment method. If all the methods are attempted, the phone will disable VLAN
feature.

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
None
Phone User Interface:

None

assignment method or disable VLAN feature when the IP phone cannot obtain VLAN ID

LLDP (Linker Layer Discovery Protocolis a vendor-neutral Link Layerprotocol, which allows IP

phones to receive and/or transmit device -related information from/to directly connected

devices on the network that are also using the protocol, and store the information about other

devices.

When LLDP feature is enabled on IP phones, the IP phones periodially advertise their own
information to the directly connected LLDP-enabled switch. The IP phones can also receive LLDP

packets from the connected switch. When

t he

whether to update the VLAN configurations obt ained from the LLDP packets. When the VLAN

configurations on the IP phones are different from the ones sent by the switch, the IP phones

perform an update and reboot. This allows the IP phones to be plugged into any switch, obtain

their VLAN IDs, and thenstart communications with the call control.
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Procedure

LLDP can be configuredusing the following methods.

Configure LLDP feature.
Central Provisioning Parameters:

<y0000000000xx>.cfg
(Configuration File) static.network.lldp.enable

static.network.lldp.packet_interval

Configure LLDP feature.
Navigate to :

Web User Interface http://<phonelPAddress>/servlet?

m=mod_data&p=network -adv&q

=load
Phone User Interface Configure LLDP feature.
Details of Configuration Parameters:
Parameter s Permitted Values Default
static. netw ork.lldp.enable Oorl 1

Description :

Enables or disables the LLDP (Linker Layer Discovery Protocol) feature on the IP phone.
0-Disabled

1-Enabled

If it is set to 1 (Enabled), the IP phone will attempt to determine its VLAN ID through
LLDP.

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->LLDP->Active

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->LLDR>LLDP Status

) ] Integer from 1 to
static. network.lldp.packet_interval 3600 60

Description :

Configures the interval (in seconds) for the IP phone to send the LLDP (Linker Layer

Discovery Protocol) request.

Note:l' t wor ks only if t hstativretivarkdldp@riabldDE é sp & re




Setting Up Your System

Parameter s Permitted Values Default

(Enabled). If you change this parameter, the IP phone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->LLDP >Packet Interval (1~3600s)

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->LLDR>Packet Interval

To configure LLDP feature via web user interface:

DHCP VLAN

1. Click on Network ->Advanced .
2. Inthe LLDP block, select the desired value from the pull-down list of Active .
3. Enter the desired time interval in the Packet Interval (1~3600s) field.
-
Log Out
Yealink | s _
|| Account | | DSSKey || Features || Settings || Directory || Security |
e s e -0 ke
Advanced cop @ g?‘:;fmi;&gigﬁ;gﬂth
Active given specific configurations.
QoS
Packet Interval (1~3600s) When the network capadity is
insufficient, QoS could provide
VLAN @ priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
transmission.
VID (1-4094)
Priority *ou can click here to get
more guides.
PC Port
VID (1-4094)
Pt

Active Enabled

]
]

Option(1-255)

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.
5. Click OK to reboot the phone.

To configure LLDP feature via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->LLDP.
2. Tap the On radio box in the LLDP Status field.
3. Enter the priority value (1-3600s) in the Packet Interval field.
4. Tap . toacceptthe change.
The phone prompts you to reboot the phone.
5. Tap OK to reboot the phone.
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The settings will take effect after a reboot.

CDP

CDP (Cisco Discovery Protocolallows IP phonesto receive and/or transmit device -related
information from/to directly connected devices on the network that are also using the protocol,

and store the information about other devices.

When CDP feature is enabled on IP phones, the IP phones periodically advertis¢heir own
information to the directly connected CDP -enabled switch. The IP phones can also receive CDP
packets from the connected switch. When the VLAN configurations on the IP phones are
different from the ones sent by the switch, the IP phones perform an update and reboot. This
allows the IP phones to be plugged into any switch, obtain their VLAN IDs, and then start

communications with the call control.
Procedure

CDP can be configuredusing the following methods.

Configure CDPfeature.
Central Provisioning Parameters:

<y0000000000xx>.cfg
(Configuration File) static.network.cdp.enable

static.network.cdp.packet_interval

Configure CDP feature.

Navigate to :

Web User Interface http://<phonelPAddress>/serviet?m
=mod_data&p=network -adv&q=loa
d

Phone User Interface Configure CDP feature.

Details of Configuration Parameters:
Parameter s Permitted Values Default
static. netwo rk.cdp.enable Oorl 0

Description :

Enables or disables the CDP (Cisco Discovery Protocol) feature on the IP phone.
0-Disabled

1-Enabled

If itis set to 1 (Enabled), the IP phonewill attempt to determine its VLAN ID through CDP.

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.
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Parameter s Permitted Values Default

Web User Interface:
Network->Advanced->CDP->Active
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->CDR>CDP Status

. ) Integer from 1 to
static. netwo rk. cdp.packet_interval 3600 60

Description :

Configures the interval (in seconds) for the IP phone to send the CDP (Cisco Discovery
Protocol) request.

Note:l't wor ks only i f 1t hetaticretivarkecdperabldDR ¢ sp & re d
(Enabled).If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->CDP->Packet Interval (1~3600s)

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->CDR>Packet Interval

To configure CDP via web user interface:

1. Click on Network ->Advanced .

2. Inthe CDP block, select the desired value from the pull-down list of Active .

3. Enter the desired time interval in the Packet Interval (1~3600s) field.

-
Yealink!lvs : : : :
Account Directory
Basic Lor @ NOTE
PC Port _ A VLAN is 2 logical local area
Packet Interval (1~36005) _ network (or LAN) that extends
beyond a single traditional LAN
Advanced coP @ to.2 group of LAN segmens,
. Disablad - given specific configurations.
QoS
Packet Interval (1~36005) When the network capacity is
insufficient, QoS could pravide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
transmission.
VID (1-4094)
Priority You can click here to get
more guides.
PC Port
VID (1-4094)
sty
DHCP VLAN
Active Enabled e

4. Click Confirm to accept the change.
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A dialog box pops up to prompt that settings will take effect after areboot.

5. Click OK to reboot the phone.
To configure CDP feature via phone use r interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->CDP->CDP Status.
2. Tap the On radio box in the CDP Status field.
3. Enter the priority value (1-3600s) in the Packet Interval field.
4. Tap to accept the change.
The phone prompts you to reboot the phone.
5. TapOKto reboot the phone.

The settings will take effect after a reboot.

Manual Configuration for VLAN in the Wired Network

54

VLAN is disabled onIP phones by default. You can configure VLANfor the Internet port and PC
port manually. Bebre configuring VLAN on the IP phone, you need to obtain the VLAN ID from
your network administrator.

Procedure

VLAN can be configured using the following methods.

Configure VLAN for the Internet port
and PC port manually.

Parameters:
static.network.vlan.internet_port_enabl

Central e

Provisioning <y0000000000xx>.cfg static.network.vlan.internet_port_vid

(Configuration File) static.network.vlan.internet_port_priori
ty

static.network.vlan.pc_port_enable

static.network.vlan.pc_port_vid

static.network.vlan.pc_port_priority

Configure VLAN for the Internet port

and PC port manually.
Web User Interface Navigate to :

http://<phonelPAddress>/servlet?m=
mod_data&p=network -adv&g=Iload

Configure VLAN for the Internet port
Phone User Interface
and PC port manually.
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Details of Configuration Parameters:

Permitted
Parameter s Default
Values
static. networ k.vlan.internet_port_enable Oor1 0

Description :

Enables or disablesVLAN for the Internet port.
0-Disabled

1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->Active
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->WAN Port->VLAN
Status

. ) . Integer from 1
static. network.vlan.internet_port_vid 1
to 4094

Description :

Configures VLAN ID for the Internet port.

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->VLAN->WAN Port->VID (1-4094)

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->WAN Port->VID

Number
) ) o Integer from 0
static. network.vlan.internet_port_priority 0 7 0
(o]
Description :

Configures VLAN priority for the Internet port.
7 is the highest priority, O is the lowest priority.

Note : If you change this parameter, the IP phone will reboot to make the change take

effect.
Web User Interface:

Network->Advanced->VLAN->WAN Port->Priority
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Permitted
Parameter s Default
Values

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->WAN Port-> Priority

static. network.vlan.pc_port_enable Oorl 0

Description :

Enables or disables VLAN forthe PC port.
0-Disabled

1-Enabled

Note:l't wor ks only i f t hetatiwnad tuveo rokf. p ch_ep gratr.
1 (Auto Negotiate). If you change this parameter, the IP phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->PC Port->Active
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->PC Port>VLAN
Status

. . Integer from 1
static. network.vlan.pc_port_vid 1
to 4094

Description :
Configures VLAN ID for the PC port.

Note:1't wor ks only i f t hetatiwmad tuveo roki. p ch_eis sptadr .
1 (Auto Negotiate). If you change this parameter, the IP phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->PC Port->VID (1-4094)
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->PC Port>VID

Number
. o Integer from 0
static. network.vlan.pc_port_priority ; 0
to
Description :

Configures VLAN priority for the PCport.
7 is the highest priority, O is the lowest priority.

Note:l t wor ks only i f t hetatiwrad tuveo rokfi. ptch_ep gratr.

1 (Auto Negotiate). If you change this parameter, the IP phone will reboot to make the
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Permitted
Parameter s Default

Values

change take effect.

Web User Interface:
Network->Advanced->VLAN >PC Port>Priority
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->PC Port>Priority

To configure VLAN for Internet port via web user interface:

1. Click on Network ->Advanced .
In the WAN Port block, select the desired value from the pull-down list of Active .

2
3. Enter the VLAN ID in theVID (1-4094) field.
4

Select the desired value (G7) from the pull -down list of Priority .

.
Yealink | s
Account DSSKey Features Settings Directory Security
uor @ NOTE
Basic _
S Active Enabled ~ VLAN
o _
Packet Interval (1~36005) e B?P“I‘;:A‘;f” =
beyond a single traditional LAN
Advanced coP @) 103 group of LAN segments,
Active Disabled - given specific configurations.
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN @ priority to users by setting the
value.
WAN Port
Local RTP Port
Active Enabled v Define the port for voice
transmission.
VID (1-4084)
Priority You can click here to get
more guides.
PC Port
VID (1-4094)
pry
DHCP VLAN
Option(1-255) 132

5. ClickConfirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.

To configure VLAN for PC port via web user interface:

1. Click on Network ->Advanced .

2. Inthe PC Port block, select the desired value from the pull-down list of Active .

3. Enter the VLAN IDin the VID (1-4094) field.
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4.  Select the desired value(0-7) from the pull -down list of Priority .

=
Log Out

Yealink | =

Account [ Features Settings Directory Security

Lor @ NOTE
Basic _
- ve nable VLAN
0 _ A VLAN is 2 logical local area
paciat e (13000 CRE— AVLAN 2o o o2
beyond a single traditional LAN
Advanced cop 0 to a group of LAN segments,
Qos
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Disabled hd Define the port for voice
transmission.
VID (1-4084)
pronty {8 vou can cick hers fo get
more guides.
PC Port
Active Enabled e
VID (1-4084)
Py
DHCP VLAN
Active Enabled ~
Option(1-255) 132

5. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure VLAN for Internet port (or PC port)  via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->VLAN->WAN Port (or
PC Port).

Tap the On radio box in the VLAN Status field.

Enter the VLAN ID (:4094) in the VID Number field.

P w DN

Enter the priority value (0-7) in the Priority field.
5. Tap ./ toacceptthe change.

The phone prompts you to reboot the phone.
6. Tap OK to reboot the phone.

The settings will take effect after a reboot.

DHCP VLAN

IP phones support VLAN discovery via DHCP. When the VLAN Discovery method is set to DHCP,
the IP phone will examine DHCPoption for a valid VLAN ID. The predefined option 132 is used

to supply the VLAN ID by default. You can customize the DHCP option used to request the

VLAN ID.
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Procedure

DHCP VLAN can be configuredusing the following methods.

Configure DHCP VLAN discovery

feature.

Central Provisioning <y0000000000xx>.cf
Parameters:

(Configuration File) g )
static.network.vlan.dhcp_enable

static.network.vlan.dhcp_option

Configure DHCP VLAN discovery

feature.
Web User Interface Navigate to :

http://<phonelPAddress> /servlet?m=m
od_data&p=network -adv&q=load

Configure DHCP VLAN discovery
Phone User Interface

feature.
Details of Configuration Parameters:
Parameter s Permitted Values Default
static. network.vlan.dhcp_enable Oor1l 1

Description :

Enables or disablesDHCP VLAN discovery feature on the IP phone
0-Disabled

1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take

effect.

Web User Interface:
Network->Advanced->VLAN->DHCP VLAN>Active
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->VLAN->DHCP
VLAN->DHCP VLAN

. _ Integer from 1 to
static. network.vlan.dhcp_option - 132

Description :

Configures the DHCP option from which the IP phone will obtain the VLAN settings. You

can configure at most five DHCP options and separate them by commas.

Note : If you change this parameter, the IP phone will reboot to make the change take
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Parameter s

Permitted Values

Default

effect.

Web User Interface:

Phone User Interface:

VLAN->Option

Network->Advanced->VLAN->DHCP VLAN>Option(1 -255)

Settings->Advanced (default password: admin) ->Network->VLAN->DHCP

To configure DHCP VLAN discovery via web user interface:

1. Click on Network ->Advanced .

2. Inthe DHCP VLAN block, select the desired value from the pull-down list of Active .

3. Enter the desired option in the Option(1 -255) field.

The default option is 132.

Yealink | _
| Account | || Settings
- uor @
e port Packet Intenval (1~3600s)
Advanced coP @
Packet Interval (1~36005)
VLAN §
WAN Port
Active
VID (1-4054)
prirty
PC Port
Active
VID (1-4054)
o
DHCP VLAN
Option(1-255) 132
NAT @
st sene R
STUN Port(1024~65000) [3a8 ]

Log Out

|| Directory || Security |

NOTE

VLAN

A VLAN is a logical local area
network (or LAN) that extends
beyond a single traditional LAN
to a group of LAN segments,
given specific configurations.

QoS

When the network capacity is

insufficient, QoS could provide
priority to users by setting the
value.

Local RTP Port
Define the port for voice
transmission.

You can dick here to get
more guides.

4. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

5.  Click OK to reboot the phone.

To configure DHCP VLAN discovery via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->VLAN->DHCP VLAN.

2. Tap the On radio box in the DHCP VLAN field.

3. Enter the desired option in the Option field.
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4. Tap to accept the change.
The phone prompts you to reboot the phone.
5. Tap OK to reboot the phone.

The settings will take effect after a reboot.

IPv6 Support

Because Internet Protocol version 4 (IPv4) uses a 3dit address, it cannot meet the increased
demands for unique IP addresses for all devices thatconnect to the Internet. Therefore,
Internet Protocol version 6 (IPv6) is the next generation network layer protocol , which designed
as a replacement for the current IPv4 protocol.

IPv6is developed by the Internet Engineering Task Force (IETF) to deal ith the long -anticipated
problem of IPv4 address exhaustion.Yealink IP Phone supports IPv4 addressing mode, IPv6
addressing mode, as well as an IPv4&IPv6 dual stack addressing moddPw uses a32-bit
address, consisting of four groups of three decimal digits separated by dots; for example,
192.168.1.1001Pv6 uses a 128bit address, consisting of eight groups of four hexadecimal digits
separated by colons; for example, 2026:1234:1:1:215:65ff:felf:caa

VolIP network based on IPv6 can provide endto-end security capabilities, enhanced Quality of
Service (Q0S), a set of service requirements to deliver performance guarantee while transporting
traffic over the network.

If you configure the network settings on the phone for an IPv6 network, you can set up an IP
address for the phone either by using SLAAC (ICMPv6), DHCPv6 or by manually entering an IP
address. Ensure that your network environment supports IPv6. Contact your ISP for more

information.

IPv6 Address Assignment Method
Supported IPv6 address assignment nethods:

Manual Assignment: An IPv6 address and other configuration parameters (e.g., DNS

server) for the IP phone can be statically configured by an administrator.

Stateless Address Autoconfiguration (SLAAC)Y ICMPv6 : SLAACIs one of the most
convenient methods to assign IP addresses to IPv6 nodes SLAACrequires no manual
configuration of the IP phone, minimal (if any) configuration of routers, and no additional
servers.To uselPv6 SLAACthe IP phone must be connected to a network with at least one
IP\6 router connected. This router is configured by the network administrator and sends
out Router Advertisement announcements onto the link. These announcements can allow
the on-link connected IP phone to configure itself with IPv6 address, as specified in RC
4862.

Stateful DHCPv6: The Dynamic Host Configuration Protocol for IPv6 (DHCPV6) has been
standardized by the IETF through RFG3315. DHCPvV6 enables DHCP servers to pass
configuration parameters such as IPv6 network addresses to IPv6 nodes. It offers the
capability of automatic allocation of reusable network addresses and additional
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configuration flexibility. This protocol isastat e f u |
Aut oconf i grCr2469, ana naDbe(used separately or concurrently with the latter
to obtain configuration parameters.

How the IP phone obtains the IPv6

The following table lists where the IP phone obtains the IPv6 address and other network

address and network settings?

counterpart

to

settings:
SLAAC How the IP phone obtains the IPv6 address and network
DHCPv6 ,
(ICMPv6) | settings?
) ) You have to manually configure the static IPv6 address and
Disabled Disabled )
other network settings.
) The IP phone can obtain the IPv6 address via SLAACbut the
Disabled Enabled ) ]
other network settings must be configured manually.
] The IP phone can obtain the IPv6 address and the other
Enabled Disabled ) )
network settings via DHCPV6.
The IP phone can obtain the IPv6 address via SLAAC and
Enabled Enabled ) ) )
obtain other network settings via DHCPV6.
Procedure

IPv6 can be configured using the following methods.

Central Provisioning

(Configuration File)

<MAC> .cfg

Configure the IPv6 address
assignment method.

Parameters:

static.network.ip_address_mode

static.network.ipv6_prefix

way

static.network.ipv6_internet_port.type

static.network.ipv6_internet_port.ip

static.network.ipv6_internet_port.gate

static.network.ipv6_icmp_v6.enable

Parameters:

static.network.ipv6_primary_dns

Configure the IPv6 static DNS address.

static.network.ipv6_secondary_dns

<y0000000000xx>.cf

g

Configure the IPv6 static DNS.

Parameter:

static.network.ipv6_static_dns_enable

J

Pv 6

St af


http://www.ietf.org/rfc/rfc2462.txt
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Configure the IPv6 address
assignment method.

Configure the IPv6 static DNS.
Web User Interface
Navigate to :

http://<phonelPAddress>/serviet?m=
mod_data&p=network&g=load

Configure the IPv6 address

assignment method.

Phone User Interface ) ]
Configure the IPv6 static DNS.

Configure the IPv6 static DNS address.

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
static. network.ip_address_mode 0,1lor2 0

Description :

Configures the IP address mode.

0-1Pv4

1-1Pv6

2-1Pv4 & IPV6

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Basic->Internet Port->Mode (IPv4/IPv6)

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IP Mode

static. network.ipv6_internet_port.type Oor1l 0

Description :

Configures the Internet port type for IPv6.
0-DHCP

1-Static IP Address

Note:1't wor ks only i f t hetatiwmad tuveo rokf. itph_ea dodarr
to 1 (IPv6) or 2 (IPv4 & IPv6). If you change this parameter, the IP phone will reboot to

make the change take effect.

Web User Interface:
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Network->Basic->IPv6 Config
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type

static. netw ork.ipv6_static_dns_enable Oorl 0

Description :

Triggers the static IPv6 DNS feature to on or off.

0-Off

1-On

If it is set to 0 (Off), the IP phone will use the IPv6 DNS obtained from DHCP.
If it is set to 1 (On), the IP phone will use manually configured static IPv6 DNS.

Note:1't wor ks only i f t hetatiwmad tuveo rokf. itphve6 piarr
is set to 0 (DHCP).If you change this parameter, the IP phone will reboot to make the

change take effect.
Web User Interface:
Network->Basic->IPv6 Config->IPv6 Static DNS

Phone User Interface:

Settings->Advanced (default: admin) ->Network ->WAN Port->IPv6->Type OHCP
->Static DNS

static. network.ipv6_internet_port.ip IPv6 address Blank

Description :

Configures the IPv6 address.

Example:

static.network.ipv6_internet_port.ip = 2026:1234:1:1:215:65ff:felf:caa

Note:1 t wor ks only i f t hetatiwmad tuveo rokfi. itph_ea dodarr
to 1 (IPv6) or 2 (IPv4 & IPv6), and Static.network.ipv6_internet_port.type" is set to 1
(Static IP Address). If you change this parameter, the IP phone will reboot to make the

change take effect.
Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>IP Address

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type
(Static IP)->1P

. . ) Integer from
static. network.ipv6_prefix 64
Oto 128
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Description :
Configures the IPv6 prefix.

Note:l t wor ks only i f t hetativrad tuveo rokf. itph_ea dodarr
to 1 (IPv6) or 2(IPv4 & IPv6), and tatic.network.ipv6_internet_port.type" is set to 1
(Static IP Address). If you change this parameter, the IP phone will reboot to make the

change take effect.

Web User Interface:

Network->Basic->IPv6 Config->Static IP Address>IPv6 Prefix(0~128)
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type
(Static IP)->IPv6 IP Prefix

static. network.ipv6_internet_port.gateway IPv6 address Blank

Description :

Configures the IPv6 default gateway.

Example:

static.network.ipv6_internet_port.gateway = 3036:1:1:¢3c7:c11c:5447:23a6:255

Note:l't wor ks only i f t hetatiwrad tuveo rokf. itph_ea dodarr
to 1 (IPv6) or 2 (IPv4 & IPv6), and Static.network.ipv6_internet_port.type" is set to 1
(Static IP Address).If you change this parameter, the IP phone will reboot to make the

change take effect.
Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Gateway

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->1Pv6->Type
(Static IP)->Gateway

static. network.ipv6_primary_dns IPv6 address Blank

Description :

Configures the primary IPv6 DNS server.

Example:

static.network.ipv6_primary_dns = 3036:1:1:¢3c7: c11¢:5447:23a6:256

Note : It works only if the value of the parameter " static.network.ip_address_mode" is set
to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the
value of the parameter "static.network.ipv6_static_dns_enable" is set to 1 (On). If you

change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
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Network->Basic->IPv6 Config->Static IP Address>Primary DNS
Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type
(Static IP)->Primary DNS

Or Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type
(DHCP)->Static DNS (Enabled)->Primary DNS

static. network.ipv6_secondary_dns IPv6 address Blank

Description :

Configures the secondary IPv6 DNS server.

Example:

static.network.ipv6_secondary_dns =2026:1234:1:1:c3c7:c11c:5447:23a6

Note : It works only if the value of the parameter " static.network.ip_address_mode" is set
to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the
value of the parameter "static.network.ipv6_static_dns_enable" is set to 1 (On). If you
change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Secondary DNS

Phone User Interface:

Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type
(Static IP)->Secondary DNS

Or Settings->Advanced (default password: admin) ->Network ->WAN Port->IPv6->Type
(DHCP)->Static DNS (Enabled)->Secondary DNS

static. network.ipv6_icmp_v6.enable Oor1l 1

Description :

Enables or disables the IP phone to obtain IPv6 network settings via SLAAC (Stateless
Address Autoconfiguration) method.

0-Disabled
1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->ICMPv6 Status>Active
Phone User Interface:

None
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To configure IPv6 address assignment method via web user interface:

1. Click on Network ->Basic.

2. Select the desired address mode (Pv6 or IPv4 & IPv6) from the pull -down list of
Mode(IPv4/IPv6) .

3. Inthe IPv6 Config block, mark the DHCP or the Static IP Address radio box.

- If you mark the Static IP Address radio box, configure the IPv6 address and other
configuration parameters in the corresponding fields.

Log Out
-
Yealink |
Status Account DSSKey Features Settings Directory Security
Internet Port ) NOTE
Basic
Mode(IPv4/IPvE) PG ~ (7] DHEP
PC Port The network configurations will
BoETID be acquired from DHCP server.
Advanced SDHCP @ Static IP Address
Specify the IP address, Subnet
Static IP Address () Mask, Default Gateway, Primary
DNS, Secondary DNS fields
1P Address manually.
Subnet Mask PPPOE
Contact your ISP if it should be
Gateway used.
Static DNS On ® off e
) You can dlick here to get
Primary DNS more guides.
Secondary DNS
PPPCE @
User Name
Password sesssses
IPv6 Config
ODHEP @
(®) Static IP Address g
1P Address. 2026:1234:1:1:215:65fF.fe
PG Prefi(0~126)
Gateway 3036:1:1:c3¢7:c11c:5447:2
1pv6 Static DNS ®0on L Off e
Primary DNS 3036:1:1:c3¢7:c11c:5447:2
Secancry 1
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- (Optional.) If you mark the DHCP radio box, you can configure the static DNS address
in the corresponding fields.

Log Out

Yealink |

Status Account DSSKey Features Settings Directory Security

: Internet Port @ NOTE
Basic
Mode(IPv4/IPvE) 1Pv6 v (2] DHCP
RCEuE 1Pv4 Config The network configurations will

be acquired from DHCP server.

Advanced S DHCP @ Static IP Address

Specify the IP address, Subnet
Static IP Address Gy Mask, Default Gateway, Primary

DNS, Secondary DNS fields
1P Address manually.
Subnet Mask PPPOE
Contact your ISP if it should be
Gateway used.
Static DNS On ®Off 0
You ean click here to get
Primary DNS more guides.
Secondary DNS
PPPoE 0
User Name
Password sssssens

IPv6 Config

(O Static IP Address g

1p Address [20e1234 11215005 e
1PVG Prefix(0~128) fee
Gateway lm
1PvG Static DNS ®on Ooff @

primary DNS

Secondary DNS 2026:1234:1:1:c3c7:c11c:5

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5.  Click OK to reboot the phone.
To configure SLAAC feature via web user interface:

1. Click on Network ->Advanced .
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2. Inthe ICMPvV6 Status block, select the desired value fom the pull-down list of Active .

Log Out

Yealink |

Status Account DSSKey Features Settings Directory Security

uor @ NOTE
e EI

Active Enabled

VLAN
A VLAN is 2 logical local area
network (or LAN) that extends

LT Packet Interval (1~3600s)

beyond a single traditional LAN
Advanced coP @ to a group of LAN segments,
o Disabled given specific configurations.
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VIAN §) priority to users by setting the
value.
WAN Port
Local RTP Port
Active Disabled Define the port for voice
transmission.
VID (1-4094)

You can dlick here to get
more guides.

ICMPV6 Status i)

Active Enabled

VPN @

Active Disabled

Upload VPN Config

Upload

3. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure IPv6 address assignment method via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port .
Tap the IP Mode field.

Tap IPv6 or IPv4 and IPv6 in the pop-up dialog box.

Tap IPv6.

Tap the Type field.

o o M w DN

Tap the desired IPv6 address assignment method in the pop up dialog box.

If you select the Static IP, configure the IPv6 address and other network parameters in the
corresponding fields.

7. Tap . toacceptthe change.
The phone prompts you to reboot the phone.
8. Tap OKto reboot the phone.

The settings will take effect after a reboot.
To configure static DNS when DHCP is used via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->WAN Port ->IPv6.
Tap the Type field.
Tap DHCP in the pop -up dialog box.

LR

Tap the Static DNS field.
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5. TapEnabled in the pop-up dialog box.
6. Enter the desired value in the Primary DNS and Secondary DNS field respectively.
7. Tap to accept the change.
The phone prompts you to reboot the phone.
8. TapOKto reboot the phone.

The settings will take effect after a reboot.

VPN

VPN (Virtual Private Network)is a secured private network connection built on top of public
telecommunication infrastructure, such as the Internet. It has become more prevalent due to
benefits of scalability, reliability, convenience and security.VPN provides remote offices or

individual users with secure access to their organization's network.

Switch

Internet
VPN Tunnel 0

\, Individual Remote /
~. Users offices S
~ -

Types of VPN Access

There aretwo types of VPN access remote-accessVPN (connecting an individual device to a
network) and site-to-site VPN (connecting two networks together). Remote-access VPN allovg
employees to access their company's intranet from home or outside the office, and site-to-site
VPN allows employees in geographically separated offices to share one cohesive virtual network.
VPN can bealso classified by the protocols used to tunnel the traffic . It provides security
through tunneling protocols : IPSec, SSL, L2TP and PPTP.

VPN Technology

IP phones support SSL VPN, which provides remoteaccess VPN capabilities through SSL.
OpenVPN is a full featured SSL VPN software solution that creags secure connections in remote
access facilities designed to work with the TUN/TAPvirtual network interface. TUN and TAPare
virtual network kernel devices. TAPsimulates a link layer device andprovides a virtual
point-to-point connection, while TUN simulates a network layer device andprovides a virtual
network segment.
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IP phonesuse OpenVPN to achieve VPN feature.To prevent disclosure of private information ,
tunnel endpoints must authenticate each other before secure VPN tunnel is established. After
VPN feature is configured properly on the IP phone, the IP phone acts as a VPN client anduses
the certificates to authenticate the VPN server.

To use VPN, the compressed package of VPN-related files should be uploaded to the IP phone
in advance. The file format of the compressed package must be*.tar. Therelated VPN files are:
certificates (ca.crtand client.crt), key (client.key) and the configuration file (vpn.cnf) of the VPN

client.

The following table lists the unified directories of the OpenVPN certificates and key in the

configuration file (vpn.cnf) for Yealink IP phones:

VPN files Description Unified Directories
ca.crt CA certificate /config/lopenvpn/keys/ca.crt
client.crt Client certificate /config/lopenvpn/keys/client.crt
client.key Private key of the client /config/openvpn/keys/client.key

For more information, refer to OpenVPN Feature on Yealink IRbhones.

Procedure

VPN can be configured using the following methods.

Configure VPN feature and upload a
TAR file to the IP phone.

Central
Provisioning <y0000000000xx>.cfg Parameters:
(Configuration File) static.network.vpn_enable

static.openvpn.url

Configure VPN feature and upload a
TAR file to the IP phone.

Navigate to :
Web User Interface

http://<phonelPAddress>/servlet?m
=mod_data&p=network -adv&qg=loa

d
Phone User Interface Configure VPN feature.
Details of Configuration Parameters:
Parameter s Permitted Values Default
static. netw ork.vpn_enable Oorl 0

Description :
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Parameter s Permitted Values Default

Enables or disables OpenVPN feature on the IP phone.

0-Disabled

1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->VPN->Active

Phone User Interface:

Settings->Advanced (default: admin) ->Network ->VPN->VPN Active

) URL within 511
static. openvpn.url Blank
characters

Description :
Configures the access URL of the *.tar file for OpenVPN.
Example:

static.openvpn.url = http://192.168.10.25/0OpenVPN.tar

Web User Interface:
Network->Advanced->VPN->Upload VPN Config
Phone User Interface:

None

To upload a TAR file and configure VPN via web user interface:

1. Click on Network ->Advanced .
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2.  ClickUpload to locate and upload the TARfile from the local system.

Yealink | :

Status

Account

DSSKey

Features

Settings Directory

Security

uor @ NOTE
- R
S Active Enabled ~ VLAN
o _
Packet Interval (1~36005) e B?P“I‘;:A‘;f” =
beyond a single traditional LAN
Advanced coP @) 103 group of LAN seoments,
Active Disabled - given specific configurations.
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN @ priority to users by setting the
value.
WAN Port
Local RTP Port
Active Disabled v Define the port for voice
transmission.
VID (1-4094)
0 You can click here to get
. more guides.
ICMPV6 Status )
Active Enabled ~
VPN @
Active Enabled v
Upload VPN Config ‘ Upload |
The web user interf acOperglingoPlegseé WaitDZe message ]

3. Inthe VPN block, select the desired value from the pull -down list of Active .
4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5.  Click OK to reboot the phone.
To configure VPN via phone user interface after uploading a TAR file:

1. Tap Settings ->Advanced (default password: admin) ->Network ->VPN.

2. Tap the On radio box in the VPN Active field.

You must upload the OpenVPN TARfile using configuration files or via web user interface

in advance.

3. Tap,,/ toacceptthe change.

The phone prompts you to reboot the phone.

4. Tap OK to reboot the phone.

The settings will take effect after a reboot.
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Configuring the IP Phone for Use with a Firewall or NAT

A firewall protects an organization@®s | P network by
network. If your IP phone communicates with other devices through a firewall, you must
configure your firewall to allow incoming and outgoing traffic to the IP phone through the

reserved ports and the required ports.

Firewall With Holes
Punched Through

The Ideal Firewall

You must configure your firewall to allow incoming and outgoing traffic through the following

ports:
Port Port Type Description
5060 UDP SIP (defaulttransport protocol )
SIP (when selecting the TCRransport
5060 TCP
protocol )
SIP (when selecting the TLSransport
5061 TCP
protocol )
Reserved ports on the IP phone.
50000-50249
TCP/UDP For more information, refer to Reserved
(default range)
Ports on page 74.

Reserved Ports

By default, the IP phone communicates through UDP ports in the 50000 - 50249 range for video
and voice control. The phone uses only a small number of these ports during a call. The exact
number depends on the number of participants in the c all, the protocol used, and the number

of ports required for the type of call: video or voice.

The following tables identify the number of ports required per connection by protocol and the

type of call.

Required ports for a SIP two -way call:

Call Type Number of Required Ports

Video 4 UDP ports
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Voice 2 UDP ports

Each additional video participant requires 4 UDP ports.

Each additional audio participant requires 2 UDP ports.

The following table lists the number of UDP ports needed for the IP phone. This information can
help you to determine the range of port number to be entered in the Reserved Port field.

Phone Maximum Connections Required Ports for a SIP Call

Three-way video call and two
SIRT58VIT58A . 16 UDP 50000-50015
audio-only calls

Five-way audio-only
SIRT56A 10 UDP 50000-50009
conference

Procedure

Reserved ports can be configured using the following methods.

Configure the range of the UDP

ports.
Parameters:

sip.min_udp_port

Central Provisioning sip.max_udp_port
_ _ _ <y0000000000xx>.cfg
(Configuration File) Configure the range of the TCP
ports.
Parameters:

sip.min_tcp_port

sip.max_tcp_port

Configure the range of the UDP

ports.

Configure the range of the TCP

ports.
Web User Interface
Navigate to :

http://<phonelPAddress>/servlet?m
=mod_data&p=network -adv&g=loa
d
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Details of Configuration Parameters:

Permitted
Parameter s Default
Values

o Integer from
sip.min_udp_port 50000
1024 to 65535

Description :

Configures the minimum UDP port.

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->UDP Port Scope

Phone User Interface:

None

] Integer from
sip.max_udp_port 50249
1024 to 65535

Description :

Configures the maximum UDP port.

Note : The value of the maximum UDP port cannot be less than that of the minimum UDP
port(configured by the par afyautchamnge thisparpmetar, the_
IP phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->UDP Port Scope

Phone User Interface:

None

o Integer from
Sip.min_tcp_port 50000
1024 to 65535

Description :
Configures the minimum TCP port.

Note : If you change this parameter, the IP phone will reboot to make the change take

effect.

Web User Interface:
Network->Advanced->TCP Port Scope
Phone User Interface:

None

sip.max_tcp_port Integer from 50249
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Permitted
Parameter s Default

Values

1024 to 65535

Description :
Configures the maximum TCP port.

Note : The value of the maximum TCP port cannot be lessthan that of the minimum TCP

port (configured by the par.#yechange thispargmetenithe

IP phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->TCP Port Scope

Phone User Interface:

None

To configure reserved ports via web user interface:

1. Click on Network ->Advanced .
2. Enter the desired UDP port scope in the UDP Port Scope field.

3.  Enter the desired TCPport scope in the TCP Port Scope field.

=]
Log Out

Yealink |

Account DSSKey Features Settings Directory Security

Lor @ NOTE
Basic _
S ve nable T
0 - A VLAN is 2 logical local area
Packet Interval (1~36005) o & (or LAN) that i3
beyond a single traditional LAN
Advanced coP @) 103 group of LAN seoments,
Active Disabled - given specific configurations.
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
priority to users by setting the
value.
Local RTP Port
Define the port for voice
Reserve Port @ transmission.
UDP Port Scoj 50000 ~ | 50249
= ‘ [ =| ‘ You can click here to get
TCP Port Scope [ 50000 | ~ 50249 | more guides.
Web Server @
e
T ot 155535
s
TIPS por (1-65535)
VPN @
Upload VPN Config | Upload

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the phone.
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Network Address Translation (NAT)

Network Address Translation (NAT) is essentially a translation table that maps public IP address
and port combinations to private ones. Thisreduces the need for a large nhumber of public IP
addresses NAT ensuressecurity since each outgoing or incoming request must first go through

a translation process.

Yealink TP phone NAT Router Server

Source:10. 3. 20. 14 Source:162. 105, 178. 65

L

:@%o\

Destination:10. 3. 20. 14 Destination:162. 105. 178. 65 §

211. 100. 7. 34
10. 3. 20. 14 ]mmnﬂ! Internet
———» Packet from IP phone to Server NAT Table
—— » Packet from Server to IP phone Way Before NAT iy
Outbound 10.3.20.14 162.105.178 .65
Inbound 162.105.178.65 10.3.20.14

NAT Types

Symmetrical NAT

In symmetrical NAT, the NAT router stores the address and port where the packet was sent. Only

packets coming from this address and port are forwarded back to the private address.

Full Cone NAT

In full cone NAT, all packets from a private address (e.g., iAddr: portl) to public network will be
sent through a public address (e.g., eAddr: port2). Packets coming from the address of any

server to eAddr: port2 will be forwarded back to the private address (e.g., iAddr: portl).

Address Restricted Cone NAT

Restricted cone NAT works similar like ful cone NAT. A public host (hAddr: any) can send
packets to iAddr: portl through eAddr: port2 only if iAddr: portl has previously sent a packet to

hAddr: any. "Any" means the port number doesn't matter.

Port Restricted Cone NAT

Port restricted cone NAT works similar like full cone NAT. A public host (hAddr: hPort) can send
packets to iAddr: portl through eAddr: port2 only if iAddr: portl has previously sent a packet to
hAddr: hPort.

NAT Traversal

In the VolP environment, NAT breaks endto-end connectivity.
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NAT traversalis a general term for techniques that establish and maintain IP connections
traversing NAT gateways typically required for client-to-client networking applications,
especially for VolP deployments. STUN is one of the NAT traversalechniques supported by IP
phones.

STUN (Simple Traversal of UDP over NATs )

STUN is a network protocol, used in NAT traversal for applications of reattime voice, video,
messaging, and other interactive IP communications. The STUN protocol allows entities behind
a NAT to first discover the presence of a NAT and the type of NAT (for more information on the
NAT types, refer to NAT Typeson page 78) and to obtain the mapped (public) IP address and
port number that the NAT has allocated for the UDP connections to remote parties. The
protocol requires assistance from athird -party network server (STUN server) usually located on
public Internet. The IP phone can be configured to act as a STUN client, to send exploratory
STUN messages to the STUN server. The STUN server uses those messages to determine the
public IP address and port used, and then informs the client.

NAT Rewrites Source to
Public IP/port 59.61.92.59:19232

STUN Server
What is my public
IP/port?
NAT ”
IP:59.61.92.59
Port:19232
Private IP/port:
192.168.1.6:3478

Capturing packets after you enable the STUN feature, you can find that the IP phone sends
Binding Request to the STUN server, and then mapped IP address and port is placed in the
Binding Response:Binding Success Response MAPPEIADDRESS: 59.61.92.59:19232

No.  Time Source Destination Protacal Length Info

8,10 0, /4 B1nding Reque

444 18 587848 192,168.1,6 B STUN
447 18.711349 218.107.220.74 192.168.1.6 STUN 98 Binding success Response MAPPED-ADDRESS: 59.61.92.59:19232

SIP and TLS Source Ports for NAT Traversal

You can configure the SIP and TLS source ports on the IP Phone. Previously, the IP phone used
default values (5060 for UDP/TCP and 5061 for TLS). In the configut#on files, you can use the
following parameters to configure the SIP and TLS source ports:

Local SIP Port
TLS SIP Port

If NAT is disabled, the port number shows in the Via and Contact SIP headers of SIP messages. If
NAT is enabled, the phone uses the NATport number (and NAT IP address) in the Via and
Contact SIP headers of SIP messages, but still use the configured source port.
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Procedure

NAT traversal and STUN server can be configuredusing the following methods.

<y0000000000xx>.Cfg

Central Provisioning

(Configuration File)

Configure NAT traversal and STUN
server on a phone basis.

Parameters:
sip.nat_stun.enable
sip.nat_stun.server

sip.nat_stun.port

Configure local SIP port and TLS SIP
port.

Parameters:
sip.listen_port

sip.tls_listen_port

<MAC> .cfg

Configure NAT traversal on a
per-line basis.

Parameter:

account.X.nat.nat_traversal

Web User Interface

Configure NAT traversal and STUN
server on a phone basis.

Navigate to :
http://<phonelPAddress>/servlet?m

=mod_data&p=network -adv&g=loa
d

Configure local SIP port and TLS SIP
port.

Navigate to :
http://<phonelPAddress>/serviet?m
=mod_data&p=settings -sip&g=loa

d

Configure NAT traversal on a
per-line basis.

Navigate to :

http://<phonelPAddress>/serviet?m
=mod_data&p=account -register&q
=load&acc=0

Phone User Interface

Configure NAT traversal and STUN

server on a phone basis.
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Configure NAT traversal on a
per-line basis.

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
sip.nat_stun.enable Oorl 0

Description :

Enables or disablesthe STUN (Simple Traversal of UDP over NATdpature on the IP
phone.

0-Disabled

1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->NAT->Active

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->NAT->NAT Status

. IP address or
sip.nat_stun.server ) Blank
domain name

Description :

Configures the IP address or the domain name of the STUN(Simple Traversal of UDP over

NATSs)server.

Example:

sip.nat_stun.server= 218.107.220.201

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->NAT->STUN Server

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->NAT->STUN Server

) Integer from
sip.nat_stun.port 3478
1024 to 65000
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Permitted
Parameter s Default
Values

Description :

Configures the port of the STUN (Simple Traversal of UDP over NATs}erver.
Example:

sip.nat_stun.port= 3478

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->NAT->STUN Port(1024~65000)

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->NAT->STUNPort

account.X.nat.nat_traversal
Ooril 0
(X ranges from 1 to 16)

Description :

Enables or disables the NAT traversal for account X.
0-Disabled

1-Enabled

Note:l't wor ks only if the value of the par
(Enabled).

Web User Interface:
Account->Register->NAT
Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->AccountX->NAT Status

o Integer from
sip.listen_port 5060
1024 to 65535

Description :

Configures the local SIP port.
Web User Interface:
Settings->SIP->Local SIP Port
Phone User Interface:

None

) ) Integer from
sip.tls_listen_port 5061
1024 to 65535

Description :
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Permitted
Parameter s Default
Values

Configures the local TLS listen port.
Web User Interface:
Settings->SIP->TLS SIP Port
Phone User Interface:

None

To configure NAT traversal and STUN server via web user interface:

Click on Network ->Advanced .

=

In the NAT block, select the desired value from the pull -down list of Active .

2
3. Enter the IP address or the domain name of the STUN server in theSTUN Server field.
4

Enter the port of the STUN server in the STUN Port(1024~65000) field.

.
Yealink | s
Account DSSKey Features Settings Directory Security
LoP @ NOTE
- -
S Active Enabled VLAN
o _
Packet Interval (1~36005) e,
beyond a single traditional LAN
Advanced cor 0 to a group of LAN segments,

Active Disabled given specific configurations.
QoS

When the network capacity is
insufficient, QoS could provide
priority to users by setting the
value.

Active Enabled Local RTP Port
Define the port for voice
STUN Server 218.107.220.201 transmission.
STUN Port(1024~65000) 3478
You can dlick here to get
PortLink more guides.
WAN Port Link Auto Negotiate
PC Port: Link Auto Negotiate
VPN @
Active Enabled

Upload

Upload VPN Config

5. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure NAT traversal for account via web user interface:

1. Click on Account ->Register.

2. Select the desired account from the pull-down list of Account .
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3.  SelectEnabled from the pull -down list of NAT.

Yealink |

Status Account

Network

DSSKey

Features

Settings

Log Out

Directory Security

pccones [
Regster - G
Register Status Registerad Display Name
Basic " SIP service subscriber's name
tine Active L which will bz used for Caller 1D
Codec Lebel @ gy
Register Name
Advanced Display Name (2] SIP service subscriber's 1D used
~ for authentication.
Register Name @
User Name
User Name @ User account, provided by VoIP
service provider.
— @
NAT Traversal
SIP Server 1 @ Defines the STUN server will be
active or not.
Server Host [10.2.148 | port[sos0 | @
Transport upp ~ @
You can click here to get
Server Expires @ more guides.
Server Retry Counts @
SIP Server 2 i)
Server Hast [ | pot[sise | @
°
S—— )
Sore oty Cons )
Enable Outbound Proxy Server 0
Outbound Proxy Server 1 [ | pot[sise | @
Outbound Proxy Server 2 [ | pot[sise | @
Prowy Fallack Intervel @
NaT [Enabled v @]
4. Click Confirm to accept the change.
To configure local SIP port and TLS SIP port via web user interface:

1. Click on Settings ->SIP.

2. Enter the desired local SIP port in theLocal SIP Port field.
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3. Enter the desired TLS SIP port in theTLS SIP Portfield.

Yealink | s

Account Network DSSKey Features Settings Directory Security

SIP Config ) NOTE
Preference

SIP Session Timer T1 (0.5~10s) 0.5 Q SIP

Time & Date The sip parameters for
SIP Session Timer T2 (2~40s) 4 e
Call Display SIP Session Timer T4 (2.5~60s) 5
You can click here to get
Upgrade LT EPETE S060 (7] more quides.
TLS SIP Port 5061 [7)
Auto Provision
:
Configuration
Dial Plan
Voice
Ring

Tones

Softkey Layout
TROG9

Voice Monitoring

sIp

4. Click Confirm to accept the change.
To configure NAT traversal and STUN server via phone user int erface:

1. Tap Settings ->Advanced (default password: admin) ->Network ->NAT->NAT Status.
Tap the On radio box in the NAT Status field.

Enter the IP address or the domain name of the STUN server in theSTUN Server field.

P WD

Enter the port of the STUN server in the STUN Port field.
5. Tap « to acceptthe change.

The phone prompts you to reboot the phone.
6. Tap OKto reboot the phone.

The settings will take effect after a reboot.
To configure NAT traversal for a specific account via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Accounts .
Tap the desired account.

Tap the NAT Status field.

p wD

Tap Enabled in the pop -up dialog box.

5. Tap « to accept the change.

Keep Alive

IP phones can send keepalive packets to the NAT device for keeping the communication port

open.
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Procedure

Keep alive feature can be configured using the following methods.

Configure the type of keep-alive
packets on a per-line basis.

Parameter:
Central Provisioning account.X.nat.udp_update_enable
. . . <MAC> .cfg
(Configuration File) Configure the keep-alive interval

on a per-line basis.

Parameter:

account.X.nat.udp_update_time

Configure the type of keep-alive
packets on a per-line basis.

Configure the keep-alive interval

on a per-line basis.
Web User Interface
Navigate to :

http://< phonelPAddress>/servlet?
m=mod_data&p=account -adv&q

=load&acc=0
Details of Configuration Parameters:
Permitted
Parameter s Default
Values

account.X.nat.udp_update_enable

0,1,20r3 1
(X ranges from 1 to 16)

Description :

Configures the type of keep -alive packets sent by the IP phone to the NAT device to keep
the communication port open so that NAT can continue to function for account X.

0-Disabled

1-Default (the IP phone sends UDP packets to the server)
2-Options (the IP phone sends SIP OPTIONS packets to the server)
3-Notify (the IP phone sends SIP NOTIFY packets to the server)

If it is set to O (Disabled), the IP phone will not send keep-alive packets.

Web User Interface:
Account->Advanced->Keep Alive Type
Phone User Interface:

None
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Permitted
Parameter s Default
Values
account.X.nat.udp_update_time Integer from 15
30
(X ranges from 1 to 16) to 2147483647

Description :

Configures the keep-alive interval (in seconds) for account X.

Example:

account.l.nat.udp_update_time= 60

Note : ltworks onlyifthe val ue of the parameter Jaccou
tol,2or3.

Web User Interface:

Account->Advanced->Keep Alive Interval(Seconds)

Phone User Interface:

None

To configure the type of keep -alive packets and keep -alive interval via web user interface:

1. Click on Account ->Advanced .
Select the desired account from the pull-down list of Account .

2
3. Select the desired value from the pull -down list of Keep Alive Type .
4

Enter the keep-alive interval in the Keep Alive Interval(Seconds) field.

Yealink | :

Account Network DSSKey Features Settings Directory Security

NOTE

?
Register
e e e @ p—
Basic
Keep Alive Interval(Seconds) 30 0 ;g;m;;g;j parameters for
Codec RPort Disabled v [ 7]
. You ean click here to get
Advanced Subscribe Period(Seconds) 1800 0 S
DTMF Type RFC2833 ~ (7]
DTMF Info Type DTMF-Relay ~ 9
DTMF Payload Type(96~127) 101 [7]

5. Click Confirm to accept the change.

Rport

The Session Initiation Protocol (SIP) operates over UDP and TCP. When used with UDP,

responses to requests are returned to the source address the request came from, and returned

to the port written idarofthe reghest messggaenidosvéverjthisi a DZ h e a
behavior is not desirable when the client is behind a Network Address Translation (NAT) or

firewall. So a new parameter JrportDzZfor the J ViabDZh

Rport described in RFC 3581 allows a client to request that the server sends the response back
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to the source port from which the request came. Rport feature depends on support from a SIP

server.

Procedure

Rport feature can be configured using the following methods.

Configure NAT Rport feature on a

Central Provisioning per-line basis.
<MAC> .cfg
(Configuration File) Parameter:

account.X.nat.rport

Configure NAT Rport feature on a
per-line basis.

Navigate to :
Web User Interface

http://<phonelPAddress>/serviet?
m=mod_data&p=account -adv&q

=load&acc=0
Details of Configuration Parameter
Permitted
Parameter Default
Values

account.X.nat.rport

0,1o0r2 0
(X ranges from 1 to 16)

Description :

Enables or disables NAT Rport feature foraccount X.
0-Disabled

1-Enabled

2-enable direct process

Web User Interface:
Account->Advanced->RPort
Phone User Interface:

None

To configure Rport feature via web user interface:

1. Click on Account ->Advanced .

2. Select the desired account from the pull-down list of Account .
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3. Select the desired value from the pull -down list of RPort.

Yealink |

Account Network DSSKey Features Settings Directory Security

NOTE

=

Register
pep— ) p—
Basic . The Advanced parameters for
Keep Alive Interval(Seconds) o i,
Codec [reort [Enabled v @]
- ¥ lick here to get
Advanced Subscribe Period(Seconds) 1800 (7] r::fd;(_ ek here o ge
DTMF Type RFC2833 ~ (7]
DTMF Info Type DTMF-Relay v 9
@

DTMF Payload Type(96~127) 101

4. Click Confirm to accept the change.

Quality of Service (QoS)

Quality of Service (QoS)is the ability to provide different prioriti es for different packets in the
network, allowing the transport of traffic with special requirements . QoS guarantees are
important for applications that require fixed bit rate and are delay sensitive when the network
capacity is insufficient. There arefour major QoS factorsto be considered when configuring a
modern QoS implementation: bandwidth, delay, jitter and loss.

QoS provides better network service through the following features:

Supporting dedicated bandwidth

Improving loss characteristics

Avoiding and managing network congestion
Shaping network traffic

Setting traffic priorities across the network

The BestEffort service is the default QoS model in IP networks. It provides no guarantees for
data delivering, which means delay, jitter, packetloss and bandwidth allocation are
unpredictable. Differentiated Services DiffServ or DS) is the most widely used QoS model. It
provides a simple and scalable mechanismfor classifying and managing network traffic and
providing QoS on modern IP networks. Differentiated Services Code Point (DSCP) is used to
define DiffServ classes and stored in the first six bits of the ToS (Type of Service) fieldEach
router on the network can provide QoS simply based on the DiffServ class. The DSCP value
ranges from 0 to 63 with each DSCP specifying a particular perhop behavior (PHB) applicable to
a packet. A PHB refers to the packet scheduling, queuing, policing, or shaping behavior of a
node on any given packet.

Four standard PHBs available to construct a DiffServenabled network and achieve QoS:
Class Selector PHB -- backwards compatible with IP precedence Class Selector code
points are of the form jxxx000DZ he first three bits are the IP precedence bits.Theseclass

selector PHBs retain almost the same forwarding behavior as nodes that implement IP

precedence-based classification and forwarding.
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Expedited Forwarding PHB -- the key ingredient in DiffServ model for providing a
low-loss, lowlatency, low-jitter and assured bandwidth service.

Assured Forwarding PHB -- defines a method by which BAs (Bandwidth Allocations) can

be given different forwarding assurances.

Default PHB -- specifies that a packet marked with a DSCP value 0f 000000Dgets the

traditional best effort service from a DS-compliant node..

VolIP is extranely bandwidth and delay-sensitive. QoSis a major issue in \bIP implementations,
regarding how to guarantee that packet traffic not be delayed or dropped due to interference
from other lower priority traffic. VolP can guarantee high-quality QoS only if the voice and the
SIP packets are given priority over other kinds of network traffic. IP phones support the DiffServ
model of QoS.

Voice QoS

In order to make VolP transmissions intelligible to receivers, voice packets should not be
dropped, excessively delayd, or made to suffer varying delay. DiffServ model can guarantee
high-quality voice transmission when the voice packets are configured to a higher DSCPvalue.

Video QoS

To ensure acceptable visual quality for video, video packets emanated from the IPphones

should be configured with a high transmission priority.

SIP QoS

SIPprotocol is used for creating, modifying and terminating two -party or multi -party sessions.
To ensure good voice quality, SIP packets emanated from IP phones should be configured wih
a high transmission priority.

DSCPs for voice and SIP packets can be specified respectively.

Wi-Fi QoS

Wi-Fi Multimedia (WMM) is based on the IEEEB02.11e standard and provides basic Quality of
service (QoS) features towireless networks. QoS enables WiFi access points toprioritize traffic

and optimizes the way shared network resources are allocated among different applications.

For voice and SIP packets, the IP phone btains DSCPinfo from the network policy if LLDP
feature is enabled, which takes precedence over manua settings. For more information on LLDP,
refer to LLDPon page 49.
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Procedure

QoS can be configured using the following methods.

Configure the DSCPs for voice
packets, SIP packets and video
packets.

Parameters:

static.network.qos.audiotos
Central Provisionin . .
9 <y0000000000xx>.cfg static.network.qos.signaltos

Configuration File . .
( 9 ) static.network.qos.videotos

Configure the WMM feature in the

wireless network.
Parameters:

static.wifi.802_11e.enable

Configure the DSCPs for voice
packets, SIP packets and video

packets.
Web User Interface Navigate to :

http://<phonelPAddress>/servlet?
m=mod_data&p=network -adv&q

=load
Details of Configuration Parameters:
Permitted
Parameter s Default
Values

. ) Integer from
static. network.qos.signaltos 26
0to 63

Description :

Configures the DSCP (Differentiated Services Code Point) for SIP packets.

The default DSCP value for SIP packets is 26 (Assurdgorwarding).

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->Voice QoS->SIP QoS (0~63)

Phone User Interface:

None

) ) Integer from
static. network.qos.audiotos 46
Oto 63
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Permitted
Parameter s Default
Values

Description :

Configures the DSCP (Differentiated Services Code Point) for voice packets.

The default DSCP value for RTP packets is 46 (Expedited Forwarding).

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->Voice QoS->Audio QoS (0~63)

Phone User Interface:

None
. ) Integer from
static. network.qos.videotos 34
Oto 63
Description :

Configures the DSCP (Differentiated Services Code Point) for video packets.

The default DSCP valudor H264 packets is 34 (Assured Forwarding).

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->Voice QoS->Video QoS (0~63)

Phone User Interface:

None

static. wifi.802_11e.enable Oorl 1

Description :
Enables or disables the WMM feature (Wi-Fi MultiMedia) in the wireless network.

Note : If you change this parameter, the IP phone will reboot to make the change take

effect.

Web User Interface:
None

Phone User Interface:

None

To configure DSCPs for voice packets and SIP packets via web user interface:

1. Click on Network ->Advanced .

2. Enter the desired value in the Audio QoS (0~63) field.
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3. Enter the desired value in the Video QoS (0~63) field.

4.  Enterthe desired value in the SIP QoS (0~63) field.

Log Out

-
Yealink | s
Account DSSKey Features Settings Directory Security
LLoP @ NOTE
= 22 4
I Active Enabled VLAN
T . .
Packet Interval (1~36005) :awk'?; EIL?:"‘I;GI B
beyond a single traditional LAN
Advanced coP @ to a group of LAN segments,
Active Disabled given specific configurations.

Packet Interval (1~3600s)
VLAN @
WAN Port

Active

PortLink @)
WAN Port Link

PC Port Link.

Disabled

Auto Negotiate

Auto Negotiate

Voice QoS )

Audio QoS (0~63)
Video QoS (0~63)

SIP QoS (0~63)

)
&

Active

Upload VPN Config

Disabled

Cancel

Upload

QoS

When the network capadity is
insufficient, QoS could provide
priority to users by setting the
value.

Local RTP Port
Define the port for voice
transmission.

You can click here to get
more guides.

5. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

6. Click OK to reboot the phone.

802.1X Authentication

IEEBB02.1X authentication is an IEEEtandard for Port-based Network Access Control (PNAC)
part of the IEEE 802.1group of networking protocols. It offers an authentication mechanism for

devices to connect/link to a LAN or WLAN.
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The 802.1X authentication involves three parties: a supplicant, an authenticator and an
authentication server. The supplicant isthe IP phone that wishes to attach to the LAN or WLAN.
With 802.1X port-based authentication, the IP phone provides credentials, such asuser name
and password, for the authenticator, and then the authenticator forwards the credentials to the
authentication server for verification. If the authentication server determines the credentials are
valid, the IP phone is allowed to access resourcedocated on the protected side of the network.

Authenticator 802.1x
Enabled Switch

Authientication Server

Authenticator
Wireless
Access Point

Yealink IP phones support the following protocols for 802.1X authentication:

EARMDS5

EARTLS(requires Device and CA certificates requires no password)
EARPEAP/MSCHAPV2 (requires CA certificates)
EARTTLSEARMSCHAPV2(requires CA certificates)
EARPEAP/GTQrequires CA certificates)
EARTTLS/EAPGTC(requires CA certificates)

EARFAST(requires CA certificates)

For more information on 802.1X authentication, refer to Yealink 802.1X Authentication

Procedure

802.1X authentication can be configured using the following methods.

Configure the 802.1X

authentication.
Central Provisioning Parameters:
<y0000000000xx>.cfg
(Configuration File) static.network.802_1x.mode

static.network.802_1x.identity

static.network.802_1x.md5_passwo
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rd
static.network.802_1x.root_cert_url

static.network.802_1x.client_cert_ur
I

Configure the 802.1X
authentication.

Navigate to :
Web User Interface

http://<phonelPAddress>/servlet?
m=mod_data&p=network -adv&q

=load

Configure the 802.1X
authentication.

Phone User Interface

Details of Configuration Parameters:

Parameter s Permitted Values Default

. 0,1,2,3,4,5,6
static. network.802_1x.mode ; 0
or

Description :

Configures the 802.1x authentication method.
0-Disabled

1-EARMDS

2-EARTLS

3-EARPEAP/MSCHAPV2
4-EARTTLS/EAPMSCHAPV2
5-EARPEAP/GTC

6-EARTTLS/EAPGTC

7-EARFAST

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->802.1x->802.1x Mode
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->802.1x->802.1x Mode

. , . String within 32
static. network.802_1x.identity Blank
characters
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Parameter s Permitted Values Default

Description :

Configures the identity (or user name) for 802.1x authentication.
Example:

static.network.802_1x.identity = admin

Note:l't wor ks only i f t hetatiwmad tuveo rokfi. & the_ Ipxa.rr
2,3,4,5,6or7. If you changethis parameter, the IP phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->802.1x->ldentity
Phone User Interface:

Settings->Advanced (default password: admin) ->Network->802.1x->Identity

. String within 32
static. network.802_1x.md5_password Blank
characters

Description :

Configures the password for 802.1x authentication.
Example:

static.network.802_1x.md5_password = admin123

Note:l t wor ks only i f t hetatiwmad tuveo rokf. & th2_ Ipxa.rn
3,4,5, 6 or 7. If you change this parameter, the IP phone will reboot to make the change

take effect.
Web User Interface:
Network->Advanced->802.1x->MD5 Password

Phone User Interface:

Settings->Advanced (default password: admin) ->Network->802.1x->MD5 Password

_ URL within 511
static. network.802_1x.root_cert_url Blank
characters

Description :
Configures the access URL of the CA certificate

Example:
static.network.802_1x.root_cert_url = http://192.168.1.10/ca.pem

Note:ltwor ks only if the wtatcruet wdr K.h&0 D aka.mn
3,4, 5, 6 or 7. The format of the CA certificate must be *.pem, *.crt, *.cer or *.der.
Web User Interface:

Network->Advanced->802.1x->CA Certificates
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Parameter s Permitted Values Default

Phone User Interface:
None
static. network.802_1x.client_cert_url URL within 511 Blank

- -7 characters
Description :
Configures the access URL of the device certificate.
Example:
static.network.802_1x.client_cert_url = http://192.168.1.10/client.pem
Note:l't wor ks only i f t hetatiwnad tuveo rokf. & th2x_ Ipxa.rn

(EARTLS. The format of the device certificate must be *.pem.

Web User Interface:
Network->Advanced->802.1x->Device Certificates
Phone User Interface:

None

To configure the 802.1X authentication via web user interface:

1.
2.

Click on Network ->Advanced .

In the 802.1x block, select the desired protocol from the pull -down list of 802.1x Mode .

a) If you select EAP-MD5:

1) Enter the username for authentication in the Identity field.
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2) Enter the password for authentication in the MD5 Password field.

Yealink | =

Settings

Directory Security

Basic

PC Port

Advanced

Confirm ‘

‘ Cancel |

Status Account DSSKey Features
Lor @
active
Packet Interval (1~36005)
P @
Packet Interval (1~3600s)
VLAN @
WAN Port
802.1x @)
802.1x Mode EAP-MDS5 v
ety
MD35 Password ssssssse
CA Certificates l— Upload
Device Certificates l— Upload
SpantoPC i@
spant 5 Pt
active
Upload VPN Config | Upload

NOTE

VLAN

A VLAN is 2 logical local area
network (or LAN) that extends
beyond a single traditional LAN
to a group of LAN segments,
given specific configurations.

QoS

‘When the network capacity is
insufficient, QoS could provide
priority to users by setting the
value.

Local RTP Port
Define the port for voice
transmission.

You can dlick here to get
more guides.

b) If you select EAP-TLS

1) Enter the username for authentication in the Identity field.

2) Leave theMD5 Password field blank.

3) In the CA Certificate s field, click Upload to selectand upload the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.
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4) In the Device Certificate s field, click Upload to selectand upload the desired client

(*.pem or *.cer) certificate from your local system.

Log Out

Yealink |

Status Account [ Features Settings Directory Security

Registration Random )
Registration Random (0~60s)

ICMPV6 Status i)

Active Enabled
VPN @
Active Disabled

Lor @ NOTE
Basic _
- ve nable VLAN
o )
et 13508 ]
beyond a single traditional LAN
Advanced . to a group of LAN segments,
. given specific configurations.
QoS
802.1x When the network capacity is
e insufficient, QoS could provide
802.1x Mode EAP-TLS v priority to users by sefting the
value.
wentty Local TP Pt
s Psswrd o T e
CA Certificates | Upload
Y lick here to get
Device Certificates | | Upload ‘ mu;?d;(' ereto g
Spanto PC )
Spanto P

Upload

Upload VPN Config

| Confirm ‘ | Cancel |

c) If you select EAP-PEAP/MSCHAPV2:
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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3) In the CA Certificate s field, click Upload to selectand upload the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.

-
Yealink |
Account DSSKey Features Settings Directory Security
uor @ NOTE
Basic _
S Active __Enabled hd VLAN
o 3
Pt il 2505 B ]
beyond a single traditional LAN
Advanced P @ t0a group of LAN segments,
Active given specific configurations.
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
. transmission.
* You can dlick here to get
802.1x @) more guides.
802.1x Mode EAP-PEAP/MSCHAPVZ v
Identity
MD3 Passord
CA Certificates I Upload
Device Certificates I Upload
SpantoPC i@
s ot
Active Disabled hd
Upload VPN Config | Upload
| Confirm ‘ ‘ Cancel |

d) If you select EAP-TTLS/EAP-MSCHAPV2:
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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3) In the CA Certificate s field, click Upload to selectand upload the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.

Yealink | :

Account DSSKey Features Settings Directory Security

uor @ NOTE
Basic _
S Active Enabled hd VLAN
o 3
Packet Interval (1~36005) e,
beyond a single traditional LAN
Advanced P @ t0a group of LAN segments,
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
. transmission.
* You can dlick here to get
802.1x @) more guides.
802.1x Mode EAP-TTLS/EAP-MSCHAPY v
Identity
MD3 Passord
CA Certificates I Upload
Device Certificates I Upload
SpantoPC i@
span o o
Active Disabled hd

Upload

Upload VPN Config

| Confirm ‘ Cancel |

e) If you select EAP-PEAP/GTC
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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3) In the CA Certificate s field, click Upload to selectand upload the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.

Yealink |

Account DSSKey Features Settings Directory Security

uor @ NOTE
Basic _
S Active Enabled hd VLAN
o 3
Packet Interval (1~36005) e,
beyond a single traditional LAN
Advanced P @ t0a group of LAN segments,
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
. transmission.
* You can dlick here to get
802.1x i@ more guides.
802.1x Mode EAP-PEAP/GTC ~
-
—
CA Certificates | Upload
Device Certificates | Upload
SpantoPC i@
span o o
Active Disabled hd

Upload VPN Config

Upload

| Confirm ‘ ‘ Cancel |

f) If you select EAP-TTLS/EAR-GTC
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.



Setting Up Your System

3) In the CA Certificate s field, click Upload to selectand upload the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.

Yealink |

Account

DSSKey Features

Directory

Security

uor @ NOTE
Basic _
S Active Enabled hd VLAN
o 3
Packet Interval (1~36005) e,
beyond a single traditional LAN
Advanced P @ 3 group of LaN segments,
QoS
Packet Interval (1~3600s) When the network capacity is
insufficient, QoS could provide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
. transmission.
* You can dlick here to get
802.1x i@ more guides.
802.1x Mode EAP-TTLS/EAP-GTC ~
-
—
CA Certificates | | Upload
Device Certificates Upload
SpantoPC i@
span o o
Active Disabled hd

Upload VPN Config

Upload

Confirm ‘ ‘ Cancel |

g) If you select EAP-FAST:
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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4,
To configure the 802.1X authentication via

1.
2.

3) In the CA Certificate s field, click Upload to selectand upload the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.

Yealink |

Account

uor @ NOTE
Basic _
- Active Enabled hd VLAN
0 A VLAN is 2 logical local area
Packet Interval (1~36005) e
beyond a single traditional LAN
Advanced P @ 3 group of LaN segments,
Active given specific configurations.
QoS
Packet Interval (1~3600s) When the network capadity is
insufficient, QoS could provide
VLAN 0 priority to users by setting the
value.
WAN Port
Local RTP Port
Active Define the port for voice
. transmission.
* You can dlick here to get
802.1x @ more guides.
802.1x Mode EAP-FAST v
Identity
MD3 Passord
CA Certificates ‘ Upload
Device Certificates ‘ Upload
SpantoPC i@
span o o
Active Disabled hd

Upload

Upload VPN Config

| Confirm ‘ Cancel |

Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

Click OK to reboot the phone.
phone user interface:

Tap Settings ->Advanced (default password: admin) ->Network ->802.1x.
Tap the 802.1x Mode field.
a) If you select EAP-MD5:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
b) If you select EAP-TLS

1) Enter the username for authentication in the Identity field.

2) Leave theMD5 Password field blank.
c) If you select EAP-PEAP/MSCHAPV2:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
d) If you select EAP-TTLS/EAP-MSCHAPV2:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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e) If you select EAP-PEAP/GTC
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.
f) If you select EAP-TTLS/EAP-GTC
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.
g) If you select EAP-FAST:
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.
3. Tap to accept the change.
The phone prompts you to reboot the phone.
4. Tap OK to reboot the phone.

The settings will take effect after a reboot.

Setting Up Your Phones with a Provisioning Server

This chapter provides basic instructions for setting up your IP phones with a provisioning server.
This chapter consists of the following sections:

Provisioning Points to Consider

Provisioning Methods

Boot Files,Configuration Files and Resource Files
Setting Up a Provisioning Server

Upgrading Firmware

Keeping User Personalized Settings after Auto Provisioning

Provisioning Points to Consider

If you are provisioning a mass of IPphones, we recommend you to use central provisioning
method as your primary configuration method. For more information on central

provisioning, refer to Central Provisioning on page 107.

A provisioning server maximizes the flexibility you have when installing, configuring,
upgrading, and managing the IP phones, and enables you to store boot, configuration, log,
and contact files on the server. You can set up a provisioning server on the lacal area
network (LAN) or anywhere on the Internet. For more information, refer to Setting Up a

Provisioning Serveron page 116.

If the IP phone cannot obtain the address of a provisioning server during startup, and has
not been configured with settings from any other source, the IP phone will use
configurations stored in the flash memory. If the phone that cannot obtain the address of a
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provisioning server has previously been configured with settings it will use those previous

settings.

Provisioning Methods

IP phones can be configured automatically through confi guration files stored on a central
provisioning server, manually viaweb user interface or phone user interface, or by a

combination of the automatic and manual methods.

There may be a configuration priority among the provisioning methods - settings you make
using a higher priority provisioning method override settings made using a lower priority
provisioning method.

The precedence order for configuration parameter changes is as follows (highest to lowest):

A S S
Phone/Web User Interface
{ | Priority
Note The priority mechanism takes effect only if the value of the parameter

Jstatic.auto_provi si onForenorsinfarmation onatttisparamb@rirefer s et t o 1
to Configuration Parameters on page 127.

Static settings have no priority. For example, settings associated with auto
provisioning/network/syslog, TR069 settings and internal settings (e.g., the temporary
configurations to be used for program running). F or more information, refer to Appendix F: Static
Settings on page 762.
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Central Provisioning

The following figure shows how the phone interoperates with provisioning server when you use
the centralized provisioning method:

S
[
=
Prowvisioning Server
¥ - MAC-Oriented Boot File', 7 @ Confi ion Files '\‘

; - Common Boot File - MAC-local CFG File v
] Custom CFG File 1 : . Local Files :
[} a : F !
s B e o Cr= Hia by ® 129 i

g - ' [ - Boot Log File J
Y -MAC-Oriented CFG File [ og File S
-MAC-local CFGFile & System Log File
*.. ® Resource Files d b y

~. -longuoge Packs - .. L

Using the boot files and configuration files to provision the phones and to modify features and
configuration s is called the central provisioning method. You can use a text-based editing
application to edit boot files and configuration files , and then store boot files and configuration
files to a provisioning server. IP phones can be centrally provisioned from a provisioning server.
For more information on the provisioning server, refer to Setting Up a Provisioning Serveron
page 116. For more information on boot files, refer to Boot Files on page 109. For more
information on configuration files, refer to Configuration Files on page 111.

IP phones can obtain the provisioning server address during startup . Then IP phones download
boot files and configuration files from the provisioning server, resolve and update the
configurations written in configuration files. This entire process is called auto provisioning. For
more information on auto provisioning, refer to Yealink SIPT2_Series T1#)

E2 T4 Series T5 Series W5 Series IP_Phones Auto_Provisioning Guidén aédition to the
boot files and configuration files, the IP phones also download resource files during auto

provisioning. For more information on resource files, refer to Resource Fileson page 113.

Yealink IP phones support keeping user personalized configuration settings using the
MAC-Ilocal CFG file. For more information on this file, refer to MAC-local CFG Fileon page 111.
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Manual Provisioning

When you manually configure a phone via web user interface or phone user interface, the
changes you makewill be stored in the MAC-local CFG file This file is stored onthe phone, but a
copy can be also uploaded to the provisioning server (if configured). For more information on
MAC-local CFG file, refer toMAC-local CFG Fileon page 111.

There are two ways to manually provision IP phones:

Web User Interface

Phone User Interface

Web User Interface

You canconfigure IP phones via web userinterface, a web-based interface that is especially
useful for remote configuration. Because features andconfiguration s vary by phone model and

firmware version, options available on each page of the web user interface can vary.

An administrator or a user can configure IP phonesvia web user interface; but accessing the
web user interface requires password. The default user name and password for the

admi ni st r atadminD&asesertsitive)The]default user name and password for the
user aruseDEasedensifive).For more information on configuring password s, refer to

Userand Administrator Passwords on page 667.

Thismethod enables you to perform configuration changes on a per-phone basis. Note that the
features can be configured via web user interfaceare limited. So, you can use the web user
interface method as the sole configuration method or in conjunction with central provisioning
method and phone user interface method. If you are provisioning a mass of IPphones, we
recommend you to use central provisioning method as your primary configuration method. For

more information on central provisioning, refer to Central Provisioning on page 107.

IP phones support both HTTP and HTTPS protocols for accessing the web user interface=or

more information, refer to Web Server Typeon page 42.

Phone User Interface

108

You can configure IP phones via phone user interface on a perphone basis. As with the web
user interface, phone user interface makes configurations available to users ad administrators;
but the Advanced option is only available to administrators and requires an administrator
password (default: admin). Formore information on configuring password, refer to Userand

Administrator Passwords on page 667.

If you want to reset all settings made from the phone user interface to default, refer to Yealink
phone-specific user guide.
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Boot Files, Configuration Files and Resource Files

When IP phones areconfigured with central provisioning method , they will request to download

the configuration files and resource files from the provisioning server.
The following sections describe the details of boot files, configuration files and resource files:

Boot Files
Configuration Files
Resource Files

Obtaining Configuration Files and Resauirce Files

Boot Files

You can use a boot file to customize the download sequence of configuration files. It is
efficiently for you to provision your IP phones in different deployment scenarios, especially
when you want to apply a set of features or settings to a group of phones.

Note You can select whethe to use the boot file or not for auto provisioning according to your
deployment scenario. If you do not use the boot file, proceed to Configuration Files on page 111.
That is, you can also use the oldmechanism for auto provisioning.

The boot files are valid BOOT files thatcan be created or edited using a text editor such as
UltraEdit. The boot files are first downloaded when you provision the phones using centralized
provisioning (refer to Central Provisioning). The configuration parameters are not included in
the boot file. You can referencesome configuration files that contain parameters in the boot
files to be acquired by all your phones and specify the download sequence of these
configuration files.

Yealink supports two types of boot files: common boot file and MAC -Oriented boot file.

During auto provisioning, the IP phone first tries to download the MAC-Oriented boot file (refer
to MAC-Oriented Boot File), and then download configuration files referenced in the
MAC-Oriented boot file in sequence from the provisioning server. If no matched MAC-Oriented
boot file is found, the | P phone tries to download the common boot file (refer to Common Boot
File) and then downloads configuration files referenced in the common boot file in sequence. If
no common boot file is found, the IP phone downloads the common CFG file (refer to Common
CFGFile) and MAC-Oriented CFG file (refer to MAC-Oriented CFGFile) in sequence.

The following figure shows an example of common boot file:

#lversion:1.0.0.1
#The header above must appear asis in the first line
include:config <configure/sip.cfg>

include:conf i g | 10.2.5.306k/o/nf i gure/ account . cf gDz
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overwrite_mode = 1

Learn the following:

The line beginning with j#Di& considered to be a comment.

The file headerj#!version:1.0.0.Di& not a comment and must be placed in the first line. It

cannot be edited or deleted.

Each jincludeDZstatement c dlmerefeedcedrcanfiggrationa conf i gur a
file format must be *.cfg.

The contents in the angle brackets or double quotation marks represent the download
paths of the referenced configuration files (e.g., http:// 10.2.5.208configure/account.cfg ).
The download path must point to a specific CFG file. Thesip.cfg and account.cfg are the
specified configuration files to be downloaded during auto provisioning.

The CFG files are downloaded in the order listed (top to bottom).

The IP phone downloads the boot file first, and then downloads the sip.cfg and account.cfg
configuration f iulreesDZfdrione ctthoer yj coonn ftilsgeuepce ©he i si oni ng se
parameters in the new downloaded configuration files will override the duplicate parameters in

files downloaded earlier.

Jjoverwrite_mode = 1DZmeans overwritelbenode is enabl
applied to the configuration files specified to download. If the value of a parameter in

configuration files is left blank or a parameter in configuration files is deleted or

commented out, the factory default value can take effect immediately after auto

provisioning.

Note Overwrite mode only affects the non-static settings configured using configuration files.

If you do not use the boot file for auto provisioning, overwrite mode is disabled by default and
you are not allowed to enable it.

For more information on how to customize boot file, referto  Yealink SIPT2 Series T19(P)

E2 T4 Series T5 Series W5 Series IP_Phones Auto Provisioning Guide V81

Comm on Boot File

Common boot file, named y0000000000@.boot, is effectual for all phones.

MAC-Oriented Boot File

MAC-Oriented boot file, named <MAC>.boot. It will only be effectual for a specific IP phone.

The MAG Oriented boot file should be created using template boot file in advance.

The MAG Oriented boot file is named after the MAC address of the IP phone. MAC address, a
unique 12-digit serial number assigned to each phone, can be obtained from the bar code on
the back of the IP phone. For example, if the MAC address of an IP phone is 00156574B150, the
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name of the MAC-Oriented boot file is 00156574b150.boot (case sensitive).

Configuration Files

The configuration files are valid CFG files that can be created or edited using a texteditor such
as UltraEdit. An administrator can deploy and maintain a mass of Yealink IP phones

automatically through configuration files stored on a provisioning server.
Yealink configuration files consist of:

Common CFGFile

MAC-Oriented CFG File

MAC-local CFGFile

Custom CFGFile

Common CFG File

Common CFG file, named <y0000000000xx>.cfgcontains parameters that affect the basic
operation of the IP phone, such as language and volume. It will be effectual for all IP phones of
the same model. Thecommon CFG file has a fixed name for eachlP phone model.

The following table lists the name of the common CFG file for eachIP phone model:

IP Phone Model Common CFG file
SIRT58V/A y000000000068.cfg
SIRT56A y000000000066.cfg

MAC-Oriented CFG File

MAC-Oriented CFG file,named <MAC>.cfg, contains parameters unique to a particular phone,

such as account registration. It will only be effectual for a specific IP phone.

The MAC-Oriented CFG file is namedafter the MAC addressof the IP phone. MAC address a
unique 12-digit serial number assigned to each phone, can be obtained from the bar code on
the back of the IP phone. For example,if the MAC address of an IP phone is 00156574B150, the
name of the MAC-Oriented CFG fileis 00156574b150.cfg (case sensitive).

MAC-local CFG File

MAC-local CFG file named <MAC>-local.cfg, contains changesassociated with non-static
settings that users make via web user interface and phone user interface for example, updates
to time and date formats, ring tones, dial plan and DSS keys)This file generates only if the value

of the parameter Jstatic.auto_provision.custom.prote:q

The MAC-local CFG file is also namedafter the MAC address(the bar code label on the back of
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Note

the IP phone or on the outside of the box ) of the IP phone. For example,if the MAC address of
an IP phone is 001565748150, the name of the MAC-local CFG fileis 00156574b150-local.cfg
(case sensitive).

After the provisioning priority mechanism is enabled (configured by the parameter
jstatic.auto_provision.custom. protectD3, all ol der
interface will not be saved in the <MAC> -local.cfg file. But the older settings still take effect

on the phone. For more information on this parameter, refer to Configuration Parameters on

page 127.

Keeping User Personalized Settings

The MAC-local CFG file isstored locally on the IP phone and can also be uploaded to the
provisioning server/a specific URL(if configured, refer to Configuration Parameters). This file
enables usersto keep their personalized configuration settings , even though the IP phone
reboots or upgrades. For more information on how to keep user personalized settings, refer to

Keeping User Personalized Settings after Auto Provisioningon page 127.

Users can also select to clear the user personalized configuration settingsUserscan clear the
MAC-Ilocal CFG fileusing the following methods:

To clear the MAC-local CFGfile, reset the IP phone to factory configuration settings by
selecting Reset local settings via phone user interface (navigate to Settings ->Advanced

Settings (default password: admin) ->Reset Config).

To clear the MAC-local CFGfile, reset the IP phone to factory configuration settings by

navigating to the Upgrade menu via web user interface and clicking Reset local setting .

Configurations defined never be savedto  the <MAC> -local.cfg file

Most configurations made by users via phone user interface and web user interface can be
saved to the <MAC>-local.cfg file, but some static settings will never be saved to the

<MAC> -local.cfg file. For more information, refer to Appendix F: Static Settingson page 762.

You need to reset the phone configuration s not saved in the <MAC> -local.cfg file separately.

For more information, refer to Resetting Issueson page 730.

By default, the <MAC> -local.cfg file will be stored on the IP phone. The IP phone can be

configured to upload this file to the provisioning server each time the file updates. For more
information, refer to the parameter jstatca ut o _pr ov i s i odescibadsnthe sectory n ¢ DZ
Configuration Parameters on page 127.

Custom CFG File
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You can create some new CFG files (e.g., sip.cfg, account.cfgpntaining any combination of
configuration parameters. This especially useful when you want to apply a set of features or
settings to a group of phones using the boot file.

For more informatio n on how to create a new CFG file, refer to Yealink SIPTZ2 Series T19(P)
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E2 T4 Series T5 Series W5 Series IP_Phones Auto Provisioning Guide V81

Resource Files

When configuring some particular features, you may need to upload resource files to IP phones.
Resource files are optional, but if the particular feature is being employed, these files are

required.

If the resource file is to be used for all IP phones of the same model, the access URL ofesource
file is best specified in the common CFG file. However, if you want to specify the desired phone
to use the resource file, the access URL of resource fileshould be specified in the MAC-Oriented
CFG file During provisioning, the IP phones will request the resource files in addition to the
configuration files. For more information on the access URL of resource filerefer to the
corresponding section in this guide.

The followings show examples of resource files:
Language packs
Ring tones
Local contact file

For more information on resource files, refer to Obtaining Configuration Files and Resaurce Files

on page 114.

If you want to delete resource files from a phone at a later date - for example, if you are giving
the phone to a new user - you can reset the IP phone to factory configuration settings . For more

information, refer to Resetting Issueson page 730.

113


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Administrator @ Guide for SIP-T5 Series Smart Media Phones

Obtaining Configuration Files and Reso urce Files

Yealink supplies some template configuration files and resource files for you, so you can directly edit and customize the files as required.You can ask the
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distributor or Yealink FAEfor template files. You can also obtainthe template files online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .

The names of the Yealinksupplied template files are:

Template File

File Name

Description

Allows you to customize the download sequence of the

Boot File y000000000000.boot configuration files during auto provisioning. For more information,
refer to Boot Files on page 109.
Common CFGFile | Common.cfg Allow you to deploy and maintain a mass of Yealink IP phones. For
] more information, refer to Common CFG Fileand MAC-Oriented
- - MAC-Oriented CFG MAC.cfg CFG Fileon page 111,
Configuration | Fjle
Files
For example, Allow you to apply a set of features or settings to a group of

Custom CFG Files | sip.cfg Yealink IP phones For more information, refer to Custom CFG File

account.cfg

on page 112.

Resource Files

Allows you to add or modify time zone and DST settings for your

AutoDST Template | AutoDST.xml area. For more information, refer to Customizing an AutoDST
Template File on page 194.
For example, Allow you to customize the translation of the existing language on

Language Packs

000.GUI.English.lang

1.English_note.xml

the phone/web user interface. For more information, refer to

Loading Language Packson page 198.
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Template File File Name Description
1.English.js
Allows you to customize multiple replace rules for IP phone dial
Replace Rule i , . -
T at dialplan.xml plan. For more information, refer to Customizing ReplaceRule
emplate _
Template File on page 222.
Allows you to customize multiple dial now rules for IP phone dial
Dial Now Template | dialnow.xml plan. For more information, refer to Customizing Dial-now

Template File on page 227.

Softkey Layout

CallFailed.xml
Callin.xml

Connecting.xml

Allow you to customize soft key layout for different call states. For
more information, refer to Customizing Softkey Layout Template

Template Dialing.xml .
9 File on page 209.
RingBack.xml
Talking.xml
Allows you to customize the search source list for your IP phone.

Super Search . . .

super_search.xml For more information, refer to Customizing a SuperSearch
Template

Template File on page 252.

Local Contact File

contact.xml

Allows you to add or modify multiple contacts at a time for your IP
phone. For more information, refer to Customizing a Local Contact

File on page 260.

Remote Phone

Book Template

Department.xml

Menu.xml

Allows you to add or modify multiple remote contacts for your IP
phone. For more information, refer to Customizing Remote Phone

Book Template Fileon page 439.
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To download template files:

1. Go to Yealink Document Download page and select the desired phone model.
2. Download and extract the combined configuration files to your local system.
3. Open the folder you extracted and identify the template file you will edit according to the

table introduced above.

For some features, you can customize tle filename as required. The following table lists the
special characterssupported by Yealink IP phones:

Server
Platform HTTP/HTTPS TFTP/FTP
Support: ~ '@ $" ()_ | Support: ~ 1 @%$" ()
-, 5[} ncluding | - [1{) %8 = +
Windows space) (including space)
Not Support: | <>:" Not Support: |< > :"
IN*?2#% &=+ IN*2#
Support: ~1@%$" ()_
, B Support: ~1@$” ()
o SO0 <> %
Linux (including space) - -
& = + (including space)
Not Support: /\ *?#
Not Support: /\ *?#
%& =+

Setting Up a Provisioning Server

This chapter provides basic instructions for setting up a provisioning server and deploying

phones from the provisioning server.
This chapter consists of the following sections:

Why Using a Provisioning Server?
Supported Provisioning Protocols
Configuring a Provisioning Server

Deploying Phonesfrom the Provisioning Server

Why Using a Provisioning Server?
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You can use a provisioning server to configure your IP phones. A provisioning server allows for
flexibility in upgrading, maintainin g and configuring the phone. Configuration files, resource

files and log files are normally located on this server.

When IP phones are triggered to perform auto provisioning, it will request to download the
configuration files from the provisioning server. During the auto provisioning process, the IP

phone will download and update configuration files to the phone flash. For more information on
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auto provisioning, refer to Yealink SIPT2 Series T19(P)
E2 T4 Series T5 Series W5 Series IP_Phones Auto_Provisioning Guide V81

The IP phones can be configured to periodically upload the log files to a provisioning server,
which can help an administrator more easily find the system problem and fix it. For more
information log files, refer to Viewing Log Fileson page 699.

Supported Provisioning Protocols

Note

IP phones perform the auto provisioning function of downloading configuration files,
downloading resource files and upgrading firmware. The transfer protocol is used to download
files from the provisioning server. IP phones support several transport protocols for provisioning,
including FTP, TFTP, HTTP, and HTTPS protocdlad you can specify the transport protocol in
the provisioning server address, for example, http://xxxxxxx. If not specified, the TFTP protocol is
used. The provisioning server address can be IP address, domain name or URL. If a user name
and password are specified as part of the provisioning server address, for example,

http://user:p wd@server/dir, they will be used only if the server supports them.

A URL should contain forward slashes instead of back slashes and should not contain spaces
Escape characters are not supported.

If a user name and password are not specifiedas part of the provisioning server address, the User
Name and Password of the provisioning server configured on the phone will be used.

There are two types of FTP methodKactive and passive.IP phones arenot compatible with
active FTP.

Configuring a Provisioning Server

Note

The provisioning server can beset up on the local LAN or anywhere on the Internet. Use the
following procedure as a recommendation if this is your first provisioning server setup. For more
information on how to set up a provisioning server, refer to Yealink SIPTZ2_Series T19(P)

E2 T4 Series T5 Series W5 Series IP_Phones_Auto_Provisioning _Guide V81

To set up the provisioning server:

1. Install a provisioning server application or locate a suitable existing server.
2. Create an account and home directory.

3.  Set security permissions for theaccount.

4.  Create boot files and then edit them as desired.

5. Create configuration files and edit them as desired.

6. Copy the configuration files and resource files to the provisionin g server.

For more information on how to deploy IP phones using configuration files, refer to Deploying
Phones from the Provisioning Serveron page 118.

Typically all phones are configured with the same server account, but the server account provides
a means of conveniently partitioning the configuration. Give each account a unique home
directory on the server and change the configuration on a per-line basis.
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Deploying Phones from the Provisioning Server

During auto provisioning, IP phones download the boot file first, and then download the
configuration files referenced in the boot file in sequence. The parameters in the new
downloaded configuration files will override the duplicate parameters in files downloaded
earlier. For more information on boot files and configuration files, refer to Boot Files on page

109 and Configuration Files on page 111.

Before you configure parameters in the configuration files, Yealink recommends that you create

new configuration files containing only those parameters that require changes.
To deploy IP phones from the provisioning server:

1. Create per-phone boot files by performing the following steps:

a) Obtain a list of phone MAC addresses the bar code label on the back of the IP phone
or on the outside of the box).

b) Create perphone <MAC>.boot file s by using the template boot file.
c) Specifythe configuration files paths in the file as desired.

2. Edit the common boot file by performing the following step:
a) Specifythe configuration files paths in the file as desired.

3. Create per-phone configuration files by performing the following steps:

a) Create per-phone <MAC>.cfg files by using the MAC-Oriented CFGfile from the

distribution as templates.
b) Edit the parameters in the file as desired.
4. Create new common configuration files by performing the following steps:

a) Create <y0000000000xx>.cfg files by using the Common CFGfile from the distribution
as templates.

b) Edit the parameters in the file as desired.
5. Copy boot files and configuration files to the home directory of the provisioning server.
6. Reboot IP phones to trigger the auto provisioning process.

IP phones discover the provisioning server address, and then download theboot files and

configuration files from the provisioning server.

For protecting against unauthorized access you can encrypt configuration files . For more
information on encrypting configuration files, refer to Encrypting and Decrypting Fileson page
690.

Note During auto provisioning, the IP phone tries to download the MAC -Oriented boot file first. If no
matched MAC-Oriented boot file is found on the server, the IP phone tries to download the
common boot file. If the MAC -Oriented boot file and common boot file exist simultaneously on
the provisioning server, the common boot file will be i gnored after the IP phone successfully
downloads the matched MAC-Oriented boot file.

During the auto provisioning process, the IP phone supports the following methods to discover
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the provisioning server address:

Zero Touch: Zero Touch feature guides you to configure network settings and the

provisioning server address via phone user interface after startup.

PnP: PnP feature allows IP phones to discover the provisioning server address by
broadcasting the PnP SUBSCRIBE messagliring startup.

DHCP: DHCPoption can be used to provide the address or URL of the provisioning server
to IP phones. When the IP phone requests an IP address using the DHCPBrotocol, the
resulting response may contain option 66 or the custom option (if configured) that
contains the provisioning server address.

Static: You can manually configure the server address via phone user interface or web user

interface.

For more information on the above methods, refer to Yealink SIPTZ2 Series T19(P)
E2 T4 Series T5 Series W5 Series IP_Phones Auto Provisioning Guide V81

Upgrading Firmware

This section provides information on upgrading the IP phone firmware. Two methods of

firmware upgrade:

Manually, from the local system for a single phone.

Automatically, from the provisioning server for a mass of phones.

The following table lists the associated and latest firmware name for each IP phone model (Xis

replaced by the actual firmware version).

Associated Firmware )
IP Phone Model Firmware Name Example
Name
SIP-T58VIT58A/T56A 58.x.x.x.rom 58.80.010.rom
Note You can download the latest firmware online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .

Do not unplug the network and power cables when the IP phone is upgrading firmware.

Upgrading Firmware from the Provisioning Server

IP phones support using FTP, TFTP, HTTéhd HTTPS protocolsto download configuration files

and firmware from the provisioning server, and then upgrade firmware automatically.

IP phones can download firmware stored on the provisioning server in one of two ways:

Check for configuration files and then download firmware during startup.

Automatically check for configuration files and then download firmware at a fixed interval

or specific time.
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Method of checking for configuration files is configurable.

Procedure

Configuration changes can be performed using the following methods.

Configure the way for the IP phone to

check for configuration files.
Parameters:
static.auto_provision.power_on
static.auto_provision.repeat.enable
static.auto_provision.repeat.minutes

static.auto_provision.weekly.enable

Central static.auto_provision.weekly.begin_time
Provisioning <y0000000000xx>.cfg static.auto_provision.weekly.end_time
(Configuration

. static.auto_provision.weekly.dayofweek
Fle) static.auto_provision.flexible.enable
static.auto_provision.flexible.interval
static.auto_provision.flexible.begin_time

static.auto_provision.flexible.end_time

Specify the access URL of firmware.
Parameter:

static firmware.url

Configure the way for the IP phone to
check for configuration files.

Navigate to:
http://<phonelPAddress>/serviet?m=mo

Web User Interface d_data&p=settings -autop&qg=Iload

Upgrade firmware.
Navigate to :

http://<phonelPAddress>/serviet?m=mo

d_data&p=settings -upgrade&g=Iload

Details of Configuration Parameters:

Parameter s Permitted Values Default

static .auto_provision.power_on Oorl 1

Description :
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Parameter s Permitted Values Default

Triggers the power on feature to on or off.
0-Off
1-On

If itis setto 1 (On), the IP phone will perform an auto provisioning process when powered
on.

Web User Interface:
Settings->Auto Provision->Power On
Phone User Interface:

None

static .auto_provision.repeat.enable Oorl 0

Description :

Triggers the repeatedly feature to on or off.

0-Off

1-On

If it is set to 1 (On), the IP phone will perform an auto provisioning process repeatedly.
Web User Interface:

Settings->Auto Provision->Repeatedly

Phone User Interface:

None
. . ) Integer from 1 to
static .auto_provision.repeat.minutes 1440
43200
Description :

Configures the interval (in minutes) for the IP phone to perform an auto provisioning

process repeatedly.

Note:l't wor ks only i f t hetatiwaad tuce_ porfo vtihsei gma.rrag
to 1 (On).

Web User Interface:

Settings->Auto Provision->Interval(Minutes)

Phone User Interface:

None

static .auto_provision.weekly.enable Oorl 0
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Parameter s Permitted Values Default

Description :

Triggers the weekly feature to on or off.

0-Off

1-On

Ifitis setto 1 (On), the IP phone will perform an auto provisioning process weekly.
Web User Interface:

Settings->Auto Provision->Weekly

Phone User Interface:

None
. . L Time from 00:00 to
static .auto_provision.weekly.begin_time 00:00
23:59
Description :

Configures the begin time of the day for the IP phone to perform an auto provisioning

process weekly.

Note: |1t works only if tshicavabuerovVishenpae
to 1 (On).

Web User Interface:

Settings->Auto Provision->Time

Phone User Interface:

None
. . ) Time from 00:00 to
static .auto_provision.weekly.end_time 00:00
23:59
Description :

Configure s the end time of the day for the IP phone to perform an auto provisioning process

weekly.

Note : I't works only if tshtcavabueroivi shenpae
to 1 (On).

Web User Interface:

Settings->Auto Provision->Time

Phone User Interface:

None
0,1,2,3,4,5 6o0ra
static .auto_provision.weekly.dayofweek combination of these 0123456
digits
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Parameter s Permitted Values Default

Description :

Configures the days of the week for the IP phone to perform an auto provisioning process

weekly.

0-Sunday

1-Monday

2-Tuesday

3-Wednesday

4-Thursday

5-Friday

6-Saturday

Example:
static.auto_provision.weekly.dayofweek = 01
It means the IP phone will perform an auto provisioning process every Sunday and Monday.

Note : I't works only if tshtcavalbuerofi shenpae
to 1 (On).

Web User Interface:
Settings->Auto Provision->Day of Week
Phone User Interface:

None

static.auto_provision.flexible.enable Oor1l 0

Description :

Triggers the flexible feature to on or off.

0-Off

1-On

If itis set to 1 (On), the IP phone will perform an auto provisioning process at random
between a starting time configured by the parameter
"static.auto_provision.flexible.begin_time" and an ending time configured by the parameter

"static.auto_provision.flexible.end_time" on a random day within the period configured by

the parameter "static.auto_provision.flexible.interval.

Note : The day within the period is decided based upon the phone's MAC address and does
not change with a reboot whereas the time within the start and end is calculated again with

every reboot.
Web User Interface:
Settings->Auto Provision->Flexible Auto Provision

Phone User Interface:
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Parameter s Permitted Values Default
None
static.auto_provision.flexible.interval Integer from 1 to 1000 1
Description :

Configures the interval (in days) for the IP phone to perform an auto provisioning process.
The auto provisioning occurs on a random day within this period based on the phone's MAC
address.

Example:
static.auto_provision.flexible.interval = 30

The IP phone will perform an auto provisioning process on a random day (e.g., 18) based on
the phone's MAC address.

Note: |t works only if tstkeicavalbueroWishenpat
to 1 (On).

Web User Interface:
Settings->Auto Provision->Flexible Interval Days

Phone User Interface:

None
. . i o Time from 00:00 to
static.auto_provision.flexible.begin_time 02:00
23:59
Description :

Configures the starting time of the day for the IP phone to perform an auto provisioning

process at random.

Note: |t works only if tstkeicavalbuerovishenpat
to 1 (On).

Web User Interface:
Settings->Auto Provision->Flexible Time

Phone User Interface:

None
. . . ) Time from 00:00 to
static.auto_provision.flexible.end_time Blank
23:59
Description :

Configures the ending time of the day for the IP phone to perform an auto provisioning

process at random.

If it is left blank or set to a specific value equal to starting time configured by the parameter
jstaticaut o_provision. weekly. begin_ti meDZ ninche
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Parameter s Permitted Values Default

process at the starting time.

If it is set to a specific value greater than starting time configured by the parameter
jstaticaut o_provision. weekly.begin_timeDZ the
process at random between the starting time and ending time.

It it is set to a specific value less than starting time configured by the parameter
jstaticaut o_provision. weekly.begin_timeDZ the
process at random between the starting time on that day and end ing time in the next day.

Note : I't works only if tstkeicavalbuerofvi shenpat
to 1 (On).

Web User Interface:
Settings->Auto Provision->Flexible Time

Phone User Interface:

None
o URL within 511
static. firmware.url Blank
characters
Description :

Configures the access URL of the firmware file.

Example:

static.firmware.url = http://192.168.1.20/ 58.80.05.rom

Note : If you change this parameter, the IP phone will reboot to make the change take effect.
Web User Interface:

Settings->Upgrade ->Select and Upgrade Firmware

Phone User Interface:

None

To configure the way for the IP phone to check for configuration files via web user

interface:

1.  Click on Settings ->Auto Provision .
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2. Make the desired change.

Yealink|ss

Preference
Time & Date
Call Display
Upgrade

Awuto Provision
Configuration
Dial Plan
Voice

Ring
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Softkey Layout
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The auiia pravision perameters fo

B vou can dick here to get
more guides,

3. ClickConfirm to accept the change.

Wh e n

t he

] P o weOn, ti@nPOphoneswill €hedk configuration files stored on the

provisioning server during startup and then will download firmware from the server.

Upgrading Firmware via Web User Interface

To manually upgrade firmware via web user interface, you need to store firmware to your local

system in advance.

To upgrade firmware manually via web user interface:

1. Click on Settings ->Upgrade .
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2. ClickUpload File to locate and upload the required firmware from your local system.

Yealink | s

Account Network DSSKey Features Settings Directory

Version ) NOTE
Preference

Firmware Version 58.80.0.5 5
Reset to Factory Setting

fEnciDate Hardware Version 55.2.2.0.0.0.0 Reset al the settings of the
phone to default configurations.

Call Display Reset
Select and Upgrade Firmware

Upgrade Reset to Factory Setting 0 Sele.ct the up-to-date firmware
version released by suppliers to

Reset buitt-in SD card Reset buitt-in SD card o upgrade.
Auto Provision
Reboot (7}
Configuration Upgrade @ You can click here to get

more guides.

Dial Plan | Select and Uparade Firmware [ Upload File I |

A dialog box popsupt o prompt J Firmware of the SIP Phone
mi nutes to complete. Please don't power off! DZ

3. Click OK to confirm the upgrade.

Note Do not close and refresh the browser when the IP phone isupgrading firmware via web user
interface.

Keeping User Personalized Settings after Auto Provisioning

Generally, the administrator deploys phones in batch and timely maintains company phones via
auto provisioning, yet some users would like to keep the personalized settings (e.g., ring tones,

wallpaper, dial plan, time format or DSS keys), after auto provisioning.

Note Yealink IP phones support FTP, TFTP, HTTP and HTTPS protocols for uploading the MA@Gal
CFG file. This section takes the TFTP protocas an example. Before performing the following,
make sure the provisioning server supports uploading.

If you are using the HTTRHTTPSserver, you can specify the way the IP phone uploads the
MAC-local CFG file to the provisioning server. It is determined by the value of the parameter
Jstatcaut o_provision.custom. upl oad_met hodDzZ

Configuration Parameters

The following table lists the configuration parameters used to determine the phone behavior for

keeping user personalized settings:

Parameter s Permitte d Values Default

static. auto_provision.custom.protect Oor1l 0
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Parameter s Permitte d Values Default

Description :

Enables or disables the IP phone to keep uselpersonalized settings after auto
provisioning.

0-Disabled

1-Enabled

Ifitis set to 1 (Enabled),<MAC>-local.cfg file generates and personalized non-static
settings configured via web or phone user interface will be kept after auto
provisioning .

Note : The provisioning priority mechanism (phone/web user interface >central
provisioning >factory defaults) takes effect only if the value of this parameter is set
to 1 (Enabled). 1 f the value of the pa
file, the value of this parameter will be forced to set to 1 (Enabled).

Web User Interface:
None
Phone User Interface:

None

static .auto_provision.custom.sync Oor1l 0

Description :

Enables or disables the IP phone to upload the <MAC> -local.cfg file to the server
each time the file updates, and download the <MAC> -local.cfg file from the server
during auto provisioning .

0-Disabled

1-Enabled

If it is set to 1 (Enabled),the IP phone will upload the <MAC> -local.cfg file to the
provisioning server or a specific servereach time the file updates to back up this file.
During auto provisioning, the IP phone will download the <MAC>-local.cfg file from

the provisioning serveror a specific serverto override the one stored on the phone.
Note : It works only if the value of the parameter
Jstatic.auto_provision. cus The aplopdfdavhlead t D
pathis configured by t he pgtatic.autm@rovésion.cistom.sync.patiDz

Web User Interface:

None

Phone User Interface:

None
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Parameter s Permitte d Values Default

static.auto_provision.custom.sync.path URL Blank

Description :
Configures the URL for uploading/downloading the <MAC> -local.cfg file.

If it is left blank, the IP phone will try to upload/download the <MAC> -local.cfg file
to/from the root directory of provisioning server.

Note : It works only if the value of the parameter " static.auto_provision.custom.sync"
is set to 1 (Enabled).

Web User Interfac e:

None

Phone User Interface:

None

static. auto_provision.custom.upload_method Oorl 0

Description :

Configures the way the IP phone uploads the <MAC>-local.cfg file to the
provisioning server (for HTTP/HTTPS server only).

0-PUT

1-POST

Note : It works only if the value of the parameter jstatic.auto_provision.custom.syndZ
is set to 1 (Enabled).

Web User Interface:

None

Phone User Interface:

None

For more information on how to configure these parameters in different scenarios, refer to the

following introduced scenarios.

Scenario A Keep user personalized configuration settings
The administrator wishes to upgrade firmware from the old version to the latest version .
Meanwhile, keep user personalized settings after auto provisioning and upgrade.

For more information on the flowchart of keep user personalized configuration settings, refer to
Appendix E: Auto Provisioning Flowchart (Keep UserPersonalized Configuration Settings) on
page 761.
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Scenario Conditions:

SIRT58VIP phone current firmware version: 58.80.0.1. This firmware supportskeeping

personalized settings and generating a <MAC>-local.cfg file.

SIRT58V IP phone target firmware version: 58.80.05. This firmware supports keeping
personalized settings and generating a <MAC>-local.cfg file.

SIRT58VIP phone MAC: 001565770984
Provisioning server URL: ftp://192.168.1.211

Place the target firmware to the root directory of the provisioning server.

The old firmware version supports keeping personalized settings and generating a
<MAC>-local.cfg file. To keep user personalized settings after auto provisioning and upgrade,
you need to configure the value of the parameter Jstatic.auto_provision.custom.protectDi@ 1 in
the configuration file.

Do one of the following operations:
Scenario Operations |:

1. Add/Edit the following parameters in the y0000000000 58.cfg file or 001565770984.cfg file
you want the IP phone to dow nload:

static.auto_provision.custom.protect = 1

static.auto_provision.custom.sync= 1

static .firmware.url = tftp://192.168.1.211/58.80.05.rom

2. Trigger the IP phone to perform the auto provisioning process. For more information on
how to trigger auto provisioning process, refer to Triggering the IP Phone to Perform the
Auto Provisioning section in Yealink SIPT2_Series T19(P)

E2 T4 Series T5 Series W5 Series IP_Phones_Auto_Provisioning _Guide V81

During auto provisioning, the IP phone first downloads the y000000000038.cfg file, and

then downloads firmware fro m the root directory of the provisioning server.

The IP phone reboots to complete firmware upgrade, and then starts auto provisioning
process again which is triggered by phone reboot (the power on mode is enabled by
default). It downloads the y000000000058.cfg, 001565770984.cfg and the

001565770984 local.cfg file in sequence from the provisioning server, and then updates
configurations in these downloaded configuration files orderly to the IP phone system. The
IP phone starts up successfully, and the persomlized settings in the

001565770984 local.cfg file are kept after auto provisioning.

When a user customizes feature configurations via web/phone user interface, the IPphone
will save the personalized configuration settings to the 001565770984-local.cfg file on the

IP phone, and then upload this file to the provisioning server each time the file updates.

Note If a configuration item is both in the downloaded MAC -local.cfg file and Common CFG file/
MAC-Oriented CFG file, setting of the configuration item in the MAC-local CFG file will be written
and saved to the IP phone system.
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Scenario Operations I:

1. Add/Edit the following parameters in the y00000000003.cfg file or 001565770984.cfg file

you want the IP phone to down load:

static.auto_provision.custom.protect = 1
static.auto_provision.custom.sync= 0

static .firmware.url = tftp://192.168.1.211/58.80.05.rom

2. Trigger the IP phone to perform the auto provisioning process. For more information on
how to trigger auto provisioning process, refer to 7riggering the IP Phone to Perform the
Auto Provisioning section in Yealink SIPTZ2_Series T19(P)

E2 T4 _Series T5 Series W5 Series IP_Phones _Auto_Provisioning _Guide V81

During auto provisioning, the IP phone first downloads the y000000000038.cfg file, and then

downloads firmware from the root directory of the provisioning server.

The IP phone reboots to complete firmware upgrade, and then starts auto provisioning process

again which is triggered by phone reboot (the power on mode is enabled by de fault). It

downloads the y00000000003.cfg and 001565770984.cfg files in sequence, and then updates
configurations in the downloaded configuration files orderly to the IP phone system. As the

val ue of t hstaticpmat ametrewvijsi on. seutst, acomiigumtionstinahet DZ i s
001565770984 local.cfg file saved on the IP phone are also updated.

The IP phone starts up successfully, and personalized settings ard&ept after auto provisioning.
When a user customizes feature configurations via web/phone user interface, the IP phone will
save the personalized settings to the 001565770984 local.cfg file on the IP phone only.

Note In this scenario, the IP phone will not upload the MAC-local.cfg file to provisioning server and
request to download the MAC-local.cfg file from provisioning server during auto provisioning.

If a configuration item is both in the MAC -local.cfg file on the IP phone and Common CFG file/
MAC-Oriented CFG file downloaded from auto provisioning server, setting of the configuratio n
item in the MAC-local CFG file will be written and saved to the IP phone system.

I f val ue of staticautoppeovissomeusteenrprotectDZ i s s e persbnalizedl, t he
settings in the 001565770984-local.cfg file will be overridden after auto provisioning, no matter

what the val ue dsaficatute paroametieom.jcust om. syncDZi s.

Scenario B Clear user personalized configuration settings

When the IP phone is gave to a new user but many personalized configurations settings of
last user are saved on the phone; or when the end user encounters some problems
because of the wrong configurations, t he administrator or user may wish to clear user

personalized configuration settings via phone user interface.
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Scenario Conditions:
SIRT58VIP phone MAC: 001565770984
The current firmware of the phone is 58.80.05 or later.
Provisioning server URL: ftp://192.168.1.211
static.auto_provision.custom.protect = 1

Note The Reset local settings option on the web/phone user interface appearsonly if the value of the
parameter Jstatic.auto_provision.custom.protectDZwas se

If the value of the parameter] st at i c. auto_provision.custom. syncDZis set
001565770984 local.cfg file on the provisioning server will be cleared.

Scenario Operations:

You can clear the personalizedconfiguration settings of the phone via phone or web user

interface.
To clear personalized configuration settings via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Reset Config .
2. TapResetlocal settings .

Thetouch screenp r o mpClear logal.cfg settings? DZ

Clear local.cfg settings?

3. TapOK.

Thetouch screenp r o mpResetlogal settings, Please vaitADZ
To clear personalized configuration settings via web user interface:

1. Click on Settings ->Upgrade .
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2. ClickReset local settings .

-
Yealink | s _ : : _ SR
Account DSSKey Features Settings Directory
Version ) NOTE
Preference
Firmware Version 58.80.0.5 N
Reset to Factory Setting
Eraliiae Hardware Version 55.2.2.0.0.0.0 Reset al the setfings of the
phone to default configurations.
Call Display Reset
Select and Upgrade Firmware
Upgrade Reset local settings Reset local settings o | Sele_:t the up-to-date ﬁrr_nware
version released by suppliers to
Reset non-static settings Reset non-static settings o upgrade.
Auto Provision
Reset static settings Reset static settings o
Fonfiguration S
Reset userdata & local config Reset userdata & local config o more guides.
Dial Plan Reset to Factory Setting Reset to Factory Setting 0
E Reset buit-in 5D card Reset built-in 5D card
Voice esel uit-in aar esel uiic-in aar o
Reboot o
Rin,
9 Upgrade )
Tones Select and Upgrade Firmware

The web user interface promptsjClear local.cfg settings™DZ
3. Click OK.

Configurations in the 001565770984 local.cfg file saved on the phone will be cleared. If the IP
phone is triggered to perform auto provisioning after resetting local configuration, it will
download the configuration files from the provisioning server and update the configurat ions to
the phone system. As there is no configuration in the 001565770984 local.cfg file,
configurations in the y000000000058.cfg/001565770984cfg file will take effect. If there are no

configuration files on the provisioning server, the IP phone will be reset to factory defaults.

Note As the static settings are never saved in the <MAC>local.cfg file, you need to reset the static
settings separately by clicking Reset static settings option.

Scenario C Keep user personalized settings after factory reset

The IP phone requires factory reset when it has a breakdown, but the user wishes to keep

personalized settings of the phone after factory reset.
Scenario Conditions:

SIRT58VIP phone MAC: 001565770984
Provisioning server URL: ftp://192.168.1.211

static.auto_provision.custom.sync = 1

Note As t he pastataanett@erpifovi si on. cust o@0l56y/M0083localecly s
file on the IP phone will be uploaded to the provisioning server at tftp://192.168.1.211.

You can keep the personalized settings of the phone &fter factory reset via phone or web user

interface.
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To reset the phone to factory via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Reset Config .

2. TapReset to Factory .

&« Reset Config
gy Networl

This action will clear all the data in your internal storage , including:

ER  Phone Lock :
Your account information

Your IP phone function configuration and system application configuration
ﬂ Set Password The installed applications

Q, Set AES Key
-
& Auto Provision

2 FWD International If you want to clear all the files in internal SD card , please choose the following
option:

& Reboot Reset built-in SD card

%) Reset Config

The touch screen prompts the following warning:

Reset to factory setting?

3. TapOK.

Thetouchscreenpr ompts J Resetti nwaittdADZactory, please
To reset the phone to factory via web user interface:

1. Click on Settings ->Upgrade .
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2. ClickReset to Factory Setting to reset the phone.

-
Yealink |+ _ _ _ _ _
Account Network DSSKey Features Settings Directory
Version ) NOTE
Preference
Firmware Version 58.80.0.5 5
Reset to Factory Setting
fEpcaliats Hardware Version 55.2.2.0.0.0.0 Reset al the settings of the
phone to default configurations.
Call Display Reset
Select and Upgrade Firmware
Upgrade Reset to Factory Setting I Reset to Factory Setting I 0 | Select the up-to-date firmware
Pg version released by suppliers to
e ke 50 car ° iy
Auto Provision
Reboot o
Configuration You can click here to get
Upgrade @) more guides.
Dial Plan Select and Upgrade Firmware
The web user interface prompts J Do you want to res:
3. Click OK.

After startup, all configurations of the phone will be reset to factory defaults. So the value
of the patati@eamettoerprjovi s i owillbe resetttoddnCordigunatomyin the
001565770984 local.cfg file saved on the IP phone will also be cleared. But configurations
in the 001565770984-local.cfg file stored on the provisioning server (tftp:// 192.168.1.211)
will not be cleared after reset.

To retrieve personalized settings of the phone after factory reset:

1. Set the val ues sdticatuhteo _pparroavmestieorns. cfjust om. syncDZ and

jstaticaut o_provision.custom. pr ot ec ty@0o0000tBEcfgl i n t he c
or 001565770984.cfhy).

2. Trigger the phone to perform the auto provisioning process.

As the val ue odtatictalue op pmr ameétse ron]. c ushedPnphosey nc DZ i s set
will download the 001565770984-local.cfg file from the provisioning server to override the

one stored on the phone. So the configurations in 001565770984 local.cfg file will be

updated and stored on the IP phone during auto provisioning. As the value of the

par ametaiteautffo_provi sion.custom. protectbDZis set to 1,
settings will be kept after auto provisioning. As a result, the personalizedconfiguration

settings of the phone are retrieved after factory reset.

Scenario D Import or export the local configuration file

The administrator or user can export the local configuration file  to check the personalized
settings of the phone configured by the user, or import the local configuration file to

configure or change settings of the phone.
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Scenario Conditions:

SIRT58VIP phone MAC: 001565770984
The current firmware of the phone is 58.80.05 or later.

Provisioning server URL: ftp://192.168.1.211
Note As the personalized settings of the phone cannot be changed via auto provisioning when the

value of t hstaticmart ametre®wvijsi on. custom. protectDZis set
the settings in the <MAC> -local.cfg file before importing it.

Scenario Operations:
To export local co nfiguration file via web user interface:

1. Click on Settings ->Configuration .

2. SelectLocal Settings from the pull -down list of Export CFG Configuration File , and then
click Export to open file download window, and then save the 001565770984 local.cfg file
to the local system.

Yealink |

Status Account Network DSSKey Features Settings Directory Security

Export or Import Configuration 0 NOTE
Preference
Time & Dat Configuration
Ime & bate Export CFG Configuration File Local Settings - | The configuration parameters
for administrator.
Call Display
Upgrade Import CFG Configuration File Upload File You can click here to get
more guides.
Auto Provision
kPR Packet Capture Count 15 [7)
Dial Plan Packet Capture Clip Bytes 1024 0
A Pcap Fiter Type Custom -
Voice B o 0
Packet Fitter String 0

The administrator or user can edit the 001565770984 local.cfg file after exporting.
To import local configuration file via web user interface:

1. Click on Settings ->Configuration .
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2. Inthe Import CFG Configuration File field, click Upload File to locate and import the

001565770984 local.cfg file from your local system.

Yealink | s

Account Network DSSKey Features Settings Directory Security

. Export or Import Configuration %} NOTE
Preference
Ti Configuration
R Export CFG Configuration File Local Settings - The configuration parameters
for administrator.
Call Display
Upgrade Import CFG Configuration File | You can click here to get
more guides.
Auto Provision
Configuration Packet Capture Count 15 0
Dial Plan Packet Capture Clip Bytes 1024 0
a Pcap Fitter Type Custom -
- P P (7]
Packet Fiter String 0

The configurations in the imported 001565770984-local.cfg file will override the one in the
existing local configuration file. The configurations only in the existing local configuration
file will not be cleared. As a result, theconfigurations in the new 001565770984 local.cfg file
contain the configurations only in the existing local configuration file and those in the
imported 001565770984 local.cfg file. And this new 001565770984 local.cfg file will be
saved to the phone flash and take effect.

Note If the value octitcabhtopprawmesieonjcustom. syncDZ
001565770984 local.cfg file is successfully imported, the new 001565770984local.cfg file will be
uploaded to the provisioning server and overrides the existing one on the server.

137



Administrator @ Guide for SIP-T5 Series Smart Media Phones

138



Configuring Advanced Features

Configuring Basic Features

This chapter provides information for making configuration changes for the following basic
features:

Power Indicator LED
Notification Popups
Wallpaper

Screen Saver

Power Saving

Backlight

Bluetooth

Enable Page Tips

Page Tips for Expansion Module
Account Registration
Multiple Line Keys per Account
Call Display

Display Method on Dialing
Web ServerType

Time and Date

Language

Softkey Layout

Key As Send

Dial Plan

Emergency Dialplan

Hotline

Off Hook Hot Line Dialing
SearchSource List In Dialing
SaveCallLog

Call List Show Number
Missed Call Log

Local Directory

Live Dialpad

Speed Dial
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Call Waiting

Auto Redial

Auto Answer

IP Direct Auto Answer

Allow IP Call

Accept SIPTrust ServerOnly
Call Completion

Anonymous Call
Anonymous Call Rejection
Do Not Disturb (DND)

Busy Tone Delay

Return Code When Refuse
EarlyMedia

180 Ring Workaround

Use Outbound Proxy in Dialog
SIPSessionTimer
SessionTimer

CallHold

Call Forward

Call Transfer

Local Conference

Network Conference
Transfer on Conference Hang Wp
Feature Key Synchronization
TransferMode via Dsskey
Directed Call Pickup

Group Call Pickup

Dialog Info Call Pickup
RecentCall In Dialing

ReCall

Call Number Filter

Call Park

Calling Line Identification Presentation (CLIP)

Connected Line Identification Presentation (COLP)



Configuring Advanced Features

Mute

Intercom

Call Timeout

Ringing Timeout

Send user=phone

SIPSend MAC
SIPSendLine

Reserve# in User Name
PasswordDial

Unregister When Reboot
100 Reliable Retransmission
Reboot in Talking

Answer By Hand

Call Recording Using Soft Key
Silent Mode

Door Phone

Mobile Account

Quick Login

Power Indicator LED

Power indicator LED indicates power status and phone status.

There are six configuration options for power indicator LED:

Common Power Light On

Common Power Light On allows the power indicator LED to be turned on.
Ringing Power Light Flash

Ringing Power Light Flashallows the power indicator LED to flash when the IP phone receives an

incoming call.
Voice/Text Mail Power Light Flash

Voice/Text Mail Power Light Flashallows the power indicator LED to flash when the IP phone

receivesa voice mail.
Mute Power Light Flash

Mute Power Light Flashallows the power indicator LED to flash when a call is muted.
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Hold/Held Power Light Flash

Hold/Held Power Light Flashallows the power indicator LED to flash when a call is placed on

hold or is held.

Talk/Dial Power Light On

Talk/Dial Power Light On allows the power indicator LED to be turned on when the IP phone is

busy.

Procedure

Power indicator LED can be configuredusing the following methods.

Central Provisioning
<y0000000000x» .cfg
(Configuration File)

Configure the power indicator LED.
Parameters:

phone_setting.common_power_led_en
able
phone_setting.ring_power_led_flash_e

nable

phone_setting.mail_power_led_flash_e
nable

phone_setting.mute_power_led_flash_e|

nable

phone_setting.hold_and_held_power_|

ed_flash_enable

phone_setting.talk_and_dial_power_led

_enable

Web User Interface

Configure the power indicator LED.
Navigate to :

http://<phonelPAddress>/servlet?m=
mod_data&p=featu res-powerled&q=I

oad

Details of Configuration Parameters:

Parameter s

Permitted Values Default

phone_setting.common_power_led_enable

Oorl 0

Description :

0-Disabled (power indicator LED is off)

Enables or disables the power indicator LED to be turned on.
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Parameter s Permitted Values Default

1-Enabled (power indicator LED is solid red)

Web User Interface:

Features>Power LED>Common Power Light On
Phone User Interface:

None

phone_setting.ring_power_led_flash_enable Ooril 1

Description :

Enables or disables the power indicator LED to flashwhen the IP phone receives an

incoming call.

0-Disabled (power indicator LED does not flash)
1-Enabled power indicator LED fast flashes (300ms) red)
Web User Interface:

Features>Power LED>Ringing Power Light Flash
Phone User Interface:

None

phone_setting.mail_power_led_flash_enable Oorl 1

Description :

Enables or disables the power indicator LED to flash when the IP phone receives a voice

mail.

0-Disabled (power indicator LED does not flash)

1-Enabled (power indicator LED dowly flashes (1000ms) red
Web User Interface:

Features>Power LED>Voice/Text Mail Power Light Flash
Phone User Interface:

None

phone_setting.mute_power_led_flash_enable Oorl 0

Description :

Enables or disables the power indicator LED to flash when a calls muted.
0-Disabled (power indicator LED does not flash)

1-Enabled (power indicator LED fast flashes (300ms) regd

Web User Interface:

Features>Power LED>Mute Power Light Flash
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Parameter s Permitted Values Default

Phone User Interface:

None

phone_setting.hold_and_held_power_led_flash_enable Oor1l 0

Description :

Enables or disables the power indicator LED to flash when a call is placed on hold or is held.
0-Disabled (power indicator LED does not flash)

1-Enabled (power indicator LED fast flashes (500ms) red

Web User Interface:

Features>Power LED >Hold/Held Power Light Flash

Phone User Interface:

None

phone_setting.talk_and_dial_power_led_enable Oorl 0

Description :

Enables or disables the power indicator LED to be turned on when thelP phone is busy.
0-Disabled (power indicator LED is off)

1-Enabled (power indicator LED is solid red)

Web User Interface:

Features>Power LED>Talk/Dial Power Light On

Phone User Interface:

None

To configure the power Indicator LED via web user interface:

1. Click on Features->Power LED.

Select the desired value from the pull-down list of Common Power Light On .
Select the desired value from the pull-down list of Ringing Power Light Flash .
Select the desired value from the pull-down list of Voice/Text Mail Power Light Flash

Select the desired value from the pull-down list of Mute Power Light Flash .

2

Select the desired value from the pull-down list of Hold/Held Power Light Flash
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7. Select the desired value from the pull-down list of Talk/Dial Power Light On .

Yealink | s

Account Network DSSKey Directory

Power LED:
Forward&DND @ NOTE

Common Power Light On Disabled - 0
I Information L
el Ringing Power Light Flash Enabled - 7] The power-led parameters for
administrator.
Audio Voice/ Text Mail Power Light Flash Enabled - 0
- 7
e Cxem Mute Power Light Flash Disabled 0 You can click here to get
more guides.
Hold/Held Power Light Flash Disabled - 0
Transfer
Talk/Dial Power Light On Disabled - 0
Call Pickup
Remote Control
Phone Lock
Action URL
Bluetooth
Power LED

8. Click Confirm to accept the change.

Notification Popups

Notification popups feature allows the IP phone to display the pop-up message box when it

misses a call, forwards @ incoming call to other party or receives a new voice mail.

The following shows an example of missing a calt

1 New Missed Call(s)

Pop-up message
box

Procedure

Notification p opups can be configured using the following methods.

Configure notification popups.

Parameter s:
Central Provisioning <y0000000000xx»> .cf
features.voice_mail_popup.enable
(Configuration File) g
features.missed_call_popup.enable

features.forward_call_popup.enable

Web User Interface Configure notification popups.
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Navigate to :

http://<phonelPAddress>/servlet?m=mod__
data&p=features -notifypop&g=Iload

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
features.voice_mail_popup.enable Ooril 1

Description :

Enables or disablesthe IP phone to display the pop -up message box when it receives a new

voice mail.
0-Disabled
1-Enabled

Note : If the voice mail pop-up message box disappears, it won't pop up again unless the
user receives a new voice mail or the user reregisters the account that has unread voice

mail(s).

Web User Interface:

Features > Notification Popups->Display Voice Mail Popup
Phone User Interface:

None

features.missed_call_popup.enable Oor1l 1

Description :

Enables or disables the IP phoneto display the pop -up message box when it misses a call.
0-Disabled

1-Enabled

Web User Interface:

Features > Noatification Popups ->Display Missed Call Popup

Phone User Interface:

None

features.forward_call_popup.enable Oor1l 1

Description :

Enables or disables the IP phoneto display the pop -up message box when it forwards an

incoming call to other party .

0-Disabled
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Parameter s

Permitted

Values

Default

1-Enabled

Web User Interface:

Features > Notification Popups ->Display Forward Call Popup

Phone User Interface:

None

To configure the notification popups

Yealink | s

Forward&DND
General Information
Audio

Intercom
Transfer

Call Pickup
Remote Control
Phone Lock
Action URL
Bluetooth
Power LED

Notification Popups

Click on Features->Notification Popups

Account

Notification Popups e

Network

DSSKey

via web user interface:

Settings

Display Voice Mail Popup
Display Missed Call Popup

Display Forward Call Popup

Enabled
Enabled

Enabled

N

Cancel

Select the desired value from the pull-down list of Display Voice Mail Popup

Select the desired value from the pull-down list of Display Missed Call Popup.

Select the desired value from the pull-down list of Display Forward Call Popup .

Directory Security

NOTE

Notification-Popups
The notification-popups
parameters for administrator.

You can click here to get
more guides.

5.

Click Confirm to accept the change.
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Wallpaper

Wallpaper is an image used asthe background of the IP phone idle screenand EXP50 (if

connected). Usersc an sel ect an i ma grebadkgroonu, lopailystoredphotols,u i | t
pictures stored in the USB flash driveor customize wallpaper uploaded to the phone . The

wallpaper must be the image in jpg/png/bmp/jpeg format.

Tue, Noﬁgber 8

To set wallpapers stored in a USB flash drivemake sure the USB flash drivecontaining pictures
has beenconnected to your phone. For more information, refer to Connecting the Optional USB
Flash Driveon page 15.

Note The wallpaper will display on the entire screen. Note that the line key labels, time and date, icons,
and Android keys will display over the wallpaper.

Procedure

Wallpaper can be configured using the following methods.

Configure the wallpaper displayed on the IP
phone.

Parameter :

phone_setting.backgrounds

Configure the wallpaper displayed on the

Central Provisioning <y0000000000x% . EXP50
(Configuration  File) cfg Parameter :

expansion_module.backgrounds

Specify the access URL of the custom

wallpaper.

Parameter:

wallpaper_upload.url

Web User Interface Configure the wallpaper displayed on the IP
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phone.

Configure the wallpaper displayed on the
EXP50

Upload the custom wallpaper.
Navigate to:

http://<phonelPAddress>/serviet?m=mod_

data& p=settings - preference&q=load

Phone User Interface

Configure the wallpaper displayed on the IP

phone.

Configure the wallpaper displayed on the
EXP50

Details of the Configuration Parameter s:
Parameter s Permitted Values Default
Refer to the
phone_setting.background s following Default.jpg
content

Description :

Configures the wallpaper displayed on the IP phone idle screen.

Permitted Values :

Default.jpg, 01.jpg, 02.jpg, 03.jpg, 04.jpg, 05.jpg, 06.jpg, 07.jpg, 08.jpg, 09.jpg or 10.jpg or

custom wallpaper name (e.g.,wallpaper.jpg)
Example:

phone_setting.backgrounds = Default.jpg
Web User Interface:
Settings->Preference->Wallpaper

Phone User Interface:

Settings->Basic->Display->Wallpaper

expansion_module.backgrounds

Refer to the

following Default -exp50.jpg

content

Description :

Configures the wallpaper displayed on the EXP50.

Permitted Values :

Default-exp50.jpg, 01-exp50.jpg, 02-exp50.jpg, 03-exp50.jpg, 04-exp50.jpg, 05exp50.jpg,
06-exp50.jpg, 07-exp50.jpg, 08-exp50.jpg, 09-exp50.jpg or 10-exp50.jpg or custom

wallpaper name (e.g.,wallpaper.jpg)
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Parameter s Permitted Values Default

Example:

expansion_module.backgrounds= Default-exp50.jpg
Web User Interface:

Settings->Preference->Wallpaper for Expansion Modules

Phone User Interface:

Settings->Basic->Display->EXP Background

URL within 511
wallpaper_upload.url Blank
characters

Description :

Configures the access URL of thewallpaper image.
Example:

wallpaper_upload.url = http://192.168.10.25/wallpaper.jpg

Note : The format of the wallpaper image must be *jpg, *.png, *.bmp, *.jpeg. The uploaded
custom picture will apply to the IP phones and the connected EXP50.

Web User Interface:
Settings->Preference->Upload Wallpaper
Phone User Interface:

None

To upload custom wallpaper via web user interface :

1. Click on Settings ->Preference.

2. Inthe Upload Wallpaper field, click Browse to locate the wallpaper image from your local

system.
Log Qut
.
Yealink |
Status Account Network DSSKey Settings Directory Security
Lznguage English(English) v @ NOTE
Preference
. A Live Dialpad Disabled hd o Preference Settings
ime ate _ The preference settings for
Inter Digit Time{1~14s) L ] e administrator.
Call Display Backlight Active Level (7]
. You can click here to get
Upgrade Backlight Time(seconds) Always On hd 0 more guides.
WatchDog Disabled ~ 0
Auto Provision
Rung Type @
Configuration Upload Ringtone | No selected file H Browse... ‘
pialplan
e - )
Wallpaper for Expansion Modules Default-exp50.jpa ~
Ring
Upload Wallpaper | No selected file H Browse... ‘
Tones
it b

3. ClickUpload to upload the file.
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The uploaded custom picture will apply to the IP phones and the connected EXP5Qand appears
in the pull-down lists of Wallpaper and Wallpaper for Expansion Modules synchronously.

To change the wallpaper via web user interface:

1. Click on Settings ->Preference.

2. Select the desired wallpaper from the pull-down list of Wallpaper /Wallpaper for

Expansion Modules.

-
Yealink | s
Status Account Network DSSKey Settings Directory Security
Lenguage English(Engiish) v @ NOTE
Preference
. A Live Dialpad Disabled hd o Preference Settings
ime ate - The preference settings for
e Ot T 1) o KiEssoar
Call Display Backlight Active Level (7]
. You ean dlick here to get
Upgrade Backlight Time(seconds) Always On hd 0 more guides.
‘WatchDog Disabled ~ 0
Auto Provision
Ring Type @
Configuration Upload Ringtone ‘ Mo selected file H Browse, ‘
pia pan
~
orfire ‘Wallpaper Default.jpg 0
‘Wallpaper for Expansion Modules
Ring
Upload Wallpaper ‘ No selected file H Browse... ‘
Tones
i

3. ClickConfirm to accept the change.
To change the wallpaper via phone user interface:

1. Swipe down from the top of the screen or swipe left/right to go to the second idle screen.
2. Tap Settings ->Basic->Display ->Wallpaper /EXPBackground .

3. Do one of the following:

- TapGallery.
Select a desired Gallery album.

Tap a desired picture to preview, and then tap Set wallpaper / Set as exp background .

- TapWallpapers .
Do one of the following:

Select a desired wallpaper from the recently used wallpaper list, and then tap Set
wallpaper / Set as exp background .

Tap Pick image .

Tap Recent on the top -left of the touch screen.

Do one of the following:

- Tap Images to see all pictures stored in internal SD card or USB flash drive
- Tap Downloads to see all pictures you have downloaded.

- Tap Gallery to see all pictures by using Gallery application.

Select a desired picture to preview.
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Tap Set wallpaper / Set as exp background .

Screen Saver

The screen saver will automatically start each time the IP phone is idle a certain amount of time.
You can stop the screen saver and return to the idle screen at any time bypressing a key on the
phone or tapping the touch screen. If you connect a color-screen expansion module EXP50 to

the IP phone, the screen saver will startor stop on the phone and EXP50synchronously.

The IP phone supports four screen saver types: Clock, Col®; Photo Frame and Photo Table. You
can only configure the screen saver via phone user interface.

To configure the screen saver via phone user interface :

1. Swipe down from the top of the screen or swipe left/right to go to the second idle screen.
Tap Settings ->Basic->Display ->Screen Saver.

2

3. Tap the Screen Saver Wait Time field.

4. Tap the desired time in the pop-up dialog box.
5

Do one of the following:

Tap the Clock radio box.
(Optional.) Tap 4 ¥ next to the radio box.
Tap the Style field to set the clock type to Analog or Digital .

B

Tap the Night mode checkbox to display the screensaver dimly for dark rooms.

B

Tap to return to the Screen Saver setting screen
Tap the Colors radio box.

Tap the Photo Frame radio box.
Tap 4.} next to the radio box to select the desired Gallery album(s).
Tap the desired checkbox or SELECT ALlon the top -right of the touch screen.

Tap to return to the Screen Saver setting screen

Tap the Photo Table radio box.

Tap 9 ¥ next to the radio box to select the desired Gallery album(s).

Tap the desired checkbox or SELECT ALlon the top -right of the touch screen.
Tap to return to the Screen Saver setting screen

6. Tap to accept the change or to cancel

Power Saving
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The power-saving feature is used to turn off the backlight and screen to conserve energy.The IP
phone enters power-saving mode after it has been idle for a certain period of time. And the IP

phone will exit power-saving mode if a phone event occurs - for example, if the phone has an
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Not e

incoming call or message, or you press a key on the phone or tap the touch screen.

If you connect a color-screen expansion module EXP50 to the IP phonethe IP phone and EXP50

will enter or exit power -saving mode synchronously.

If the screen saver (refer toScreen Savey is enabled on your phone, power-saving mode will still
occur. For example, if a screen saver is configured to display after the phone is idle for 5 minutes,
and power-saving mode is configured to turn off the backlight and screen after the phone is idle
for 15 minutes, the backlight and screen will be turned off afte r the screen saver displays for 10

minutes.

You can configure the following power -saving settings:

Office Hour : Configuresthe starting time and ending time of the day office hour for each

day of the week. You can configure power saving around your work schedule.

Idle TimeOut (minutes) : Configures the period of time before the IP phone enters
power-saving mode. You can configure different idle timeouts for office hours and off
hours (evenings and weekends).You can also specify a separate timeout period hat

applies after you use the phone.

By default, the Office Hours Idle TimeOut is much longer than the Off Hours Idle TimeOut. If you
use the IP phone, the idle timeout that applies (User Input Extension Idle TimeOut or Office
Hours/Off Hours Idle TimeOut) is the timeout with the highest value. If the phone has an

incoming call or message, the User Input Extension Idle TimeOut is ignored.
If you disable the power saving feature, the IP phone will automatically enter power-saving mode

to protect the screen when the phone is inactive for 72 hours.

Procedure

Power saving can be configured using the following methods .

Configure the power saving intelligent mode.
Parameter :

features.power_saving.intelligent_mode

Configure the power saving feature.
Parameter :

features.power_saving.enable

Central Provisioning <y0000000000xx
Configure the office hour.

(Configuration File) >.cfg
Parameters:
features.power_saving.office_hour.monday
features.power_saving.office_hour.tuesday
features.power_saving.office_hour.wednesday|

features.power_saving.office_hour.thursday

features.power_saving.office_hour.friday
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features.power_saving.office_hour.saturday

features.power_saving.office_hour.sunday

Configure the idle timeout .
Parameters:

features.power_saving.office_hour.idle_timeo

ut
features.power_saving.off_hour.idle_timeout

features.power_saving.user_input_ext.idle_tim

eout

Web User Interface

Configure the power saving feature.
Configure the office hour.
Configure the idle timeout .
Navigate to:

http://<phonelPAddress>/servlet?m= mod_d
ata&p=settings -powersaving&q=load

Details of the Configuration Parameter

S.

Parameter s

Permitted Values Default

features.power_saving.intelligent_mode

Oor1l 1

Description :

Enables or disables the powersaving intelligent mode .

0-Disabled
1-Enabled

If it is set to O (Disabled), the IP phone staysin
arrives the next day.

If it is set to 1 (Enabled),the IP phone will automatically identify the office hour and exit

power-saving mode once the office hour arrives the next day.

Web User Interface:
None
Phone User Interface:

None

power-saving mode even if the office hour

features.power_saving.enable

Oor1l 1

Description :

Enables or disables the power savingfeature.
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Parameter s Permitted Values Default

0-Disabled

1-Enabled

Web User Interface:

Settings->Power Saving >Power Saving

Phone User Interface:

None
. : ) . Integer from
features.power_saving.office_hour.idle_timeout 960
1to 960
Description :

Configures the time (in minutes) to wait in the idle state before the IP phone enters
power-saving mode during the office hours.

Example:
features.power_saving.office_hour.idle_timeout =960

The IP phone will enter power-saving mode when it has beeninactivated for 960 minutes

(16 hour) during the office hours .
Web User Interface:
Settings->Power Saving>Office Hour Idle TimeOut

Phone User Interface:

None
. . ) Integer from
features.power_saving.off_hour.idle_timeout 10
1to 10
Description :

Configures the time (in minutes) to wait in the idle state before the IP phone enters

power-saving mode during the non -office hours.
Example:
features.power_saving.off_hour.idle_timeout =5

The IP phone will enter power-saving mode when it has beeninactivated for 5 minutes
during the non-office hours.

Web User Interface:
Settings->Power Saving>Off Hour Idle TimeOut
Phone User Interface:

None

. ) ) . Integer from 1
features.power_saving.user_input_ext.idle_timeout 20 10
to

155



Administrator @ Guide for SIP-T5 Series Smart Media Phones

156

Parameter s Permitted Values Default

Description :

Configures the minimum time (in minutes) to wait in the idle state - after using the phone -

before the IP phone enters power-saving mode.

Example :
features.power_saving.user_input_ext.idle_timeout = 5

Web User Interface:

Settings->Power Saving>User Input Extension Idle TimeOut

Phone User Interface:

None

features.power_saving.office_hour.monday 7,19
features.power_saving.office_hour.tuesday 7,19
features.power_saving.office_hour.wednesday Integer from 7,19
features.power_saving.office_hour.thursday 0to 23 7,19

Integer from

features.power_saving.office_hour.friday 0to 23 7,19
features.power_saving.office_hour.saturday 7.7
features.power_saving.office_hour.sunday 7.7

Description :

Configures the starting time and ending time of the day¢ office hour.

Starting time and ending time are separated bya comma.

Example:

features.power_saving.office_hour.monday =7,19

Web User Interface:

Settings->Power Saving->Monday/Tuesday/Wednesday/Thursday/Friday/Saturday/Sunday
Phone User Interface :

None

To configure the power saving fe ature via web user interface:

1. Click on Settings ->Power Saving .
Enter the starting time and ending time respectively in the desired day field.

Enter the desired value (1-960) in the Office Hours Idle Time Out field.

p woDN

Enter the desired value (1-10) in the Off Hours Idle Time Out field.
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5. Enter the desired value (1-30) in the User Input Extension Idle TimeOut field.

Yealink |

Account Network

DSSKey Features Settings Directory

Preference
Time & Date
Call Display
Upgrade

Auto Provision
Configuration
Dial Plan

Voice

Ring

Tones

Softkey Layout
TROG69

Voice Monitoring
SIP

Video

Power Saving

Power Saving Enabled - NOTE
Office Hour )
settings-powersaving-note
Monday 07 -19
Tuesday 07 - 19 You can click here to get
maore guides.
‘Wednesday 07 - 19
Thursday 07 - 19
Friday 07 - 19
Saturday 7 - 07
Sunday 07 - 07
Idle TimeOut (minutes)
Office Hour Idle TimeOQut 960 [7)
Off Hour Idle TimeOut 10 [7)
User Input Extension Idle TimeOut 10 0
[ | o]

6. Click Confirm to accept the change.

Backlight

Backlight determines the brightness of the touch screen display, allowing users to read easily in

dark environments. Backlight time specifies the delay time to turn off the backlight when the IP

phone is inactive. Backlight turns off quickly if a short backlight time is configured, this may not

give users enough time to read messages.Backlight time is applicable to SIRT58WT58A/T56A
IP phonesand the connected EXP50

You can configure the backlight time as one of the following types:

Always On: Backlight is turned on permanently.

15s, 30s, 60s, 120s, 300s, 600s or 1800s: Backlight is turned off when the IP phone is

inactive after a preset period of time (in seconds), but it is automatically turn ed on if the

status of the IP phone changes or any key is pressed.

Backlight Active Levelis used to adjust the backlight intensity of the touch screen when the
phone is active. Backlight Active Level is applicable to SIRT58VT58A/T56A IP phones and the

connected EXP50

Procedure

Backlight can be configured using the following methods.

Central Provisioning

(Configuration File)

<y0000000000x% .C
fg

Configure the backlight of the touch screen.

Parameters:
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phone_setting.active_backlight_level

phone_setting.backlight_time

Configure the backlight of the touch screen.

Navigate to :
Web User Interface

http://<phonelPAddress>/servlet?m=mod_

data&p=settings -preference&q=load

Phone User Interface Configure the backlight of the touch screen.

Details of Configuration Parameters:

Parameters Permitted Values Default

) ) ) Integer from 1 to
phone_setting.active_backlight_level 10 8

Description :

Configures the intensity of the touch screen when the phone is active.

10 is the highest intensity.

It configures the LCDQandthewdormeced BX§500f t he |
Web User Interface:

Settings->Preference->Backlight Active Level

Phone User Interface:

Settings->Basic->Display->Backlight->Backlight Active Level

. . . 0, 15, 30, 60, 120,
phone_setting.backlight_time 0
300, 600 or 1800

Description :

Configures the delay time (in seconds) before the backlight is turned off when the IP phone

is inactive.

0-Always On

15-15

30-30

60-60

120-120

300-300

600-600

1800-1800

If it is set to O (Always On), the backlight will not be turned off when the IP phone is inactive.

If it is set to 60 (60), the backlight will be turned off when the IP phone is inactivated for 60
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seconds.

Web User Interface:

Phone User Interface:

Settings->Preference->Backlight Time(seconds)

Settings->Basic->Display->Backliight->Backlight Time

To configure the backlight via  web user interface:

1. Click on Settings ->Preference.

2. Select the desired value from the pull-down list of Backlight Active Level .

3. Select the desired value from the pull-down list of Backlight Time (seconds).

Yealink | :

Preference
Time & Date
Call Display
Upgrade

Auto Provision
Configuration
Dial Plan

Voice

Ring

Tones

| Account ||

Network

|| DSSKey || Features |

Language English(English) - 0
Live Dialpad Disabled - 0
Inter Digit Time(1~14s) 4 [7]
Backlight Active Level 8 - 0
Backlight Time(seconds} Always On - 0
WatchDog Disabled - [7]
Ring Type Ringl.wav - 0
Upload Ringtone

Wallpaper Default.jpg - 0
Wallpaper for expansion modules Default-expS0.jpg -

Upload Wallpaper

Log Out

LU EE | Directory || Security |

NOTE

Preference Settings
The preference settings for
administrator.

You can click here to get
more guides.

4. Click Confirm to acceptthe change.

To configure the backlight via phone user interface:

1. Tap Settings ->Basic->Display ->Backlight .

a > w DN

Bluetooth

Drag the Backlight Active Level

Tap the Backlight Time field.

Tap « to accept the change.

slider.

Tap the desired time in the pop-up dialog box.

Bluetooth enables low-bandwidth wireless connections within a range of 10 meters (32 feet).

The best performance is in the 1 to 2 meters (3 to 6 feet) range. You can activate/deactivate the

Bluetooth mode and then pair and connect the Bluetooth headset with your phone. You can

also connect the other Bluetooth devices (e.g.,mobile phone or smart media phone) with your

phone. Users @n transfer files via Bluetooth, sharing images/videos with other Bluetooth

devices.For more information, refer to the Yealink phone-specific user guide

You can personalize the Bluetooth device name for the IP phone. The preconfigured Bluetooth
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device name will display in scanning list of other devices. It is helpful for the other Bluetooth
devices to identify and pair with your IP phone.

Procedure

Bluetooth mode can be configured using the following methods.

Configure Bluetooth mode.
Parameter:

features.bluetooth_enable

Configure the Bluetooth device

name.
Central Provisioning
<y0000000000x»% .cfg Parameter:
(Configuration File)
features.bluetooth_adapter_name

Configure the Bluetooth permission
during the call.

Parameter:

phone_setting.bluetooth_talk.enable

Configure Bluetooth mode.
Navigate to :

Web User Interface http://<phonelPAddress>/serviet?m
=mod_data&p=features -bluetooth&

g=load

Configure Bluetooth mode.

Phone User Interface Configure the Bluetooth device

name.

Details of the Configuration Parameter s:

Parameter s Permitted Values Default

features.bluetooth_enable Oorl 0

Description :

Triggers Bluetooth mode to on or off.
0-Off

1-On

Note : To use a Bluetooth headsetor connect a Bluetooth device, you must trigger
Bluetooth mode to on.

Web User Interface:

Features>Bluetooth->Bluetooth Active
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Parameter s Permitted Values Default

Phone User Interface:

Settings->Basic->Bluetooth ->Bluetooth

) o Refer to the
String within 64 )
features.bluetooth_adapter_name following
characters
content
Description :
Configures the Bluetooth device name.
For SIP-T58V/A IP phones:
The default value is Yealink-T58.
For SIP-T56A IP phones:
The default value is Yealink- T56A.
Note: |t works only if the value of the par

(On).

Web User Interface:
None

Phone User Interface:

Settings->Basic->Bluetooth ->Bluetooth (On) ->Edit My Device Information ->Device Name

phone_setting.bluetooth_talk.enable Oor1l 1

Description :

Enables or disables the user to have the permission to use theBluetooth feature during the
call.

0-Disabled

1-Enabled

Web User Interface :
None
Phone User Interface:

None

To active the B luetooth mode via web user interface:

1. Click on Features->Bluetooth .

161



Administrator @ Guide for SIP-T5 Series Smart Media Phones

2. Select the desired value from the pull-down list of Bluetooth Active .

Log Out

Yealink |

Account Network DSSKey Directory Security

Bluetooth Settings 0
Forward&DND

NOTE

Bluetooth

Bluetooth Active on M o |

General Information

Audio
You can click here to get

Intercom more guides.

Transfer

Call Pickup
Remote Control
Phone Lock
Action URL

Bluetooth

3. Click Confirm to accept the change.
To active the B luetooth mode via phone user interface:

1. Tap Settings ->Basic->Bluetooth .
2.  Tap the On radio box in the Bluetooth field.

The IP phone scans the available Bluetoothdevices automatically.
To edit device information via phone user interface:

1. Tap Settings ->Basic->Bluetooth .
2. Tap the On radio box in the Bluetooth field.
3. Tap Edit My Device Information

The touch screen displays the device name and MAC address. The MAC address cannot be
edited.

4. Enter the desired name in the Device Name field.

5. Tap  to accept the change.

Enable Page Tips

Enable page tips feature allows users to enablethe breathing light to indicate statuses. It is

mainly used in the scenario of configuring multi ple line keys (more than six)

The IP phone supports 27 line keys.The line keys display in the DSS key fieldat the right of the
touch screen as a list Only 6 line keys can display on one page. Users only need to drag up or
down to scroll through the line keys. If enable page tips feature is enabled, the breathing light

will appear at the top/bottom of the DSS key field when the status of particular feature (e.g., BLF)
assigned to the line key on the non-current page changes.
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The breathing light will flash red or green for different line key typ es:

Line Key Type Color Type
Call Park Red
Intercom Red

Line Green
BLF Red

The following table shows breathing light to indicate statuses:

Phone Models Breathing Light Description

Hihere is a parked call to the line on the
non-current page.
= = HT'he intercom target extension receives

an incoming intercom call on the

(Drag up to view the

SIRT58V/T58A/ desired feature key)
HThe line receives an incoming call on

T56A
the non-current page.
HT he call of the line is hold on the
non-current page.
HThe BLFmonitored user receives an
incoming call on the non-current page.
Ar pie

(Drag down to view the

non-current page.

desired feature key)

Procedure

Enable page tips can be configured using the following methods .

Configure enable page tips.
Central Provisioning
<y0000000000xx% .cfg Parameter:
(Configuration File)

phone_setting.page_tip

Configure enable page tips.

Navigate to :
Web User Interface

http://<phonelPAddress>/serviet?m
=mod_data&p=dsskey&qg=load
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Details of the Configuration Parameter:

Permitted
Parameter Default
Values
phone_setting.page_tip Oorl 1

Description :

Enables or disablesthe breathing light to indicate states of line keys on the non-current
page.

0-Disabled

1-Enabled

Web User Interface:

DSSKey>Line Key->Enable Page Tips

Phone User Interface:

None

To configure enable page tips feature via web user interface:

1. Click on DSSKey->Line Key.

2. SelectEnabled from the pull -down list of Enable Page Tips.

Log Out

Yealink | s

Status Account Network Features Settings Directory Security

Enable Page Tips  Enabled - NOTE
e L—
. Key Type
Line Key11-20 LineKeyl Lne - Line 1 - The free function key "Types’
Speed Dial, Key Event,
Line Key21-27 Line Key2  Line - Line 2 - Intercom.
Line Key3  Line - l— Line 3 - l— Key Event
Programable Key Key events are predefined
Line Key4  Line - Line 4 - shortcuts to phone and cal
Ext Key functions.
Line Key5 Line - Line 5 -
. l— l— Intercom
ESKE/ON) Line M Line & M Enable the 'Intercom’ mode and
Line Key?  Line - l— Line 7 - l— E E_useﬁ.ll nan ofﬁc_a
environment as a quick access
Line Key8  Line - Line 8 - to connect to the operator or
the secretary.
Line Keyd  Line - Line 9 -
Line Keyld Line - Line 10 -
You can click here to get
more guides.
’

3. Click Confirm to accept the change.

Page Tips for Expansion Module

You are allowed to configure the page switch key LED on the expansion module to indicate
when BLF monitored user receives an incoming call on the noncurrent page. It is only
applicable to EXP50 connected to the SIPT58VT58A/T56A IP phones.
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The following table lists the page switch key LEDto indicate different statuses:

LED Status Description
Off Indicates non-current pages.
Solid green Indicates current page.

) The BLF monitored user receives an
Flashing red

incoming call on the non -current pages.

Procedure

Page tips for expansion module can only be configured using the configuration files.

Configure page tips for the page switch keys

Central Provisioning <y0000000000x%> of the expansion modules.

(Configuration File) .cfg Parameter:

expansion_module.page_tip.blf_call_in.enable

Details of the Configuration Parameter:

Parameter Permitted Values Default

expansion_module.page_tip.blf_call_in.enable Oor1l 1

Description :

Enables or disablesthe page switch key LEDon the expansion module to indicate when BLF

monitored user receives an incoming call on the non-current pages.
0-Disabled
1-Enabled

Note : It is only applicable to EXP50 expansion modules connected to the
SIRT58V/T58A/T56A IP phones.

Web User Interface:
None
Phone User Interface:

None

Account Registration

Registering a SIP account makes it easier for the IP phongto receive an incoming call, dial an
outgoing call. Yealink IP phones support registering multiple accounts on a phone; each account
requires an extension or phone number. The IP phones support up to 16 accounts.

The IP phones support SIP server redundancy for account registration. For more information,
refer to Server Redundancyon page 551. If you want to customize multiple DSS keysto
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associate with an account refer to Multiple Line Keys per Accounton page 172.

Procedure

Account registration can be configured using the following methods.

Central Provisioning
<MAC>.cfg
(Configuration File)

Configure the account registration

information.

Parameter s:

account.X.enable

account.X.label
account.X.display_name
account.X.auth_name
account.X.user_name
account.X.password
account.X.sip_server.Y.address
account.X.sip_server.Y.port
account.X.outbound_proxy_enable
account.X.outbound_proxy.Y.address

account.X.outbound_proxy.Y.port

Configure the interval for the IP phone
to retry to re -register when
registration fails.

Parameter:

account.X.reg_fail_retry_interval

Web User Interface

Configure the account registration
information.
Navigate to :

http://<phonelPAddress>/serviet?m=
mod_data&p=account -register&g=Io

ad&acc=0

Configure the interval for the IP phone
to retry to register when registration

fails.
Navigate to :

http:// <phonelPAddress>/serviet?m=
mod_data&p=account -adv&g=load&
acc=0

Phone User Interface

Configure the account registration
information.
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Details of Configuration Parameters:

Parameter s Permitted Values Default

account.X.enable
Oorl 0
(X ranges from 1 to 16)

Description :

Enables or disables the account X.
0-Disabled

1-Enabled

Web User Interface:
Account->Register->Line Active
Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->Activation

account.X.label String within 99

Blank
(X ranges from 1 to 16) characters
Description :

(Optional.) Configures the label to be displayed on the touch screen for account X.
Web User Interface:

Account->Register->Label

Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->Label

account.X.display_name String within 99

Blank
(X ranges from 1 to 16) characters
Description :
Configures the displaynamet o be di spl ayed doochscteenfoc al | ¢
account X.
Web User Interface:
Account->Register->Display Name
Phone User Interface:
Settings->Advanced (default password: admin) ->Accounts->Display Name
account.X.auth_name String within 99

Blank
(X ranges from 1 to 16) characters
Description :

Configures the user name for register authentication for account X.
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Parameter s Permitted Values Default

Note : The user name for register authentication is provided by ITSP It is always matched
with a password (configured by the parameter] account . X. passwor d@
authentication, if required by the server.

Web User Interface:
Account->Register->Register Name
Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->Register Name

account.X.user_name String within 99
Blank

(Xranges from 1 to 16) characters

Description :

Configures the register user name for account X.

Note : The register user name is provided by ITSP. It is used to identify the account.
Web User Interface:

Account->Register->User Name

Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->User Name

account.X.password String within 99
Blank
(X ranges from 1 to 16) characters
Description :
Configures the password for register authentication for account X.
Note : The password for register authentication is provided by ITSP.
Web User Interface:
Account->Register->Password
Phone User Interface:
Settings->Advanced (default password: admin) ->Accounts->Password
account. X.sip_server.Y.address String within 256 Blank
(X ranges from 1 to 16, Yranges from 1 to 2) characters
Description :

Configures the IP address or domain name of the SIP server Yhat accepts registrations

for account X.
Example:
account.1.sip_serverl.address= yealink.pbx.com

Web User Interface:
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Parameter s Permitted Values Default

Account->Register->SIP Server ¥>ServerHost
Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->SIP Servery

account. X.sip_server.Y.port Integer from O to

5060
(X ranges from 1 to 16, Y ranges from 1 to 2) 65535
Description :

Configures the port of the SIP server Mthat specifies registrations for account X.
Example:
account.l.sip_serverl.port = 5060

Note : If the value of this parameter is set to 0, the port used depends on the value
specified by the paerametel.faaoepntt Xtygp

Web User Interface:
Account->Register->SIP Server ¥Y>Port
Phone User Interface:

None

account.X.outbound_proxy_enable
Oorl 0
(X ranges from 1 to 16)

Description :

Enables or disablesthe IP phone to send requests to the outbound proxy server for

account X.

0-Disabled

1-Enabled

Web User Interface:

Account->Register->Enable Outbound Proxy Server
Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->Outbound Status

account.X.outbound_proxy.Y.address IP address or

. Blank
(Xranges from 1 to 16, Y ranges from 1 to 2) domain name
Description :

Configures the IP address or domain name of the outbound proxy server Y for account X.
Example:
account.1.outbound_proxy.1.address= 10.1.8.11

Note: 1t works only if the value of the par g
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Parameter s Permitted Values Default

set to 1 (Enabled).

Web User Interface:
Account->Register->Outbound Proxy Server Y
Phone User Interface:

Settings->Advanced (default password: admin) ->Accounts->Outbound ProxyY

account.X.outbound_proxy.Y .port Integer from O to

(X ranges from 1 to 16, Y ranges from 1 to 2) 65535 5060
Description :

Configures the port of the outbound proxy server Y for account X.

Example:

account.1.outbound_proxy.1.port = 5060

Note: twor ks only i f the value of the par ame
set to 1 (Enabled).

Web User Interface:

Account->Register->Outbound Proxy Server Y->Port

Phone User Interface:

None

account.X.reg_fail_retry_interval Integer from O to

(X ranges from 1 to 16) 1800 %0
Description :

Configures the interval (in seconds) for the IP phone to retry to re-register for account X

when registration fails.

Example:

account.l.reg_fail_retry_interval= 30

Web User Interface:

Account->Advanced->SIP Registration Retry Timer(0~1800s)
Phone User Interface:

None

To register an account via web user interface:

»p woDN

Click Account ->Register.
Select the desired account from the pull-down list of Account .
SelectEnabled from the pull -down list of Line Active .

Enter the desired value inLabel, Display Name , Register Name , User Name, Password

and SIP Serverl/2 field respectively.
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5.  If you use outbound proxy servers, do the following:
1) SelectEnabled from the pull -down list of Enable Outbound Proxy Server .

2)  Enter the desired IP address or domain name in the Outbound Proxy Server 1/2 field
and the desired port of the outbound proxy server 1/2 in the Port field respectively.

3) Enter the desired interval in the Proxy Fallback Interval field.

Log Out
.
Yealink | s
Status Account Network Features Settings Directory Security
@ NOTE
Register _
-t Register Status Registered Display Name
Line Active Enabled v @ which will be used for Caller ID
Codec Label 4603 (7] display.
Register Name
Advanced BEpailians 4603 L SIP service subscriber's ID used
~ for authentication.
Register Name 4603 0
User Name
User Name 4603 0 User account, provided by VoIP
service provider.
Password @
NAT Traversal
SIP Server 1 @ Defines the STUN server will be
active or nat.
Server Host [10.2.148 | potfsosn | @
Transport @
You can click here to get
Server Expires 0 more guides.
e vty o )
SIP Server 2 ()
Server Host [ | rot[sos0 | @
Transport uDP v [7)
S )
e vty o )
Enable Outbound Proxy Server Enabled ~ 0
Outbound Proxy Server 1 [10.1811 | potfsosn | @
Outbound Proxy Server 2 I | potfsosn | @
Proxy Fallback Interval 3600 [7]
NAT Disabled v [7]

6. Click Confirm to accept the change.
To configure the interval for re  -register when registration fails via web user interface:

1. Click Account ->Advanced .

2. Select the desired account from the pull-down list of Account .
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3. Enter the desired interval in the SIP Registration Retry Timer( 0~1800s) field.

Yealink |

Status Account Network DSSKey Features Settings Directory Security

Keep Alive Type 0 Advanced
izes Keep Alive Interval{Seconds) e :S;ﬁ?ﬁ:tc:g parameters for
codec wor °

. You can click here to get

Advanced : more guides.

SIP Send MAC [

SIP Send Line Disabled ~ (7]

SIP Registration Retry Timer(0~1800s) | 30 | @]

Conference Typa 0

Conference URI l:l Q@

VQ RTCP-XR Collector name 1 e

VO RTCP-XR Collector address 1 e

VQ RTCP-XR Collector port (2]

4. Click Confirm to accept the change.
To register an account via phone user interface:

1. Tap Settings ->Advanced (default password: admin) ->Accounts .
Tap the desired account.
Tap the Activation field.

Tap Enabled in the pop -up dialog box.

o M w DN

Enter the desired value inLabel, Display Name , Register Name , User Name, Password
and SIP Serverl/2 field respectively. Contact your system administrator for more

information.

6. If you use outbound proxy servers, do the following:
1) SelectEnabled from the Outbound Status field.
2) Tap the Outbound Status field.
3) TapEnabled in the pop-up dialog box.

4)  Enter the desired value in the Outbound Proxy1/2 and Proxy Fallback Interval field

respectively. Contact your system administrator for more information.

7. Tap « toaccept the change.

Multiple Line Keys per Account

172

You cancustomize the number of DSS keys to be automatically assigned with Line type. It
means multiple DSS keyswill associate with an account It is useful for managing a high volume
of calls to a line. For more information on how to register accounts, refer to Account
Registration on page 165.
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The number of the DSS keys associated with an accountmust meet the following :

) Ext Key (with expansion
Phone Model Line Key
modules connect ed)
SIRT58VITS8A/T56A <=27 <=180

The following shows two line keys associated with a registered account 1037:

16:04

Sun, December 11

Procedure

Multiple line keys per account can be configured using the following methods.

Configure auto linekeys.
<y0000000000x»% .cfg Parameter:

features.auto_linekeys.enable

Central Provisioning

(Configuration File) Configure the number of DSS keys
to be assigned automatically.
<MAC>.cfg
Parameter:

account.X.number_of_linekey

Configure auto linekeys.
Navigate to :

http://<phonelPAddress>/servlet?m
=mod_data& p=features-general&q

=load

Web User Interface Configure the number of DSS keys

to be assigned automatically.
Navigate to :

http:// <phonelPAddress>/serviet?m
=mod_data&p=account -adv&q=loa
d&acc=0
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Details of Configuration Parameters:

Parameter s Permitted Values Default

features.auto_linekeys.enable Oorl 0

Description :

Enables or disables the DSS keys to be assigned with Line type automatically.
0-Disabled

1-Enabled

Note : The number of the DSS keys is determined by the value of the parameter
jaccount . X. number _of _l i nekeyDZ

Web User Interface:
Features>General Information->Auto Linekeys

Phone User Interface:

None
account.X.number_of_linekey String within 32
1
(X ranges from 1 to 16) characters
Description :

Configures the number of DSS keysto be assigned with Line type automatically from the
first unused one (unused one means the DSS key is configured as N/A or Line). If a DSS key

is used, the IP phone will skip to the next unused DSS key.

The order of DSS key assigned automatically is Liné&key->Ext Key.
Example:

account.l.number_of_linekey= 2

Note: |t works only if the value of the par
(Enabled).To assign Ext Key, make sure the expansion module has been connected to the

phone in advance.

Web User Interface:
Account->Advanced->Number of line key
Phone User Interface:

None

To configure auto linekeys feature via web user interface:

1. Click on Features->General Information .

2. SelectEnabled from the pull -down list of Auto Linekeys .
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If Auto LineKeys is enabled, you can automatically assign multiple DSS keys with Line type

for a registered line on the phone.

Log Out
-
Yealink |+
Account Network DSSKey Features Settings Directory Security
General Information NOTE
Forward&DND
Call Watting Enabled E| .
2 Call waiting
General Information Call Watting On Code This call feature allows your
phone to accept other incoming
Audio Call Watting Off Code calls during the conversation.
Auto Redial Disabled E| Key As Send
L Select = or # as the send key.
Auto Redizl Interval (1~300s) 10
Transfer Hotline Number
Auto Redial Times (1~300) 10 When you pick up the phone, it
Call Pickup will dial out the hotline number
. automatically.
Remote Control
You can click here to get
Phone Lock Voice Mail Tone Enabled Iz‘ re quides. 9
o DHCP Hostname SIP-T58
Action URL
Reboot in Taking Disabled Iz‘
IR Hide Feature Access Codes Disabled [=]
Power LED Display Method on Disling User Name [=]
Notification Popups | Auto Linekeys Enabled E |
Door Phone

3. ClickConfirm to accept the change.
To configure the number of line keys via web user interface:

1. Click Account ->Advanced .
2. Select the desired account from the pull-down list of Account .
3.  Enter the desired number in the Number of line key field.

This field appears only if Auto Linekeys is enabled.

Log Out

Yealink |-

Status Account Network [ Features Settings Directory Security

e
Keep Alive Type e Advanced
[ Keep Alive Interval(Seconds) [7] :S;ﬁ?ﬁ:tc:g RN
Cotec - )
You can click here to get
Advanced . more guides.
Group Call Pickup Code l:l e
Distinctive Ring Tones e
Unregister When Reboot e
Out Dialog BLF (2]
VQ RTCP-XR Collector name 1 e
VO RTCP-XR Collector address 1 e
VQ RTCP-XR Collector port (2]
| MNumber of line key el
Confirm Cancel

4.  Click Confirm to accept the change.
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Call Display

Display called party information allows the IP phone to present the callee identity in addition to

the presentation of caller identity whe n it receivesan incoming call.

The following figure shows an example of screen displaywhen Display Called Party hformation

feature is enabled on the phone (a call from Marry (phone number: 1008) to Tom.

You can customize the call information to be displayed on the IP phone as required. IP phones
support five call information display methods: Number+Name, Name, Name+Number, Number
or Full Contact Info (display name<sip:xxx@domain.com>).

Procedure

Call Displaycan be configured using the following methods.

Configure display called party

information feature.
Parameter:

phone_setting.called_party_info_disp

Central Provisioning lay.enable
) ) ) <y0000000000xx>.cfg
(Configuration File) Specify the call information display
method.
Parameter:

phone_setting.call_info_display_met
hod

Configure display called party

information feature.

Specify the call information display
Web User Interface method.

Navigate to :

http://<phonelPAddress>/serviet?m

=mod_data&p=settings -calldisplay
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