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About This Guide

About This Guide

Yealink administrator guide is intended for administrators who need to properly configure,
customize, manage, and troubleshoot the Skype for Business phones rather than end-users.This
guide will help you understand the Voice over Internet Protocol (VolP) network and Session
Initiation Protocol (SIP components, and provides descriptions of all available phone features.

This guide describes three method s for configuring phones: central provisioning, web user

interface and phone user interface. It will help you perform the following tasks:
Configure your phone on a provisioning server
Configure your phone oviawdbiproonewserenterfagend f uncti ons
Troubleshoot some common phone issues

Many of the features described in this guide involve network settings, which could affect the
phonedgs performance in the network. So an understand

knowledge of IP telephony concepts are necessary.

The information detailed in this guide is applicable to firmware version 8 or higher. The firmware
format is like x.x.x.x.rom.The second x from left must be greater than or equal to 8 (T46G Skype

for Business phone: 2880.60.rom).

Chapters in This Guide

This administrator guide includes the following chapters:

Chapt @mwodudQveryiewDZ d e s ¢ r i lpleoses ant expaSsiorPmodules.

Ch apt &ettin@Start§dDZ d e s howiYdalnls phones fitin your network and how to
install and connect phones, and also gives you an overview ofphone initialization

process.

Chapter 3, Setting Up Your SystenDdescribes someessential information on how to set

up your phone network and set up your phone with a provisioning server.

Chapter 4,jConfiguring Basic Feature®Z descr i bes how to configure the

phones.

Chapter 5, Cgnfiguring Advanced FeatureddZ descr i bes how to configure th

features on phones.

Chapter 6, Cgnfiguring Audio FeaturedZ descri bes how to configure the

phones.

Chapter 7, Cagnfiguring Security Feature®Z descri bes how to configure the

on phones.

Chapter 8, TrjubleshootingDZ descr i bes h o whohesant pravideb $omes h 0 0 t
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common troubleshooting solutions.

Chapter9, AppendixDZ pr ovi de s tindzeneg trusted segtificstes, auto
provisioning flowchart, reference information about phones compliant with RFC 3261 SIP

call flows and some other function lists (e.g., DSS keys, reading icons)

Documentations

Vi

This guide coversT48G T46G T42G T41R T40P Skype for Businessphones. The following
related documents are available:

Quick Start Guides, which describe how to assembleSkype for Businessphones and
configure the most basic features available on Skype for Businessphones.

User Guides, which describe the basic and advanced features available oskype for

Businessphones.

Auto Provisioning Guide, which describes how to provision Skype for Businessphones

using the configuration files.

The purpose of Auto Provisioning Guide is to serve as a basic guidance for provisioning
Yealink phones with a provisioning server. If you are new to this process, it ishelpful to

read this guide.

Description of Configuration Parameters in CFG Fileswhich describes all configuration

parameters in configuration files.

Note that Yealink administrator guide contains most parameters. If you want to find out
more parameters which are not listed in this guide, please refer to Description of

Configuration Parameters in CFG Fileguide.
<y0000000000xx>.cfg and <MAC>.cfg template configuration files.

Deployment Guide, which describes how to deploy phones in a Microsoft Skype for

Business Serveenvironment.

Updating Phone Firmware from Microsoft Skype for BusinessServer Guide, which

describes how to upg rade firmware via Skype for BusinessServer.

For support or service, please contact your Yealink reseller or go to Yealink Technical Support
online: http.//support.yealink.com/ .


http://www.ietf.org/rfc/rfc3261.txt
http://support.yealink.com/
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Conventions Used in Yealink Documentations

Yealink documentations contain a few typographic conventions.

You need to know the following basic typographic conventions to distinguish types of in -text

information:
Convention Description
Highlights the web/phone user interface items such as menus, menu
Bold selections, soft keys,or directory names when they are involved in a
o
procedure or user action (e.g.,Click on Security ->License).
Also used to emphasize text (e.g.,Configuration File ).
Used to show the format of examples (e.qg., http(s).//[IPv6 address}), or
Kl to show the title of a section in the reference documentations available
alics
on the Yealink Technical SupportWebsite (e.qg., Triggering the Skype for
Business phone to Perform the Auto Piovisioning).
Used for cross references to other sections within thisdocumentation
Blue Text .
(e.g.,refer to Troubleshooting).
) Used for hyperlinks to Yealink resources outside of thisdocumentation
Blue Text in . .
Kl such as the Yealink documentations (e.g.,
alics
Yealink_Skype for Business HD _IP_Phones Auto_Promigq Guide).

You also need to know the following writing conventions to distinguish conditional information:

Convention Description

Indicates that you must enter specific information. For example, when
<> yousee <MAC>, ent er vy o udigit MAR addres3. ¢f yoli fee
<phonelPAddress>,entery our phoneds | P addr e

Indicates that you need to select an item from a menu. For example,
-> Settings ->Basic Settings indicates that you need to select Basic

Settings from the Settings menu.

Reading the Configuration Parameter Tables

Most features described in this guide include two tables. One is a summary table of provisioning
methods that you can use to configure the features. The other is a table of details of the

configuration parameters that you configure to make the features work.

This brief section describes the conventions used in the summary table and configuration
parameter table. In order to read the tables and successfully perform configuration changes, an

understanding of these conventions is necessary

vii
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Summary Table Format

viii

The following summary table indicates three provisioning methods (central provisioning, web
user interface and phone user interface, refer to Provisioning Methods for more information )
you can use to configure a feature. Note that the types of provisioning methods available for

each feature will vary; not every feature uses allthese three methods.

The central provisioning method requires you to configure parameters located in CFGformat
configuration files that Yealink provides. For more information on configuration files, refer to
Configuration Files on page 95. As shown below, the table specifies the configuration file name
and the corresponding parameters. That is,the <MAC>.cfg file contains the
account.1.auto_answermparameter, and the <y0000000000xx> .cfg file contains the
features.auto_answer_delayparameter.

The web user interface method requires you to configure features by navigating to the specified
link. This navigation URL can help you quickly locate the webpage where you can configure the
feature.

Configuration file name Feature explanation

Eionhgure auto onswef.v]

-E MAC > .cfge I Parameter::
Central

[account 1.auto_answer ]—— Parameter name

P
P

(Configuration Specify-a period-of delay time-for

FI auto answer.«
ile)- -Ey0000000000xx>,c¢g.| -
; y

features.auto_answer_delay:

Provisioning
Configure  auto-answer.+

method
Navigateto:
WebUserinterface: ttpi//<phonelPAddress>/serviet?m
d_data&p= t-basic&q=| < <
mec.aaiap=accountbancta=! I=Navigation URL
ad&acc =0« A
[“hv-wa‘ Interf }_ Configure: auto-answer.+

Manual provisioning method
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Configuration Parameter Table Format

Note

The following configuration parameter table describes the parameter that you can configure to

make the feature (e.g., auto answer)work.

Parameter name Permitted parameter value
Parameters: Permitted- Values« Default
C: Default parameter
account.l.auto_answer- O-or-1¢ @-—
[: value
Description:

Enables-or-disables auto-answer-feature-for-account .+ ]'—- Feature explgnation

Disabled M . f h I
IEnabIed' eaning of the parametervalue

Ifitis set to-1(Enabled), the Skype for-Business phone-can-automatically-answer-an-incoming

callv

Note: The Skype for Business phone cannotautomatically answer-the incoming call-during a |mportdnt information
call even if auto answeris enabled.«

Web Userinterface:«

Web pdth —-[Accounl->8c:snc~>Au!o Answer-]

Phone Usernterface:
[Menu->Features»>AutoAnswer->Line:1->Auto Answers ]

|
Phone path

Sometimes you will see thewords] Ref er t o tcloe t fenaHe IP@mitied \dplues or
Default field. It means the permitted value or the default value of the parameter has the model
difference or there are many permitted values of the parameter, you can get more details from
the following Description field.

The word JNoneDia the Web User Interface or Phone User Interface field means this feature
cannot be configured via web/phone user interface.

The above table also indicates three methods for configuring the feature.

Method 1: Central Provisioning

This table specifies the details of account.1.auto_answemarameter, which enables or disables
the auto answer feature. This parameter isdisabled by default. If you want to enable the auto

answer feature, open the MAC.cfg file and locate the parameter name account.1.auto_answer
Set the par ame tenablethaauta aswerdeatiirdoDZ t]ofidabletthe auto

answer feature.

Note that some parameters described in this guide contain one or more variables (e.g., X or Y).
But the variables in the parameters describedin the CFG fileare all replaced with specific value
in the scope of variable. You may need to assign a value to the variable before you search and

locate the specific parameter in the CFG file
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For example, if you want to configure the dial -now rule, you need to locate the
dialplan.dialnow.rule.Xin the Common.cfg file and then configure it as required (e.g.,
dialplan.dialnow.rule.1 = 123).

Eommon.dgl—b Confiauration file name

D||||I||| 1|D||||I||| 2|D||||I||| 3|D||T|I|||4|D||||I|||5|D||||I||| E‘|D||||I||| ?|D||||I||| 8|D||||I|||
###X ranges from 1 to 100
dialplan.dialnow.rule.l = \
dialplan.dialnow.rule.2 = Parameter name
dialplan.dialnow.rule.3 =
If you want to enable the audio codec 1 for account 1, you can locate the
account.1l.codec.Y.enablen the MAC.cfg file and configure it as required (e.g.,
account.1l.codec.l.enable = 1).
The following shows a segment of MAC.cfg file:
|MAC-’Cf9 |_"(_“ Configuration file narme
D||||I||| 1|D||||I||| 2|D||||I||| 3|D||T|I|||4|D||||I|||5|D||||I||| E‘|D||||I||| ?|D||||I|||8|D||||I|||

B R I T T T A48 4 040440004000 088
% Audio Codec F#
et i s R R L s RS R RS s RS s E LSS sE s s s E st i

#% ¥ ranges from 1 to 12
e = L ———
[ accountc.l.codec.Y.enable

.enable = \ Parameter name

account.l.codec.1
account.l.codec.l.payload type =
account.l.codec.l.priority =
account.l.codec.l.rtpmap =
account.l.codec.2.enable =

1 2
account.l.codec.2.payload type =
account.l.codec.2.priority =
account.l.codec. 2. repmap =

Method 2: Web User Interface

As described in the chapter Summary Table Format, you can directly navigate to the specified
webpage to configure the feature. You can also first log into the web user interface, and then
locate the feature field according to the web path (e.g., Account ->Basic->Auto Answer ) to

configure it as required.

As shown in the following illustration :

€ --..I\‘.n—u:-'_-'IO.IO.ZO.I?I'.‘-'-.'l|-':\.:.\-r.~..|-rI-.v.r‘-"\:!.—m.-l.‘.-.n.-r:ll W v @ | Q Google <Ctrlsk> B 3+ A& ® & -0
B b y »
phonelPAddress “—a Navigation URL

Yealink | vsss

| | Metwork Features !' Settings Directory |I Security

Missed Call Log Enabled - o
Register
Auto Answer Disabled ~ @] + Feawre Feld
ol Basic
Basic Ring Type Common - @ The bask parameters for
administrator.
Codec Account Lock Disabled - .
° A "‘Iﬂmt just for
i Disabled special parameter ju
gl = M 7] Nortel sarver. If you login to
Hortel server, the value should
[ Confirm ] [ cancel ] be, com.nortelnetworks.frewal

IE vou can dick here to get
mare guides.

To successfully log into the web user interface, you may need to enter the user name (default:
admin) and password (default: admin). For more information, refer to Web User Interfaceon
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page 94.

Method 3: Phone User Interface

You can configure features via phone user interface.Access tothe desired feature according to

the phone path (e.g., Menu ->Features->Auto Answer->Linel->Auto Answer) and then

configure it as required.

As shown in the following illustration :

1. Auto Answer:

Back

Line 1

Disabled

Switch

<>

Save

Recommended References

For more information on configuring and administering other Yealink products not included in
this guide, refer to product support page at Yealink Technical Support

To access the latest Release Notesr other guides for Yealinkphones, refer to the Document

Download page for your phone at Yealink Technical Support

If you want to find Request for Comments (RFC) documents type
http.//www.ietf.org/rfc/rfcNNNN.txt (NNNN is the RFC numbey) into the locatio n field of your

browser.

This guide mainly takes the T46G Skype for Businessphones as examplefor reference. For more

details on other Skype for Businessphones, refer to Yealink phone-specific user guide.

For other references, look for the hyperlink or web info throughout this administrator guide.

Understanding VolP Principle and SIP Components

This section mainly describes the basic knowledge of VolP principle and SIP components, which

will help you have a better understanding of the phone & deployment scenarios.

Xi
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VolIP Principle

VolP

VolIP (Voice over Internet Protocol) is a technology using the Internet Protocol instead of
traditional Public Switch Telephone Network (PSTN) technology for voice communications.

It is a family of technologies, methodologies, communication protocols, and transmission
techniques for the delivery of voice communicatio ns and multimedia sessions over IP networks.
The H.323 and Session Initiation Protocol (SIP) are two popular VolP protocols that are found in

widespread implementation.

H.323

H.323 is a recommendation from the ITU Telecommunication Standardization Sector (ITU-T)
that defines the protocols to provide audio -visual communication sessions on any packet
network. The H.323 standard addresses call signaling and control, multimedia transport and
control, and bandwidth control for point -to-point and multi -point con ferences.

It is widely implemented by voice and video conference equipment manufacturers, is used
within various Internet real-time applications such as GnuGK and NetMeeting and is widely
deployed by service providers and enterprises for both voice and video services over IP
networks.

SIP

SIP( Session Initiation Protocol) is the Internet Engi
multimedia conferencing over IP. It is an ASCHbased, application-layer control protocol

(defined in RFC 326) that can be used to establish, maintain, and terminate calls between two

or more endpoints. Like other VolP protocols, SIP is designed to address functions of signaling

and session management within a packet telephony network. Signaling allows call information

to be carried across network boundaries. Session management provides the ability to control

attributes of an end-to-end call.

SIP provides capabilities to:

Determine the location of the target endpoint -- SIP supports address resolution, name

mapping, and call redirection.

Determine media capabilities of the target endpoint -- Via Session Description Protocol
(SDP), SI P determines the Jlowest | evel DZof commonr
Conferences are esablished using only media capabilities that can be supported by all

endpoints.

Determine the availability of the target endpoint -- A call cannot be completed because
the target endpoint is unavailable, SIP determines whether the called party is already on
the phone or does not answer in the allotted number of rings. It then returns a message

indicating why the target endpoint is unavailable.

Establish a session between the origin and target endpoint -- The call can be completed,

Xii
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SIP establishes a session é&tween endpoints. SIP also supports midcall changes, such as
the addition of another endpoint to the conference or the chang e of a media characteristic

or codec.

Handle the transfer and termination of calls -- SIP supports the transfer of calls from one
endpoint to another. During a call transfer, SIP simply establishes a session between the
transferee and a new endpoint (specified by the transferring party) and terminates the
session between the transferee and the transferring party. At the end of a call, SIP

terminates the sessions between all parties.

SIP Components

SIP is a peerto-peer protocol. The peers in a session are called User Agents (UAs). A user agent

can function as one of following roles:

User Agent Client (UAC)-- A client application that initiates the SIP request.

User Agent Server (UAS}- A server application that contacts the user when a SIP request is

received and that returns a response on behalf of the user.

User Agent Client (UAC)

The UAC is an applicationthat initiates up to six feasible SIP requests tothe UAS. The six
requests issued by the UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER. When the
SIP session is being initiated by the UAC SIP component, the UAC determines the information
essential for the request, which is the protocol, the port and the IP address of the UAS to which
the request is being sent. This information can be dynamic and will make it challenging to put
through a firewall. For this reason, it may be recommended to open the specific application type
on the firewall. The UAC isalso capable of using the information in the request URI to establish
the course of the SIP request to its destination, as the request URI always specifies the host
which is essential. The port and protocol are not always specified by the request URI. Tha if the
request does not specify a port or protocol , a default port or protocol is contacted. It may be
preferential to use this method when not using an application layer firewall . Application layer
firewalls like to know what applications are flowing th rough which ports and it is possible to use
content types of other applications other than the one you are trying to let through what has
been denied.

User Agent Server (UAS)

UAS isa server that hosts the application responsible for receiving the SIP requests from a UAC,
and on reception it returns a response to the request back to the UAC. The UAS may issue
multiple responses to the UAC, not necessarily a single response. Communication between UAC
and UAS is client/server and peertogpeer.

Typically, aSIP endpoint is capable of functioning as both a UAC and a UAS, but it functions only
as one or the other per transaction. Whether the endpoint functions as a UAC or a UAS depends
on the UA that initiates the request.

Xii
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Summary of Changes

This section descrbes the changes to this guide for each release and guide version.

Changes for Release 8, Guide Version 8.60

The following sections are new for this edition:

Reading the Configuration Parameter Tableson page vii
Recommended Referenceson page xi

What IP PhonesNeed to Meet on page 9

Setting Up Your Systemon page 21

Signing into Skype for Businesson page 114

Outlook Contacts on page 196

Major updates have occurred to the following section:

Connecting the Skype for BusinessPhoneson page 9
Quality of Experienceon page 265

Troubleshooting Solutions on page 362

Changes for Release 8, Guide Version 8.50

The following sections are new for this version:

DHCP Option 160 and Option 161 on page 30

Bluetooth on page 137

Remembeiling Passwordon page 126

Hotline on page 177

Monitoring Status Changes using Line Key LED Indicatoon page 183
Private Line Ring Toneon page 277

History Record Contacts Avataron page 204

Music on Hold on page 222

Call Forwardon page 223

Monitoring Status Changes using EXP Key LEIndicator on page 250
Quality of Experienceon page 265

Private Line Ring Toneon page 277

Sending Volume on page 292

Memory Information on page 343

Xiv
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Skype for Business Statun page 344
Memory Information on page 343

Major update has occurred to the following section s:
Signing into Skype for Businesson page 114
Key As Sendon page 168
Viewing Global Log Fileson page 347

BToEon page 245

Changes for Release 8, Guide Version 8.21

This version is updated to incorporate T46G, T42G, T41Rnd T40P Skype for Business phones
And T22/T22P Skype for Business phonesire removed from version 8.

The following sections are new for this version:
Conventions Used in YealinkDocumentations on page vii
Expansion Module on page 6
Contrast on page 133
Signing Out of Skype for Businesson page 128
Updating Status Automatically on page 139
Loading Language Packson page 159
Contact Management on page 180
Pre Dial Toneon page 271
BossAdmin Feature on page 236
Calendaron page 239
EXP40 Expansion Moduleon page 249
Multicast Paging on page 253
Action URIon page 262
Voice Mail Tone on page 286
Skype for BusinessFeature Licenseon page 317

Major update has occurred to the following section s:
Physical Features ofSkype for BusinessPhoneson page 1
Connecting the Skype for BusinessPhoneson page 9
Reading Iconson page 17
Configuration Files on page 95
PPPoEon page 42

Signing into Skype for Businesson page 114

XV
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Save Call Logon page 200
E911on page 232

BToEon page 245

LLDPon page 55

Phone Lockon page 322

802.1X Authentication on page 81

Viewing Global Log Fileson page 347

XVi
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Product Overview

Product Overview

This chapter contains the following information about Skype for Businessphones:

Phone Models

Expansion Module

Phone Models

This section introduces T48G T46G T42G T41R T40P Skype for Businessphone models. They
are designed to work with Skype for BusinessServer. These Skype for Businessphones are
characterized by a large number of functions, which simplify business communication with a
high standard of security.

The T48G/T46G/T42G/T41P/T40FSkype for Business phones provide a powerful and flexible IP
communication solution for Ethernet TCP/IP networks, delivering excellent voice quality. When
these phones register Skype for Businessaccounts, you can interact with your Skype for
Business contactslistonyour phones t hr oughiveNDirectorps of t § s Act
Skype for Business phone comply with the SIP standard RFC 326}, and they can only be used
within a network that supports this model of phone.

For a list of key features available onYealink Skype for Business phones running the latest
firmware, refer to Physical Features ofSkype for BusinessPhoneson page 1.

Physical Features of Skype for Business Phones

This section lists the available physical features 6 TA8G/T46G/T42G/T41P/T40P Skype for
Business phones

T48G
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Physical Features:

- 7DZ 800 x 480 pixel color touch screen with backl ic
- 24 bit depth color

- 1 Skype for Businessaccount

- HD Voice: HD Codec, HD Handset, HD Speaker

- 26 keys including 7 feature keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ4510/100/1000Mbps Ethernet ports

- 1*RJ12 (6P6C) expansion module port

- 4 LEDs: *power, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC 5V2A output
- Power over Ethernet (IEEE 802.3af)

- Built-in USB port, support Bluetooth headset

- Wall Mount

T46G

Yealink

Physical Features:

- 4.3DZ 480 x 272 pixel color display with backIlight
- 24 bit depth color

- 1 Skype for Businessaccount

- HD Voice: HD Codec, HD Handset, HD Speaker

- 36 dedicated hard keys and 4 context-sensitive soft keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port
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- 2*RJ45 10/1001000Mbps Ethernet ports

- 1*RJ12 (6P6C) expansion module port

- 14 LEDs: *power, 10*line, 1*mute, 1*headset, 1*speakerphone
- Power adapter: AC 100~240V input and DC 5V/2A output

- Power over Ethernet (IEEE 802.3af)

- Built-in USB port, support Bluetooth headset

- Wall Mount

T42G

Yealink

Physical Features:

- 192 x 64 graphic LCD

- 1 Skype for Businessaccount

- HD Voice: HD Codec, HD Handset, HD Speaker

- 30 dedicated hard keys and 4 context-sensitive soft keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/1001000Mbps Ethernet ports

- 1*RJ12 (6P6C) EHS36 headset adapter port

- 10 LEDs: *power, 6*line, 1*mute, 1*headset, 1*speakerphone
- Power adapter: AC 100~240V input and DC 5VA.2A output
- Power over Ethernet (IEEE 802.3af)

- Wall Mounta
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T41P

Physical Features:

192 x 64 graphic LCD

- 1 Skype for Businessaccount

- HD Voice: HD Codec, HD Handset, HD Speaker

- 30 dedicated hard keys and 4 context-sensitive soft keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/10Mbps Ethernet ports

- 1*RJ12 (6P6C) EHS36 headset adapter port

- 10 LEDs: *power, 6*line, 1*mute, 1*headset, 1*speakerphone
- Power adapter: AC 100~240V input and DC 5VA.2A output
- Power over Ethernet (IEEE 802.3af)

- Wall Mount

T40P

Yealink
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Physical Feature s:

132 x 64 graphic LCD

- 1 Skype for Businessaccount

- HD Voice: HD Codec, HD Handset, HD Speaker

- 27 dedicated hard keys and 4 context-sensitive soft keys
- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/10M0Mbps Ethernet ports

- 1*RJ12 (6P6CEHS36 headset dapter port

- 4 LEDs: tpower, 3*line

- Power adapter: AC 100~240V input and DC5V/600mA output
- Power over Ethernet (IEEE 802.3af)

- Wall Mount

Key Features of Skype for Business Phones
In addition to physical features introduced above, Skype for Businessphones also support the
following key features when running the latest firmware :
Phone Features

- Call Options : emergency call,call waiting, call hold, call mute, call forward, call
transfer, group pickup and audio conference.

- Basic Features: live dialpad, dial plan, caller identity, auto answer.

Codecs and Voice Features
- Wideband codec: G.722

- Narrowband codec: G.711, G.726, G729, iLBG G723 (G723 is not applicable
to T40P Skype for Business phone$

- VAD, CNG, AEC, PLC, AJB, AGC

- Full-duplex speakerphone with AEC

Network Features
- SIP vl (RFC2543), v2 (RFC3261)
- Proxy mode and peer-to-peer SIP link mode

- IP assignment: Static/DHCP/PPPoEPPPOE is not applicable to
T42G/T41HT40P Skype for Business phone$

- VLAN assignment: LLDP/Static/DHCRCDP
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Bridge mode for PC port
- HTTP/HTTPS server

- DNS client

- DHCP server

- IPv6 support

Management

- FTP/TFTP/HTTP autgrovision

Configuration: browser/phone/auto -provision
- Dial number via SIP server

- Dial URL via SIP server

Security

HTTPS (server/client)

- Transport Layer Security (TLS)

- VLAN (802.1q), QoS

- Digest authentication using MD5/MD5 -sess
- Secure configuration file via AES encryption
- Phone lock for personal privacy protection

- Admin/User configuration mode

- 802.1X authentication

Expansion Module

This sectionintroduces EXP40 expansion modules. EXP40 is only applicable to T4A8G46G Skype
for Businessphones.

The Yealink EXP4Expansion Module, with a LCDdisplay, is console you can connect to

T48G/T46G Skype for Business phoneto add additional lines. You can assign contacts to EXP

keys on your EXP40, so that you can quickly call contact by pressing the corresponding EXP key.

You can also monitor your Skype for Bwgpansiomess contact
Modul e. For more information on assigning contacts to EXP keysrefer to Yealink phone-specific

user guide.

The following lists the available physical features of the currently supported LCDexpansion
modules:


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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EXP40

Physical Features:

- Rich visual experience with 160 x 320 graphic LCD

- 20 physical keys each with a dualcolor LED

- 20 additional keys through page switch

- Supports up to 6 modules daisy-chain

- Expansion module (0 2) is powered by the host phone

- Expansion module ¢2) is powered by the power adapter (AC 100~240V input and DC
5V/1.2A output)

- 2*R3 12 (6P6C) portsfor data in and out

- Wall Mount
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Getting Started

This chapter provides basic information and installation instructions of Skype for Business
phones.

This chapter providesthe following sections:
What IP PhonesNeed to Meet
Connecting the Skype for BusinessPhones
Initialization Process Overview
Verifying Startup

Reading Icons

What IP Phones Need to Meet

In order to operate as SIP endpoints in your network successfully,Skype for Businessphones

must meet the following requirements:

A working IP network is established.
VolP gateways are configured for SIP.
The latest (or compatible) firmware of Skype for Businessphones is available.

The Skype for Business Server is active and configured to receive and send SIP messages.

Connecting the Skype for Business Phones

This section introduces how to install T48G/T46G/T42G/T41P/T40P Skype for Business phones
with components in packaging contents.

1. Attach the stand and the optional wall mount bracket

2. Connect the handset and optional headset

3. Connect the optional Bluetooth USB Dongle
4

Connect the network and power

Note The optional accessories are not includedin packaging contents. You need to purchase them
separately if required.
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Attaching the Stand and the Optional Wall Mount Bracket

To attach the stand and the optional wall mount bracket

For T48G Skype for Business phones

- -
[ —— [——
[—— [——
Desk Mount Method 5°

Vi

Desk Mount Method

Wall Mount Method (Optional)

Note The top two slots on T48G Skype for Business phones are plugged up by silica gel. You need to
pull out silica gel before attaching the wall mount bracket.

10
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For T46G Skype for Business phones

= =
@ == [ ——
— [ —
AT SIS
= = |
|| == = |
<
Desk Mount Method P IRT T T Tr

Desk Mount Method

Wall Mount Method (Optional)

11
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For TA2G/T41P/T40PSkype for Business phones

— —
® = =
== —

LA LS E LA

Desk Mount Method

Wall Mount Method (Optional)

Note The hookswitch tab has a lip which allows the handset to stay on-hook when the Skype for

Business phone is mounted vertically.

For more information on how to attach the wall mount bracket for T48G/T46G, refer to Yealink
Wall Mount Quick Installation Guide for SIP-T29_T27 T46_T48 IP Phones

For more information on how to attach the wall mount bracket for T42G/T41P/T40R refer to
Yealink Wall Mount Quick Installation Guide for SIPRT40_T41 T42 IP Phones

Connecting the Handset and Optional Headset

To connect the handset and optiona | headset:

For T48G/T46GSkype for Business phones

:

e
e

5
ere\ess Headset Adapter EHS36

12
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For T42G/T41P/T40PSkype for Business phones

'Wireless Headset Adapter EHS36

Note Wireless headset adapter EHS36 should be purchased separately=or more information on how
to use the EHS360n the phone, refer to Yealink EHS36 User Guide

The EXT port on T48G/T46GSkype for Business phonescan also be used to connect the
expansion module EXP40.For more information on ho w to connect the EXP40, refer to Yealink

phone-specific user guide.

Connect the Optional Bluetooth USB Dongle

You can connect aBluetooth USB dongleto T48G/T46GSkype for Business phonegor

connecting a Bluetooth headset.

To connect a Bluetooth USB dongle :

1. Insert a BT40Bluetooth USBdongle into the USB port on the phone.

i 1
’i

y
L@ I p
= =% -
=1 B e D

Bluetooth USB Dongle BT40

= 7o

The Bluetooth USB dongle BT40 should be purchased separately. For more information on how

Note
to use the BT40, refer to Yealink Bluetooth USB Dongle BT40 User Gak.

Connecting the Power and Network

AC Power (Optional)
To connect the AC power and network :

1. Connect the DC plug of the power adapter to the DC5V port on the Skype for Business
phone and connect the other end of the power adapter into an electrical power outlet.

13
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Note

2. Connect the included or a standard Ethernet cable between the Internet port on the Skype
for Businessphone and the one on the wall or switch/hub device port.
“::'l &

| R PC
. = P F Fower Adapter
“\,i DA 1;'?” =, = (DC 5V)

| — — PG Connection
“ |I : ® {Optional)

| W
| _ AC Power Option
- -y T =

ﬁr%rwf%ﬁg\

The Skype for Business phone should be used with Yealink original power adapter only. The use
of the third -party power adapter may cause the damage to the phone.

Power specifications are listed below:

Phone Model Power Specification
T48G 5V/I2A
T46G 5VI2A
T42G 5V/1.2A
T41P 5V/1.2A
T40P 5V/600mA

Power over Ethernet

With the included or a regular Ethernet cable, Skype for Businessphones can be powered from a
PoE compliant switch or hub.
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Note

To connect the PoE:

1) Connect the Ethernet cable between the Internet port on the Skype for Businessphone and

an available port on the in-line power switch/hub.

\"::l - I:II/ (I—A EK‘I[ FC Intornat ef:";a .
Lm ) JO@o
|| = —— i -
|| == — 3 /
- ® — S|
“ I| - | | PoE( Pg\ler over =

| \E=—="——=r=—~ Ethernet ) Option PC ),
y

PC Connect |EEE 802.3af liant
= =, compiian
(Optional) PoE Huby/Switch
Ifin-l i ne power switch/ hub is provided, you don

adapter. Make surethe switch/hub is PoE-compliant.

The Skype for Business phone can also share the network with another network device such as a
PC (personal computer). It is an optional connection.

Important! Do not unplug or remove the power while the Skype for Business phone is updating
firmware and configurations.

Initialization Process Overview

The initialization process of the Skype for Businesgphone is responsible for network connectivity

and operation of the phone in your local network.

Once you connect your Skype for Businessphone to the network and to an electrical supply, the

Skype for Businessgphone begins its initialization process.

During the initialization process, the following events take place:
Loading the ROM file

The ROM file resides in the flashmemory of the Skype for Business phone The Skype for
Business phonecomes from the factory with a ROM file preloaded. During initialization, the
Skype for Business phoneruns a bootstrap loader that loads and executes the ROM file.

Configuring the VLAN

If the Skype for Business phoneis connected to a switch, the switch notifies the Skype for
Business phoneof the VLAN information defined on the switch (if using LLDP or CDP). The
Skype for Business phonecan then proceed with the DHCP request for its network settings (if
using DHCP).

15
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Querying the DHCP (Dynamic Host Configuration Protocol)  Server

The Skype for Business phoneis capable of querying a DHCP server. DHCP is enabledn the
Skype for Business phoneby default. The following network parameters can be obtained from
the DHCP server during initialization:

IP Address

Subnet Mask

Gateway

Primary DNS(Domain Name Server)

Secondary DNS

You need to configure network parameters of the Skype for Business phonemanually if any of
them is not supplied by the DHCP serverFor more information on configuring network

parameters manually, refer to Configuring Network Parameters Manually on page 37.
Contacting the provisioning server

If the phone is configured to obtain configurations from the provisioning server, it will connect
to the provisioning server, download the configuration file(s) during startup. T he phone will be
able to resolve and update configurations written in the configuration file (s). If the phone does
not obtain configurations from the provisioning server, the phone will use configurations stored
in the flash memory. For more information, refer to Setting Up Your Phones with a Provisioning
Serveron page 93.

Updating firmware

If the access URL of firmwareis defined in the configuration file, the phone will download
firmware from the provisioning server. If the MD5 value of the downloaded firmware file differs
from that of the image stored in the flash memory, the phone will perform a firmware up date.

You can manually upgrade firmware if the phone does not download firmware from the
provisioning server. For more information, refer to Upgrading Firmware on page 101.

Downloading the resource files

In addition to configuration file(s), the Skype for Business phonemay require resource files
before it can deliver service. These resource files are optional, but if some particular features are
being deployed, these files are required.

The followings show examples of resource files:
Language packs
Ring tones

For more information on resource files, refer to ResourceFileson page 96.

Verifying Startup

16

After connected to the power and network, the Skype for Businessphone begins the initializing
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process by cycling through the following steps:

1. The power indicator LEDilluminate s solid red.

2. The messagejWelcome InitializingA  IgasewaitD@ppears on the LCD screen whenthe

Skype for Business phonestarts up.

3. The Skype for Business phoneenters the login screen.

Reading Icons

Icons associated with different features may appear on the LCD screen. The following table

provides a description for each icon on Skype for Business phones.

T48G

T46G

T42G/T41P

T40P

Description

Network is unavailable

!

Local Favorites

&

Call Mute

/

Call Forward

/ [

(5] *

o &

o ,

e / / / Placea call/ Answer a call

o / / / Search contacts

o 0 0 Call Hold

o / / / Call Resume

o / / / Add a new call

° / / / View more soft keys

@ / / / Consultative transfer

9 / / / Blind transfer

@ / / / Call Park

@ / / ) Invite a new call to the Skype
for Business conference

e / / / View the conference

participants
@ / / / View the dial-in number and

conference ID

17
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T48G T46G T42G/T41P T40P Description
e / / / Forward incoming calls to
voice mail
/ / / Enter message center
° / / / Reject or cancel a call

¢

13

Received Calls

g

Q

Placed Calls

Missed Calls

Forwarded Calls

Bluetooth mode is on

Bluetooth headset is both
paired and connected

announcement

Conference organizer

Conference presenter

Conference dtendee

O - OO K- -c0BHQ = -

/ / / Return to previous screen
Hands-free speakerphone
‘ _"} ] ‘))) I‘))) p p
mode
(M / / Location is not set
/ Voice Malil
M AA Auto Answer
E N\ N\ Unread voice mail
y N y N ) .
ﬁ u u Read voice mail
/ / ) Enable the conference
announcement
Disable the conference
/ / /

2D D0

Conference lock
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T48G

T46G

T42G/T41P

_|
I
o
o)

Description

Ringer volume is 0

/ I‘X o[
™
m — a Phone Lock

® @ Available
e o+ ®H I

o — —_— DND (Do Not Disturb
e — — ( )

Be Right Back/Off Work/Away

o o Off Line
[ ) ® Unknown

19
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Setting Up Your System

Setting Up Your System

This sectiondescribes essential information on how to set up your phone network and set up your
phones with a provisioning server. It also provides instructions on how to set up a provisioning
server, how to deploy Yealink phones from the provisioning server, how to upgrade firmware, and
how to keep user personalized settings after auto provisioning .

This chapter provides the following sections:

Setting Up Your Phone Network

Setting Up Your Phoneswith a Provisioning Server

Setting Up Your Phone Network

Yealinkphones are operated on an Ethernet local area network (LAN). Local area network design
varies by organization and Yealink phones can be configured to accommodate a number of
network designs.

In order to get your phones running, you must perform basic network setup, such as IP address
and subnet mask configuration. You can configure the IPv4 or IPv6 network parameters for the
phone. You can alsoconfigure the appropriate security (VLAN and/or 802.1X authentication)
and Quiality of Service (QoS) settingsfor the phone.

Thischapter describes how to configure all the network parameters for phones, and it provides
the following sections:

Thischapter describes how to configure all the network parameters for phones, and it provides
the following sections:

DHCP

DHCP Option

Configuring Network Parameters Manually
PPPoE

Configuring Transmission Methods of the Internet Port and PC Port
Configuring PC Port Mode

Web Server Type

VLAN

IPv6 Support

Quality of Service (QoS)

802.1X Authentication

Branch Office Resiliency

21
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DHCP

DHCP (Dynamic Host Configuration Protocol) is a network protocol used to dynamically allocate
network parameters to network hosts. The automatic allocation of network parameters to hos ts
eases the administrative burden of maintaining an IP network. Phones comply with the DHCP
specifications documented in RFC 21311f using DHCP phones connected to the network
become operational without having to be manually assigned IP addresses and additional

network parameters.

Procedure

DHCP can be configured using the configuration files or locally.

Configure DHCP on the Skype for

Business phone.

Configuration File <MAC>.cfg
Parameter:

network.internet_port.type

Configure DHCP on the Skype for
Business phone.

Web User Interface Navigate to:

Local http://<phonelPAddress>/serviet?p
=network&g=load

Configure DHCP on the Skype for
Business phone.

Phone User Interface

Details of Configuration Parameters:

Parameter s Permitted Values Default

network.internet_port.type 0,1or2 0

Description :

Configures the Internet (WAN) port type for IPv4.

0-DHCP

1-PPPoE (not applicable to T42G/T41P/T40P Skype for Business phones)
2-Static IPAddress

Note: | t works only if the value of the para
(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the Skype for Business phone will
reboot to make the change take effect.

Web User Interface:

Network->Basic->IPv4 Config

22
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Parameter s Permitted Values Default

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4

To configure DHCP via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the DHCP radio box.

Yealink | s PR

Account Features Directory

T Internet Port NOTE
Mode(IPv4/IPv6) Pv4 - 9
PC Port DHCP
1Pv4 Config The network configurations will
Advanced be acquired from DHCP server.
= Static IP Address
© static IP Address @) Specify the IP address, Subnet
l— Mask, Default Gateway, Primary
IP Address DNS, Secondary DNS fields
Subnet Mask TETER
Gateway PPPoE
Contact your ISP if it should be
Static DNS © on @ off used.
Primary DNS You can click here to get
Secondary DNS l— more guides.
D PPPOE @)
User Name
Password = |esssssse

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

4. Click OK to reboot the Skype for Business phone.
To configure DHCP via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->WAN Port ->1Pv4.
2.  Press @ or @ , or the Switch soft key to select DHCP from the Type field.
3.  Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effective after a
period of time.

Static DNS
Static DNS address(es) can be configured and used even thougtDHCP is enabled.
Procedure

Static DNS can be configured using the configuration files or locally.

Configure the static DNS feature.
Configuration File <y0000000000xx% .cfg Parameters:

network.static_dns_enable

23
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Configure static DNS address.
Parameters:

<MAC>.cfg
network.primary_dns

network.secondary_dns

Configure the static DNS feature.
Configure static DNS address.

Web User Interface Navigate to:

Local http://<phonelPAddress>/serviet?p
=network& g=load

Configure the static DNS feature.
Phone User Interface

Configure static DNS address.

Details of Configuration Parameters:

Parameter s Permitted Values Default

network.static_dns_enable Oorl 0

Description :

Triggers the static DNS feature to on or off.

0-Off

1-On

If it is set to 0 (Off), the Skype for Business phone will use the IPv4 DNS obtained from DHCP

If it is set to 1 (On), the Skype for Business phone will use manually configured static 1Pv4
DNS.

Note: It works only if the value ofthepar amet er Jnetwork.intern
(DHCP). If you change this parameter, the Skype for Business phone will reboot to make the

change take effect.

Web User Interface:

Network->Basic->IPv4 Config->Static DNS

Phone User Interface:

Menu->Advanced (default password: admin)}>Network ->WAN Port->IPv4->DHCR >Static
DNS

network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.
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Parameter s Permitted Values Default

Example:
network.primary_dns = 202.101.103.55

Note: | t wor ks only if the value of the para
If you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface:

Network->Basic->IPv4 Config->Static IP Address->Primary DNS

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv4->DHCP->Static
DNS (Enabled)>Primary DNS

network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.
Example:

network.secondary_dns = 202.101.103.54

Note: 1t works only if the value of the para
If you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface :
Network->Basic->IPv4 Config->Static IP Address>Secondary DNS

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv4->DHCP->Static
DNS (Enabled)>Secondary DNS

To configure static DNS address when DHCP is used via web user interface:

1. Click on Network ->Basic.
2. Inthe IPv4 Config block, mark the DHCP radio box.

3. Inthe Static DNS block, mark the On radio box.

25
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4. Enterthe desired values in the Primary DNS and Secondary DNS fields.

Yealink lvsss

Account Features Directory

- Inke 't Port
Basic erne NOTE
Mode(IPv4/IPv6) Pvd R )
PC Port DHCP
1Pv4 Config The network configurations wil
Advanced ® oH o be acquired from DHCP server.
i ) Static TP Address
D Static IP Address @) Spedify the IP address, Subnet
l— Mask, Default Gateway, Primary
I dilteai DNS, Secondary DNS fields
Subnet Mask l— TR
Gateway PPPoE
Contact your ISP if it should be
Static DNS @ on © off used.

Primary DNS 202.201.101.55 Ve AR s

Secondary DNS 202.201.101.54 more guides.

© pProE @)
User Name
Password = |essesese

5. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

6. Click OK to reboot the Skype for Business phone.

To configure static DNS when DHCP is used via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->WAN
Port->1Pv4->DHCP.

2. Press @ or @ or theSwitch soft key to select Enabled from the Static DNS field.

3. Enter the desired values in the Primary DNS and Secondary DNS fields respectively.

4. Press theSave soft key to accept the change.

The Skype forBusiness phone reboots automatically to make settings effective after a
period of time.

DHCP Option

26

DHCP provides a framework for passing information to TCP/IP network devicesNetwork and
other control information are carried in tagged data items that are stored in the options field of
the DHCP message. The data items themselves are also called options.

DHCP can be initiated by simply connecting the phone with the network. phones broadcast
DISCOVER messages to request the network information carried in DH® options, and the

DHCP server responds with specific values in corresponding options.
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The following table lists common DHCP options supported by Skype for Business phones.

Parameter DHCP Option Description
Subnet Mask 1 Specify the mabki ent §s ¢
Specify the offset of the client's subnet in
Time Offset 2 seconds from Coordinated Universal Time
(UTC).
Specify a list of IP addresses for routers on the
Router 3 .
clientds subnet.
] Specify a list of time servers available to the
Time Server 4 )
client.
Domain Name 5 Specify a list of domain name serversavailable
Server to the client.
Specify a list of MIT-LCS UDP servers available
Log Server 7 ]
to the client.
Host Name 12 Specify the name of the client.
. Specify the domain name that client should use
Domain Server 15 ] )
when resolving hostnames viaDNS.
Broadcast o8 Specify the broadcast address in use on the
Address client's subnet.
Network Time 42 Specify a list of NTP servers available to the

Protocol Servers

client by IP address

Vendor-Specific

43 (vendor class ID:
CPEOCPHONE)

Specify \rtual local area network (VLAN) ID.

Information 43 (vendor class ID: Specify Skype for Business Server pool
MS-UC-Client) certificate provisioning service URL.
Vendor Class )
- 60 Identify the vendor type.
Identifier
Identify a TFTP server when the 'sname' field in
TFTP Server
66 the DHCP header has been used for DHCP
Name .
options.
) Identify a boot file when the *file' field in the
Boot file Name 67 )
DHCP header has been used foDHCP options.
Skype for 120 Specify a list of Skype for BusinessServers

Business Server

available to the client.

For more information on DHCP options, refer to RFC 2131or RFC 2132

If you do not have the ability to configure the DHCP options for discovering the provisioning

27
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server on the DHCP serveran alternate method of automatically discovering the provisioning
server address is required. Connecting to the secondary DHCP server that responds to DHCP
INFORM queries with a requested provisioning server address is one possibility. For more
information, refer to RFC 3925If a single alternate DHCP server responds, this is functionally
equivalent to the scenario where the primary DHCP server responds with a validprovisioning
serveraddress. If no DHCP serves respond, the INFORM query process will retry and eventually

time out.

DHCP Option 66 and Option 43

28

Yealink Skype for Business phones support obtaining the provisioning server address by
detecting DHCP options during startup.

The phone will automatically detect the option 66 for obtaining the provisioning server address.
DHCPoption 66 is used to identify the TFTP server. DHCP option 43 is a vendorspecific option,
which is used to transfer the vendor-specific information.

The administrator can use vendor class identifier, specified by DHCP option 60, to send the
Skype for Busness phone a customized configuration in option 43. Depending on the vendor
class ID it is configured for, the option 43 might have different values. Two vendor class
identifiers are used when deploying with the Skype for Business Server: a VLAN ID requés
(vendor class ID: CPEDCPHONE) and a certificate provisioning service URL request (vendor class
ID: MS-UC-Client). For more information on DHCP option 60, refer to DHCP Option 60on page
31

To use DHCP option 66 and option 43, make sure the DHCP Active feature is enabled
Procedure

DHCP active can beconfigured using the configuration files or locally.

Configure DHCP active.
Configuration File <y0000000000xx% .cfg Parameters:

auto_provision.dhcp_option.enable

Configure DHCP active.

Navigate to:
Local Web User Interface

http:// <phonelPAddress>/servlet?p=s
ettings-autop&q=load
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Details of Configuration Parameters:

Parameter s Permitted Values Default

auto_provision.dhcp_option.enable Oor1l 1

Description :

Triggers the DHCP Option feature to on or off.

0- Off

1-On

If it is set to 1 (On), the Skype for Business phone will obtain the provisioning server address
by detecting DHCP options.

Web User Interface:

Settings->Auto Provision->DHCP Active

Phone User Interface:

None

To configure the DHCP active feature via web user interface:

1. Click on Settings ->Auto Provision .

2.  Mark the On radio box in the DHCP Active field.

Yealink | s

Account Network Features Settings Directory
Auto Provisit
Preference to Provision NOTE
PNP Active @ on © off @
Time&Date - - Auto Provision
DHCP Active @ on © Off QJ The auto provision parameters
for administrator.
Upgrade Custom Option(128~254) )
Auto Provision DHCP Option Value MS-UC-Client (7] You can click here to get
more guides.
_ Server URL 0
Configuration
User Name Q@
Dial Plan
Password Q@
Voice Common AES Key [P, [
Tones MAC-Oriented AES Key sssseses o
Zero Active Enabled - 9
Phone Lock
Wait Time(0~100s) 5 0
Location Power On @ on O off @
EXP Module Repeatedly © on @ off @
BToOE Intenval{Minutes) 1440 (7]
Weekly © on @ off @
Time 00 100 —00 :00 @
Sunday
Monday
Tuesday
Day of Week [lwednesday @
Thursday
Friday
Saturday
Autoprovision Now Q@

3. ClickConfirm to accept the change.

29
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DHCP Option 160 and Option 161

30

Yealink Skype for Business phones also support obtaining the provisioning server address by
detecting DHCP custom option during startup.

If DHCP Option 66 is not available, you can use custom option (160 or 161) with the URL or IP
address of the provisioning server. The phone will automatically detect the option 160 or 161 for
obtaining the provisioning server address.

To use DHCP option 160 or option 161, make sure the DHCP Active feature is enabled and
custom option is configured.

Procedure

DHCP active can be configured using the configuration files or locally.

Configure DHCP active.
Parameters:

auto_provision.dhcp_option.enable

Configuration File <y0000000000x% .cfg Configures the custom DHCP option
for requesting provisioning server

address.

auto_provision.dhcp_option.list_user_o
ptions

Configure the custom option.

Navigate to:
Local Web User Interface

http:// <phonelPAddress>/serviet?p=s

ettings-autop&g=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

auto_provision.dhcp_option.enable Oorl 1

Description :

Triggers the DHCP Option feature to on or off.

0-Off

1-On

If it is set to 1 (On), the Skypefor Business phone will obtain the provisioning server address
by detecting DHCP options.

Web User Interface:

Settings->Auto Provision->DHCP Active

Phone User Interface:

None
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Note

Parameter s Permitted Values Default
. o ) Integer from 128 to
auto_provision.dhcp_option.list_user_options 254 160,161

It configures the custom DHCP option for requesting provisioning server address. Multiple

DHCP options are separated by commas.

Note : It works only if the value of the par
to 1 (On).

Web User Interface:

Settings->Auto Provision->Custom Option(128~254)

Phone User Interface:

None

To configure the custom option via web user interface:

1. Click on Settings ->Auto Provision .
2. Mark the On radio box in the DHCP Active field.

3. Enter the custom option (160 or 161) in the Custom Option(128~254) field.

Yealink|ws

Account Features Settings Directory

Auto Provision NOTE
Preference _ _

PP Active @onOof @

Auto Provision
Time&Date DHCP Active @ on © off @ The auto provision parameters
for administrator.
Upgrade Custom Option(128~254) 160,161 [7)
\ MS-UC.Clant You can click here to get

o T e DHCP Option Value -UC-Clien [7) more guides.

Server URL | 0
Configuration

User Name | o
Dial Plan Password [eoneseee Q@
Voice Common AESKey ~ |sseessss ]
Tones MAC-Oriented AES Key ssesases 0

Zero Active Disabled - @
Phone Lock

Wait Time(0~100s) 5 0
Location P—— ®on ®or @
EXP Module Repeatedly ©on @ of @
BToE Interval(Minutes) 1440 (7]

=i Oon @ off @

Time 00 .j00 o0 .jo0 0

4.  Click Confirm to accept the change.

The phones also support obtaining the provisioning server address via Skype for Business Server
(if configured) during sign -in process. This method for obtaining provisioning server address has
higher priority than the DHCP option.

DHCP Option 60

DHCP option 60 is used to identify the vendor class ID. By default, the vendor class ID is

MS-UC-Client (case sensitive).
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Procedure

DHCP option 60 can be configured using the configuration files or locally.

Configure DHCP option 60.

) . . Parameters:
Configuration File <y0000000000x»%.cfg

auto_provision.dhcp_option.option60_va
lue

Configure DHCP option 60.

Navigate to:
Local Web User Interface

http:// <phonelPAddress>/servlet?p=set
tings-autop&q=load

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
. . ) String within _
auto_provision.dhcp_option.option60_value MS-UC-Client
99 characters

Description :

Configures the value (vendor class ID) of DHCPRoption 60.

Web User Interface:
Settings->Auto Provision->DHCP Option Value
Phone User Interface:

None

To configure DHCP option 60 on the Skype for Business phone via web user interface:

1. Click on Settings ->Auto Provision .
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2. Enter the desired host name in the DHCP Option Value filed.

Yealink | s

Status Account Network Features Settings Directory Security
Preference Auto Provision NOTE
PNP Active @ on © off @
Time&Date ) . Auto Provision
DHCP Active @ on © off @ The auto provision parameters
for administrator.
Upgrade Custom Option(128~254) @
Auto Provision DHCP Option Value MS-UC-Client OJ You can click here to get
more guides.
Server URL
Configuration @
User Name Q@
Dial Plan
Password ssesases Q@
Voice Common AES Key [P, [
Tones MAC-Oriented AES Key sssseses (7]
Zero Active Enabled - 9
Phone Lock
Wait Time(0~100s) 5 (7]
Location Power On @ on © off @
EXP Module Repeatedly © on @ off @
BToOE Intenval{Minutes) 1440 (7]
Weekly © on @ off @
Time 00 100 —00 :00 @
Sunday
Monday
Tuesday
Day of Week M wednesday @
Thursday
Friday
Saturday
Autoprovision Now Q@

3. Click Confirm to accept the change.

DHCP Option 42 and Option 2
Yealink Skype for Business phones supporusing the NTP server address offered by DHCP.

DHCP option 42 is used to gecify a list of NTP servers available to the client by IP addressNTP
servers should be listed in order of preference. DHCP option 2 is used to specify the offset of the
client's subnet in seconds from Coordinated Universal Time (UTC).

To update time with the offset time offered by the DHCP server, make sure the DHCP Time
feature is enabled at the path Settings ->Time & Date ->DHCP Time. For more information on
how to configure DHCP time feature, refer to NTP Time Serveron page 142.

DHCP Option 12 Hostname on the Skype for Business phone

This option specifies the host name of the client. The name may or may not be qualified with the
local domain name (based on RFC 2132). See RFC 1035 for charactesstrictions.

Procedure

DHCP option 12 hostname can be configured using the configuration files or locally.

Configure the DHCP option 12
Configurati on File <y0000000000xx% .cfg hostname.

Parameters:
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network.dhcp_host_name

Local

Web User Interface

Configure the DHCP option 12

hostname.
Navigate to:

http:// <phonelPAddress>/serviet?p

=features-general&g=Iload

Details of Configuration Parameters:

Parameter s Permitted Values Default
String within 99 Refer to the
network.dhcp_host_name .
characters following content

Description :

Configures the DHCP option 12 hostname on the Skype for Business phone.

For T48G Skype for Business phones:

The default value is SIPT48G.

For T46G Skype for Business phones :

The default value is SIPT46G.

For T42G Skype for Business phones :

The default value is SIPT42G.

For T41P Skype for Business phones :

The default value is SIPT41P.

For T40P Skype for Busine

ss phones:

The default value is SIPT40P

Note: If you change this parameter, the Skype for Business phone will reboot to make the

change take effect.

Web User Interface:

Features>General Information->DHCP Hostname

Phone User Interface:

None

To configure DHCP option 12 hostname on the Skype for Business phone  via web user

interface:

1. Click on Features->General Information .
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2. Enter the desired host name in the DHCP Hostname filed.

Yealink [ s

Status | Account || Network | | Settings || Directory || Security |

General Information &)
General )
Information Call Watting Enabled - 0
Call waiting
_ Key As Send # A 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number calls during the conversation.
Remote Control
bt 4 Key As Send
Rt e ) Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 1} - 0
You can click here to get
LED Return code when refuse 603 (Decline) 9 more guides.
.
.
.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) 5 [7]
Call Number Fiter [7]
Voice Mail Tone Enabled - @
DHCP Hostname SIP-T46G o
E911 Location Tip Enabled - 0
Update Checking Time 24 o
Use DHCP Option 120 Disabled = @
SFB Cert Service URL (7]
Enable SFB Autormation Disabled -9
SFB Inactive Time 5 0
SFB Away Time 5 o
Web Sign in Enabled - 0
Remember Password Disabled -
History Record Contacts Avatar Enabled -
Confirm Cancel

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

4. Click OK to reboot the Skype for Business phone.

DHCP Option 120

Yealink Skype for Business phones support obtaining Skype for Business Server address from
DHCP. DHCP option 120 & used to specify a list of Skype for BusinessServersavailable to the
client.

Procedure

DHCP option 120 can be configured using the configuration files or locally.

Configure DHCP option 120.
Configuration File <y0000000000xx% .cfg Parameters:

sip.option120_get_lync_server.enable

Configure DHCP option 120.

Navigate to:
Local Web User Interface

http:// <phonelPAddress>/servlet?p=feat

ures-general&g=Iload
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Details of Configuration Parameters:

Parameter s Permitted Values Default

sip.option120_get_lync_server.enable Oorl 0

Description :

Enables or disables the Skype for Business phones to obtain the Skype for Business Server
address from DHCP by detecting DHCP option 120.

0-Disabled

1-Enabled

Web User Interface:
Features>General Information ->Use DHCP Option 120
Phone User Interface:

None

To configure DHCP option 120 on the Skype for Business phone via web user interface:

1. Click on Features->General Information

2. Select desired value from the pull-down list of Use DHCP Option 120 .

Yealink | s

Account Directory

General Information &)
General )
Information Call Watting Enabled - 0
Call waiting
_ Key As Send # A 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number calls during the conversation.
Remote Control
bt 4 Key As Send
Rt e ) Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 1} - 0
You can click here to get
LED Return code when refuse 603 (Decline) 9 more guides.
.
.
.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) 5 [7]
Call Number Fiter [7]
Voice Mail Tone Enabled - @
DHCP Hostname SIP-T46G o
E911 Location Tip Enabled - 0
Update Checking Time 24 o
Use DHCP Option 120 Enabled = @ |
SFB Cert Service URL (7]
Enable SFB Autormation Disabled -9
SFB Inactive Time 5 0
SFB Away Time 5 o
Web Sign in Enabled - 0
Remember Password Disabled -
History Record Contacts Avatar Enabled -
Confirm Cancel

3. ClickConfirm to accept the change.
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Configuring Network Parameters Manually

If DHCP is disabled or Skype for Business phones cannot obtaimetwork parameters from the
DHCP server, you need toconfigure them manually. The following parameters should be
configured for Skype for Business phones to establish network connectivity:

IP Address
Subnet Mask
Default Gateway
Primary DNS
Secondary DNS

Procedure

Network parameters can be configured manually using the configuration files or locally.

Configure network parameters of
the Skype for Business phone

manually.

Parameters:
network.internet_port.type
Configuration File <MAC>.cfg network.ip_address_mode
network.internet_port.ip
network.internet_port.mask
network.internet_port.gateway
network.primary_dns

network.secondary_dns

Configure network parameters of
the Skype for Business phone

manually.

Web User Interface )
Navigate to :

Local http://<phonelPAddress>/servlet?p
=network&g=Iload

Configure network parameters of
Phone User Interface the Skype for Business phone

manually.

Details of Configuration Parameters:

Parameter s Permitted Values Default

network.internet_port.type 0,lor2 0
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Parameter s Permitted Values Default

Description :

Configures the Internet (WAN) port type for IPv4.

0-DHCP

1-PPPoHnot applicable to T42G/T41P/T40PSkype for Business phones)
2-Static IP Address

Note: | t wor ks only if the value of the para
(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the Skype for Business phone will

reboot to make the change take effect.
Web User Interface:
Network->Basic->IPv4 Config

Phone User Interface:

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4

network.ip_address_mode 0,1or2 0

Description :

Configures the IP address mode.
0-1Pv4

1-1Pv6

2-1Pv4 & IPv6

Note: If you change this parameter, the Skype for Business phone will reboot to make the

change take effect.

Web User Interface:

Network->Basic->Internet Port ->Mode(IPv4/IPv6)
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IP Mode

network.internet_port.ip IPv4 Address Blank

Description :

Configures the IPv4 address.

Example:

network.internet_port.ip = 192.168.1.20

Note: | t works only if the value of the para
(IPv4) or 2 (IPv4 & IPv6), and "network.internet_port.type" is set to 2 (Static IP Address). If
you change this parameter, the Skype for Business phone will reboot to make the change

take effect.

Web User Interface:
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Parameter s Permitted Values Default

Network->Basic->IPv4 Config->Static IP Address>IP Address
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Static IP ->|P
Address

network.internet_port.mask Subnet Mask Blank

Description :

Configures the IPv4 subnet mask.

Example:

network.internet_port.mask = 255.255.255.0

Note: | t works only if the value of the para
(IPv4) or 2 (IPv4 &IPv6), and "network.internet_port.type" is set to 2 (Static IP Address). If
you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Subnet Mask
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Static
IP->Subnet Mask

network.internet_port.gateway IPv4 Address Blank

Description :

Configures the IPv4 default gateway.

Example:

network.internet_port.gateway = 192.168.1.254

Note: | t works only if the value of the para
(IPv4) or 2 (IPv4 &IPv6), and "network.internet_port.type" is set to 2 (Static IP Address). If
you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Gateway
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv4->Static

IP->Gateway

network.primary_dns IPv4 Address Blank
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Parameter s Permitted Values Default

Description :

Configures the primary IPv4 DNS server.
Example:

network.primary_dns = 202.101.103.55

Note: | t wor ks only if the value of the para
(IPv4) or 2 (IPv4 & IPv6), and "network.internet_port.type" is set to 2 (Static IP Address). If
you change this parameter, the Skype for Business phone will reboot to make te change
take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Primary DNS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Static
IP->Primary DNS

network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.
Example:

network.secondary_dns = 202.101.103.54

Note:1't works only if the value of the para
(IPv4) or 2 (IPv4 &IPv6), and "network.internet_port.type" is set to 2 (Static IP Address). If
you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Secondary DNS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv4->Static
IP->Secondary DNS

To configure the IP address mode via web user interface:

1.

Click on Network ->Basic.
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2. Select desired value from the pull-down list of Mode(IPv4/IPv6) .

Yealink | s

Status Account Features Settings Directory Security

Internet Port NOTE
Basic
oo 9]
DHCP
PC Port IPv4 Config The network configurations will
) be acquired from DHCP server.
Advanced ® DHCP @ B
Static IP Address
O static IP Address Specify the IP address, Subnet
0 Mask, Default Gateway, Primary
IP Address DNS, Secondary DNS fields
manually.
Subnet Mask l—
PPPOE
Gateway u&;gdbact your ISP if it should be
Static DNS O on ® off

You can click here to get

Primary DNS more guides.
Secondary DNS

3. ClickConfirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

4. Click OK to reboot the Skype for Business phone.
To configure a static IP v4 address via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the Static IP Address radio box.

3. Enterthe desired values in the IP Address, Sub net Ma sk, Gateway , Primary DNS and
Secondary DNS fields.

Yealink | s

Account Features Settings Directory Security

Internet Port NOTE
Basic
Mog=(1Pv4/1Pve) @
DHCP
PC Port 1Pv4 Config The network configurations will
B be acquired from DHCP server.
Advanced O oHer @ B
Static IP Address
@ Static 1P Address Spedify the IP address, Subnet
0 Mask, Default Gateway, Primary
manually.
Surt i
PPPoE .
Gateway Contact your ISP if it should be
used.
Static DNS ® on off
You can click here to get
- ore s
Secondary DNS 202.101.103.54 X

4.  Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the Skype for Business phone.
To configure the IP mode via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->WAN Port .

2. Press ®or @ or the Switch soft key to select IPv4, IPv6 or IPv4 & IPv6 from the IP
Mode field.

3. Press theSave soft key to accept the change.
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The Skype for Business phone reboots automatically to make settings effective after a
period of time.

To configure a static IP v4 address via phone user interface:

=

PressMenu ->Advanced (default password: admin) ->Network ->WAN Port ->1Pv4.

2. Press@ or @ , or theSwitch soft key to select the Static IP from the Type field.

3. Enter the desired value in the IP Address, Subnet Mask, Gateway , Primary DNS and
Second ary DNS field respectively.

4. Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effective after a
period of time.

PPPoE

PPPoE (Pointto-Point Protocol over Ethernet) is a network protocol used by Internet Service
Providers (ISPs) to provide Digital Subscriber Line (DSL) high speed Internet services. PPPoE
allows an office or building -full of users to share a common DSL connection to the Internet.
PPPoE onnection is supported by the Skype for Business phone Internet port. Contact your ISP
for the PPPOE user name and password. PPPoE is not applicable to T42G/T4IRIOP Skype for
Business phones

Procedure

PPPoE can be configured using the configuration files or locally.

Configure PPPoE on the Skype for

Business phone.

<MAC>cfi
g Parameters:

network.internet_port.type

Configuration File Configure the user name and

password for PPPoE on the Skype

for Business phone.

<y0000000000x% .cf
Y oe-cig Parameters:

network.pppoe.user

network.pppoe.password

Configure PPPoE on the Skype for
Business phone.

Configure the user name and
Local Web User Interface password for PPPoE on the Skype

for Business phone.

Navigate to :

http://<phonelPAddress>/servlet?p
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=network&g=lo ad

Configure PPPoE on the Skype for
Business phone.

Phone User Interface Configure the user name and
password for PPPoE on the Skype
for Business phone.

Details of Configuration Parameters:

Parameters Permitted Values Default

network.internet_port.type 0,1or2 0

Description :

Configures the Internet (WAN) port type for IPv4.

0-DHCP

1-PPPoHEnot applicable to T42G/T41P/T40P Skype for Business phones)
2-Static IP Address

Note:1't works only if the value of the para
(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the Skype for Business phone will
reboot to make the change take effect.

Web User Interface:
Network ->Basic->IPv4 Config
Phone User Interface:

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4

String within 32
network.pppoe.user Blank
characters

Description :

Configures the user name for PPPoE connection.
Example:

network.pppoe.user = Xmyl0592123

Note: | t works only if the value of the para
(IPv4) or 2 (IPv4 & IPv6), and "network.internet_port.type" is set to 1 (PPPoE). If you change
this parameter, the Skype for Business phone will reboot to make the change teke effect. Itis
not applicable to T42G/T41P/T40P Skype for Business phones.

Web User Interface:
Network->Basic->IPv4 Config->PPPoE>User Name

Phone User Interface:
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Parameter s Permitted Values Default

Menu->Advanced (default password: admin) ->Network ->WAN
Port->IPv4->PPPoE>PPPOE User

String within 99
network.pppoe.password Blank
characters

Description :

Configures the password for PPPoE connection.
Example:

network.pppoe.password = yealink123

Note: | t works only if the value of the para
(IPv4) or 2 (IPv4 & IPv6), and "network.internet_port.type" is set to 1 (PPPoE). If you change
this parameter, the Skype for Business phone will reboot to make the change teke effect. It is
not applicable to T42G/T41P/T40P Skype for Business phones

Web User Interface:
Network->Basic->IPv4 Config->PPPoE>Password
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN
Port->IPv4->PPPoE>PPPoEPassword

To configure PPPoEvia web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the PPPoEradio box.

3. Enter the user name and password incorresponding fields.

Yealink | v

Account Directory

Internet Port NOTE
Basic
Mode(IPu4/1Pve) @
DHCP
PC Port IPv4 Config The network configurations will
B be acquired from DHCP server.
Advanced O pHer @
Static IP Address
O Static IP Add Specify the IP address, Subnet
© e 0 Mask, Default Gateway, Primary
1P Address DNS, Secondary DNS fields
manually.
Subnet Mask
PPPoE
’7 Con your ISP if it should be
Gateway used.
Static DNS On '® Off

[ You can click here to get

Primary DNS more guides.
Secondary DNS

@ prroE @
User Name
Password sesssses
IPv6 Config
® pHCP @

Static IP Address. 0

1P Address
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4. ClickConfirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

5. Click OK to reboot the Skype for Business phone.
To configure PPPoEvia phone user interface:

PressMenu ->Advanced (default password: admin)->Network ->WAN Port ->IPv4.
Press @or @ or the Switch soft key to select the PPPoEfrom the Type field.

Enter the user name and password in the corresponding fields.

P @D oE

Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settingseffective after a
period of time.

Configuring Transmission Methods of the Internet Port and PC

Port

Yealink T48G/T46G/T42G/T41A 40P Skype for Business phonesupport two Ethernet ports:
Internet port and PC port. Three optional methods of transmission con figuration for Skype for
Business phone Internet or PC Ethernet ports:

Auto-negotiate

Half-duplex

Full-duplex

Auto-negotiate is configured for both Internet and PC ports on the Skype for Business phone by
default.

Auto -negotiate

Auto-negotiate means that two connected devices choose common transmission parameters
(e.g., speed and duplex mode) to transmit voice or data over Ethernet. This process entails
devices first sharing transmission capabilities and then selecting the highest performance
transmission mode supported by both. You can configure the Internet port and PC port on the
Skype for Business phone to automatically negotiate during the transmission.
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Half -duplex

Half-duplex transmission refers to transmitting voice or data in both directions, but in one
direction at a time; this means one device can send data on the line, but not receive data
simultaneously. You can configure the half-duplex transmission on both Internet port and PC

port for the Skype for Business phone to transmit in 20Mbps or 100Mbps.

SW

—X

or
PC Port
N ——

—_—

Full-duplex

Full-duplex transmission refers to transmitting voice or data in both directions at the same time;
this means one device can send data on the line while receiving data. You can configure the
full-duplex transmission on both Internet port and PC port for the Skype for Business phone to
transmit in 10Mbps, 100Mbps or 1000Mbps (1000Mbps is only applicable to T48G/T46G/T42G
Skype for Business phones)

Internet Port SW

PC Port
PC

Procedure

The transmission methods of Ethernet ports can be configured using the configuration files or

locally.

Configure the transmission methods of

the Internet (WAN) port .

Configuration File <y0000000000xx% .cfg
Parameters:

network.internet_port.speed_duplex
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network.pc_port.speed_duplex

Configure the transmission methods of
the Internet (WAN) port .

Local Web User Interface Navigate to :

http://<phonelPAddress>/servilet?p=net
work-adv&g=load

Details of Configuration Parameters:

Parameters Permitted Values Default

network.internet_port.speed_duplex 0,1,2,3,40r5 0

Description :

Configures the transmission method of the Internet (WAN) port.
0-Auto Negotiate

1-Full Duplex 10Mbps

2-Full Duplex 100Mbps

3-Half Duplex 10Mbps

4-Half Duplex 100Mbps

5-Full Duplex 1000Mbps (only applicable to T48G/T46G/T42G Skype forBusiness phonesg
Web User Interface:

Network->Advanced->Port Link->WAN Port Link

Phone User Interface:

None

network.pc_port.speed_duplex 0,1,2,3,40r5 0

Description :

Configures the transmission method of the PC (LAN) port.

0-Auto Negotiate

1-Full Duplex 10Mbps

2-Full Duplex 100Mbps

3-Half Duplex 10Mbps

4-Half Duplex 100Mbps

5-Full Duplex 1000Mbps (only applicable to T48G/T46G/T42G Skype for Business phonés

Note: |t works only if the value of the par
Negotiate). For T4A8G/T46G/T42G Skype for Business phoneypou can set the transmission
speed to 1000Mbps/Auto Negotiate to transmit in 1000Mbps. Make sure the Skype for
Business phone is connected to a switch that supports Gigabit Ethernet We recommend
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Parameter s Permitted Values Default

that you do not change this parameter. If you change this parameter, the Skype for Business

phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->Port Link->PC Port Link
Phone User Interface:

None

To configu re the transmission methods of Ethernet ports via web user interface:

1. Click on Network ->Advanced .
2. Select the desired value from the pull-down list of WAN Port Link .

3. Select the desired value from the pull-down list of PC Port Link..

Yealink | v

Status Account Features Settings Directory Security

uor @ NOTE
Basic
sctve
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
WAN Port Active Disabled hd e
Local RTP Port
VID (1-4084) Define the port for voice
transmission.
pronty
0o an ik er 0 g
PC Port Active more guides.
D 1099
Brority
v
DHCP VLAN Active Enabled
oton 1259
Port Link
wan ot
PC Port Link Auto Negotiate ~

4. Click Confirm to accept the change.

Configuring PC Port Mode

The PC port on the back of the Skype for Business phone is used to connect a PC. You can
enable or disable the PC (LAN) port on the Skype for Business phonevia web user interface or

using configuration files.

Procedure

PC port mode can be configured using the configuration files or locally.

Configuration File <y0000000000xx% .cfg Configure the PC (LAN) port
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Parameter:

network.pc_port.enable

Configure the PC (LAN) port

Navigate to :
Local Web User Interface

http://< phonelPAddress>/serviet?p
=network -pcport&qg=load

Details of Configuration Parameters:

Parameters Permitted Values Default

network.pc_port.enable Oorl 1

Description :

Enables or disables the PC (LAN) port.
0-Disabled

1-Auto Negotiation

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->PC Port->PC Port Active
Phone User Interface:

None

To enable the PC port via web user interface:

1. Click on Network ->PC Port.

2. SelectAuto Negotiat e from the pull -down list of PC Port Active .

Yealink | s

Account Features Directory

st PC Port Active NOTE
PC Port Active Auto Negotiation - 9
PC Port PC Port
The PC prot parameters for
administrator.

Advanced

3. ClickConfirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the Skype for Business phone.
To disable the PC port via web user interface:

1. Click on Network ->PC Port.
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2. SelectDisabled from the pull -down list of PC Port Active .

Yealink | v

Account Features Settings Directory Security

- PC Port Active
Basic NOTE
PC Port Active Disabled - o
PC Port PC Port
The PC prot parameters for
onfirm —
Advanced administrator.

3. ClickConfirm to accept the change.

A dialog box pops up to prompt that settings will take effect after areboot.

4. Click OK to reboot the Skype for Business phone.

Web Server Type

50

Web server type determines access protocol of the phone@ web user interface Phones support
both HTTP and HTTPS protocoldor accessing the web user interface. This can be disabledwhen
it is not needed or when it poses a security threat. For more information on accessing the web
user interface, refer to Web User Interface on page 94.

HTTP isan application protocol that runs on top of the TCP/IP suite of protocols . HTTPS is a web
protocol that encrypts and decrypts user page requests as well aspages returned by the web
server. Both HTTP and HTTPS port numbers are configurable.

When you enable user to access web user interface of thephone using the HTTP/HTTPS
protocol (take HTTPS protocol for example):

hitps://10.10.20.24 C || Q Google <Ctrl+K> B ¥+ & @ - B

Log 1N Gieabit Color IP Phone SIP-T46G

Username admin

Password sssss
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When you disable user to access web user interface of thephone using the HTTP/HTTPS
protocol (take HTTPS protocol for example):

hitps://10.10.20.24 c Goagle <Ctrl+k> B 4+ A& @ -1

Unable to connect

Firefox can't establish a connection to the server at 10.10.20.24.

Procedure

Web server type can be configured using the configuration files or locally.

Configure the web access type,
HTTP port and HTTPS port.

Parameters:
Configuration File <y0000000000xx>.cfg wui.http_enable
network.port.http
wui.https_enable

network.port.https

Configure the web access type,
HTTP port and HTTPS port.

Web User Interface Navigate to :

Local http://<phonelPAddress>/servlet?
p=network -adv&g=Iload

Configure the web access type,
HTTP port and HTTPS port.

Phone User Interface

Details of Configuration Parameters:

Parameter s Permitted Values Default

wui.http_enable Oorl 1
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Parameter s Permitted Values Default

Description :

Enables or disables the user to access web user interface of the Skype for Businegshone
using the HTTP protocol.

0-Disabled
1-Enabled

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->Web Server->HTTP
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->Webserver Type->HTTP Status

network.port.http Integer from 1 to 65535 80

Description :

Configures the HTTP port for the user to access web user interface of the Skype for Businesg
phone using the HTTP protocol.

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->Web Server->HTTP Port(1~65535)
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->Webserver Type->HTTP Port

wui.https_enable Oorl 1

Description :

Enables or disables the user to access web user interface of the Skype for Business phone
using the HTTPS protocol.

0-Disabled
1-Enabled

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->Web Server->HTTPS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->Webserver Type->HTTPSStatus
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Parameter s Permitted Values Default

network.port.https Integer from 1 to 65535 443

Description :

Configures the HTTPS port for the user to access web user interface of the Skype for
Business phone using the HTTPS protocol.

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->Web Server->HTTPS Port(1~65535)

Phone User Interface:

Menu->Advanced (default password: admin) ->Network->Webserver Type>HTTPS Port

To configure web server type via web user interface:

1. Click on Network ->Advanced .

2. Select the desired value from the pull-down list of HTTP.

3. Enter the desired HTTP port number in the HTTP Port(1~65535) field.
The default HTTP port number is 80.

4. Select the desired value from the pull-down list of HTTPS

5. Enter the desired HTTPS port number in theHTTPS Port(1~65535) field.
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The default HTTPS port number is 443.

Yealink | s PR

Account Directory

uor @ NOTE
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
0 insufficient, QoS could provide
- priority to users by setting the
. value.
Web Server ) Local RTP Port
Define the port for voice
HTTR transimission.
HTTP Port (1-65535) ‘You can click here to get
more guides
Hrres on sz
802.1x @
802.1x Mode
Identity
MD5 Password
CA Certificates
Device Certificates
Span to PC 0

6. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

7. Click OK to reboot the Skype for Business phone.
To configure web server type via phone user interface:

1. PressMenu->Advanced (default password: admin)>Network ->Webserver Type .

2. Press @ or @ or the Switch soft key to select the desired value from the HTTP Status
field.

3. Enter the desired HTTP port number in the HTTP Port field.

4. Press @ or @ or the Switch soft key to select the desired value from the HTTP Status
field.

5. Enter the desired HTTPS port number in the HTTPSPort field.
6. Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effectiveafter a
period of time .

VLAN

VLAN (Virtual Local Area Network)is usedto logically divide a physical network into several
broadcast domains. VLAN membership can be configured through software instead of

physically relocating devices or connections.Grouping devices with a common set of
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requirements regardless of their physical location can greatly simplify network design. VLANs

can address issues such as scalability, security and network management

The purpose of VLANconfigurations on the Skype for Business phoneis to insert tag with VLAN
information to the packets g enerated by the Skype for Business phone. When VLAN is properly
configured for the ports (Internet port and PC port) on the Skype for Business phone, the Skype
for Business phone will tag all packets from these ports with the VLANID. The switch receives
and forwards the tagged packets to the corresponding VLAN according to the VLAN ID in the
tag as described in IEEE Std 802.3

VLAN on Skype for Business phonesllows simultaneous access for a regular PC. This feature
allows a PC to be daisy chained to a Sipe for Business phone and the connection for both PC
and Skype for Business phone to be trunked through the same physical Ethernet cable.

In addition to manual configuration, the Skype for Business phone also supports automatic
discovery of VLAN via LLDPCDP or DHCP. The assignment takes effect in this order: assignment
via LLDP/CDP, manual configuration, then assignment via DHCP.

For more information on VLAN, refer to VLAN Feature on Yealink Skype for Business phones

LLDP

LLDP (Linker Layer Discovery Protocols a vendor-neutral Link Layerprotocol , which allows the
Skype for Business phoneto receive and/or transmit device -related information from/to directly
connected devices on the network that are also using the protocol, and store the information
about other devices. LLDP transmits information as packets called LLDP Data Units (LLDPDUSs)
An LLDPDU consists of a set of Typd_ength-Value (TLV)elements, each ofwhich contains a
particular type of information about the device or port transmitting it.

LLDP-MED (Media Endpoint Discovery)

LLDRMED is published by the Telecommunications Industry Association (TIA) It is an extension
to LLDP that operates between endpoint devices and network connectivity devices.LLDRMED

provides the following capabilities for the endpoint :
Capabilities Discovery-- allows LLDRMED endpoint to determine the capabilities that the
connected switch supports and has enabled.

Network Policy -- provides voice VLAN configuration to notify the Skype for Business
phone which VLAN to useand QoS-related configuration for voicedata. |t provi des a ] pl

and playDZnetwork environment .

Power Management -- provides information related to how the Skype for Business phone

is powered, power priority, and how much power the endpoint needs.

Inventory Management -- provides a means to effectively manage the Skype for Business

phone and its attributes, such as model number, serial numberand software revision.
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TLVs supported by the Skype for Business phone are summarized in the following table:

TLV Type TLV Name Description
Chassis ID The network address of the Skype for
Businessphone.
Port ID The MAC address of the Skype for Business
Mandatory TLVs phone.
Seconds until data unit expires.
Time To Live

The default value is 180s.

End of LLDPDU

Marks end of LLDPDU.

Optional TLVs

System Name

Name assigned to the Skype for Business
phone.

Thedef ault v-a#heaé&D4d s ]

S

System Description

Description of the Skype for Business phone.

Description includes firmware version of the

Skype for Business phone.

Capabilities

The supported and enabled phone
capabilities.

The Telephone capability issupported and
enabled by default.

Port Description

Description of port that sends data unit.

The default wvalue is

IEEE Std 802.3

Organizationally

MAC/PHY

Configuration/Status

Duplex mode and network speed settings of
the Skype for Business phone.

The Auto Negotiation is supported and
enabled by default.

The advertised capabilities of PMD.

Auto-Negotiation is:

Specific TLV
100BASETX (full duplex mode)
100BASETX (half duplex mode)
10BASET (full duplex mode)
10BASET (half duplex mode)
The MED device type of the Skype for

TIA Business phone and the supported

o . . LLDRMED TLV type can beencapsulatedin
Organizationally Media Capabilities
B LLDPDU.
Specific TLVs

The supported LLDP-MED TLV types are:
LLDRMED Capabilities, Network Policy,
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TLV Type TLV Name Description
Extended Power via MDFPD, Inventory.
Port VLAN ID, application type, L2 priori
Network Policy PP P priority
and DSCP value.
Extended .
] Power type, source, priority and value.
Power-via-MDI
Inventory g Hardware | Hardware revision of the Skype for Business
Revision phone.
Inventory g Firmware | Firmware revision of the Skype for Business
Revision phone.
Inventory g Software Software revision of the Skype for Business
Revision phone.
Inventory g Serial Serial number of the Skype for Business
Number phone.
Inventory g Manufacturer name of the Skype for Business
Manufacturer Name phone.
The default value is
Inventory g Model Model name of the Skype for Business phone.
Name The default value is
Assertion identifier of the Skype for Business
Asset ID
phone.
Procedure

LLDP can be configured using the configuration files or locally.

Configuration File

<y0000000000xx>.cfg

Configure LLDP.
Parameters:
network.lldp.enable

network.lldp.packet_interval

Local

Web User Interface

Configure LLDP.
Navigate to :

http://<phonelPAddress>/servlet?

p=network -adv&qg=Iload

Phone User Interface

Configure LLDP feature.
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Details of Configuration Parameters:

Parameter s Permitted Values Default

network.lldp.enable Oorl 1

Description :

Enables or disables the LLDRLinker Layer Discovery Protocol) feature on the Skype for
Business phone.

0-Disabled

1-Enabled

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:

Network->Advanced->LLDP->Active

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->LLDR>LLDP Status

network.lldp.packet_interval Integer from 1to 3600 60

Description :

Configures the interval (in seconds) for the Skype for Business phone to send the LLDP
(Linker Layer Discovery Protocol) request.

Note: 1t works only if t heetworlalldpueaableCfZ itsh es epta rtg
If you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->LLDP->Packet Interval (1~3600s)

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->LLDR>Packet Interval

To configure LLDP via web user interface:

1. Click on Network ->Advanced .

2. Inthe LLDPblock, select the desired value from the pull-down list of Active .
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3. Enter the desired time interval in the Packet Interval (1~3600s) field.

Yealink | s

Account Features Directory

= LLDP
Basic (2] NOTE
Active Enabled A
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
Advanced network (or LAN) that extends
CbP 0 beyond a single traditional LAM
to a group of LAN segments,
FELD Enabled T aiven specific configurations.
Packet Interval (1~3600s) 1]
QoS
VLAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 1] - Define the port for voice
transmission.
PC Port Active Disabled -
VID (1-4094) 1 You can click here to get
more guides.
Priority 1] -
DHCP VLAN Active Enabled -
Option (1-255) 132
Port Link 0
WAN Port Link Auto Negotiate -
PC Port Link Auto Negotiate -
Voice QoS @
Voice QoS (0~63) 46
SIP Qos (0~63) 26

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

5. Click OK to reboot the Skype for Business phone.
To configure LLDP feature via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->LLDP->LLDP Status.

2. Press @ or @ , or theSwitch soft key to select the desired value from the LLDP Status
field.

3. Enter the priority value (1-3600s) in the Packet Interval field.
4. Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effective after a
period of time.

CDP

CDP (Cisco Discovery Protocolpllows Skype for Business phonedo receive and/or transmit
device-related information from/to directly connected devices on the network that are also
using the protocol, and store the information about other devices.

When CDP feature is enabled on Skype for Business phones, the Skype for Business phones
periodically advertise their own information to the directly connect ed CDRenabled switch. The
Skype for Business phones can also receive CDP packets from the connected switch. When the
VLAN configurations on the Skype for Business phones are different from the ones sent by the
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switch, the Skype for Business phones performan update and reboot. This allows the Skype for
Business phones to be plugged into any switch, obtain their VLAN IDs, and then start

communications with the call control.
Procedure

CDP can be configured using the configuration files or locally.

Configure CDP.
Parameters:

Configuration File <y0000000000xx>.cfg
network.cdp.enable

network.cdp.packet_interval

Configure CDP.

Navigate to :
Web User Interface

Local http://<phonelPAddress>/serviet?

p=network -adv&g=Iload

Phone User Interface Configure CDPfeature.

Details of Configuration Parameters:

Parameter s Permitted Values Default

network. cdp.enable Oorl 1

Description :

Enables or disables the CDP (Cisco Discovery Protocol) feature on the Skype for Business
phone.

0-Disabled
1-Enabled

Note: Ifitis set to 1, the Skype for Business phone will attempt to determine its VLAN ID
through CDP. If you change this parameter, the Skype for Business phone will reboot to
make the change take effect.

Web User Interface:
Network ->Advanced->CDP->Active

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->CDR>CDP Status

network. cdp.packet_interval Integer from 1 to 3600 60

Description :

Configures the interval (in seconds) for the Skype for Business phone to send the CDP
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Parameter s Permitted Values Default

(CiscoDiscovery Protocol) request.

Note:1't wor ks only i f t heetwerladdpeeableDZ itsh es epta rta
If you change this parameter, the Skype for Business phone will reboot to make the change
take effect.

Web User Interface:

Network ->Advanced->CDP->Packet Interval (1~3600s)

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->CDR>Packet Interval

To configure CDP via web user interface:

=

Click on Network ->Advanced .

2.

3. Enter the desired time interval in the Packet Interval (1~3600s) field.

In the CDP block, select the desired value from the pull-down list of Active .

Yealink | s

Account Features Directory

= LLDP
Basic (2] NOTE
Active Enabled -
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
Advanced network (or LAN) that extends
CbP 0 beyond a single traditional LAM
to a group of LAN segments,
FELD Enabled T aiven specific configurations.
Packet Interval (1~3600s) 1]
QoS
VAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 1] - Define the port for voice
transmission.
PC Port Active Disabled -
VID (14094) 1 You can click here to get
more guides.
Priority 1] -
DHCP VLAN Active Enabled -
Option (1-255) 132
port Link @)
WAN Port Link Auto Negotiate -
PC Port Link Auto Negotiate -
Voice QoS @)
Voice QoS (0~63) 46
SIP Qos (0~63) 26

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the Skype for Business phone.
To configure CDP feature via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->CDP->CDP Status.

2. Press @ or @ , or theSwitch soft key to select the desired value from the CDP Status
field.
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3. Enter the priority value (1-3600s) in the Packet Interval field.
4. Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effective after a
period of time.

Manual Configuration for VLAN

VLAN is disabled on Skype for Business phonesby default. You can configure VLANfor the
Internet port and PC port manually . Before configuring VLAN on the Skype for Business phone
you need to obtain the VLAN ID from your network administrator.

Procedure

VLAN can be configured using the configuration files or locally.

Configure VLAN for the Internet port and
PC port manually.

Parameters:

network.vlan.internet_port_enable
Configuration

<y0000000000xx>.cfg network.vlan.internet_port_vid
File

network.vlan.internet_port_priority
network.vlan.pc_port_enable
network.vlan.pc_port_vid

network.vlan.pc_port_priority

Configure VLAN for the Internet port and
PC port manually.

Web User Interface Navigate to :

Local http://<phonelPAddress>/servlet?p=net

work-adv&q=load

Configure VLAN for the Internet port and
Phone User Interface
PC port manually.

Details of Configuration Parameters:

Parameter s Permitted Values Default

network.vlan.internet_port_enable Oorl 0

Description :
Enables or disablesVLAN for the Internet (WAN) port.
0-Disabled
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Parameter s Permitted Values Default

1-Enabled

Note: If you change this parameter, the Skype for Business phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->Active
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->VLAN->WAN Port->VLAN
Status

network.vlan.internet_port_vid Integer from 1to 4094 1

Description :
Configures VLAN ID for the Internet (WAN) port.

Note: If you change this parameter, the Skype for Business phone willreboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->VID (1-4094)
Phone User Interface:

Menu->Advanced (default password: admin)->Network->VLAN->WAN Port->VID
Number

network.vlan.internet_port_priority Integer from Oto 7 0

Description :
Configures VLAN priority for the Internet (WAN) port.
7 is the highest priority, 0 is the lowest priority.

Note: If you change this parameter, the Skype for Business phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->Priority
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->VLAN->WAN Port-> Priority

network.vlan.pc_port_enable Oorl 0

Description :
Enables or disables VLAN for the PGLAN) port.
0-Disabled
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Parameter s Permitted Values Default

1-Enabled

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->VLAN->PC Port->Active
Phone User Interface:

Menu->Advanced (default password: admin)->Network->VLAN->PC Port>VLAN Status

network.vlan.pc_port_vid Integer from 1 to 4094 1

Description :
Configures VLAN ID for the PC (LAN) port.

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->VLAN->PC Port->VID (1-4094)
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->VLAN->PC Port>VID Number

network.vlan.pc_port_priority Integer from Oto 7 0

Description :
Configures VLAN priority for the PC (LAN) port.
7 is the highest priority, 0 is the lowest priority.

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Network->Advanced->VLAN->PC Port>Priority
Phone User Interface:

Menu->Advanced (default password: admin) ->Network->VLAN->PC Port>Priority

To configure VLAN for Internet port via web user interface:

1.
2.
3.

Click on Network ->Advanced .
In the VLAN block, select the desired value from the pull-down list of WAN Port Active .
Enter the VLAN ID in theVID (1-4094) field.
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4.  Select the desired value (67) from the pull-down list of Priority .

Yealink | s

Status Account Features Settings Directory
= LLDP
Basic @
Active Enabled -
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
Advanced network (or LAN) that extends
CbP 0 beyond a single traditional LAM
to a group of LAN segments,
FELD Enabled T aiven specific configurations.
Packet Interval (1~3600s) 1]
QoS
VLAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Enabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 1] - Define the port for voice
transmission.
PC Port Active Disabled -
7
VID (1-4094) 1 You cfan click here to get
more guides.
Priority 1] -
DHCP VLAN Active Enabled -
Option (1-255) 132
Port Link 0
WAN Port Link Auto Megotiate -
PC Port Link Auto Megotiate -
Voice QoS @
Voice QoS (0~63) 46
SIP Qos (0~63) 26

5. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the Skype for Business phone.
To configure VLAN for PC port via web user interface:

1. Click on Network ->Advanced .
2. Inthe VLAN block, select the desired value from the pull-down list of PC Port Active .
3. Enter the VLAN IDin the VID (1-4094) field.
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4.  Select the desired value(0-7) from the pull-down list of Priority .

Yealink|we

Account Features Directory

= LLDP
Basic (2] NOTE
Active Enabled A
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
Advanced network (or LAN) that extends
CbP 0 beyond a single traditional LAM
to a group of LAN segments,
FELD Enabled T aiven specific configurations.
Packet Interval (1~3600s) 1]
QoS
VLAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 1] - Define the port for voice
transmission.
PC Port Active Enabled hd
VID (1-4094) 1 You can click here to get
more guides.
Priority 1] -
DHCP VLAN Active Enabled -
Option (1-255) 132
Port Link 0
WAN Port Link Auto Megotiate -
PC Port Link Auto Megotiate -
Voice QoS @
Voice QoS (0~63) 46
SIP Qos (0~63) 26

5. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the Skype for Business phone.
To configure VLAN for Internet port (or PC port) via phone user interface:
1. PressMenu->Advanced (default password: admin)->Network ->VLAN->WAN Port (or

PC Port).

2. Press @ or @ , or theSwitch soft key to select the desired value from the VLAN
Status field.

3. Enter the VLAN ID (:4094) in the VID Number field.
4.  Enter the priority value (0-7) in the Priority field.
5.  Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effectiveafter a
period of time .

DHCP VLAN

Skype for Business phones support VLAN discovery via DHCP. When the VLAN Discovery
method is set to DHCP, the Skype for Business phone will examinedDHCP option for a valid
VLAN ID. The predefined option 132 is used to supply the VLAN ID by default. You can
customize the DHCP option used to request the VLAN ID.
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Procedure

DHCP VLAN can be configured using the configuration files or locally.

Configure DHCP VLAN discovery
feature.

Configuration File <y0000000000xx>.cfg Parameters:
network.vlan.dhcp_enable

network.vlan.dhcp_option

Configure DHCP VLAN discovery
feature.

Web User Interface Navigate to :

Local http://<phonelPAddress> /serviet?

p=network -adv&g=Iload

Configure DHCP VLAN discovery
Phone User Interface

feature.
Details of Configuration Parameters:
Parameter s Permitted Values Default
network.vlan.dhcp_enable Oorl 1

Description :

Enables or disablesDHCP VLAN discovenfeature on the Skype for Business phone
0-Disabled

1-Enabled

Note: If you change this parameter, the Skype for Business phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->DHCP VLAN>Active
Phone User Interface:

Menu->Advanced (default password: admin)->Network->VLAN->DHCP VLAN>DHCP
VLAN

network.vlan.dhcp_option Integer from 1 to 255 132

Description :

Configures the DHCP option from which the Skype for Business phone will obtain the VLAN
settings. You canconfigure at most five DHCP options and separate them by commas.

Note: If you change this parameter, the Skype for Business phone will reboot to make the
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Parameter s

Permitted Values

Default

change take effect.

Web User Interface:

Network->Advanced->VLAN->DHCP VLAN>Option (1 -255)

Phone User Interface:

Menu->Advanced (default password: admin)->Network->VLAN->DHCP VLAN>Option

To configure DHCP VLAN discovery via web user interface:

1. Click on Network ->Advanced .
2. Inthe VLAN block, select the desired value from the pull-down list of DHCP VLAN Active .
3. Enter the desired option in the Option (1-255) field.

The default option is 132.

Yealink | v

Directory

Account Features
uor @ NOTE
Basic
Active Disabled -
VLAN
PC Port Packet Interval (1~3600s) [0 A VLAN is a logical local area
network (or LAN) that extends
Advanced cop beyond a single traditional LAN
0 to a group of LAN segments,
Active Enabled - given specific configurations.
[ QoS
Packet Interval (1~3600s) 60 When the network capacty s
insufficient, QoS could provide
VLAN 0 priority to users by setting the
- value.
WAN Port Active Disabled
Local RTP Port
VID (1-4004) 1 Define the port for voice
transmission.
Priority 0 -
bied You can click here to get
PC Port Active Dissble M more guides.
VID (1-4094) 1
Priority 0 -
DHCP VLAN Active Enabled M
Option (1-255) 132

Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after areboot.

5. Click OK to reboot the Skype for Business phone.
To configure DHCP VLAN discovery via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->VLAN->DHCP VLAN.

2. Press@r @ or the Switch soft key to select the desired value from the DHCP VLAN
field.

3. Enter the desired option in the Option field.
4. Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effectiveafter a
period of time .
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IPv6 Support

Because Internet Protocol version 4 (IPv4) uses a 3bit address, it cannot meet the increased
demands for unique IP addresses for all devices that connect to the Internet. Therefore,
Internet Protocol version 6 (IPv6) is the next generation network layer protocol , which designed
as a replacement for the current IPv4 protocol.

IPv6is developed by the Internet Engineering Task Force (IETF) to deal with the longanticipated
problem of IPv4 address exhaustion.Yealink Skype for Business phone supports IPv4 ddressing
mode, IPv6 addressing mode, as well as an IPv4&IPv6 dual stack addressing modéPw uses a

32-bit address, consisting of four groups of three decimal digits separated by dots; for example,
192.168.1.1001Pv6 uses a 128bit address, consisting of eight groups of four hexadecimal digits
separated by colons; for example, 2026:1234:1:1:215:65ff.felf.caa

VolIP network based on IPv6 can provide endto-end security capabilities, enhanced Quality of
Service (QoS), a set of service requirements to deliveperformance guarantee while transporting
traffic over the network.

If you configure the network settings on the Skype for Business phone for an IPv6 network, you
can set up an IP address for the Skype for Business phone either by using SLAAC (ICMPv6),
DHCPv6 or by manually entering an IP address. Ensure that your network environment supports
IPv6. Contact your ISP for more information.

IPv6 Address Assignment Method
Supported IPv6 address assignment methods:

Manual Assignment: An IPv6 address and other canfiguration parameters (e.g., DNS
server) for the Skype for Business phone can be statically configured by an administrator.

Stateless Address Autoconfiguration  (SLAACY ICMPv6 : SLAACIs one of the most
convenient methods to assign IP addresses to IPv6 nodes SLAACrequires no manual
configuration of the Skype for Business phone minimal (if any) configuration of routers,
and no additional servers. To use IPv6 SLAACthe Skype for Business phone must be
connected to a network with at | east one IPv6 router connected. This router is configured
by the network administrator and sends out Router Advertisement announcements onto
the link. These announcements can allow the onlink connected Skype for Business phone

to configure itself with IPv6 address, as specified in RF@862.

Stateful DHCPv6: The Dynamic Host Configuration Protocol for IPv6 (DHCPvV6) has been

standardized by the IETF through RFG3315. DHCPv6 enables DHCP servers to pass

configuration parameters such as IPv6 network addressego IPv6 nodes. It offers the

capability of automatic allocation of reusable network addresses and additional

configuration flexibility. This protocol is a stat
Aut oconf i BRCr2463, and caDBe (1sed separately or concurrently with the latter

to obtain configuration parameters.
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How the Skype for Business phone obtains the IPv6 address and network
settings?

The following table lists where the Skype for Business phoneobtains the IPv6 address and other
network settings:

SLAAC How the Skype for Business phone obtains the IPv6 address
(ICMPv6) and network settings?

DHCPv6

. ) You have to manually configure the static IPv6 address and other
Disabled | Disabled )
network settings.

The Skype for Business phonecan obtain the IPv6 address via
Disabled | Enabled SLAAG but the other network settings must be configured

manually.

) The Skype for Business phone can obtain thelPv6 address and
Enabled | Disabled . )
the other network settings via DHCPV®.

The Skype for Business phonecan obtain the IPv6 address via
SLAAC and obtain other network settings via DHCPV6.

Enabled | Enabled

Procedure

IPv6 can be configured using the configuration files or locally.

Configure the IPv6 address assignment
method.

Parameters:
network.ip_address_mode
network.ipv6_internet_port.type
network.ipv6_internet_port.ip
<MAC> .cfg network.ipv6_prefix
network.ipv6_internet_port.gateway

Configuration File network.ipv6_icmp_\6.enable

Configure the IPv6 static DNS address.
Parameters:
network.ipv6_primary_dns

network.ipv6_secondary_dns

Configure the IPv6 static DNS.
<y0000000000xx>.cfg Parameter:

network.ipv6_static_dns_enable

Configure the IPv6 address assignment
Local Web User Interface method.

Configure the IPv6 static DNS.
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Navigate to :

http://<phonelPAddress>/serviet?p=ne
twork&q=load

Configure the IPv6 address assignment

method.

Phone User Interface ] .
Configure the IPv6 static DNS.

Configure the IPv6 static DNS address.

Details of Configuration Parameters:

Parameters Permitted Values Default

network.ip_address_mode 0,1or2 0

Description :

Configures the IP address mode.

0-1Pv4

1-1Pv6

2-1Pv4 & IPv6

Note: If you change this parameter, the Skypefor Business phone will reboot to make the
change take effect.

Web User Interface:

Network ->Basic->Internet Port ->Mode (IPv4/IPv6)

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IP Mode

network.ipv6_internet_port.type Oorl 0

Description :

Configures the Internet (WAN) port type for IPv6.

0-DHCP

1-Static IP Address

Note: | t works only if the value of the par g
(IPv6) or 2 (IPv4 & IPv6)If you change this parameter, the Skype for Business phone will
reboot to make the change take effect.

Web User Interface:

Network->Basic->IPv6 Config

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv6
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Parameter s Permitted Values Default

network.ipv6_static_dns_enable Oorl 0

Triggers the static IPv6é DNS feature to on or off.

0- Off

1-On

If it is set to O (Off), the Skype for Business phone will use the IPv6 DNS obtained from
DHCP.

If it is set to 1 (On), the Skype for Business phone willuse manually configured static IPv6
DNS.

Note: | t works only if the value of the parg
0 (DHCP)If you change this parameter, the Skype for Business phone will reboot to make
the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->IPv6 Static DNS

Phone User Interface:

Menu->Advanced (default: admin) ->Network ->WAN Port->IPv6->DHCP->Static DNS

network.ipv6_internet_port.ip IPv6 address Blank

Description :

Configures the IPv6 address.

Example:

network.ipv6_internet_port.ip = 2026:1234:1:1:215:65ff:felf.caa

Note: | t works only if the value of the parg
(IPv6) or 2 (IPv4 & IPv6), and "network.ipv6_internet_port.type" is set to 1 (Static IP
Address). If you change this parameter, the Skype for Business phone will reboot to make
the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>IP Address

Phone User Interface:

Menu->Advanced (default password: admin)->Network ->WAN Port->|Pv6->Static |P->IP
Address

network.ipv6_prefix Integer from Oto 128 64

Description :
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Parameter s Permitted Values Default

Configures the IPv6 prefix.

Note: | t wor ks only if the value of the parg
(IPv6) or 2 (IPv4 & IPv6), andnetwork.ipv6_internet_port.type" is set to 1 (Static IP
Address). If you change this parameter, the Skype for Business phone will reboot to make
the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>IPv6 Prefix(0~128
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv6->Static
IP->IPv6 IP Prefix

network.ipv6_internet_port.gateway IPv6 address Blank

Description :

Configures the IPv6 default gateway.

Example:

network.ipv6_internet_port.gateway = 3036:1:1:¢c3c7:c11c:5447:23a6:255

Note: 1t works only if the value of the par 3
(IPv6) or 2 (IPv4 & IPv6), and "network.ipv6_internet_port.type" is set to 1 (Static IP
Address).If you change this parameter, the Skype for Business phone will reboot to make
the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Gateway

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv6->Static

IP->Gateway

network.ipv6_primary_dns IPv6 address Blank

Description :

Configures the primary IPv6 DNS server.

Example:

network.ipv6_primary_dns = 3036:1:1:¢3c7: c11c:5447:23a6:256

Note: It works only if the value of the parameter "network.ip_address_mode" is setto 1
(IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the value of the
parameter "network.ipv6_static_dns_enable" is set to 1 (On). If you change this parameter,
the Skype for Business phone will eboot to make the change take effect.
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Parameter s Permitted Values Default

Web User Interface:

Network->Basic->IPv6 Config->Static IP Address>Primary DNS

Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv6->Static
IP->Primary DNS

Or Menu->Advanced (default password: admin) ->Network ->WAN
Port->1Pv6->DHCP->Static DNS(Enabled)>Primary DNS

network.ipv6_secondary_dns IPv6 address Blank

Description :

Configures the secondary IPv6 DNS server.

Example:

network.ipv6_secondary_dns =2026:1234:1:1:c3c7:c11c:5447:23a6

Note: It works only if the value of the parameter "network.ip_address_mode" is setto 1
(IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the value of the
parameter "network.ipv6_static_dns_enable'is set to 1 (On). If you change this parameter,
the Skype for Business phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Secondary DNS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->|Pv6->Static
IP->Secondary DNS

Or Menu->Advanced (default password: admin) ->Network ->WAN
Port->1Pv6->DHCP->Static DNS(Enabled)>Secondary DNS

network.ipv6_icmp_v6.enable Oorl 1

Description :

Enables or disables theSkype for Business phone to obtain IPv6 network settings via SLAAQ
(Stateless Address Autoconfiguration) method.

0-Disabled
1-Enabled
Note: If you change this parameter, the Skype for Business phone will reboot to make the

change take effect. It is only applicable to T48G/T46G Skype for Business phones. SLAAC i
enabled on T42G/T41P/T40P Skype for Business phones by default. You are not allowed to

configure this parameter for these Skype for Business phones.
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Parameter s Permitted Values Default

Web User Interface:
Network ->Advanced->ICMPv6 Status->Active
Phone User Interface:

None

To configure IPv6 address assignment method via web user interface:

1. Click on Network ->Basic.

2. Select the desired address mode (Pv6 or IPv4 & IPv6) from the pull -down list of
Mode(IPv4/IPv6) .

3. Inthe IPv6 Config block, mark the DHCP or the Static IP Address radio box.

- If you mark the Static IP Address radio box, configure the IPv6 address and other

configuration parameters in the corresponding fields.

Yealink | v

Status Account Features Settings Directory Security
Internet Port NOTE
Basic
Madk(1Pv4/1PvE) @
DHCP
PC Port 1Pv4 Config The netwark configurations will
be acquired from DHCP server.
Advanced ® pHCP @ .
Static IP Address
Static IP Address Specify the IP address, Subnet
0 Mask, Default Gateway, Primary
1P Address DNS, Secondary DNS fields
manually.
Subnet Mask
PPPoE
’7 Contact your ISP if it should be
Gateway usad,
Static DNS On ® Off
[&] vou can click here to get
Primary DNS more guides.
Secondary DNS
IPv6 Config
O pHer @
® StaticIP Address @
e
P
ey
IPv6 Static DNS ® on off
Secondary DNS 2026:1234:1:1:(3c7:c11C:5
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- (Optional.) If you mark the DHCP radio box, you can configure the static DNS address

in the corresponding fields.

Yealink | s

Status Account Features Settings Directory

Internet Port NOTE
Basic
Mode(IPv4/1Pv5) @
DHCP
PC Port 1Pv4 Config The network configurations will
be acquired from DHCP server.
Advanced ® pHCP @ .
Static IP Address
Static IP Address Specify the IP address, Subnet
0 Mask, Default Gateway, Primary
IP Address DNS, Secondary DNS fields
manually.
Subnet Mask
PPPoE
l— Contact your ISP if it should be
ey used.
Static DNS Oon ® Off
You can dlick here to get
Primary DNS more guides.
Secondary DNS
IPv6 Config
® DHCP @

O staticIP Address @)

IP Address 2026:1234:1:1:215:65fF:fel
IPY5 Prefix(0~128) I
Gateway 3026 5447:2
1Pv6 Static DNS ® On Off
primary DNS
Secondary DNS
G

4.  Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after areboot.

5. Click OK to reboot the Skype for Business phone.
To configure SLAAC feature via web user interface (only applicable to T48G/T46G):

1. Click on Network ->Advanced .
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2. Inthe ICMPV6 Status block, select the desired value from the pull-down list of Active .

Yealink | <

Status Account Features Settings Directory Security
uoe @ NOTE
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3600s) AVLAN is 2 logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active Enabled W given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
ot e e
Local RTP Port
VID (1-4084) Define te port for veice
transmission.
priorty
0o an ik ere o o
PC Port Active more guides.
D (14080
prty
.
.
.
Port Link @)
wanpre L
PC Port Link
ICMPv6 Status )
| Active Enabled v |

3. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4.  Click OK to reboot the Skype for Business phone.
To configure IPv6 address assignment method via phone user interface:

PressMenu ->Advanced (default password: admin) ->Network ->WAN Port .
Press @ or @ to selectlPv4 & IPv6 or IPv6 from the IP Mode field.
Press @ or @ to highlight IPv6 and press the Enter soft key.

A

Press @ or @ to select the desired IPv6 address assignment method.

If you select the Static | P, configure the IPv6 address and other network parameters in the

corresponding fields.
5.  Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effectiveafter a

period of time .
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To configure [Pv6 static DNS when DHCP is used via phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->WAN
Port->1Pv6->DHCP.

2. Press @ or @ , or theSwitch soft key to select Enabled from the Static DNS field.

3. Enter the desired values in the Primary DNS and Second DNS fields respectively.

4. Press theSave soft key to accept the change.

The Skype for Business phone reboots automatically to make settings effective after a
period of time.

Quality of Service (QoS)

78

Quality of Service (QoS)is the ability to provide different priorities for different packets in the
network, allowing the transport of traffic with special requirements . QoS guarantees are
important for applications that require fixed bit rate and are delay sensitive when the network
capacity is insufficient. There arefour major QoS factorsto be considered when configuring a
modern QoS implementation: bandwidth, delay, jitter and loss.

QoS provides better network service through the following features:

Supporting dedicated bandwidth

Improving loss characteristics

Avoiding and managing network congestion
Shaping network traffic

Setting traffic priorities across the network

The BestEffort service is the default QoS model in IP networks. It provides no guarantees for
data delivering, which means delay, jitter, packet loss and bandwidth allocation are
unpredictable. Differentiated Services DiffServ or DS) is the most widely used QoS model. It
provides a simple and scalable mechanismfor classifying and managing network traffic and
providing QoS on modern IP networks. Differentiated Services Code Point (DSCP) is used to
define DiffServ classes and stored in the first six bits of the ToS (Type of Service) fieldEach
router on the network can provide QoS simply based on the DiffServ class. The DSCP value
ranges from 0 to 63 with each DSCP specifying a particular perhop behavior (PHB) applicable to
a packet. A PHB refers to the packet scheduling, queuing, policing, or shaping behavior of a
node on any given packet.

Four standard PHBsavailable to construct a DiffSen+enabled network and achieve QoS:

Class Selector PHB -- backwards compatible with IP precedence Class Selector code
points are of the form Jxxx00MDZ he first three bits are the IP precedence bits.Theseclass
selector PHBs retain almost the same forwarding behavior as nodes that implement IP

precedence-based classification and forwarding.

Expedited Forwarding PHB -- the key ingredient in DiffServ model for providing a

low-loss, low-latency, low-jitter and assured bandwidth service.
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Note

Assured Forwarding PHB -- defines a method by which BAs (Bandwidth Allocations) can

be given different forwarding assurances.

Default PHB -- specifies that a packet marked with a DSCP value 0f 000000Dgets the
traditional best effort service from a DS-compliant node .

VoIP is extremely bandwidth and delay-sensitive. QoSis a major issue in \bIP implementations,
regarding how to guarantee that packet traffic not be delayed or dropped due to interference
from other lower priority traffic. VolP can guarantee high-quality QoS only if the voice and the
SIP packets are given priority over other kinds of network traffic. Skype for Business phones
support the DiffServ model of QoS.

Voice QoS

In order to make VolP transmissions intelligible to receivers, voice packets should not be
dropped, excessively delayed, or made to suffer varying delay DiffServ model can guarantee
high-quality voice transmission when the voice packets are configured to a higher DSCPvalue.

SIP QoS

SIPprotocol is used for creating, modifying and terminating two -party or multi -party sessions.
To ensure good voice quality, SIP packets emanated from Skype for Business phones should be
configured with a high transmission priority.

DSCPs for voice and SIP packets can be spedifil respectively.

For voice and SIP packets, the Skype for Business phone obtains DSCP info from the network
policy if LLDP feature is enabled, which takes precedence over manual settings. For more
information on LLDP, refer to LLDPon page 55.

Procedure

QoS can be configured using the configuration files or locally.

Configure the DSCPs for voice
packets and SIP packets.

Configuration File <y0000000000xx>.cfg Parameters:
network.qos.rtptos

network.qos.signaltos

Configure the DSCPs for voice
packets and SIP packets.

Local Web User Interface Navigate to :

http://<phonelPAddress>/serv

let?p=network -adv&g=Iload
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Details of Configuration Parameters:

Parameter s Permitted Values Default

network.qos.rtptos Integer from 0O to 63 46

Description :

Configures the DSCP (Differentiated Services Code Point) for voice packets.

The default DSCP value for RTP packets is 46 (Expedited Forwarding).

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:

Network ->Advanced->Voice QoS (0~63)

Phone User Interface:

None

network.qos.signaltos Integer from 0Oto 63 26

Description :

Configures the DSCP (DifferentiatedServices Code Point) for SIP packets.

The default DSCP value for SIP packets is 26 (Assured Forwarding).

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:

Network->Advanced->SIP QoS (0~63)

Phone User Interface:

None

To configure DSCPs for voice packets and SIP packets via web user interface:

Click on Network ->Advanced .

Enter the desired value in the Voice QoS (0~63) field.
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3. Enterthe desired value in the SIP QoS (0~63) field.

Yealink | s

Account Features Directory

c LLDP
T 7] NOTE
Active Enabled hd
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
Advanced network (or LAN) that extends
CbP 0 beyond a single traditional LAN
to a group of LAN segments,
FELD Enabled T aiven specific configurations.
Packet Interval (1~3600s) 60
QoS
VLAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 1] - Define the port for voice
transmission.
PC Port Active Disabled -
VID (1-4094) 1 You can click here to get
more guides.
Priority 1] -
DHCP VLAN Active Enabled -
Option (1-255) 132
Port Link o
WAN Port Link Auto Negotiate -
PC Port Link Auto Negotiate -
Voice QoS )
Voice QoS (0~63) 46
SIP Qos (0~63) 26

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the Skype for Business phone.

802.1X Authentication

IEEEB02.1X authentication is an IEEEtandard for Port-based Network Access Control (PNAC)
part of the IEEE 802.1group of networking protocols. It offers an authentication mechanism for
devices to connect/link to a LAN or WLAN. The 802.1X authentication involves three parties: a
supplicant, an authenticator and an authentication server. The supplicant isthe phone that
wishes to attach to the LAN or WLAN. With 802.1X port-based authentication, the phone
provides credentials, such as usemame and password, for the authenticator, and then the
authenticator forwards the cred entials to the authentication server for verification. If the
authentication server determines the credentials are valid, the phone is allowed to access
resources located on the protected side of the network.

Phones support protocols EAP-MD5, EARTLS, EARPEAP/MSCHAPV2,
EARTTLS/EAPMSCHAPV2, EARPEAP/GTC, EARTLS/EARGTC and EAPFAST for 802.1X
authentication.

For more information on 802.1X authentication, refer to Yealink 802.1X Authentication

Procedure

802.1X authentication can be configured using the configuration files or locally.
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Configuration File

<y0000000000xx>.cfg

Configure the 802.1X

authentication.

Parameters:

network.802_1x.mode
network.802_1x.identity
network.802_1x.md5_password
network.802_1x.root_cert_url

network.802_1x.client_cert_url

Local

Web User Interface

Configure the 802.1X
authentication.

Navigate to :

http://<phonelPAddress>/serviet?
p=network -adv&g=Iload

Phone User Interface

Configure the 802.1X

authentication.
Details of Configuration Parameters:
Parameter s Permitted Values Default
network.802_1x.mode 0,1,2,3,4,5,6o0r7 0

Description :

0-Disabled
1-EARMD5
2-EARTLS

Configures the 802.1x authentication method.

3-EARPEAP/MSCHAPV2
4-EARTTLS/EAPMSCHAPV2

5-EARPEAP/GTC
6-EARTTLS/EAPGTC
7-EARFAST

change take effect.

Web User Interface:
Network ->Advanced->802.1x->802.1x Mode

Phone User Interface:

Menu->Advanced (default password: admin) ->Network->802.1x->802.1x Mode

Note: If you change this parameter, the Skype for Business phone will reboot to make the
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Parameter s Permitted Values Default

network.802_1x.identity String within 32 characters Blank

Description :

Configures the user name for 802.1x authentication.
Example:

network.802_1x.identity = admin

Note: I t works only if the value of the par g
5, 6 or 7. If you change this parameter, the Skype for Business phone will reboot to make
the change take effect.

Web User Interface:
Network->Advanced->802.1x->Identit y

Phone User Interface:

Menu->Advanced (default password: admin) ->Network->802.1x ->Identity

network.802_1x.md5_password String within 32 characters Blank

Description :

Configures the password for 802.1x authentication.

Example:

network.802_1x.md5_password = admin123

Note: 1t works only if the value of the para3
6 or 7. If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Int erface:

Network->Advanced->802.1x->MD5 Password

Phone User Interface:

Menu->Advanced (default password: admin) ->Network->802.1x ->MD5 Password

network.802_1x.root_cert_url URL within 511 characters Blank

Description :
Configures the access URL of the CAertificate.

Example:
network.802_1x.root_cert_url = http://192.168.1.10/ca.pem

Note: | t works only if the value of the parg
6 or 7. The format of the certificate must be *.pem, *.crt, *.cer or *.der.

Web User Interface:
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Parameter s Permitted Values Default
Network->Advanced->802.1x->CA Certificates
Phone User Interface:
None
network.802_1x.client_cert_url URL within 511 characters Blank
Description :
Configures the access URL of the device certificate.
Example:
network.802_1x.client_cert_url =http://192.168.1.10/client.pem
Note: I t works only if the value of the parg

(EARTLS. The format of the certificate must be *.pem.

Web User Interface:
Network ->Advanced->802.1x->Device Certificates
Phone User Interf ace:

None

To configure the 802.1X authentication via web user interface:

1.
2.

Click on Network ->Advanced .

In the 802.1x block, select the desired protocol from the pull -down list of 802.1x Mode .

a) If you select EAP-MD5:

1) Enter the username for authentication in the Identity field.
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2) Enter the password for authentication in the MD5 Password field.

Yealink | 11

Account Features Settings Directory Security

uor @ NOTE
Basic
setwe
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active given specific configurations.
Packet Interval (1~3600s) QoS
When the network capadity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
AN Port Active Disabled v value.
Local RTP Port
vID (1-4053) Defie the port for voice
transmission.
priority
You can dlick here to get
" more guides.
.
.
802.1x @
802.1x Mode EAP-MD5 b
MD5 Password ssssssss
CA Certificates I :
Device Certificates -
Span to PC 0
Span to PC Port Disabled v

b) If you select EAP-TLS
1) Enter the username for authentication in the Identity field.
2) Leave theMD5 Password field blank.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,
*.crt, *.cer or *.der)from your local system.

4) In the Device Certificate s field, click Browse to select the desired client (*.pem or
*.cer) certificate from your local system.
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5) Click Upload to upload the certificates.

Yealink | s

Status Account Features Settings Directory Security
uor @ NOTE
Basic
setwe
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active given specific configurations.
Packet Interval (1~3600s) QoS
When the network capadity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
AN Port Active Disabled v value.
Local RTP Port
vID (1-4053) sfine the port for voice
transmission.
by
You can dlick here to get
" more guides.
.
.
802.1x @
02 1o
ety
T
Browse...
CA Certificates
Upload
Browse ..
Device Certificates
Upload
Span to PC 0
Span to PC Port Disabled v

c) If you select EAP-PEAP/MSCHAPV2:
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.
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4) Click Upload to upload the certificate.

Yealink | s

Status Account Features Settings Directory Security
uor @ NOTE
Basic
setwe
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active given specific configurations.
Packet Interval (1~3600s) QoS
When the network capadity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
AN Port Active Disabled v value.
Local RTP Port
vID (1-4053) sfine the port for voice
transmission.
by
You can dlick here to get
" more guides.
.
.
802.1x @
identity
- Browse...
CA Certificates
@ [ Upload |
Device Certificates -
Span to PC 0
Span to PC Port Disabled v

d) If you select EAP-TTLS/EAP-MSCHAPV2:
1) Enter the username for authentication in the Identit y field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.
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4) Click Upload to upload the certificate.

Yealink | s

Status Account Features Settings Directory Security
uor @ NOTE
Basic
setwe
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active given specific configurations.
Packet Interval (1~3600s) QoS
When the network capadity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
AN Port Active Disabled v value.
Local RTP Port
vID (1-4053) sfine the port for voice
transmission.
by
You can dlick here to get
" more guides.
.
.
802.1x @
identity
- Browse...
CA Certificates
= [ Upload |
Device Certificates -
Span to PC 0
Span to PC Port Disabled v

e) If you select EAP-PEAP/GTC
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.

Yealink | s

Status Account Features Settings Directory Security

uor @ NOTE
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3500s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active given specific configurations.
Packet Interval (1~3600s) QoS
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
s e e
Local RTP Port
0 (1-4054) Define e port for voice
fransmission.
Py
You can dlick here to get
. more guides.
.
s02.1x @ "
identity
Browse...
CA Certificates
Upload
Device Certificates -
Span to PC 0
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4) Click Upload to upload the certificate.
f) If you select EAP-TTLS/EAR-GTC

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.

Yealink | s

Status Account Features Settings Directory
uor @
petve
PC Port Packet Interval (1~3500s)
Advanced cor @
setve
Packet Interval (1~3600s)
VLAN @
wan por petve
0209
riority
802.1x @
802.1x Mode EAPTTLS/EAPGTC ™
"
MD5 Password
§ [ Browse...
CA Certificates m‘
Device Certificates |
Span to PC 0
Span to PC Port

Security

NOTE

VLAN

A VLAN is a logical local arez
network (or LAN) that extends
beyond a single traditional LAN
to a group of LAN segments,
given specific configurations.

Qos

When the network capacity is
insufficient, QoS could provide
priority to users by setting the
value.

Local RTP Port
Define the port for voice
fransmission.

You can dlick here to get
more guides.

4) Click Upload to upload the certificate.
g) If you select EAP-FAST:

1) Enter the user name for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.

Yealink | s

Account Directory

uor @ NOTE
Basic
setwe
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active given specific configurations.
Packet Interval (1~3600s) QoS
When the network capadity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
WAN Port Active Disabled hd e
Local RTP Port
VID (1-4094) Define the port for voice
transmission.
priority
You can dlick here to get
" more guides.
.
.
802.1x @
802.1x Mode EAP-FAST v
identity
" [ Browse...
CA Certificates
Upload
Device Certificates |
Span to PC 0
Span to PC Port Disabled ~

4) Click Upload to upload the certificate.
3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the Skype for Business phone.
To configure the 802.1X authentication via  phone user interface:

1. PressMenu->Advanced (default password: admin)->Network ->802.1x.

2. Press @ or @ or theSwitch soft key to select the desired value from the 802.1x
Mode field.

a) If you select EAP-MD5:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
b) If you select EAP-TLS

1) Enter the username for authentication in the Identity field.

2) Leave theMD5 Password field blank.
c) If you select EAP-PEAP/MSCHAPV2:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
d) If you select EAP-TTLS/EAP-MSCHAPV2:

1) Enter the username for authentication in the Identity field.
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2) Enter the password for authentication in the MD5 Password field.
e) If you select EAP-PEAP/GTC

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
f) If you select EAP-TTLS/EAR-GTC

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
g) If you select EAP-FAST:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.

3. Click Saveto accept the change.

The Skype for Business phone reboots automatically to make the settings effectiveafter a

period of time .

Branch Office Resiliency

Branch office resiliency is critical for multi-site deployments of Skype for Businesswhere the
control servers are located at a central site or data center. It allows branch site users to continue
to have Enterprise Voice service and voice mail (if voice mail rerouting settings are configured)
when the branch site loses the connection to the central site.

When the WAN connection between the branch site and central site is unavailable, the phone

goes into resiliency mode:
Branch site user on the phone stays signed in with
out ageDZ

Presence icon on the phone LCD screen is displayed as Unknown icon@ (T46G/T48G
(T42G/T41P/T40R.

Call between branch site users is established successfully with 2vay audio.
Conference between branch site users can be establishedsuccessfully.

The call history cannot get modified. (Already downloaded call log entries will not be
deleted)

Calls can be placed from the call history on the Skype for Business phone.

Contact list is unavailable but you can search for a contact on the Skye for Business phone.
User is not able to change his presence state manually.

User is not able to use calendar feature.

User is not able to receive the voice mail as exchange is unreachable and when Skype for
Business phone comes out of resiliency mode, 1 downloads the yet undownloaded voice

mail items and updates the voice mail screen.

Calls between the branch office phones can be transferred to another branch site user.
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Call forward settings cannot be changed.

When the WAN connection between the branch site and central site becomes available, the
phone comes out of resiliency mode automatically. Notification of resiliency is automatically

dismissed, and you can use phone features as normal.

Note For more information on branch office resiliency, contact yo ur system administrator.
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Setting Up Your Phones with a Provisioning Server

This chapter provides basic instructions for setting up your phones with a provisioning server.

This chapter consists of thefollowing sections:

Provisioning Points to Consider
Provisioning Methods
Configuration Files and Resource Files

Setting Up a Provisioning Server

Provisioning Points to Consider

If you are provisioning a mass of phones, we recommend you to use central provisioning
method as your primary configuration method. For more information on central

provisioning, refer to Central Provisioning on page 94.

A provisioning server maximizes the flexibility you have when installing, configuring,

upgrading, and managing the phones, and enables you to store configuration, and contact
files on the server. You can set up a provisioning server on the local area netwak (LAN) or
anywhere on the Internet. For more information, refer to Setting Up a Provisioning Server

on page 98.

If the phone cannot obtain the address of a provisioning server during startup, and has not
been configured with settings from any other source, the phone will use configurations
stored in the flash memory. If the phone that cannot obtain the address of a provisioning

server has previously been configured with settings it will use those previous settings.

Provisioning Methods

Phones can be configured automatically through configuration files stored on a central
provisioning server, manually via web user interface or phone user interface, or by a
combination of the automatic and manual methods. If a central provisioning server is not

available, you can configure most features using manual method.
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Central Provisioning

The following figure shows how the phone interoperates with provisioning server when you use

the centralized provisioning method:

1 2 3 4
Configuringa = =~
Managing Provisioning Server propt_au:mgthe APerf:rmpgﬂ}e
Configuration Files and U ovisioning Server uto Provisioning
- Address Process
Configuration Files

Configuration Files: Provisioning Server: Waysto Obtainthe Ways to Perform the Auto

® CommonCFGFile ® FTP Provisioning Server Provisioning Process:

® MAC-Oriented CFG File e TFTP Address: For phone flash:

® Resource Files ® HTTP ® DHCPOptions ® PowerOn
Language File e HTTPS ® Phone Flash ® Repeatedly
AutoDST.xml ® Weekly
contact.xml ® Auto Provision Now

diainow.xml ® Multi-mode Mixed
® Auto Provisioning via
Activation Code
Except phone flash:
® Startup

Skype for Business phones can be centrally provisioned from a provisioning server using the
configuration files (<y0000000000x».cfg and <MAC>.cfg). You canuse a text-based editing
application to edit configuration files, and then store configuration files to a provisioning server.
For more information on the provisioning server, refer to Setting Up a Provisioning Serveron
page 98.

Skype for Business phones can obtain the provisioning server address during startup. fien
Skype for Business phones download configuration files from the provisioning server, resolve
and update the configurations written in configuration files. This entire process is called auto
provisioning. For more information on auto provisioning, refer to

Yealink_Skype for Business HD IP_Phones Auto Provisioning Guide

Manual Provisioning

There are two ways tomanually provision phones:

Web User Interface

Phone User Interface

Web User Interface
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You canconfigure phones via web user interface, a web-based interface that is especially useful
for remote configuration. Because features andconfiguration s vary by phone model and
firmware version, options available on each page of the web user interface can vary.

An administrator or a usercan configure phones via web user interface; but accessing the web
user interface requires password. The default user name and password for the administrator are


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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b o t ddmifiDgase sensitive). The defaultuser name and password for the usera r e  tusetDE |
(case sensitive).For more information on configuring passwords, refer to Userand

Administrator Passwords on page 319.

Thismethod enables you to perform configuration changes on a per -phone basis. Note that the
features can be configured via web user interfaceare limited. So, you can use the web user
interface method as the sole configuration method or in conjunction with central provisioning
method and phone user interface method.

Phones support both HTTP and HTTPS protocols for accessing the web user interface. For more
information, refer to Web Server Typeon page 50.

Phone User Interface

You canconfigure phones viaphone user interface on a per-phone basis. As with the web user
interface, phone user interface makes configuration s available to users andadministrators; but
the Advanced /Advanced Settings option is only available to administrators and requires an
administrator password (default: admin). Formore information on configuring password, refer

to Userand Administrator Passwords on page 319.

If you want to reset all settings made from the phone user interface to default, refer to Yealink
phone-specific user guide.

Configuration Files and Resource Files
When phones are configured with central provisioning method, they will request to download
the configuration files and resource filesfrom the provisioning server.
The following sections describe the details of configuration files and resource files:

Configuration Files
ResourceFiles

Obtaining Configuration FiledResourceFiles

Configuration Files

The configuration files are valid CFGfiles that can be created or edited using a text editor such
as UltraEdit An administrator can deploy and maintain a mass of Yealink phones automatically
through configuration files stored on a provisioning server .

Yealink configuration files consist of:

Common CFGFile

MAC-Oriented CFG File
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Common CFG File

Common CFG file, named<y0000000000xx>.cfg, contains parameters that affect the basic
operation of the phone, such as language and volume. Itwill be effectual for all phones of the

same model. The common CFG file has a fixed name

The following table lists the name of the common CFG file for each phone model:

IP Phone Model Common CFG file
T48G y000000000335.cfg
T46G y000000000@28.cfg
T42G y000000000@29.cfg
T41P y000000000036.cfg
T40P y000000000054.cfg

MAC-Oriented CFG File

MAC-Oriented CFG file named <MAC>.cfg, contains parameters unique to a particular phone,

such as account registration. Itwill only be effectual for a specific phone.

The MAC-Oriented CFG file is namedafter the MAC addressof the phone. MAC address a
unique 12-digit serial number assigned to each phone, can be obtained from the bar code on
the back of the phone. For example,if the MAC address of aphone is 001565748150, the name
of the MAC-Oriented CFG filemust be 00156574b150.cfg (case sensitive).

Resource Files
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When configuring some particular features, you may need to upload resource files to phones.
Resourcefiles are optional, but if the particular feature is being employed, these files are
required.

If the resource file is to be used for all phones of the same model, the access URLof resource file
is best specified in the common CFG file. However, if you want to specify the desired phone to
use the resource file,the access URLof resource file should be specified in the MAC-Oriented
CFG file During provisioning, the phones will request the resource files in addition to the
configuration files. For more information on the access URLof resource file, refer to the

corresponding section in this guide.

The followings show examples of resource files:
Language packs
Ring tones

Local contact file

For more information on resource files, refer to Obtaining Configuration Files/ Resource Fileson
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page 97.

If you want to delete resource files from a phone at a later date - for example, if you are giving
the phone to a new user - you can reset the phone to factory configuration settings. For more

information, refer to 366 on page Resetting Issues

Obtain ing Configuration Files /Resource Files

Yealink supplies some template configuration files and resource files for you, so you can directly
edit and customize the files as required. You can ask the distributor or Yealink FAEfor template
files. You can also obtainthe template files online:

http://support. yealink.com/documentFront/forward ToDocumentFrontDisplayPage .

The names of the Yealinksupplied template files are:

Template File File Name Description
Common CFG S
Configu _ Common.cfg Allow you to deploy and maintain a
File mass of Yealink phones. For more
ration . . .
MAC-Oriented information, refer to Common CFG File
Files ) .
CFG File MAC.cfg and MAC-Oriented CFG Fileon page 96.
Allows you to add or modify time zone
AutoDST and DSTsettings for your area. For more
AutoDST.xml ] ) o
Template information, refer to Customizing an
AutoDSTTemplate File on page 155.
Allow you to customize the translation
For example, of the existing language on the
Language . .
Pack 000.GUL.English.lang| phone/web user interface. For more
acks
1.English.js information, refer to Loading Language
Packson page 159.
Resourc | Keypad Input e txt Existing input method s on Yealink
e Eiles | Method File ' phones.
Allows you to customize multiple dial
Dial Now ) now rules for phone. For more
dialnow.xml ] ) o
Template information, refer to Customizing
Dial-now Template File on page175.
Allows you to add or modify multiple
local contacts at a time for your phone.
Local Contact ) ]
il contact.xml For more information, refer to
ile
Customizing a Local Contact Fileon
page 185.

To download template files:

1. Goto Yealink Document Download page and select the desired phone model.

2. Download and extract the combined files to your local system.
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For example, the following illustration shows the template files available for T46G Skype for
Businessphones running firmware version 8.

Yealink JSUppOI’I Download FAQ Forum Training Download ¥ Search Advanced v

T46G Skype for Business
Last modified date: 2016/12/08 views: 841

Datasheet Datasheet Yealink-T46G (SFB) -Datasheet.pdf
Firmware & Release Note

Setup & Maintenance Firmware &  T46-28.8.0.50.zip New

Release

Documents Note Ta6-Yealink_ver_28.8.0.50.cab New
Other Documents Yealink_Microsoft_Skype_for_Business_Edition_IP_Phones_Release_Notes_of Version_80.pdf|
User Documents

&’-I Question Setup & Yealink_T46G-Skype_for_Business_Edition_Quick_Start_Guide_Vv8.50.pdf

Maintenance
Documents

Other Yealink BToE Connector for Lync(3.0.0.29).zip
Documents

CFG_Templates.zip

Resource Files.zip

3. Open the folder you extracted and identify the template file you will edit according to the
table introduced above.

For some features, you can customize the filename as required. The following table lists the
special characters supported by Yealinkphones:

Server
Platform HTTP/HTTPS TFTP/FTP
Support: ~ 1@ $" ()_ | Support: ~ 1 @$" ()
-, [1{} (including - & =4+
Windows space) (including space)
Not Support: |<>:" Not Support: |<>:"
I\N*?#%& =+ [\*?#
Support: ~1@$" ()_ @$" ()
. . Support: ~ ! A
Ty ;[]{}|<>- "[]{}|<>'"0/
Linux (including space) - -7
& = + (including space)
Not Support: /\ *?2#
Not Support: /\ *?2#
% &=+

Setting Up a Provisioning Server

Thischapter provides basic instructions for setting up a provisioning server and deploying
phones from the provisioning server.

This chapter consists of the following sections:

Why Using a Provisioning Server?

Supported Provisioning Protocols
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Configuring a Provisioning Server

Deploying Phonesfrom the Provisioning Server

Why Using a Provisioning Server?

You can use a provisioning server to configure your phones. A provisioning server allows for
flexibility in upgrading, maintaining and configuring the phone. Configuration files and resource

files are normally located on this server.

When phones are triggered to perform auto provisioning, it will request to download the
configuration files from the provisioning server. During the auto provisioning process, the
phone will download and update configuration files to the phone flash. For more information on

auto provisioning, refer to Yealink Skype for Business HD_IP_Phones Auto_Provisioning Guide

Supported Provisioning Protocols

Phones perform the auto provisioning function of uploading log files (if configured), uploading
contact files (if configured), downloading boot files, downloading configuration files,
downloading resource files and upgrading firmware. The transfer protocol is used to download
files from the provisioning server. Phones support several transport protocols for provisioning,
including FTP, TFTP, HTTP, and HTTPS protocdsd you can specify the transport protocol in
the provisioning server address, for example, http://xxxxxxx. If not specified, the TFTP mtocol is
used. The provisioning server address can be IP address, domain name or URL. If a user name
and password are specified as part of the provisioning server address, for example,
http://user:pwd@server/dir, they will be used only if the server supports them.

Note A URL should contain forward slashes instead of back slashes and should not contain spaces
Escape characters are not supported.

If a user name and password are not specifiedas part of the provisioning server address, the User
Name and Password of the provisioning server configured on the phone will be used.

There are two types of FTP method&active and passive.Phones are not compatible with active
FTP.

Configuring a Provisioning Server

The provisioning server can beset up on the local LAN or anywhere on the Internet. Use the
following procedure as a recommendation if this is your first provisioning server setup. For more
information on how to set up a provisioning server, refer to

Yealink Skype for Business HD IP_Phones Auto Provisioning Guide

To set up the provisioning server:

1. Install a provisioning server application or locate a suitable existing server.
2. Create an account and homedirectory.

3. Set security permissions for theaccount.
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Note

4. Create configuration files and edit them as desired.
5.  Copy the configuration files and resource files to the provisioning server.

For more information on how to deploy phones using boot files and configuration files, refer to

Deploying Phones from the Provisioning Serveron page 100.

Typically all phones are configured with the same server account, but the server account provides
a means of conveniently partitioning the configuration. Give each account a unique home
directory on the server and change the configuration on a per-line basis.

Deploying Phones from the Provisioning Server

100

The parameters in the new downloaded configuration files will override the duplicate
parameters in files downloaded earlier. During auto provisioning, Skype for Business phones
download the common conf iguration file first, and then the MAC -Oriented file. Therefore any
parameter in the MAC-Oriented configuration file will override the same one in the common

configuration file.

Yealink supplies configuration files for each phone model, which is delivered with the Skype for
Business phone firmware. The configuration files, supplied with each firmware release, must be
used with that release. Otherwise, configurations may not take effect, and the Skype for Business
phone will behave without exception. Before you configure parameters in the configuration files,
Yealink recommends that you create new configuration files containing only those parameters

that require changes.
To deploy Skype for Business phones from the provisioning server:

1. Create per-phone configuration files by performing the following steps:

a) Obtain a list of phone MAC addresses (the bar code label on the back of the Skype for
Business phone or on the outside of the box).

b) Create per-phone <MAC>.cfg files by using the MAC-Oriented CFGfile from the
distribution as templates.

c) Edit the parameters in the file as desired.
2. Create new common configuration files by performing the following steps:

a) Create <y0000000000xx>.cfg files by using theCommon CFGCfile from the distribution

as templates.
b) Edit the parameters in the file as desired.
3.  Copy configuration files to the home directory of the provisioning server.
4. Reboot Skype for Business phones to trigger the auto provisioning process.

Skype for Business phones discover the provisioning server adress, and then download the
configuration files from the provisioning server.

For more information on configuration files, refer to Configuration Files on page 95. For
protecting against unauthorized access, you can encrypt configuration files. For more
information on encrypting configuration files, refer to Encrypting Configuration Files on page
336.
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During the auto provisioning process, the Skype for Business phone supports the following

methods to discover the provisioning server address:

DHCP: DHCP option can be used to provide the address or URL of the provisioning server
to Skype for Business phones. When the Skype for Business phone requests an IP address
using the DHCP protocol, the resulting response may contain option 66 or the custom

option (if configured) that contains the provisioning server address.

Static: You can manually configure the server address via phone user interface or web user

interface.

For more information on the above methods, refer to
Yealink_Skype_for_Business HD_IP_Phones_Auto_Provisioning Guide

Upgrading Firmware

Note

Yealink supports three methods to upgrade phone firmware :

Upgrade firmware via web user interface  : Download firmware in ROM format, and
upload it to the Skype for Business phonevia web user interface. This method can deploy

small number of phones.

Upgrade firmware from provisioning se  rver: Download firmware in ROM format, and
use centralized provisioning method to upgrade the firmware . This method requires
setting up a provisioning server, and uses configuration files to provision the Skype for

Business phone

Upgrade firmware from  Skype for Business Server : Download firmware in CAB file
format, and place the firmware on Skype for Business Serveto provision the Skype for

Business phone

The following table lists the associated and latest firmware name for each Skype for Business

phone model (Xis replaced by the actual firmware version).

Phone Associated Firmware )
. Firmware Name(.cab)
Model Firmware Name Name(.rom)
T48G 35.x.x.x.rom 35.8.0.6Qrom Yealink_ver35.8.0.6Qcab
T46G 28.x.x.x.rom 28.8.0.6Qrom Yealink_ver_ 28.0.6Qcab
T42G T41P 29.x.x.x.rom 29.8.0.6Qrom Yealink_ver29.8.0.6Qcab
T40P 54.x.x.x.rom 54.8.0.6Qrom Yealink_ver 548.0.6Qcab

You can download the latest firmware online:
http.//support.yealink.com/documentFront/forward ToDocumentFrontDisplayPage .

Do not unplug the network and power cables when the Skype for Business phoneis upgrading

firmware.
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Upgrading Firmware via Web User Interface

To manually upgrade firmware via web user interface, you need to store firmware to your local

system in advarce.
To upgrade firmware manually via web user interface:

1. Click on Settings ->Upgrade .
2. Click Browse to locate the required firmware from your local system .
3. ClickUpgrade .

Adialogboxpopsupt o pr ompt ] F iSkypedoaBusiness phortewillde updated.
I't will take 5 minutes to complete. Pl ease don't p

Yealink | s

Account Network Features Settings Directory Security

Preference NOTE
Version )
Time&Date Reset to Factory Setting

Firmware Version 28.8.0.60 Reset all the settings of the

phone to default configurations.
roeiE Hardware Version 28.2.0.128.0.0.0

Select and Upgrade Firmware

Auto Provision Reset to Factory Setting Reset to Factory Setting 0 Select and upgrade the file from
the hard disk or network.
Configuration Rehaot 9 -
You can click here to get
Select and Upgrade Firmware 6 ‘ Browse... | No file selected. ‘ g

more guides.
Upgrade

Dial Plan

Voice

4. Click OK to confirm the upgrade.

Note Do not close and refresh the browser when the Skype for Business phone is upgrading firmware
via web user interface.

Upgrading Firmware from the Provisioning Server

Phones support using FTP, TFTP, HTTahd HTTPS protocolsto download configuration files and
firmware from the provisioning server, and then upgrade firmware automatically.

Phones can download firmware stored on the provisioning server in one of two ways:

Check for configuration files and then download firmware during startup .

Automatically check for configuration files and then download firmware at a fixed interval
or specific time.

Method of checking for configuration files is configurable .
Procedure

Configuration changes can be performed using the configuration files or locally.

Configuration <y0000000000xx>.cfg Configure the way for the Skype for

Business phone to check for configuration
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File

files.

Parameters:
auto_provision.power_on
auto_provision.repeat.enable
auto_provision.repeat.minutes
auto_provision.weekly.enable
auto_provision.weekly.begin_time
auto_provision.weekly.end_time

auto_provision.weekly.dayofweek

Specify the access URL ofirmware.
Parameter:

firmware.url

Configure the phone to be reset to

factory after an upgrade.
Parameter:

auto_provision.reset_factory.enable

Local Web User Interface

Configure the way for the Skype for

Business phoneto check for configuration

files.

Navigate to :

http://<phonelPAddress>/serviet?p=setti

ngs-autop&g=load

Details of Configuration Parameters:

Parameters

Permitted Values Default

auto_provision.power_on

Oorl

Description :

Triggers the power on feature to on or off.
0-Off

1-On

If it is set to 1 (On), the Skype for Business phonewill perform an auto provisioning process

when powered on.
Web User Interface:
Settings->Auto Provision->Power On

Phone User Interface:
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Parameter s Permitted Values Default
None
auto_provision.repeat.enable Oorl 0
Description :

Triggers the repeatedly feature to on or off.

0-Off

1-On

If it is set to 1 (On), the Skype for Business phonewill perform an auto provisioning process
repeatedly.

Web User Interface:

Settings->Auto Provision->Repeatedly

Phone User Interface:

None

auto_provision.repeat.minutes Integer from 1 to 43200 1440

Description :

Configures the interval (in minutes) for the Skype for Business phoneto perform an auto
provisioning process repeatedly.

Note: It works only if the value of the parameter] aut o_pr ovi sion. repe
(On).

Web User Interface:
Settings->Auto Provision->Interval(Minutes)
Phone User Interface:

None

auto_provision.weekly.enable Oorl 0

Description :

Triggers the weekly feature to on or off.

0-Off

1-On

If it is set to 1 (On), the Skype for Business phonewill perform an auto provisioning process
weekly.

Web User Interface:

Settings->Auto Provision->Weekly
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Parameter s Permitted Values Default

Phone User Interface:

None

auto_provision.weekly.begin_time Time from 00:00 to 23:59 00:00

Description :

Configure s the begin time of the day for the Skype for Business phoneto perform an auto

provisioning process weekly.

Note: It works only if the value of the parameter] aut o_provi si on. week
(On).

Web User Interface:

Settings->Auto Provision->Time

Phone User Interface:

None

auto_provision.weekly.end_time Time from 00:00 to 23:59 00:00

Description :

Configure s the end time of the day for the Skype for Business phoneto perform an auto

provisioning process weekly.

Note: It works only if the value of the parameter] aut o _provi si on. week
(On).

Web User Interface:

Settings->Auto Provision->Time

Phone User Interface:

None

o 0,1,2,3,4,5,6o0ra
auto_provision.weekly.dayofweek o o 0123456
combination of these digits

Description :

Configure s the days of the week for the Skype for Business phoneto perform an auto

provisioning process weekly.
0-Sunday

1-Monday

2-Tuesday

3-Wednesday

4-Thursday
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Parameter s Permitted Values Default

5-Friday

6-Saturday

Example:
auto_provision.weekly.dayofweek =01

It means the Skype for Business phonewill perform an auto provisioning process every
Sunday and Monday.

Note: It works only if the value of the parameter] aut o_provi si on. weekK
(On).

Web User Interface:

Settings->Auto Provision->Day of Week
Phone User Interface:

None

firmware.url URL within 511 characters Blank

Description :

Configures the access URL of the firmware file.
Example:

firmware.url = http://192.168.1.20/ 28.8.0.6Qrom

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Settings->Upgrade->Select and Upgrade Firmware
Phone User Interface:

None

auto_provision.reset_factory.enable Oorl 0

Description :

Enables or disables the phone to be resetto factory after you upgrade the phone firmware.
0-Disabled

1-Enabled

Note : This parameter only take effect once. Next time you upgrade the phone firmware, the
phone will not be reset to factory.

To configure the way for the Skype for Business phone to check for configuration files via

web user interface:

1.

Click on Settings ->Auto Provision .
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2. Make the desired change.

Yealink | e

Status Account Network Features Settings Directory Security
Auto Provision
Preference NOTE
PNP Active ©@on ©off @
Time&Date ) . Auto Provision
DHCP Active @ on © off e The auto provision parameters
for administrator.
Upgrade Custom Option(128~254) 160,161 (2]
Auto Provision DHCP Option Value MS-UC-Client (7] You can click here to get
more guides.
N Server URL
Configuration L)
User Name [7)
Dial Plan
Password ssesases [7)
Voice Common AES Key [P, Q
Tones MAC-Oriented AES Key eseesres Q
Zero Active Disabled AN 7 ]
Phone Lock
Wait Time(0~100s) 5 [7]
Location Power On @ on © off @
EXP Module Repeatedly © on @ off @
BToF Intenval(Minutes) 1440 [7]
Weekly © on @ off @
Time 00 00 —-00 00 @
Sunday
Monday
Tuesday
Day of Week [Vlwednesday @
Thursday
Friday
Saturday
o

3. ClickConfirm to accept the change.

When the 7J PoweOn,the skygeifosBusness phonewill check configuration files
stored on the provisioning server during startup and then will download firmware from the

server.

Updating Phone Firmware from Skype for Business Server

You canupdate firmware of T48GT46G T42G T41P andT40Pphones from Skype for Business
Server. There are two ways to update firmware from Skype for Business Server

Automatic Update

Manual Update

Before updating firmware from Skype for Business Serveryou must upload the update package
(*.CAB)to your Skype for BusinessUpdate Serverin advance. For more information, refer to

Upaating Phone Firmware from Microsoft Skype for BusinessServer
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Automatic Update

Note

When the phone has been signed in, it will update firmware automatically in following

situations:
Reboot

When the phone connects to the network and is powered on, it automatically checks if an
update is available on Skype for Business Server. If there is an update available onk§pe for
Business Server, the phone will automatically update firmware.

Regular Update When a User Signs in

If the phone is powered on, and a user signs in, the phone automatically checks if an update is
available on Skype for Business Server when the autaipdate timer (24 hours) expires. If there is

an update available on Skype for Business Server, the phone will automatically update firmware.

The Skype for Business phone will not perform an update check when a user signs in/out. It only
performs an update check when the auto update timer (24 hours) expires. The timer will be
cleared when the phone reboots or a user signs in/out.

If no user signs into the phone or there is no update available on Skype for Business Server, the
Skype for Business phonewill not update firmware automatically when the timer expires.

Update Checking Time

108

Update checking time defines a period of time for Skype for Business phoneto automatically
check a firmware update on Skype for Business Server

Procedure

Update checking time can be configured using the configuration files or locally.

Configure update checking time.
Parameters:

sfb.update_time

Configuration

File <y0000000000xx>.cfg Configure the phone to automatically
upgrade the phone firmware .
Parameters:
features.device_update_auto.enable
Configure update checking time.
Navigate to :

Local Web User Interface

http://<phonelPAddress>/servilet?p=featur
es-general&g=Iload
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Details of Configuration Parameters:

Parameters Permitted Values Default

) Integer from 1 to
sfb.update_time 48 24

Description :

Configures the auto timer (in hours) for the Skype for Business phone to automatically check
if there is a firmware update available on Skype for Business Server.

If it is set to 24, the Skype for Business phone will check if a firmware update is available on
the Skype for Business Server everg4 hours.

Note: If you change this parameter, the Skype for Business phone will reboot to make the
change take effect.

Web User Interface:
Features->General Information ->Update Checking Time
Phone User Interface:

None

features.device_update_auto.enable Oorl 1

Description :

Configure the phone to automatically upgrade the phone firmware when the auto timer
expires.

0-Disabled
1-Enabled

Note: Make sure the phone has been signed in and a firmware is available on the Skype for
Business Server.

Web User Interface:
None
Phone User Interface:

None

To configure update checking time via web user interface:

1. Click on Features->General Information .
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2. Enterthe desired value in the Update Checking Time field.

Yealink | s

Status Account Network Settings Directory Security

General Information &)
General
Information Call Watting Enabled M 1
Call waiting
_ Key As Send # A 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number — aalls during the conversation.
Remote Control
bt 4 Key As Send
BT R Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 0 - @
You can click here to get
LED Return code when refuse 603 (Decline) M 1 more guides.
.
.
.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) 5 [7]
Call Humber Filter [7]
Voice Mail Tone Enabled - @
DHCP Hostname SIP-T46G o
E911 Location Tip Enabled - 0
Update Checking Time 24 o |
Use DHCP Option 120 Disabled =y 0
SFB Cert Service URL (7]
Enable SFB Autormation Disabled -9
SFB Inactive Time 5 0
SFB Away Time 5 o
Web Sign in Enabled - 0
Remember Password Disabled -
History Record Contacts Avatar Enabled -
Confirm Cancel

A dialog box pops up to prompt that settings will take effect after areboot.

3. Click Confirm to accept the change.

Manual Update
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You can initiate an update immediately, just power off the Skype for Business phoneand power
on it again. The phone will boot up, check for updates and apply the updates. You can also
trigger an update manually via phone user interface.

To trigger an update manually via phone user interface:

1. PressMenu-> Advanced (default password: admin) ->Firmware Update .

2. PresstheUpdate soft key.



Getting Started

The LCD scr elpdate JaovoriZt s ]

New firmware, update now?

Cancel OK

3.  Press theOK soft key to confirm the update.

I f there is no update available on Skype for Busin
firmwareist he | at est DZ

The firmware is the latest
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Configuring Basic Features

This chapter provides information for making configuration changes for the following basic
features:

Signing into Skype for Business
Remembering Password
Signing Out of Skype for Business
Power Indicator LED

Contrast

Backlight

Bluetooth

Updating Status Automatically
Time and Date

Language

Key As Send

Dial Plan

Hotline

Contact Management

Call Log

Dial Search Delay

Live Dialpad

Call Waiting

Auto Answer

Always On Line

Busy Tone Delay

Return Code WhenRefuse
Early Media

180 Ring Workaround

Call Hold

Call Forward

Allow Trans Exist Call

Call Number Filter

Allow Mute
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Voice Mail without PIN
E911

BossAdmin Feature
Calendar

BToE

EXP40 Expansion Module

Signing into Skype for Business

Skype for Business users are authenticated against Microsoft Active Directory Domain Service.
The following four sign -in methods are available.

UserSign-in:  Thi s method uses t hHneaddesseusepremegsang@ dent i al s (s
password) to sign into Skype for Business Server. This sigiin method is applicable to

Onprem account and Online account.

PIN Authentication : Thi s met hod uses the user9s phone numbe
personal identification number (PIN) to sign into Skype for Business Server.This sigr+in

method is only applicable to Onprem account.

Web Sign -in: This method usesthe unique website shown on the phone to sign in . This

sign-in method is only applicable to Online account.

Sign in via PC: when your phone is paired with your computer using Better Together over
Ethernet (BToE)use the Skype for Business client to sign in This signin method is

applicable to Onprem account and Online account.

Note If the phone reboots after successful login, the login credentials from the previous Sign-In will be
cached. User can sign in successfully without reentering the credentials.

User Sign-in
You can sign into Microsoft Skype for Business on your phone with your login credentials, which

includes your address, username, and password. Yousystem administrator provides you with

your login credentials.
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Procedure

User sign-in method can be configured using the configuration files or locally.

Configure user sign-in method.
Parameters:
features.user_sign_in.enable
Configuration File <MAC>.cfg
account.sign_in.server_address
account.sign_in.user_name

account.sign_in.password

Configure user sign-in method.
Navigate to :

Web User Interface http://<phonelPAddress>/servlet?

p=account-register-lync&qg=Iload

Local

&acc=0

Phone User Interface Configure user sign-in method.

Details of Configuration Parameters:

Parameter s Permitted Values Default

features.user_sign_in.enable Oorl 1

Description :

Enables or disables the user to sign into the phone using User Sigrin method.
0-Disabled

1-Enabled

Web User Interface:

None

Phone User Interface:

None

account.sign_in.server_address SIP URI Blank

Description :

Configures the sign-in address for the user sign-in method.
The value format is username@domain.com.

Example:
account.sign_in.server_address=2216@yealinkuc.com

Web User Interface:

115



Yealink Skype for Business HD IP Phones Administrator Guide

Parameter s Permitted Values Default

Account->Register->Login address
Phone User Interface:

Sign in->User Sign-in->Address

. . String within 128
account.sign_in.user_name Blank
characters

Description :
Configures the user name for the user sign-in method.

The value format is username@domain.com or username@domain, domain.com\username

or domain\username.

Example:
account.sign_in.user_name=2216@yealinkuc.com
Web User Interface:
Account->Register->Register Name

Phone User Interface:

Sign in->User Sign-in->UserName

o String within 99
account.sign_in.password Blank
characters

Description :

Configures the password for the user sign-in method.
Web User Interface:

Account->Register->Password

Phone User Interface:

Sign in->User Sign-in->Password

To sign into the Skype for Business Server using user sign-in method via web user
interface:

1. Click on Account ->Register.

2. SelectUser Sign in from the pull -down list of Mode .

3. Enter your Skype f-inraddRss@.0.2216@yealinkie.compintisei g n
Login address field.

4.  Enter your Skype for Business user name (e.g., 2216@yealinkuc.com) in tHeegister Name
field.
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5.  Enter the sign-in password in the Password field.

Yealink | v

Status Account Network Features Settings Directory Security
? o
Register
Register Status Disabled
A Login address
Basic Extension e Provided by the operator login
address
Pin
ot e Register Name
Login address 2216@yealinkuc.com (2} Provided by the operator
register name.
Register Mame 2216@yealinkuc.com e P rd
Password lr [~ Egﬁﬁ?fv the operator
Sign Out Cancel [Tl You can dlick here to get
more guides.

6. Click Sign In to accept the change.

To sign into th e Skype for Business Server using user sign-in meth od via phone user

interface:

=

Press theSign in soft key.
2. Press@ or @ or theSwitch soft key to select User Sign-in.

3.  Enter your Skype for Businessu s e sigQ-m address(e.g., 2216@yealinkuc.com)n the
Address field.

4.  Enter your Skype for Businesauser name (e.g., 2216@yealinkuc.com) in theUserName
field.

5.  Enter the sign-in password in the Password field.

Sign in

Sign in: User Sign-in <>

Address: 2216@yealinkuc.com

UserName: 2216@yealinkuc.com

Password:

Back abc Delete Sign in

6. Press theSign in soft key.
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PIN Authentication

You can sign into Skype for Business onyour phone with your PIN Authentication credentials.

Your systemadministrator provides you with your PIN Authentication credentials.

Procedure

PIN Authentication can be configured using the configuration files or locally.

Configure PIN Authentication method.
<y0000000000x»>.cfg Parameter:

features.pin_authentication.enable

Configure PIN Authentication method.

) . . Parameter:
Configuration File

account.sign_in.pin_number

<MAC>.cfg Configures the PIN for the PIN
Authentication.

Parameter:

account.sign_in.pin_password

Configure PIN Authentication method.
Navigate to:

http://<phonelPAddress>/servilet?p=acc
ount-register-lync&qg=load&acc=0

Web User Interface Configure the certificate address of

Local )
Skype for Business Server.

Navigate to:

http://<phonelPAddress>/serviet?p=fea
tures-general&g=Iload

Phone User Interface Configure PIN Authentication.

Details of Configuration Parameters:

Parameter s Permitted Values Default

features.pin_authentication.enable Oorl 1

Description :
Enables ordisables the user to sign into the phone using PIN Authentication method.
0-Disabled

1-Enabled
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Parameter s Permitted Values Default
Web User Interface:
None
Phone User Interface:
None
account.sign_in.pin_number Sting within 128 Blank

characters

Description :

Configures the SkypeforBu si ne s s

Web User Interface:

Account->Register->Extension

Phone User Interface:

Sign in->PIN Authentication->Extension

p h o n e § sPINAutheertioaton method. o r

account.sign_in.pin_password

String within 99

characters

Blank

Description :

Configures the PIN for the PIN Authentication method.

Web User Interface:
Account->Register->Pin

Phone User Interface:

Sign in->PIN Authentication->PIN

To sign into the Skype for Business Server using PIN Authentication method via web user

interface:

1.  Click on Account ->Register.

2. SelectPin Authentication

3. Enter your
Extension field.

from the pull -down list of Mode .

Skype

f

or

Business userags

phone
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4.  Enter your personal identification number (e.g., user2216) in thePin field.

Yealink | v

Status Account Network Features Settings Directory Security

Register

Register Status Disabled
= Login address
Basic Extension 2216 @ Provided by the operator login
address
Codec Pin seses 7] et
er
Login addrass (7] zg‘é‘v’:j:rdn::n;he operator
Register Narme (7] P rd
l— Provided by the operator
Password (7] Password.
You can click here to get

more guides.

5.  Click Sign In to accept the change.

If there is no DHCP Server in your environment, you may fail to sign in phone using PIN
Authentication method, you can manually configure the certificate address of Skype for
Business Server to make the phonesign in successfully

To manually configure the certificate address of Skype for Business Server via web user

interface:

1. Click on Features->General Information

2.  Enterthe certificate address of Skype for Business Servein the SFB Cert Service URLfield.

Yealink | s

Status Account Network Settings Directory

General Information )

General
Information

Audio

Remote Control

Bluetooth

LED

Call waiting Enabled - 0
Key As Send # - 0
Hotline Number l—
Hotline Delay(0~10s) |4—
Busy Tone Delay (Seconds) 1] - 0
Return code when refuse 603 (Decline) - 0

.

.

.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) IS— e
Call Number Fiter l— [7]
Voice Mail Tone Enabled - @
DHCP Hostname [sPraee @
E911 Location Tip Enabled - 0
Update Checking Time |24— e
Use DHCP Option 120 Disabled i 0
SFB Cert Service URL [https://xmpool.yeainkuc.co el
Enable SFB Autormation Disabled -9
SFB Inactive Time Y -
SFB Away Time @
Web Sign in Enabled - 0
Remember Password Disabled -
History Record Contacts Avatar Enabled -

[__Confim_| [ cancel ]

Call Waiting

This call feature allows your
phone to accept other incoming
calls during the conversation.

Key As Send
Select * or # as the send key.

You can click here to get
more guides.

3. ClickConfirm to accept the change.
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To sign into  Skype for Business Server using PIN Authentication method via phone user

interface:

1. PresstheSignin soft key.

2. Press @ or @ or the Switch soft key to select PIN Authentication .
3. Enter your phone number or extension (e.g., 2216) in theExtension field.
4.  Enter your PIN in the PIN field.

Sign in
Sign in: PIN Authentication <>

Extension: 2216

Back 123 Delete Sign in

5. Press theSign in soft key.

Web Sign-in

You can sign into your Skype for Business Ofline account using the Web Sign-In method, which
allows you to sign into the phone with your Skype for Business Online account using a web
browser. Your systemadministrator provides you with your login credentials.

Procedure

Web sign-in can be configured using the configuration files or locally.

Configure the Server URL for device
pairing.
Parameter:

features.device_pairing.url
Configuration File <y0000000000xx>.cfg

Configure web sign-in method.
Parameter:

features.device_pairing_for_online.ena
ble

Configure web sign-in method.

Navigate to :
Web User Interface

Local http://<phonelPAddress>/serviet?p=a
ccount-register-lync&g=load&acc=0

Phone User Interface Configure web sign-in method.
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Details of Configuration Parameters:

Parameter s Permitted Values Default

features.device_pairing_for_online.
Oorl 1
enable

Description :

Enables or disables the user to sign into the phone using web sign-in method.
0-Disabled

1-Enabled

Web User Interface:

Features>General Information->Web Sign in

Phone User Interface:

None

https://bootstrap.pinauth.se
) . URL within ) )
features.device_pairing.url rvices.skypeforbusiness.com
512characters /

Configures the Server URL for device pairing, so that you can sign into the phone using web
sign-in method.

Example:

features.device_pairing.url= https://bootstrap.pinauth.services.skypeforbusiness.com/

To configure web sign -in via web user interface:

1. Click on Features->General Information .

2. Select the desired value from the pull-down list of Web Sign in .

- If it is enabled, you can sign into the Skype for Business Server usingveb sign-in
method.



https://bootstrap.pinauth.services.skypeforbusiness.com/
https://bootstrap.pinauth.services.skypeforbusiness.com/
https://bootstrap.pinauth.services.skypeforbusiness.com/

Configuring Basic Features

- If it is disabled, you cannot sign into the Skype for Business Server usingveb sign-in

method.

Yealink | s

Status Account Network Settings Directory

General Information &)
General
Information Call Watting Enabled - e
Call waiting
_ Key As Send # A 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number calls during the conversation.
Remote Control l—
bt 4 Key As Send
BRI Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 1} - 0
You can click here to get
LED Return code when refuse 603 (Decline) - e more guides.
.
.
.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) 5 [7]
Call Humber Filter [7]
Voice Mail Tone Enabled - @
DHCP Hostname SIP-T46G e
E911 Location Tip Enabled - 0
Update Checking Time 24 0
Use DHCP Option 120 Disabled = @
SFB Cert Service URL (7]
Enable SFB Autormation Disabled -9
SFB Inactive Time 5 e
SFB Away Time 5 0
| Web Sign in Enabled - el
Remember Password Disabled -
History Record Contacts Avatar Enabled -
Confirm Cancel

3. ClickConfirm to accept the change.

To sign into  Skype for Busin ess Server using Web Sign -in method via phone user
interface:

1. PresstheSignin soft key.
2.  Press @ @ or theSwitch soft key to select Web Sign -in.

Sign in

Sign in: Web Sign-in <>

Please click on Sign in to get the pairing code and URL

Back Switch Sign in

3. Press theSign in soft key.
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The screen will show the pairing code and URL.

Pairing Code:GN7GUR3BK
URL:http://aka.ms/sphone

Cancel

4.  Enter the URL (e.g.http://aka.ms/sphone ) into your web browser.

5.  On the Skype for Business Authentication website,enter your email address (e.g.,
zhangdx@example.com) in the Email address field.

@ Skype for Business Web Sign-in

Enter your work or school email address.

zhangdx@example.com

Verify email

6. Click Verify email to check the validity of the email address.

The sigrn+in screen will appear if the email address is valid.

] Office 365

Work or school, or personal Microsoft account

[C] Keep me signed in

Can't access your account?
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Enter your Online account and password.

password next time.

9. ClickSignin.

(Optional) Check the Keep me signed in checkbox, so thatyou don't need to enter a

10. Enter the pairing code generated on the phone (e.g., GN7GUR3BKijto the web browser .

Device Login

Enter the code that you received from the application on your
device

GMN7GUR3BK

Yealink Skype for
Business Certified Phone

Application publisher:

Click cancel if you received this code from a
different application.

Continue Cancel

11. Click Continue .

Yealink Skype for Business
Certified Phone

zhangdaxi
E zhangdx@studunipaacid.onmicroso..

Signed in

0 Use another account

12. Click the account to sign in.

A confirmation message is displayed when your phone successfully signs into Skype for

Business.

125



Yealink Skype for Business HD IP Phones Administrator Guide

Signing in via PC
When your phone and your computer and paired using Better Together over Ethernet (BToE),

you can sign into your phone using the Skype for Business client on your computer. For more
informatio n, refer to BToEon page 245.

Remember ing Password

You canenable the remember password feature, so that aRemember Password option will
appear at the phone login screen.

Sign in

Sign in: User Sign-in <>

Address: 2216@yealinkuc.com

UserName: 2216@yealinkuc.com

Password:

Remember Password:

Back Switch Sign in

(User Signrin method)

Sign in
Sign in: PIN Authentication <D

Extension: 2216

PIN:

Remember Password:

Back Switch Sign in

(PIN Authentication method)

Remember password feature is disabled by default, and it is configurable via web user interface
only.

Procedure

Remember password can be configured using the configuration files or locally.

Configure the remember password

Configuration feature.
. <y0000000000x% .cfg
File Parameters:

features.remember_password.enable

Local Web User Interface Configure the remember password
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feature.
Navigate to :

http://<phonelPAddress>/servlet?p=featu

res-general&g=load

Details of Configuration Parameters:

Parameters Permitted Values Default

features.remember_password.enable Oorl 0

Description :

Enables or disablesa Remember Password option to appear at the phone login screen .
0-Disabled

1-Enabled

If it is setto 1 (Enabled),a Remember Password option will appear at the phone login

screen.
Web User Interface:

Features >General Information ->Remember Password

To configure remember password feature via web user interface:

1. Click on Features->General Information .
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2. SelectEnabled from the pull -down list of Remember Password .

Yealink | s

Status Account Network Settings Directory Security

General Information &)
General
Information Call Watting Enabled - 0
Call waiting
_ Key As Send # A 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number calls during the conversation.
Remote Control
bt 4 Key As Send
BRI Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 1} - 0
You can click here to get
LED Return code when refuse 603 (Decline) - 0 more guides.
.
.
.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) 5 [7]
Call Humber Filter [7]
Voice Mail Tone Enabled - @
DHCP Hostname SIP-T46G e
E911 Location Tip Enabled - 0
Update Checking Time 24 e
Use DHCP Option 120 Disabled = @
SFB Cert Service URL (7]
Enable SFB Autormation Disabled -9
SFB Inactive Time 5 0
SFB Away Time 5 e
Web Sign in Enabled - 0
| Remember Password Enabled - |
History Record Contacts Avatar Enabled -
Confirm Cancel

3. Click Confirm to accept the change.
A dialog box pops up to prompt you that this configuration will take effect after a reboot.

4. Click OK to reboot the phone.

Signing Out of Skype for Business

Procedure

Sign-out can be configured locally.

Sign out of Skype for Business
Server.

Navigate to :
Web User Interface

Local http://<phonelPAddress>/servlet?
oca
p=account-register-lync&g=Iload

&acc=0

Sign out of Skype for Business
Phone User Interface
Server.
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To sign out of Skype for Business Server via web user interface:

1. Click on Account ->Register.

Yealink | s

Account Network Features Settings Directory Security

: ?
Register o . NOTE
Register Status Registerad
Basic Login address
Login address 2216@yealinkuc.com [7) Provided by the operator login
address
Codec Register Name 2216@yealinkuc.com Q
Register Name
Password sasesese 0 Provided by the operator
register name.

Password
Provided by the operator
Password.

2. Click Sign Out to accept the change.
To sign out of Skype for Business Server via phone user interface :

1. Press theStatus soft key.
2.  Press ®or @ to select Sign Out .

The phone signs out of Skype for BusinessServer.

After you sign out of Skype for Business Srver, the account-related features (calling,
viewing Skype for Business contacts, calendar, etc.) are not available. However, you can still
use other phone features.

Power Indicator LED

Power indicator LED indicates power status and phone status.

There are six configuration options for power indicator LED:

Common Power Light On

Common Power Light On allows the power indicator LED to be turned on.
Ring Power Light Flash

Ring Power Light Flashallows the power indicator LED to flash when the Skype for Business
phone receives an incoming call.

Voice Mail Power Light Flash

Voice Mail Power Light Flashallows the power indicator LED to flash when the Skypefor

Business phonereceivesa voice mail.

Mute Power Light On

Mute Power Light On allows the power indicator LED to flash when a call is mute.
Hold/Held Power Light On

Hold/Held Power Light On allows the power indicator LED to flash when a call is placed on hold
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or is held.

Talk/Dial Power Light On

Talk/Dial Power Light On allows the power indicator LED to be turned on when the Skype for

Business phoneis busy.

Procedure

Power indicator LED can be configured using the configuration files or locally.

Configure the power indicator LED.
Parameters:
phone_setting.common_power_led_enable
phone_setting.ring_power_led_flash_enable

phone_setting.mail_power_led_flash_enable

Configuration

File <y0000000000x® .cfg phone_setting.mute_power_led_flash_enabl
e
phone_setting.hold_and_held_power_led_fla
sh_enable
phone_setting.talk_and_dial_power_led_ena
ble
Configure the power indicator LED.

Local Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=featur
es-powerled&g=load

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
phone_setting.common_power_led_enable Oorl 0

Description :

Enables or disables the power indicator LED to be turned on.

0-Disabled (power indicator LED is off)
1-Enabled power indicator LED is solid red)
Web User Interface:

Features >LED->Common Power Light On
Phone User Interface:

None
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Permitted
Parameter s Default
Values
phone_setting.ring_power_led_flash_enable Oorl 1

Description :

Enables or disables the power indicator LED to flash when theSkype for Business phone

receives an incoming call.

0-Disabled (power indicator LED does not flash)
1-Enabled (ower indicator LED fast flashes (300ms) red)
Web User Interface:

Features>LED->Ring Power Light Flash

Phone User Interface:

None

phone_setting.mail_power_led_flash_enable Oorl 0

Description :

Enables or disables the power indicator LED to flash when theSkype for Business phone

receives a voice mail.

0-Disabled (power indicator LED does not flash)
1-Enabled power indicator LED dow flashes (1000ms) red
Web User Interface:

Features >LED->Voice Mail Power Light Flash

Phone User Interface:

None

phone_setting.mute_power_led_flash_enable Oorl 0

Description :

Enables or disables the power indicator LED to flash when a call is mute.
0-Disabled (power indicator LED does not flash)

1-Enabled power indicator LED fast flashes (300ms) reg

Web User Interface:

Features >LED->Mute Power Light On

Phone User Interface:

None

phone_setting.hold_and_held_power_led_flash_enable Oorl 0

Description :
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Permitted
Parameter s Default
Values

Enables or disables the power indicator LED to flash when a call is placed on hold or is held.
0-Disabled (power indicator LED does not flash)

1-Enabled (power indicator LED fast flashes (500ms) red

Web User Interface:

Features>LED->Hold/Held Power Light On

Phone User Interface:

None

phone_setting.talk_and_dial_power_led_enable Oorl 0

Description :

Enables or disables the power indicator LED to be turned on when the Skype for Business

phone is busy.

0-Disabled (power indicator LED is off)
1-Enabled power indicator LED is solid red)
Web User Interface:
Features>LED->Talk/Dial Power Light On
Phone User Interface:

None

To configure the power Indicator LED via web user interface:

Click on Features->LED.

Select the desired value from the pull-down list of Common Power Light On .
Select the desired value from the pull-down list of Ringing Power Light Flash .
Select the desired value from the pull-down list of Voice Mail Power Light Flash .

Select the desired value from the pull -down list of Mute Power Light Flash .

L T o o

Select the desired value from the pull-down list of Hold/Held Power Light Flash
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7. Select the desired value from the pull-down list of Talk/Dial Power Light On

Yealink|vss

Account Directory

Power LED: NOTE
General

Information Common Power Light On Disabled -
Power LED

N Ring Power Light Flash Enabled - Power LED Setting

Audio

Woica Mail Power Light Flash Enabled - *ou can click here to get

Remote Control more guides.

Mute Power Light On Disabled -
Bluetooth Hold/Held Power Light On Disabled -

LED Tak/Dial Power Light On Disabled -

GG

Indicator LED:
Line Key Led Light On Enabled -

Exp Led Light On Enabled -

8. Click Confirm to accept the change.

Contrast

Contrast determines the readability of the texts displayed on the LCD screen. Adjusting the

contrast to a comfortable level can optimize the screen viewing experience. When configured
properly, contrast all ows umimmabeyestain.¥oeead t he LCDQs
configure the T40FaddEXPd®comactadstd T486fT46 Skype for Business

phones. Make sure the expansion module has been connected to the Skype for Business phone

before adjustment. Contrast is not applicable to T42G/T41P Skype for Business phones

Procedure

Contrast can be configured using the configuration files or locally.

Configure the contrast of the LCD

screen.

Configuration File <y0000000000xx% .cfg
Parameter:

phone_setting.contrast

Configure the contrast of the LCD

screen.
Web User Interface Navigate to :

Local http://<phonelPAddress>/servlet?p
=settings-preference&qg=load

Configure the contrast of the LCD
Phone User Interface
screen.
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Details of the Configuration Parameter:

Parameter Permitted Values Default

phone_setting.contrast Integer from 1 to 10 6

Description :
Configures the contrast of the LCD screen.

For T48G/T465 Skype for Businessphones it configures the LCIL
EXP40 only.

For T4(P Skype for Businessphones it configures t ISkypelfo€ED3J s
Business phone

Note: We recommend that you set the contrast of the LCD screento 6 as a more
comfortable level. It is not applicable to T42G/T41P Skype for Business phones

Web User Interface:
None
Phone User Interface:

Menu->Basic->Display->Contrast

To configure the contrast via phone user interface:

1. PressMenu ->Basic->Display ->Contrast .
If EXP40 is not connected to the phone, the Contrast Setting screen displays "No EXP".

2. Press @or @ or the Switch soft key to increase or decrease the intensity of contrast.
The default contrast level is]6DZ

3. Press theSave soft key to accept the change.

Backlight

Backlight determines the brightness of the LCD screen display, allowing users to read easily in
dark environments. Backlight time specifies the delay time to change the intensity of the LCD
screenwhen the Skype for Business phoneis inactive. Backlight turns off quickly if a short backlight
time is configured, this may not give users enough time to read messages. Backlight time is
applicable to T48G/T46G/T42G/T41P/T4® Skype for Business phonesaind EXP40 connected to
T48G/T465 Skype for Business phones

134



Configuring Basic Features

Backlight Active Level is used to adjust the backlight intensity of the LCD screenwhen the phone
is active.Backlight Inactive Level is used to adjust the backlight intensity of the LCD screen when
the phone is inactive. Backlight Active Level is applicable to T48G/T46& Skype for Business
phones and the connected EXP40Backlight Inactive Level is only applicable to T48G and T46&

Skype for Business phones

Note Backlight time is configurable on Skype for Business Server only.

Before you adjust the LCD6s backlight of expansion modu
module has been connected to the Skype for Business phone .

The following table lists available method s and configuration options to configure the backlight

of phone mod els.

Phone Model (and the
connected expansion Configuration Methods

module)

Configuration
Options

Configuration Files
Backlight Inactive

T48G/T46G Web User Interface
Level
Phone User Interface
Configuration Files
T48G(EXP40)/T46G Backlight Active
Web User Interface
(EXP40) Level

Phone User Interface

Procedure

Backlight can be configured using the configuration files or locally.

Configure the backlight of the LCD screen.

Configuration Parameters:
. <y0000000000xx .cfg
File phone_setting.active_backlight_level

phone_setting.inactive_backlight_levé

Configure the backlight of the LCD screen.

Navigate to :
Web User Interface 9

Local http://<phonelPAddress>/serviet?p=settin
gs-preference&q=load

Phone User Interface Configure the backlight of the LCD screen.

Details of Configuration Parameters:

Parameters Permitted Values Default

phone_setting.active_backlight_level Integer from 1 to 10 10
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Description :
Configures the intensity of the LCD screen when the phone is active.

10 isthe highest intensity .

For T48G/T465 Skype for Businessphones it conf i gur es t hSkypefdt [

Business phoneand the connected EXP40.

Note: It is applicable to T48G/T46G Skype for Business phonesand the connected EXP40.
Web User Interface:

Settings->Preference->Backlight Active Level

Phone User Interface:

Menu->Basic->Display->Backlight->Backlight Active Level

phone_setting.inactive_backlight_level Oorl 1

Description :

Configures the intensity of the LCD screen whenthe Skype for Business phoneis inactive.
0-Off

1-Low

Note: Itis only applicable to T48G and T46G Skype for Business phones

Web User Interface:

Settings->Preference->Backlight Inactive Level

Phone User Interface:

Menu->Basic->Display->Backlight->Inactive Level

To configure the backlight via  web user interface:

1.
2.
3.

Click on Settings ->Preference .
Select the desired value from the pull-down list of Backlight Inactive Level .

Select the desired value from the pull-down list of Backlight Active Level .

Yealink|wes

Account Features Settings Directory

o Language English (English) - 0 NOTE
Live Dialpad Enabled - o

Time&Date Preference Settings
Backlight Inactive Level Low - 0 The preference settings for

administrator.
Upgrade Backlight Active Level 8 - o
. You can click here to get
Auto Provision Watch Dog Enabled - @ more guides.
Configuration Ring Type Ringl.wav - o
_ Private line ring Ring7.wav -

Dial Plan
Upload Ringtone |[ Browse... I No file selected. ‘ 0

Voice

Tones

4.

Click Confirm to accept the change.
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To configure the backlight via phone user interface:

1. PressMenu ->Basic->Display ->Backlight .

2. Press @or @ , or the Switch soft key to select the desired level from the Backlight
Active Level field.

3. Press ®or @ or the Switch soft key to select the desired value from the Inactive
Level field.

4. Press theSave soft key to accept the change.

Bluetooth

Not e

Bluetooth enables low-bandwidth wireless connections within a range of 10 meters (32 feet).
The best performance is in the 1to 2 meters (3 to 6 feet) range. You can activate/deactivate the
Bluetooth mode and then pair and connect the Bluetooth headset with your phone. For more
information, refer to the Yealink phone-specific user guide. 1t is only applicable to T48G/T46G
Skype for Businessphones.

You can personalize the Bluetooth device name for the Skype for Business phone The
pre-configured Bluetooth device name will display in scanning list of other devices. It is helpful
for the other Bluetooth devices to identify and pair with your Skype for Business phone

To use this feature onT48G/T46GSkype for Business phonesmake sure the Bluetooth USB

dongle is properly connected to the USB port on the back of the phone.

Procedure

Bluetooth mode can be configured using the configuration files or locally.

Configure Bluetooth mode.
Parameter:

features.bluetooth_enable

Configuration File <y0000000000x% .cfg Configure the Bluetooth device name.

Parameter:

features.bluetooth_adapter_name

Configure Bluetooth mode.
Navigate to :

For T48G/T46GSkype for Business
Web User Interface
Local phones:

http://<phonelPAddress>/servlet?p=f
eatures-bluetooth&g=load

Phone User Interface Configure Bluetooth mode.
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Configure the Bluetooth device name.

Details of the Configuration Parameter:

Parameter Permitted Values Default

features.bluetooth_enable Oorl 0

Description :

Triggers Bluetooth mode to on or off.

0-Off

1-On

Note: It is only applicable to T48G/T46G Skype for Business phones
Web User Interface:

Features>Bluetooth ->Bluetooth Active

Phone User Interface:

Menu->Basic->Bluetooth ->Bluetooth

) o Refer to the
String within 64 )
features.bluetooth_adapter_name following
characters
content

Description :

Configures the Bluetooth device name.
For T48G Skype for Business phones :
The default value is YealinkT48G.

For T46G Skype for Business phones:
The default value is YealinkT46G.

Note : Itworks only iftheval ue of the parameter Jfeatur
It is only applicable to T48G/T46G Skype for Business phones

Web User Interface:
None
Phone User Interface:

Menu->Basic->Bluetooth ->Bluetooth (On)->Edit My Device Information ->Device Name

To active the Bluetooth mode via web user interface:

1.

Click on Features->Bluetooth .
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2. Select the desired value from the pull-down list of Bluetooth Active .

Yealink | v

Account

General
Information

Audio

Remote Control

Bluetooth Settings

Bluetooth Active

Directory

NOTE

Cancel

features-bluetooth-note

You can click here to get
more guides.

Bluetooth

LED

3. ClickConfirm to accept the change.
To active the Bluetooth mode via phone user interface:

1. PressMenu ->Basic->Bluetooth .
2.  Press @ or @ , or theSwitch soft key to select On from the Bluetooth field.

3. Press theSave soft key to accept the change.
To edit device information via phone user interface:

1. PressMenu ->Basic->Bluetooth .
2. Press @ or @ or the Switch soft key to select On from the Bluetooth field.
3. Press theSave soft key to accept the change.

4. SelectEdit My Device Information and then press the Enter soft key.

The LCD screen displays the device name and MAC address. THdAC address cannot be
edited.

5. Enter the desired name in the Device Name field.

6. Press theSave soft key to accept the change or the Back soft key to cancel.

Updating Status Automatically

The Skype for Business Server helps you keep your presencieformation up -to-date by
monitoring idle time of your phone. Phone status will be Inactive when your phone has been
idle for the designated time. Phone status will change from Inactive to Away after another
designated time.

Procedure

Updating status autom atically can be configured using the configuration files or locally.

Configures the inactive time (in minutes) of

the Skype for Business phone
Configuration

File

<y0000000000x% .cfg Parameters:

sfb.presence.inactive_time

sfb.presence.away_time
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Configures the inactive time (in minutes) of
the Skype for Business phone
Local Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=featur
es-general&g=load

Details of Configuration Parameters:

Parameters Permitted Values Default

sfb.presence.inactive_time Inte ger from 5 to 360 5

Description :

Configures the inactive time (in minutes) of the Skype for Business phone after which the phone
will change its status to Inactive automatically.

Example:

If it is set to 5, the Skype for Business phonewill change its status to Inactive automatically when

inactive time reaches 5 minutes.

Note: If you change this parameter, the Skype for Business phonewill reboot to make the change

take effect.

Web User Interface:

Features >General Information ->SFB Away Time
Phone User Interface:

None

sfb.presence.away_time Integer from 5 to 360 5

Description :

Configures the inactive time (in minutes) of the Skype for Business phone after which the phone
will change its status from Inactive to Away automatically.

Example:

If it is set to 5, the Skype for Business phonewhose status is Inactive will change to Away

automatically after 5 minutes.

Note: If you change this parameter, the Skype for Business phonewill reboot to make the change

take effect.

Web User Interface:

Features>General Information->SFB Away Time
Phone User Interface:

None
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To configure the automatic status updating time  via web user interface:

1. Click on Features->General Information

2. Enter the desired time in the SFB Inactive Time field.

3. Enter the desired time in the SFB Away Time field.

Yealink | s

Account Network Settings Directory Security

General Information
General i
Information Call Watting Enabled L4 0 -
‘Call Waiting
N Key As Send # - 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number calls during the conversation.
Remote Control
Hotine Delay(0~10: 4 Key As Send
otine Dely{ 3 Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 1} - 0
You can click here to get
LED Return code when refuse 603 (Deciine) A ] more guides.
.
.
.
Diversion/History-Info Disabled - 0
Auto-Logout Time(1~1000min) 5 [7]
Call Number Fiter [7]
Voice Mail Tone Enabled A ]
DHCP Hostname SIP-T46G (7]
E911 Location Tip Enabled - 0
Update Checking Time 24 o
Use DHCP Option 120 Disabled = @
SFB Cert Service URL [7]
Enable SFB Automation Disabled - @
SFB Inactive Time 5
SFB Away Time 5
Web Sign in Enabled - 0
Remarmber Password Disabled -
History Record Contacts Avatar Enabled -
__Conﬁrm __Cancel

4. Click Confirm to acceptthe change.

Time and Date

Phones maintain a local clock and calendar. Time and date are displayed on the idle
screen of phone s.

The following table lists available configuration methods for time and date.

Option Configuration Methods

Configuration Files
NTP time server Web User Interface

Phone User Interface

Configuration Files
Time Zone Web User Interface

Phone User Interface
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Option Configuration Methods

Web User Interface
Time
Phone User Interface

Configuration Files
Time Format Web User Interface

Phone User Interface

Web User Interface
Date
Phone User Interface

Configuration Files
Date Format Web User Interface

Phone User Interface

Configuration Files
Daylight Saving Time
Web User Interface

NTP Time Server

A time server is a computer server that reads the actual time from a reference clock and
distributes this information to the clients in a network. The Network Time Protocol (NTP) is
the most widely used protocol that distributes and synchronizes time in the network.

The phone s synchronize the time and date automatically from the NTP time server by
default. The NTP time server address can be offered by the DHCP server or configured
manually. NTP by DHCP Priority feature can configure the priority for the phone to use
the NTP time server address offered by the DHCP server or configured manually.

Time Zone

A time zone is a region on Earth that has a uniform standard time. It is conveni ent for
areas in close commercial or other communication to keep the same time. When
configuring the phone to obtain the time and date from the NTP time server, you must
set the time zone.

Procedure
NTP time server and time zone can be configured using the configuration files or locally.
Configure NTP by DHCP priority
feature and DHCP time feature.
Configuration File <MAC> .cfg Parameters:

local_time.manual_ntp_srv_prior

local_time.dhcp_time

142



Configuring Basic Features

Configure the NTP server, time zone.
Parameters:
phone_setting.hide_ntp_server.enable
local_time.ntp_serverl
local_time.ntp_server2
local_time.interval
local_time.time_zone

local_time.time_zone_name

Configure NTP by DHCP priority
feature and DHCP time feature.

Configure the NTP server, time zone.
Web User Interface

Navigate to :
Local http://<phonelPAddress>/serviet?p=s
ettings-datetime&g=load

Configure DHCP time feature.

Phone User Interface | Configure the NTP server and time

zone.
Details of Configuration Parameters:
Parameter s Permitted Values Default
local_time.manual_ntp_srv_prior Oorl 0

Description :

Configures the priority for the Skype for Business phoneto use the NTP server address
offered by the DHCP server.

0-High (use the NTP server address offered by the DHCP server preferentially)
1-Low (use the NTP server address configured manually preferentially)

Web User Interface:

Settings->Time & Date->NTPby DHCP Priority

Phone User Interface:

None

local_time.dhcp_time Oorl 0

Description :

Enables or disables theSkype for Business phoneto update time with the offset time offered
by the DHCP server.
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Parameter s Permitted Values Default

0-Disabled

1-Enabled

Note: It is only available to offset from GMT 0.
Web User Interface:

Settings->Time & Date->DHCP Time

Phone User Interface:

Menu->Basic->Date & Time->DHCP Time

phone_setting.hide_ntp_server.en
Oorl 0
able

Description :

It enables or disables the phone to hide NTP Server configurations on the LCD screen.
0-Disabled

1-Enabled

If it is set to 1 (Enabled), the NTP Server configurations on the LCD screen will bdidden, so
that you cannot configure NTP Server address mantally.

Web User Interface:
None

Phone User Interface:

None
) IP Address or Domain
local_time.ntp_serverl cn.pool.ntp.org
Name
Description :

Configures the IP address or the domain name of the NTPserver 1.
Example:

local_time.ntp_serverl = 192.168.0.5

Web User Interface:

Settings->Time & Date->Primary Server

Phone User Interface:

Menu->Basic->Date & Time->General>SNTP Settings>NTP Serverl

) IP Address or Domain
local_time.ntp_server2 cn.pool.ntp.org
Name

Description :
Configures the IP address or the domain name of the NTP server 2.

If the NTP server 1 is not configured or cannot be accessed, theSkype for Business phone
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Parameter s Permitted Values Default

will request the time and date from the NTP server 2.
Example:

local_time.ntp_server2 = 192.168.0.6

Web User Interface:

Settings->Time & Date ->Secondary Server

Phone User Interface:

Menu->Basic->Date & Time->General->SNTP Settings>NTP Server2

local_time.interval Integer from 15 to 86400 1000

Description :
Configures the interval (in seconds) to update time and date from the NTP server.

Example:
local_time.interval = 1000

Web User Interface:
Settings->Time & Date ->Synchronism (15~86400s)
Phone User Interface:

None

local_time.time_zone -11to+ 14 +8

Description :

Configures the time zone.

Example:

local_time.time_zone = +8

For more available time zones, refer to Appendix B: Time Zoneson page 374.
Web User Interface:

Settings->Time & Date->Time Zone

Phone User Interface:

Menu->Basic>Date & Time->General->SNTP Settings>Time Zone

local_time.time_zone_name String within 32 characters China(Beijing)

Description :
Configures the time zone name.

The available time zone names depend on the time zone configured by the parameter
jlocal _time.time_zoneDZ For more informat

time zone, refer to Appendix B: Time Zoneson page 374.
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Parameter s Permitted Values Default

Example:
local_time.time_zone_name = China(Beijing)

Note: | t wor ks only if the value of the para

(Automatic) and the parameter Jlocal _ti me
Web User Interface:

Settings->Time & Date ->Location

Phone User Interface:

Menu->Basic->Date & Time->General->SNTP Settings>Location

To configure NTP by DHCP priority feature via web user interface:

1. Click on Settings ->Time & Date .

2. Select the desired value from the pull-down list of NTP by DHCP Priority .

Yealink | s

Account Features Settings Directory
Time8&Date:
Preference me . LHnE
DHCP Time Disabled AN 7 ]
Time&Date Time Zone
Time Zone +8 China. Singapore, Australa. Russa = 0 Choose the time zone you are
_ ) ) in.
Upgrade Daylight Saving Time @ Automatic © Enabled ©) Disabled @
. NTP Server
Auto Provision Lo China(Befing) @ The server which is used to
= synchronize the clock of the
_ Fixed Type @ DST By Date DST By Week
Configuration v v @ phone.
Start Date Month Day Hour
Dial Plan
End Date Month Day Hour You can click here to get
a more guides.
Voice Offset(minutes) 0
Tones WNTP By DHCP Priority High - |
Primary Server time.windows.com
Phone Lock @
Secondary Server ‘time.nist.gov 0
e Synchranism (15~86400s) 1000 0
EXP Module Manual Time Disabled AN 7 ]
BToE Time Format Hour 24 AN 7 ]
Date Format WWW MMM DD - 0
Confirm Cancel

3. Click Confirm to accept the change.
To configure the NTP server, time zone via web user interface:

Click on Settings ->Time & Date .

SelectDisabled from the pull -down list of Manual Time .

1

2

3. Select the desired time zone from the pull-down list of Time Zone .
4. Select the desired location from the pull-down list of Location .

5

Enter the domain name or IP addressin the Primary Server and Secondary Server field

respectively.
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6. Enter the desired time interval in the Synchronism (15~86400s) field.

Yealink | e

Status || Account || Network || Features |[ERS=ULUEEM | Directory ||
Preference Time&Date: NOTE
DHCP Time Disabled - @
Time&Date Time Zone
Time Zone +8 China. Singapore. Australa. Russa o Choose the time zone you are
- - - in.
Upgrade Dayiight Saving Time @ Automatic ) Enabled ) Disabled )
o . . - NTP Server
Auto Provision Loy China(Befing) M ] The server which is used to
. - synchronize the clock of the
N Fixed Type @) DST By Dat: DST By Week
Configuration L e v Week @ phone.
Start Date Month Day Hour
Dial Plan
End Date Month Day Hour You can dlick here to get
- more guides.
Voice Offset(minutes) [7]
Tones NTP By DHCP Priority High -
Primary Server time.windows.com
Phone Lock @
Secondary Server time.nist.gov 0
Location
Synchronism {15~86400s) 1000 [7]
EXP Module Manual Time Disabled - @
BToF Time Format Hour 24 - @
Date Format VW MMM DD - @
Confirm Cancel

7. Click Confirm to accept the change.
To configure the SNTP settings via phone user interface:

1. PressMenu ->Basic->Date & Time ->General->SNTP Settings.

2. Press@r @ or the Switch soft key to select the time zone that applies to your area
from the Time Zone field.

The default time zone is "GMT+8".

3. Enter the domain name or IP addressof SNTP serverin the NTP Serverl and NTP Server2

field respectively.

4, Press@or @ or the Switch soft key to select automatic, enabled and disabled from the
Daylight Saving field.

5. Press@ or @ or the Switch soft key to select the desired location from the Location
field.

6. Press theSave soft key to accept the change.

Time and Date Settings

You can set the time and date manually when phone s cannot obtain the time and date
from the NTP time server . The time and date display can use one of several different
formats.

Procedure

Time and date can be configured using the configuration files or locally.

) . . Configure the time and date
Configuration File <MAC> .cfg
manually.
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Parameter:
local_time.manual_time_enable
Configure the time and date formats.
Parameters:

local_time.time_format

local_time.date_format

Local

Web User Interface

Configure the time and date

manually.
Configure the time and date formats.

Navigate to :
http://< phonelPAddress>/serviet?p
=settings-datetime&g=Iload

Phone User Interface

Configure the time and date

manually.

Configure the time and date formats.

Details of Configuration Parameters:

Parameters

Permitted Values Default

local_time.manual_time_enable

Oorl 0

Description :

Enables or disables theSkype for Business phoneto obtain time and date from manual

settings.

0-Diabled (obtain time and date from NTP server)

1-Enabled (obtain time and date from manual settings)

Web User Interface:

Settings->Time & Date->Manual Time

Phone User Interface:

None

local_time.time_format

Oorl 1

Description :

Configures the time format.

0-Hour 12

1-Hour 24

If it is set to 0 (Hour 12), the time will be displayed in 12-hour format with AM or PM
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Parameter s Permitted Values Default

specified.

If it is setto 1 (Hour 24), the time will be displayed in 24-hour format (e.g., 2:00 PM displays
as 14:00).

Web User Interface:
Settings->Time & Date ->Time Format
Phone User Interface:

Menu->Basic->Date & Time->Time & Date Format->Time Format

local_time.date_format 0,1,2,3,4,50r6 0

Description :

Configures the date format .
Valid values are:

0-WWw MMM DD
1-DD-MMM -YY
2-YYY¥MM-DD
3-DD/MM/YYYY
4-MM/DD/YY

5-DD MMM YYYY
6-WWW DD MMM

Note: ] WWWDZ r epresents the abbreviat i odigitdaf, t

] MMMDZ r epresents the first tepresents afoe-tiditgears
and J YYDZr epdgegyeant s a t wo

Web User Interface:
Settings->Time & Date ->Date Format
Phone User Interface:

Menu->Basic->Date & Time->Time & Date Format->Date Format

To configure the time and date manually via web user interface:

1. Click on Settings ->Time & Date .

2. SelectEnabled from the pull -down list of Manual Time .
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3. Enter thetime and date in the corresponding fields.

Yealink | s

Account Network Features Settings Directory
Preference Timeg&Date: NOTE
DHCP Time Disabled - @
Time&Date Time Zone
NTP By DHCP Priority High - Choose the time zone you are
in.
Upgrade Primary Server time.windows.com 0
. NTP Server
Auto Provision Secondary Server time.nist.gov 0 Fro e e o
i Synchronism (15~86400s) 1000 0 synchronize the clock of the
Configuration phone.
Manual Time Enabled AN 7 ]
Dial Plan
Date Year 2016 Month 4 Day 21 You can click here to get
a more guides.
Voice Time Hour 10 Minute 35 Second 19
Tones Time Format Hour 24 AN 7 ]
Date Format WWW MMM DD AN 7 ]
Phone Lock
o
EXP Module
BToE

4. Click Confirm to accept the change.
To configure the time and date format via web user interface:

1. Click on Settings ->Time & Date .

2. Select the desired value from the pull-down list of Time Format .

3. Select the desired value from the pull-down list of Date Format .

Yealink | e

Status Account Network Features Settings Directory

Time8&Date:
Preference me . LB
DHCP Time Disabled AN 7 ]
Time&Date Time Zone
Time Zone +8 China. Singapore, Australa. Russa = e Choose the time zone you are
) ) ) in.
Upgrade Daylight Saving Time @ Automatic ) Enabled © Disabled
== NTP Server
Auto Provision Location China(Befing) - @ The server which is used to
= synchronize the clock of the
_ Fixed Type @ DST By Date DST By Week
Configuration 4 i 4 phone.

Start Date Month Day Hour
Dial Plan
End Date Month Day Hour You can click here to get
- more guides.
Voice Offset{minutes) (7]

Tones NTP By DHCP Priority High -
Primary Server time.windows.com
Phone Lock @
Secondary Server time.nist.gov 0
Location
Synchronism {15~86400s) 1000 [7]
EXP Module Manual Time Disabled - @
BToF Time Format Hour 24 - @
Date Format VW MMM DD - @

Confirm Cancel

4. Click Confirm to accept the change.
To configure the date and time manually via phone user interface:

1. PressMenu ->Basic->Date &Time ->General->Manual Settings .

2. Enter the specific date andtime or press @ or @ to edit specific date and time in the
corresponding fields.
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3. PressSave to accept the change.

The time and date displayed on the LCDscreen will change accordingly.
To configure the time and date format via phone user interface:

1. PressMenu ->Basic->Date &Time ->Time & Date Format .

2.  Press @or @ or the Switch soft key to select the desired date format from the Date
Format field.

3. Press @or @ , or the Switch soft key to select the desired time format (12 Hour or 24
Hour) from the Time Format field.

4. Press the Save soft key to accept the change or the Back soft key to cancel.

Daylight Saving Time

Daylight Saving Time (DST) is the practice of temporary advancing clocks during the summer
time so that evenings have more daylight and mornings have less. Typically, clocks are adjusted
forward one hour at the start of spring and backward in autumn. Many countries have used the
DST at various times, details vary by location. By default, the DST is set to Automatic, so it cabe
adjusted automatically from the current time zone configuration. You can configure DST for the
desired area as required.

Procedure

Daylight saving time can be configured using the configuration files or locally.

Configure DST.
Parameters:
local_time.summer_time
Configuration File <MAC> .cfg local_time.dst_time_type
local_time.start_time
local_time.end_time

local_time.offset_time

Configure DST.

Navigate to :
Local Web User Interface 9

http://<phonelPAddress>/servlet?p

=settings-datetime&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

local_time.summer_time 0,1lor2 2
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Parameter s Permitted Values Default

Description :

Configures Daylight Saving Time (DST) feature.
0-Disabled

1-Enabled

2-Automatic

Web User Interface:

Settings->Time & Date ->Daylight Saving Time
Phone User Interface:

Menu->Basic->Date & Time->General>SNTP Settings>Daylight Saving

local_time.dst_time_type Oorl 0

Description :

Configures the DST time type.
0-DST B Date

1-DST B Week

Note: It works only if the value of the parameter] | ocal _ti me. summer
(Enabled).

Web User Interface:
Settings->Time & Date ->Fixed Type
Phone User Interface:

None

local_time.start_time Time 1/1/0

Description :
Configures the start time of the DST.
Value formats are:

Month/Day/Hour (for DST By Date)

Month/Day of Week Last in Month/Day of Week/Hour of Day (for DST By WeekK)
I f Jlocal _ti me. ds tDSTByDae), useythe en@ipiigs s et t o
Month:1=January, 2=February, A, l12=December
Day: 1=the firstdayinamont h, A, 31= the | ast day in
Hour:0=0am, 1=1am, A, 23=11pm
I f Jlocal _ti me. ds tDSTByWeek), usg theeniapping set t o

Month:1=January, 2:February,,&, l12=December

0

a

1
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Parameter s Permitted Values Default

Day of Week LastinMonth :1 =t he first week in a mont h,
Dayof Week: 1=Monday, 2=Tuesday, A, 7=Sunday
HourofDay: 0 =0am, 1=1lam, A, 23=11pm

Note: | t wor ks only if the value of the para
(Enabled).

Web User Interface:
Settings->Time & Date ->Start Date
Phone User Interface:

None

local_time.end_time Time 12/31/23

Description :
Configures the end time of the DST.
Value formats are:

Month/Day/Hour (for DST By Date)

Month/Day of Week Last in Month/Day of Week/Hour of Day (for DST By Week)
I f Jlocal _ti me. ds tDSTBy Daw), useythe en&ipings set t o O
Month:1=January, 2=February, A, l12=December
Day:1=t he first day in a month,A, 31= the |
Hour:0=0am, 1=1am, A, 23=11pm
I f Jlocal _ti me. ds tDSTByWeek), tisg heeniapping set to 1
Month:1=January, 2:February,,&, l12=December
Day of Week LastinMonth :1 =t he first week in a mont h,
Dayof Week: 1=Monday, 2=Tuesday, A, 7=Sunday
Hour of Day: 0 =0 a m, 1=21lam, A, 23=11pm

Note: | t works only if the value of the para
(Enabled).

Web User Interface:
Settings->Time & Date->End Date
Phone User Interface:

None

local_time.offset_time Integer from -300 to 300 Blank

Description :

Configures the offset time (in minutes) of DST.
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Parameter s Permitted Values Default

Note: It works only if the value of the parameter] | ocal _ti me. summer _t
(Enabled).

Web User Interface:
Settings->Time & Date ->Offset(minutes)
Phone User Interface:

None

To configure the DST via web user interface:

Click on Settings ->Time & Date .
SelectDisabled from the pull -down list of Manual Time .

Select the desired time zone from the pull-down list of Time Zone .

i

Enter the domain name or IP address in thePrimary Server and Secondary Server field

respectively.

o

Enter the desired time interval in the Synchronism (15~86400s) field.

6. Mark the Enabled radio box in the Daylight Saving Time field.

- Mark the DST by Date radio box in the Fixed Type field.

Enter the start time in the Start Date field.

Enter the end time in the End Date field.

Yealink | s

Account Network Features Settings Directory

Preference =2 NOTE
DHCP Time Disabled - 9
Time&Date Time Zone
Time Zone +8 China. Singapore. Australiz. Russia 0 Choose the time zone you are
_ _ _ in.
Upgrade Daylight Saving Time © Automatic @ Enabled ) Disabled
. - - NTP Server
Auto Provision Fixed Type @ DST By Date ) DST By Week @ Tremre i = el
) Start Date Month 1 Day 1 Hour 1 SRR e
Configuration phone.
End Date Month 12 Day 12 Hour 12
Dial Plan
Offset{minutes) (7] You can dlick here to get
- more guides.
Voice NTP By DHCP Priority High -
Tones Primary Server time.windows.com 0
Secondary Server ‘time.nist.gov
Phone Lock 0
Synchranism (15~86400s) 1000 0
e Manual Time Disabled - 9
EXP Module Date Format VW MMM DD - 9

- Mark the DST by Week radio box in the Fixed Type field.
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Select the desired values of DST Start Month, DST Start Week of Month, DS$tart Day
of Week, Start Hour of Day; DST Stop Month, DST Stop Week of Month, DST Stop Day
of Week and End Hour of Day from the pull-down lists.

Yealink e

Account Features Settings Directory
Preference =S NOTE
DHCP Time Disabled - o
Time&Date Time Zone
Time Zone +8 China. Singapore. Australa. Russia 0 Choose the time zone you are
_ _ _ in.
Upgrade Dayiight Saving Time © Automatic @ Enabled © Disabled
. = = NTP Server
Auto Provision Fixed Type © DSTByDate © DSTBy Week @ The server which is used to
N Start Date January + First In Mo +  Sunday + 00:00 - SAETEIEE D @ 2iin
Configuration phone.
End Date January + First In Mo +  Sunday + 00:00 -
Dial Plan
Offset(minutes) e You can click here to get
A more guides.
Voice TP By DHCP Priority High -
Tones Primary Server time.windows.com 0
Secondary Server ‘time.nist.gov
Phone Lock @
Synchronism (15~86400s) 1000 (7]
Location
Manual Time Disabled - @
EXP Module Date Format W\ MMM DD - @

7. Enter the desired offset time in the Offset(minutes) field.

8. Click Confirm to accept the change.

Customizing an Auto DST Template File

The time zone and corresponding DST preconfigurations exist in the AutoDST file. If the DST is
set to Automatic, the Skype for Business phoneobtains the DST configuration from the AutoDST
file. You can customize the AutoDST file f required. The AutoDST file allows you to add or
modify time zone and DST settings for your area each year.

Before customizing, you need to obtain the AutoDST file. You can ask the distributor or Yealink
FAEfor DST template. You can also obtainthe DST emplate online:

http.://support. yealink.com/documentFront/forward ToDocumentFrontDisplayPage . For more
information on obtaining the template file, refer to Obtaining Configuration Files/ Resource Files

on page 97.

The following table lists description of each element in the template file:

Element Type Values Description
DSTData | required no File root element
) Ti me Zone i |
DST required no
element
szTime required [+/ -1[X]:[Y] X=0~14, Y=0~59 Time Zone

String (if the content is more

) than one city, it is the best to )
szZone required ] ] o Time Zone name
keep their daylight saving time

the same)
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Element Type Values Description
DST time type
o s
) . (This item is needed if
iType optional 0: DST B Date )
you want to configure
1: DST B Week
DST.)
Month/Day/Hour  (for iType=0)
Month: 1~12
Day: 1~31
Hour: 0 (midnight)~23
Month/Week of Month/Day of
) Week/Hour of Day (for )
szStart optional ] Start time of the DST
iType=1)
Month: 1~12
Week of Month: 1~5 (the last
week)
Day of Week: 1~7
Hour of Day: 0 (midnight)~23
szEnd optional Same as szStart End time of the DST
. The offset time (in
szOffset | optional Integer from -300 to 300 ]
minutes) of DST

When customizing a n Auto DST file, learn the following:

<DSTData> indicates the start of a template and </DSTData> indicates the end of a

template.

Add or modify time zone and DST settings between <DSTData> and </DSTData>.

The display order of time zone is corresponding to the szTime order specified in the

AutoDST.xml file.

If the start time of DST is greater than the end time, the valid time of DST is from the start

time of this year to the end time of the next year.

Customizing a n Auto DST file:

1. Open the AutoDSTfile using an ASCII editor.

2. Add or modify time zone and DST settings as you want in the AutoDST file.
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Example 1:
To modify the DST sett i ngsPafkdrs ttainel |esx iasntaibragd )tDZ maen dz
DST settings for the existing time zone J+5:30 1nd
AutoDSTxml* x
. 30 , 40 . 50 i &0 R 70 , a0 . a0 . 104 110
<DST ="Iran(Teheran)" iType="0" szStart="3/22/0" szEnd="9/22/0" szOffset="§& Ed
<DST "Armenia (Yerevan)" iType= /5/7/3" szOffset >

<DST
<D3T
<D3T
<D3T
<DST
<DST
<D3T

szOffset

"Azerbaijan (Baku)" iType="1" szStart= szEnd="10/5/7/5"
"Georgia (Thilisi)" />
"Razakhstan (Aktau) " />
"Russia (Samara)” /> |

Afghanistan (Rabul) "/> | Modifyit:
"Razakhstan (Agtobe) "/>  |iT¥pes’L" sz8tart="10/1/7/2" szEnd="4/L/7/3" szOffset="60"

"Eyrgyzstan (Bishkek)" />

[ <osT

szOffset="

szStart="4/15 szEnd="11/1/0"

"Pakistan (Islamabad) " iType— 75

<D3T
<DST
<D3T
<D3T
<D3T

<DST szZone="Myanmar (Naypyitaw)" />
<D38T szhone="Russia (Krasnoyarsk)" />
<DST =szZone="Thailand (Bangkok) "/>

g" szZone="China (Beijing)"/>
<DST szTlime="+8" szZone="Singapore (Singapore)” />

SzZone-"Russia (Chelyabinek) ™ 7>
"India (Calcutta)™ IiType=" 1™ szStart="%/5/7/3" szEnd="4/1/7/2"

Nepal (Ratmandu) "/>

szOffset="60"]>

Razakhstan (Astana,Almaty) "/>
"Russia (Novosibirsk, omsk) " />

Example 2:

Add a new time zone (+6 Paradise) with daylight saving time 30 minutes.

|AutoDST.xml  x
Lt T T T T T e
<D3T Zfghanistan (Kabul) "/>
<D3T FKazakhstan (Agtobe) />
<D3T Ryrgyzstan (Bishkek) " />
<D3T Pakistan(Islamabad)"™ iType="0" =szStart="4/15/0" szEnd="11/1/0"
<DST szZone="Russia (Chelyabinsk)" />
<D3T 5:30" szZone="India(Calcutta)"/>
|nsT 5:45" sz@one="Nepal (Ratmandu)"/>
l(DST szZone="Paradise" iType="1" =zStart="3/5/7/2" szEnd="10/5/7/3" =szOffset="30"/>
OST Fazakhstan(&stana,Elmaty] "
<D3T Russia (Novosibirsk, Omsk)" />
<D3T szTime=" o" "Myanmar (Naypyitaw)"™ />
<DST szTime=" Russia(Erasnoyarsk)" />
<DST szTime=" sz2one="Thailand (Bangkok)"/>
<DST szTime=" szZone="China (Beijing)"/>
<D3T szTime=" szZone="8ingapore (Singapore) " />
<DST szZone="RAustralia (Perth)" iType=" szStart="10/1/7/2" szEnd="3/5/7/3"
<D3T szZone="Russia(Irkutsk, Ulan-Ude)"/>
<DST :45" szZone="Eucla"/>
<D3T ="Forea (Seoul)"/>
<DST Japan (Tokyo) "/>
<DST Russia (¥Yakutsk, Chita)"/>
<DST hustralia (Rdelaide)" iType="1" szStart="10/1/7/2" =zEnd="4/1/7/3
<DST Bustralia (Darwin)™ />
<DST szTime Lustralia (Sydney,Melbourne, Canberra) " iType="1" =szStart="10/1/7/2"
<DST szTime="+10" Bustralia (Brisbkane)"/>

3.

Save this file and place it to the provisioning server (e.g.,192.168.1.100).

4. Specify the access URL of theAuto DSTfile in the configuration files.
Procedure

The access URL of theAutoDST file can be specified using the configuration files.

Configuration File

<MAC> .cfg

Specify the access URL of the
AutoDST file.

Parameters:

auto_dst.url
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Details of Configuration Parameters:

Parameter s

Permitted Values

Default

auto_dst.url

URL within 511 characters

Blank

Description :

Configures the access URL of the AutoDST file (AutoDST.xml).

Example:

auto_dst.url = tftp://192.168.1.100/AutoDST.xml

During the auto provisioning process, the Skype for Business phoneconnects to the

provisioning

update, you

server

] 192 . AUt6BS T . f1i0l0eDZ ] Awntdo [
find aad ruepvd att i encRakixaol(skeumap gz

a n dndia (Calcutta)' via web user interface: Settings ->Time & Date ->Time Zone .

Note: It works only if the value of the parameter "local_time.summer_time" is set to 2

(Automatic).

Web User Interface:
None

Phone User Interface:

None

Language
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Skype for Business phones support multiple languages. Languages used onthe phone user
interface and web user interface can be specified respectively as required.

The following table lists languages supported by the phone user interface and the web user

interface.

Phone/Web User Interface

English

Chinese Simplified (not applicable to
phone user interface of T40P Skype for
Business phones)

Chinese Traditional (not applicable to
phone user interface of T40P Skype for
Business phones)

French
German

Italian
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Phone/Web User Interface

Polish
Portuguese
Spanish
Turkish

Korean (not applicable to phone user
interface of T40P Skype for Business

phones)

Russian

Loading Language Packs

Note

Languages available for selection depend on language packs currently loaded to the Skype for
Business phone You can customize the translation of the existing language on the phone user
interface or web user interface. You can also make new languages (not included in the available
language list) available for use on the phone user interface and web user interface by loading
language packs to the Skype for Business phone Language packs can only be loaded using
configuration files.

You can ask the distributor or Yealink FAEor language packs. You can also obtainthe language
packsonline:

http.//support. yealink.com/documentFront/forwardToDocumentFrontDisplayPage .For
more information on obtaining the language packs, refer to Obtaining Configuration

Filed Resource Fileson page 97.

To modify translation of an existing language, do not rename the language file.

The new added language must be supported by the font library on the Skype for Business phone
If the characters in the custom language file are not supported by the Skype for Business phone
the phone will display ] ? DZ i nst ead .
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The following table lists the available languages and associated language packs for the phone

user interface:

When adding a new language pack for the phone user interface, the language pack must be

formattedas] X. GUI . n aXs&risfram0iezn(ame DZ i s repl aced

Available Language

Associated Language Pack

English

000.GUI.English.lang

Chinese Simplified

001.GUI.Chinese_S.lang

Chinese Traditional

002.GUI.Chinese_T.lang

French 003.GUI.French.lang
German 004.GUl.German.lang
Italian 005.GUl.Italian.lang
Polish 006.GUI.Polish.lang
Portuguese 007.GUI.Portuguese.lang
Spanish 008.GUI.Spanish.lang
Turkish 009.GUI.Turkish.lang
Korean 010.GUIl.Korean.lang
Russian 011.GUIRussianlang

If the language name is the same as the existing one, the existing language pack will be

overridden by the new uploaded one. We recommend that the filename of the new language

pack should not be the same as the existing one.

To customize a language file:

1.
2.

Dondgt modi fy

Modify the characters within the double quotation marks on the right of the equal sign.

t hen the lefeohtiselequal signn i t em

wi t h

Open the desired language template file (e.g.,000.GUI.English.lanyjusing an ASCII editor.

t

he
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The foll owing shows a portion of the | anguage pack
user interface (take T6G Skype for Business phonedor example):
000.GULEnglish.lang x
Eju||||||||1|D|||||..||2|':'|..||||||3|D|||||||||4|D|||.
1 [ Lang ]
2 Modify the item
3 " |conference |“='1Canference |F (e.g. conference).
g MTRT Ay "H™ gz send ' —"Rey a=z send"
g w {EIﬂptY} m—n {
& "12 Hour"="12
j "120="="120=" Do not modify the item on the
i “155“="155" .
- left of equal sign.
o "1800="="1800="
10 "24 Hour"="24 Hour"
11 "300="="300="
_E “305“="305"
13 "e00="="c00="
___ IIGDSH=HGDSII
15 "B02.1x Mode"="802.1x Mode"
6 "E02.1x Setting="="802.1lx Settings"

3. Save the language file and place it to the provisioning server (e.g.,192.168.10.25.

4.  Specify the access URL of thephone user interface language pack in the configuration files.
If you want to add a new custom language (e.g., Guilan) to yourSkype for Busness phone (e.g.,
T46G), prepare the language file named asj012.GUI.Guilan.langpfor downloading . After update,
you will find a new | anguage selection JGuilanDZon t

Menu ->Basic->Language .

Procedure

Loading language pack can only be performed using the configuration files.

Configuration File <y0000000000xx% .cfg

Specify the access URL of the
phone user interface language
pack.

Parameter:

gui_lang.url

Delete custom LCD language
packs of the phone user
interface.

Parameter:

gui_lang.delete
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Details of the Configuration Parameter:

Parameter Permitted Values Default

gui_lang.url URL within 511 characters Blank

Description :

Configures the access URL of thecustom LCDlanguage pack for the phone user interface.
Example:

gui_lang.url = http://192.168.10.25/000.GUI.English.lang

During the auto provisioning process, the Skype for Business phoneconnects to the HTTP
provisioning server J192.168.10.25DZ and
jO0OO. GUI . Engl i s h. | ageatpixatiomwillde ckamged dccordingly & yow u
have modified the language template file.

If you want to download multiple language packs to the Skype for Business phone
simultaneously, you can configure as following:

gui_lang.url = http://192.168.10.25/000.GUI.English.lang
gui_lang.url = http://192.168.10.25/001.GUI.Chinese_S.lang
Web User Interface:

None

Phone User Interface:

None
http://localhost/all  or
gui_lang.delete http://localhost/  Y.GUl.nam Blank
e.lang
Description :

Deletes the specified or all custom LCD language packsof the phone user interface.
Example:

Delete all custom language packs of the phone user interface:

gui_langdelete = http://localhost/all

Delete a custom language pack of the phone user interface (e.g.,001.GUI.Chinese_S.lang
gui_langdelete = http://localhost/ 001.GUI.Chinese_S.lang

Web User Interface:

None

Phone User Interface:

None
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Customizing a Language for Web User Interface

When adding a new language pack for the web user interface, the language pack must be
or matt pathe.gjss OZY(.Y s,t ajrntamd DZoims 1r3epl aced Ifthet h

f

The following table lists available languages and associated language packs for the web user

interface:
Available Language Associated Language Pack
English 1.English.js
Chinese Simplified 2.Chinese_S.js
Chinese Traditional 3.Chinese_T.js
French 4.French.js
German 5.Germanjs
Italian 6.ltalian.js
Polish 7.Polish.js
Portuguese 8.Portuguese.js
Spanish 9.Spanish.js
Turkish 10.Turkish.js
Korean 11.Korean.js
Russian 12.Russian.js

language name is the same as the existing one, the existing language file will beoverridden by

the new uploaded one. We recommend that the name of the new language file should not be
the same as the existing languages.

To customize a language file:

1.
2.

modify the translation item on the left of the colon.

Open the desired language template file (e.g., 1.English.js) using an ASCII editor.

Modify the characters within the double quotation marks on the right o fthe colon.Don § t
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The following shows a

interface (take T46G Skype for Business phonedor example):

p dliEngiisloj®Z 6 brt hbdel wehpuager pack

LEnglishjs x
mll\|I||||l|U|||\I||||2|D||||\||||3|D||||I\\||4|D

50 60 70

ar _objTrans =

2B ¢

Do not medify the iter on

the left of the colon.

Modify the item
{e.g., 404 (not found)).

3.  Save the language file and place it to the provisioning server (e.g.,192.168.10.25.

4. Specify the access URL of thaveb user interface language pack in the configuration files.

If you want to add a new language (e.g., Wuilan) to Sky
|l anguage
ection

| anguage sel

Procedure

fil3eWmiaman. psDg flor
] Wui | &ettibgs o>Preferdnee ->Wanduagae.s er i

pe for Business phones, prepare the

downl oading. After wupdat

nterfac

Loading language pack can only be performed using the configuration files.

Configuration File <y0000000000xx% .cfg

Specify the access URL of the
custom language pack for web
user interface.

Parameter:

wui_lang.url

Delete custom language packs
of the web user interface.

Parameter:

wui_lang.delete

Details of the Configuration Parameter:

Parameter

Permitted Values

Default

wui_lang.url

URL within 511 characters

Blank
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Parameter Permitted Values Default

Description :

Configures the access URL of the custom language pacKor the web user interface.
Example:

wui_lang.url = http://192.168.10.25/1.Englishjs

During the auto provisioning process, the Skype for Business phoneconnects to the HTTP

provisioning server J192.168. 10. Ehglsh] sabzd

English language translation will be changed accordingly if you have modified the language
template file.

If you want to download multiple language packs to the web user interface simultaneously,
you can configure as following:

wui_lang.url = http://192.168.10.25/1.Englishjs
wui_lang.url = http://192.168.10.25/11.Russiarys
Web User Interface:

None

Phone User Interface:

None

] http://localhost/all  or
wui_lang.delete . Blank
http://localhost/  Y.name.js

Description :

Delete the specified or all custom web language packs of the web user interface.
Example:

Delete all custom language packs of the web user interface:

wui_langdelete = http://localhost/all

Delete a custom language pack of the web user interface (e.g., 11.Russian.js):
wui_langdelete = http://localhost/ 11.Russian.js

Web User Interface:

None

Phone User Interface:

None

Specifying the Language to Use
The default language used on the phone user interface is English. If the language of your web

browser is not supported by the Skype for Business phone the web user interface will use
English by default. You can specifythe languages for the phone user interface and web user
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interface respectively.

Procedure

Specify the language for the phone user interface or the web user interface using the
configuration files or locally.

Specify the languages for the phone
user interface and the web user

interface.
Configuration File <y0000000000x» .cfg Parameters:
lang.gui

lang.wui

Specify the language for the web
user interface.

Web User Interface Navigate to :
Local http://<phonelPAddress>/serviet?p
=settings-preference&qg=load

Specify the language for the phone
Phone User Interface )
user interface.

Details of Configuration Parameters:

Parameter s Permitted Values Default

lang.gui Refer to the following  content English

Description :
Configures the language used on the phone user interface.
Permitted Values :

English, Chinese Simplified, Chinese Traditional, French, German, Italian, Polish, Portuguese
Spanish, Turkish Korean, Russiaror the custom language name.

Example:

lang.gui = English

If you want to use the custom language (e.g., Guilan) for the Skype for Business phone
configure the parameter jlang.gui = GuilanDZ

Note: Korean, Chinese Simplifiedand Chinese Traditionalare not applicable to phone user
interface of T40P Skype for Business phones.

Web User Interface:
None
Phone User Interface:

Menu->Basic->Language
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Parameter s Permitted Values Default

lang.wui Refer to the following content English

Description :
Configures the language used on the web user interface.
Permitted Values :

English,Chinese Simplified,Chinese Traditional French, German, Italian, Polish, Portuguese,
Spanish, Turkish Korean, Russiaror the custom language name.

Example:

lang.wui = English

If the language of your browser is not supported by the Skype for Business phone the web
user interface will use English by default.

Web User Interface:
Settings->Preference->Language
Phone User Interface:

None

To specify the language for the web user interface  via web user interface :

1. Click on Settings ->Preference.

2.  Select the desired language from the pull-down list of Language.

Yealink | s PR

Account Network Features Settings Directory
Preference FIEEE Englsh (Engish) : Q NOTE
Live Dialpad B (Chinese Simplified)
imesbate Backlight Inactive Level SR (Chinese Traditional) :g‘sﬁgﬁznce stlar\l:g:gs for
. France (French) e e
etz Backlight Active Level g\:;’ﬂfﬂfga:ﬂa”]
oo Polski (Polish) You can click here to get
Auto Provision Watch Dog Portugués (Portuguese) more guides.
espafiol (Spanish)
Configuration T ER tiirkce (Turkish)
FHRM (Korean)
pial Plan Private line ring Russian (Paccns)
Upload Ringtone ‘[ Browse... I No file selected. | o
Voice
Upload Cancel

3. ClickConfirm to acceptthe change.
To specify the language for the phone user interface  via phone user interface

1. PressMenu ->Basic->Language.
2. Press @ or @to select the desired language.

3. Press theSave soft key to accept the change.
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Key As Send

Key as send allows assigning the pound key J#Dor asteriskkey (*Dzs the send key.

Send tone allows the phone to play a key tone when a user presses the send key. Key tone
allows the phone to play a key tone when a user presses any key. Send tonevorks only if key
tone is enabled.

Procedure

Key as send can be configured using the configuration files or locally.

Configure a send key.
Parameter:

features.key_as_send

Configure a send tone.
Parameter:

features.send_key_tone

Configuration File <y0000000000x*%.cfg
Configure a key tone.

Parameter:

features.key_tone

Configure send pound key.
Parameter:

features.send_pound_key

Configure a sendkey.
Configure send pound key.
Navigate to :

http://<phonelPAddress>/serviet?p

=features-general&q=load
Web User Interface

Configure a send tone or key tone.
Local

Navigate to :

http://<phonelPAddress>/servlet?p
=features-audio&q=load

Configure a send key.
Phone User Interface

Configure a key tone.
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Details of Configuration Parameters:

Parameter s Permitted Values Default

features.key_as_send 0,1lor2 1

Description :

Configures the "#" or "*" key as the send key.

0-Disabled

1-# key

2-* key

Ifitis setto O (Disabled,nei t her J #DZ nor J *DZcan be use
Ifitis setto 1 (# key), the pound key is used as the send key.
If it is setto 2 (* key), the asterisk key is used as the send key.
Web User Interface:

Features>General Information->Key As Send

Phone User Interface:

Menu->Features->Key as send

features.key_tone Oorl 1

Description :

Enables or disables the Skype for Business phoneto play a keytone when a user presss any
key on your phone keypad.

0-Disabled
1-Enabled

If it is set to 1 (Enabled), the Skype for Business phonewill play a key tone when a user
presses any key on your phone keypad.

Web User Interface:
Features>Audio ->Key Tone
Phone User Interface:

Menu-> Basic->Sound->General->Key Tone

features.send_key_tone Oorl 1

Description :

Enables or disables the Skype for Business phoneto play a key tone when a userpresses a
send key.

0-Disabled

1-Enabled
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Parameter s Permitted Values Default

If it is set to 1 (Enabled), the Skype for Business phonewill play a key tone when a user
presses a send key.

Note : Itworks onlyifthe v al ue of tfdatareskeyrtondd2t er spt t o
Web User Interface:

Features>Audio ->Send Sound

Phone User Interface:

None

features.send_pound_key Oorl 0

Description :

Enables or disables theSkype for Business phonenot to send any pound key when pressing

double #.

0-Disabled (Send one pound key by pressing double #)
1-Enabled (Do not send any pound key when pressing double #)
Note : I't works only if the value of the pdr
Web User Interface:

Features >General Information->Send Pound Key

Phone User Interface:

None

To configure asend key via web user interface:

1. Click on Features->General Information

2. Select the desired value from the pull-down list of Key As Send.

Yealink v

Directory

Account
General Information NOTE
General
Information Call Waiting Enabled - o
call waiting
N Key As Send # - ol This call feature allows your
Audio phone to accept other incoming
Hotline Number calls during the conversation.
Remote Control
- 4 Key As Send
ot e nse) Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 0 - @
You can click here to get
LED Return code when refuse 603 (Dedline) AN 7 ] more guides.
Time-Out for Diak-Now Rule 1 [7]
Dial Search Delay 1 0
180 Ring Workaround Disabled - o
Save Call Log Enabled - o
Suppress DTMF Display Disabled - o
Suppress DTMF Display Delay Disabled - o
Play Local DTMF Tone Enabled AN 7 ]
DTMF Repetition 3 hd o
Multicast Codec G722 AN 7 ]




Configuring Basic Features

3. ClickConfirm to accept the change.
To configure a send tone and key tone via web user interface:

1. Click on Features->Audio .

2. Select the desired value from the pull-down list of Key Tone.

3. Select the desired value from the pull-down list of Send Sound.

Yealink | v

Status Account Network Settings Directory

General
Information Call Waiting Tone Enabled - 0 i
udio
: [Key Tone Enabled -le The sudio parameters for

Audio administrator.

Pre Dial Tone Disabled - @
Remote Control [ You can click here to get

| Send Sound Enabled h |0 r’ore guides. ’

Bluetooth Redial Tone (2]
LED Ringer Device for Headset Use Speaker - 0

BToE as Audio Device (VDI support) Disabled - 0

__Cuﬂﬁrm __Can(el

4. ClickConfirm to accept the change.
To configure send pound key via web user interface:

1. Click on Features->General Information

2. Select the desired value from the pull-down list of Send Pound Key .

Yealink | s

Status Account Network Settings Directory Security
tririn © o1
General
Information Call Waiting Enabled - @
call wWaiting
N Key As Send # - 0 This call feature allows your
Audio phone to accept other incoming
Busy Tone Defay (Seconds) 0 - 0 calls during the conversation.
Remote Control
Return code when refuse 603 (Decdline) - 9 Key As Send
Select * or # as the send key.
Bluetooth Time-Out for DiaHHow Rule 1 [
You can click here to get
LED . more guides.
.
.
Send Pound Key Disabled - QJ
Fwd International Enabled - @
DiversionfHistory-Info Disabled - 0
Auto-Logout Time(1~1000min} 5 e
Call Number Filter Q@
Voice Mail Tone Enabled AN 7 |
DHCP Hostname SIP-T46G e
E911 Location Tip Enabled - 0
Update Checking Time 24 e
Use DHCP Option 120 Disabled - 0
SFB Cert Service URL (7]
Enable SFB Autormation Disabled AN 7 |
SFB Inactive Time 5 e
SFB Away Time 5 (7]
‘Web Sign in Enabled - 0
Remember Password Disabled -
History Record Contacts Avatar Enabled -
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3. ClickConfirm to accept the change.
To configure a send key via phone user interface:

1. PressMenu->Features->Key as Send.

2. Press@ or® , or theSwitch soft key to select # or * from the Key as Send field, or

select Disabl ed to disable this feature.

3. Press theSave soft key to accept the change.
To configure a key tone via web user interface:

1. PressMenu-> Basic->Sound->General.

2. Press@ or @ , or theSwitch soft key to select the desired value from the Key Tone
field.

3. Press theSave soft key to accept the change.

Dial Plan

172

Dial plan is a string of characters that governs the wayfor phonesto process the inputs received

from the phoned keypads. You can use regular expression to define dial plan.

Regular expression, often called a pattern, is an expression that specifies a set of sings. A
regular expression provides a concise and flexible means tojmatchD@pecify and recognize)
strings of text, such as particular characters, words, or patterns of charactersRegular expression
is used by many text editors, utilities, and programmin g languages to search and manipulate

text based on patterns.

Regular expression can be used to defineSkype for Business phonedial plan. Dial plan is a
string of characters that governs the way for Skype for Business phones to process the inputs
received from the Skype for Business phoné keypads. The Skype for Business phonecan
receive dial plan through in-band provisioning.

You need to know the following basic regular expression syntax when creating dial plan:

The dot Jpseds &pacehdider or multiple placeholders for any

string. Example:

] 1 2voul¥/match J 13RF 132DY 1325DJ laBcD#tc.

The]xDZ can be used as a pl asgampleo| der

] 1 2wolddmatch ] 117 129y 13DY laPZztc.

The dashj-D&an be used to match a range of characterswithin the brackets.

- Example:

J [»B] DZ woul d mat &bZ60ZbADZ nDZmber ]

Thec o mmacaij he Dged as a separator within the bracket. Example:

j[ 2,5, 8] DZwoul d 2DiDZ &DZtjhe number D
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The square bracket"[]" can be used as a placeholder for a single character

I which matches any of a set of characters. Example:

"91[5-7]1234"would match | 951234 [J79%1 2 3, B 2 3 4 DZ

The parenthesis”( )" can be used to group together patterns, for instance,
0 to logically combine two or more patterns. Example:

"(1-9D([2-71) 3" wo ud28 DISRPBEIHNDPZ] et C .

The J$DZfoll owed by the sequence n
characters placed in the parenthesis. The sequence number standgor the
corresponding parenthesis. Example:

A replace rule configuration, Prefix: "001(xxx)45(xx)", Replace:

"9001$145%2". When you dial out "0012354599" on your phone, the Skype
for Business phonewill replace the number with "90012354599" . | $1
means 3digitsi n t he first parenthes.idigitsint
the second parenthesis, that is, ]

Dial-now

Dial-now is a string used to match numbers entered by the user. When entered numbers match
the predefined dial-now rule, the Skype for Business phonewill automatically dial out the
numbers without pressing the send key. Skype for Business phones support up to 100 dial-now
rules, which can be created either one by one or in batch using adial-now rule template. For
more information on how to customize a dial-now template, refer to Customizing Dial-now
Template Fileon page 175.

Time Out for Dial Now Rule

The Skype for Businessgphone will automatically dial out the entered number, which matches the
dial now rule, after a specified period of time.

Procedure

Dial-now rule can be created using the configuration files or locally.

Create the dial-now rule for the

Skype for Business phone.
Parameters:

dialplan.dialnow.rule.X

Configuration File <y0000000000xx% .cfg
Configure the delay time for the

dial-now rule.
Parameters:

phone_setting.dialnow_delay

Local Web User Interface Create the dial-now rule for the
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Skype for Business phone.
Navigate to :

http://<phonelPAddress>/servlet?p
=settings-dialnow&g=load

Configure the delay time for the

dial-now rule.
Navigate to:

http://<phonelPAddress>/serviet?p
=features-general&qg=load

Details of Configuration Parameters:

Parameters Permitted Values Default

dialplan.dialnow.rule.X
String within 511 characters Blank
(X ranges from 1 to 100)

Description :
Configures the dial-now rule (the string used to match the numbers entered by the user).

When entered numbers match the predefined dial -now rule, the Skype for Business phone
will automatically dial out the numbers without pressing the send key.

Example:

dialplan.dialnow.rule.1 = 123

Web User Interface:

Settings->Dial Plan->Dial-now->Rule
Phone User Interface:

None

phone_setting.dialnow_delay Integer from O to 14 1

Description :
Configures the delay time (in seconds) for the dial-now rule.

When entered numbers match the predefined dial-now rule, the Skype for Business phone
will automatically dial out the entered number after the designated delay time.

Web User Interface:
Features>General Information ->Time-Out for Dial-Now Rule
Phone User Interface:

None
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To create a dial -now rule via web user interface:

1. Click on Settings ->Dial Plan->Dial-now .

2. Enter the desired value in the Rule field.

Yealink | s

Status Account Network Features Directory

Preference Dial-now NOTE
Time&Date e LR A s L settings-dialplan-note
i
Upgrade You can dlick here to get
2 more guides.
Auto Provision 3
Configuration 4
5
Dial Plan 5
Voice 7
8
Tones
El
Phone Lock 10
Location
EXP Module
]
BToE
[ A ] [ B | [ bl

3. Click Add to add the dial -now rule.
To configure the delay time for the dial -now rule via web user interface:

1. Click on Features->General Information

2. Enter the desired time within 0-14 (in seconds) in the Time-Out for Dial -Now Rule field.

Yealink | s

Status Account Network Settings Directory Security
General Information NOTE
General
Information Call Waiting Enabled - e
Call waiting
_ Key As Send # A e This call feature allows your

Audio phone to accept other incoming

Hotline Number calls during the conversation.
Remote Control

Hotline Delay(0~10 4 Key As Send

e @ Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 0 - @
*You can click here to get

LED Return code when refuse 603 (Decline) AN 7 ] more guides.

Time-0ut for DiaFMow Rule | 1 el

Dial Search Delay [1 9

180 Ring Workaround Disabled - e

Save Call Log Enabled - e

Suppress DTMF Display Disabled - e

Suppress DTMF Display Delay Disabled - e

Play Local DTMF Tone Enabled - @

DTMF Repetition 3 - e

Mutticast Codec G722 @

3. ClickConfirm to acceptthe change.

Customizing Dial -now Template File

The dial-now template helps with the creation of multiple dial-now rules. After setup, place the
dial-now template to the provisioning server and specify the accessURL in the configuration
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files.

You can ask the distributor or Yealink FAEor dial-now template. You can also obtainthe

dial-now template online:

http://support.yealink.com/documentFront/forward ToDocumentFrontDisplayPage . For more
information on ob taining the dial -now template, refer to Obtaining Configuration

Fileg Resource Fileson page 97.

When editing a dial-now template, learn the following:
<DialNow> indicates the start of a template and </DialNow> indicates the end of a
template.

When specifying the line for the dial-now rule, the valid value is 0 or 1. No matter you

leave it blank or set it to 0 or 1, the dial-now rule will all be applied to account 1.

At most 100 rules can be added to the Skype for Business phone
The expression syntax in the diatnow rule template is the same as that introduced in the section
Dial Planon page 172.

To customize a dial-now template :

1. Open the template file using an ASCII editor.
2. Create diaknow rules between <DialNow> and </DialNow>.
For example :
<data DialNowRule="99" LinelD="1" />
Where:
DialNowRule="" specifies the dial-now rule.

LinelD="" specifies the desired line for this rule. When you leave it blank or enter 0 or enter
1, this dial-now rule will all apply to account 1.

<2xml wversion="1.0" encoding="UTF-8%"72>
<DialNow>

<data DialNowRule="11" LineID="1" />

«Data DialNowRule="22" LineID="" />
<data DialNowRule="#*xx" LineID="1" />
<data DialNowRule="#xx" LineID="1" />
<data DialNowRule="000" LineID="1" />
<data DialNowRule="10&" LineID="1" />
<data DialNowRule="101" LineID="1" />
<data DialNowRule="11xx" LineID="1" />
<data DialNowRule="12[23]x" LineID="1" />
<data DialNowRule="124xx" LineID="1" />
<data DialNowRule="1251xx" LineID="1" />
<data DialNowRule="1[38]xxxxxxxx" LineID="1" />
<data DialNowRule="13[1-9]xxx" LinelID="1" />
<data DialNowRule="1345xxxx" LineIl="1" />
<data DialNowRule="0[2-9]x:Xxxxx¥xx" LineID="1" />
<data DialNowRule="2xxx" LineIl="1" />
<data DialMNowRule="[3-9]¥xXXXKXxX" LineID="1" />
<data DialNowRule="339" LineID="1" /> |
</ Diallows '\l Add a new dial-now rule

If you want to change the dial -now rule, specify the values within double quotes.
3. Save the changeand place this file to the provisioning server.

4.  Specify the access URL of the diahow template.
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Procedure

Specify the access URL of the diahow template using configuration files.

Configure the access URL of the

dial-now template.

Configuration File <y0000000000x»%.cfg
Parameter:

dialplan_dialnow.url

Details of Configuration Parameters:

Parameters Permitted Values Default

dialplan_dialnow.url URL within 511 characters Blank

Description :

Configures the access URL of the dialnow rule template file.
Example:

dialplan_dialnow.url = http://192.168.10.25/dialnow.xml

During the auto provisioning process, the Skype for Business phoneconnects to the
provisioning server J192. 16n8.wl Or.u25DZf ianed |

Web User Interface:
None
Phone User Interface:

None

Hotline

Hotline,, sometimes referred to as hot dialing, is a point-to-point communication link in which a
call is automatically directed to the preset hotline number. The phone automatically dials out
the hotline number using the first available line after a specified time interval when you lift the
handset, press the Speakerphone key or the line keyphones only support one hotline number.

Procedure

Hotline can be configured using the configuration files or locally.

Configure the hotline number.
Configuration File <y0000000000xx% .cfg Parameter:

features.hotline_number
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Specify the time (in seconds) the
Skype for Businessphone waits
before automatically dialing out the

hotline number.
Parameter:

features.hotline_delay

Configure the hotline number.

Specify the time (in seconds) the
Skype for Businessphone waits
before automatically dial out the

Web User Interface .
hotline number.

Navigate to :

Local http://<phonelPAddress>/serviet?p
=features-general&qg=load

Configure the hotline number.
Specify the time (in seconds) the
Phone User Interface Skype for Businessphone waits
before automatically dialing out the

hotline number.

Details of Configuration Parameters:

Parameter Permitted Values Default

features.hotline_number String within 32 characters Blank

Description :

Configures the hotline number that the Skype for Businessphone automatically dials out
when you lift the handset, press the Speakerphone/off-hook key or the line key.

Leaving it blank disables hotline feature.
Example:

features.hotline_number = 1234

Web User Interface:

Features>General Information ->Hotline Number
Phone User Interface:

Menu->Features->Hot line->Hot Number

features.hotline_delay Integer from 0 to 10 4

Description :
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Parameter Permitted Values Default

Configures the waiting time (in seconds) for the Skype for Business phoneto automatically
dial out the hotline number.

If it is set to O (0s), the Skype for Business phonewill immediately dial out the preconfigured
hotline number when you lift the handset, press the Speakerphone/off -hook key or press
the line key.

If it is set to a value greater than 0, the Skype for Business phonewill wait the designated
seconds before dialing out the predefined hotline number when you lift the handset, press
the Speakerphone/off-hook key or press the line key.

Note: Line key is not applicable to T48G Skype for Business phones.
Web User Interface:
Features>General Information ->Hotline Delay(0~10s)

Phone User Interface:

Menu->Features->Hot line->HotLine Delay

To configure hotline via web user interface:

1. Click on Features->General Information

2. Enter the hotline number in the Hot line Number field.

3. Enter the delay time in the Hotline Delay(0~10s) field.

Yealink | vas

Account Directory

General Information @) NOTE
General
Information Call Waiting Enabled - 0
Call Waiting
~ Key As Send # - 0 This call feature allows your
Audio phone to accept other incoming
Hotline Number \1234 calls during the conversation.
Remote Control
o 4 Key As Send
Hotline Delay(0~105) Select * or # as the send key.
Bluetooth Busy Tone Delay (Seconds) 0 - @
You can click here to get
LED Return code when refuse 603 (Decline) - 0 more guides.
Time-Out for DigHNow Rule 1 (7]
Dial Search Defay 1 o
180 Ring Workaround Disabled - 0
Save Call Log Enabled - 0
Suppress DTMF Display Disabled - 0
Suppress DTMF Display Delay Disabled - 0
Play Local DTMF Tone Enabled Al 7 |
DTMF Repetition 3 - 0

4. Click Confirm to accept the change.
To configure hotline via phone user interface:

1. PressMenu->Features->Hot Line .

2. Enter the hotline number in the Hot Number field.

3.  Enter the waiting time (in seconds) in the Hot line Delay field.
4.

Press theSave soft key to accept the change.
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Contact Management

Your phone can display local contacts, Skype for Business contactsand Outlook contacts.

Users can accesslirectory lists by pressing the Directory or Dir soft key when the Skype for

Business phoneis idle.

Skype for Business Directory

180

The Skype for Businessdirectory on your phone displays all Skype for Business contactson your
Skype for Busines<lient. You can viewSkype for Business contactdnformation on the Skype for
Business phone but you cannot add, edit or delete Skype for Business contactson the Skype for

Business phone

To add contacts via Skype for Business client :

1.

3.

Enter a few continuous characters of the contact name or continuous numbers of the

contact number in the Search field.

The contacts whose name or phone number matches the characters enteredwill appear in

your contacts list.

Right click the contact, and then click Add to Contacts List.

®

Skype for Business

File Meet Now Tools Help

What's happening today?

& LinWei
1 - Available ¥
- Building 51 =

7

Other Contacts

[] H -
= o E t:ﬂ L]
2248 x
MY CONTACTS

+2248

+2248

"‘f Merry - Inactive 5 mins - Voice Only
l Send an IM
Call 3

Start a Video Call

Send an Email Message
Schedule a Meeting
Copy

Find Previous Conversations

Add to Contacts List 3

Tag for Status Change Alerts
Change Privacy Relationship »

See Contact Card

[T (—) ~ CALL FORWARDING OFF

Select the desired group.
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The contact is added to the selected group.
To view Skype for Business contacts via phone user interface:

1. Pressthe Directory soft key.

Directory
1. Local Directory(0) Local Directory |
3. Delegates(1) —> Skype for Busines
4. Bosses(1) Directory
5. Other Contacts(0) G
Back Enter

2. Select the desired group (e.g., FavoritesDelegates, Bossesor Other Contacts) of Skype for

Businessdirectory and then press the Enter soft key.

Skype for Business Favorites

You canadd your Skype for Business contactsas favorites via your Skype for Business client

only.
To add contacts as favorites via Skype for Business client :

1. Rightclick a contact.
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2. Click Add to Favorites .

[53 Skype for Business

File Meet Now Tools Help
What's happening today?

& LnWe
1 - Available ¥
O uidingst v
27 ves 2
R o
Find someone or dial 3 number Q
GROUPS STATUS RELATIONSHIPS MNEW At
i‘"\ Hedy - Offline 5 mins -
v Merry - Available - Voice Only
i N y
+2224
Send an [M
+2227
Call »
Start a Video Call
+2248 Send an Email Message
Schedule a Meeting
I OTHER CONTACTS ({1/2) Copy
4 DELEGATES Find Previous Conversations
pes Add to Favorites
i’ . Merry - Auail Copy Contact To »
- Tag for Status Change Alerts
4 PEOPLEIMANAGE CALL
Change Privacy Relationship »
#2579 - Availa See Contact Card
b Building 51
-
LR (—) ~ CALL FORWARDING OFF

You can view the Skype for Business favoritesn the Skype for Businessdirectory or on the idle
screen.

To view Skype for Business favorites in the Skype for Business directory

1. PressDirectory -> Favorites.

Directory
1. Local Directory(9)
2. Favorites(10)
3. Bosses(1)
4. Delegates(1)
5. Other Contacts(2)
Back Search Enter

In addition, Skype for Business favorites of T48G/T46G/T42G/T41P Skype for Business phones
are also displayed on the idle screen by default. Skype for Business favorites of T40P Skype for
Business phones are displayed in the Skype for Business directory only.
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To view the Skype for Business favorites on the idle screen (take T46G as an example)

1. By default, Skype for Business favoritesare displayed behind the local favorites on the idle

screen.

Monitoring Status Changes using Line Key LED Indicator

The line key LEDs on your phone can monitor Skype for Businessfavorites for status changes on
the phone. For example, you can viewthe line key LEDon the phone to monitor the status of a
friendg@s | ine lifelkaybBDi bruimdha) es Toel id red when the fr

Procedure

Line key LEDindicator can be configured using the configuration files or locally.

Configure the line key LEDindicator.
Configuration File <y0000000000xx% .cfg Parameter:

phone_setting.line_key_led.enable

Configure the line key LED indicator.

Navigate to :
Local Web User Interface

http://<phonelPAddress>/serviet?p=f
eatures-powerled&g=load

Details of Configuration Parameters:

Parameter Permitted Values Default

phone_setting.line_key_led.enable Oorl 1

Description :

Enables or disables theline key LED indicatorson the phone to monitor the status of the
Skype for Businesdfavorites.

0-Disabled

1-Enabled

If it is set to O (Disabled), the line key LED indicatorscorresponding to your Skype for
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