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About This Guide

About This Guide

The VC400/VC120 video conferencing system represents a new generation of full

high -definition video conferencing launched by Yealink. It features , in addition to a
high -definition audio -visual experience, flexible compatibility, easy deployment and
intelligent network adapt ation . With high product standard s, itis an ideal choice fo r
SMEs. The VC400/VC120 video conferencing system allows branch offices, as well as
branch and head offices , to communicate flexibly and cooperate efficiently.

The guide is intended for administrators who need to configure , customize, manage,
and troublesh oot the video conferencing system properly, rather than for end -users. It
provides details on the functionality and configuration of the Yealink VCS system .

Many of the features described in this guide involv e network and account settings,
which could affe ct the system & performance in the network.  Therefore, an
understanding of IP networking and a prior knowledge of  VolIP telephony concepts are

necessary .

Documentations

This guide covers the VC400/VC120 video conferencing system. In addition to the
administrator guide , the following related document  ation s are available:

Quick Start Guide , which describe s how to assemble the system and configure

basic network features on the system .

User Guides , which describe how to configure and use basic features a vailable on

the system s.

Video Conference Room Deployment Solution, which describes the conference
room layout requirements and how to deploy the systems.

Network Deployment Solution , which describes how to deploy network for your

systems.
You can download the above documentations from Yealink website:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

For support or service, please contact your Yealink reseller or goto Yealink Technical

Support online: http://www.yealink.com/Support.aspx

Firmware

Common reasons for updating firmware include fixing bu gs or adding features to the
device. You can download the latest firmware for your product online :
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://www.yealink.com/Support.aspx
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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For more information on how to upgrade the system firmware, referto  Upgrad ing
Firmware on page 225.

In This Guide

This administrator guide includes the following chapters

Chapter 1, 0System Overview 0 describes system com ponents, icons and Indicat or
LEDs.

Chapter 2 , 0Getting Started 6 describes how to install and start up the system and
configuration methods .

Chapter 3 , 0Configuring Network & describes how to ¢ onfigur e network f eatures on
the system .

Chapter 4 , 0Configuring Call Preferences 6 describes how to configur e call
preferences on the system .

Chapter 5, 0Configuring System Settings 6 describes how to configure basic, audio
and video features on the system.

Chapter 6, 0System Management ¢ describes how to manage system contacts and
call history .

Chapter 7, oConfiguring Security Features 6 describes how to configure security
features on the system.

Chapter 8, 0System Maintenance 0 describes how to upgrade system firmware and
reset the system.

Chapter 9, 0Troubleshooting 6 describes how to troubleshoot  the system and

provides some common troubleshooting solutions.

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 21, Guide Version 21.15

vi

The following section is new for this edition:

IPv6 Support on page 56

Hiding Icons in a Call on page 152
Output Resolution on page 176
Video Recording on page 177
Screenshot on page 179

VCS Integrated with  Control Systems on page 202
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Major updates have occurred to the following sections:

Packaging Contents on page 3

System Component Instructions on page 10
Configuring LAN Properties on page 48
Search Source List in Dialing on page 196

8-Way Conference License on page 200

Changes for Release 20, Guide Version 20.6

The following section s are new for this version :

Firmware on page v

Physical Features of Yealink VC S System on page 2
VCMS30 Video Conferencing Microphone Array on page 20
Remote Control Battery Safety Information on page 38
Static DNS on page 51

STUN on page 86

Keep Alive on page 90

Rport on page 91

DTMF on page 111

Video Codecs on page 118

Ringback Timeout on page 128

Auto Refuse Timeout on page 129

SIP IP Call by Proxy on page 130

Meeting Password on page 149

Meeting Whitelist on page 151

License on page 199

Major updates have occurred to the following sections:

Packaging Contents on page 3
VCC18/VCC20 HD Camera on page 12
VCR10 Remote Control on page 23
LED Instructions on page 28

System Installation on page 33

VLAN on page 62

Configuring the System for Use with a Firewall or NAT on page 78

vii
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H.460 Firewall Traversal on page 93
Configuring SIP Settings on page 103
Audio Setting on page 156

Dual -Stream Protocol on page 163
Camera Control Protocol on page 173
Dual Screen on page 197

H.235 on page 219

Captur ing Packets on page 236

viii
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System Overview

System Overview

This chapter contains the following information about VC400/VC120 video conferencing
system:

VolIP Principle s

Physical Features of Yealink VC S System

Packaging Contents

System Component Instructions

Icon Instructions

LED Instructions

User Interfaces

VolIP Principles

VolP

VoIP (Voice over Internet Protocol) is a technology that uses the Internet Protocol instead
of traditional Public Switch Telephone Network (PSTN) technology for voice

communications.

It is a family of technologies, methodologies, communication protocols, and
transmission techniques for the delivery of voice communic ations and multimedia
sessions over |IP networks. The H.323 and Session Initiation Protocol (SIP) are two

po pular V olP protocols that are found in widespread implementation

H.323

H.323 is a recommendation from the ITU Telecommunication Standardization Sector
(ITU-T) that defines the protocols to provide audio -visual communication sessions on
any packet network. The H.323 standard addres ses call signaling and control,
multimedia transport  and control, and bandwidth control for point -to-point and

multi -point conferences .

It is widely implemented by voice and video conferenc e equipment manufacturers, is
used within various Internet real -time application s, such as GnuGK and NetMeeting
and is widely deployed by service providers and enterprises for both voice and video
services over |P networks.
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SIP
SIP (Session Initiation Protocol )i s t he I nternet Engineering Task For cit
for multimedia conferencing over IP. Itis an ASCIl  -based, application -layer control

protocol (defined in RFC 3261) that can be used to establish, maintain, and terminate

calls between two or more  system. Like other VoIP protocols, SIP is designed to address
the functions of signaling and session management within a packet telephony network.
Signaling allows call information to be carried across network boundaries. Session

management provides the a  bility to control the attributes of anend  -to-end call.

Physical Features of Yealink VCS System

Video conferencing systems are in the overall network topology , which are designed to
interoperate with other compatible equipment , including application servers, media
servers, Internet -working gateways, and other ~ systems.

In order to operate  system s in your network successfully, the systems must meet the
following requirements:

A working IP network is established.

VolIP gateway is configured for SIP or H.323, and H.323 gatekeeper is configured for
H.323.

The latest (or compatible) firmware of system is available.
A call server is active and configured to receive and send SIP /H.323 messages.

The VC400 and the VC120 have same physica | interfaces, camera parameters and

video resolutions.
VC400/VC120 Codec Interface
- 2 x HDMI

- 1x DVI

- 1Ix VGA

- 1xVCS phone por t(RJ}45)
- 1x10/100/1000M Ethernet
- 1 x Line-in (3.5mm)

- 1 x Line-out ( 3.5mm)

- 2 x USB2.0 port

- 1 x power p ort

- Others: 1 x power key , 1 x security lock slot, 1 x reset slot
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Full-HD Camera

1920x1080 video resolution

- Up to 18x optical zoom PTZ camera
- Pan range: +100°

- Tilt range: £ 30°

- Up to 10 preset positions

- Beauty shot feature

Video Resolution

Full-HD 1080P at 30fps (1920x1080), from 1Mbps

720P (1280x720), from 512Kbps

WA448P (768 x 448), WQVGA (400 X 240)

- 4CIF (704x 576), CIF (352 x 288)

Packaging Contents

We recommend that you use the accessories provided or approved by Yealink. The use

of unapproved third -party accessories may resultinre  duced performance

VC400 Packaging Contents

The following items are included in your package. If you find that anything is missing,
contact your system administrator.

VC400 Codec

Yealink

VCC18 HD Camera
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VCP40 Video Conferenc ing Phone

L-Bracket (for installing the camera)

Camera Mounting Accessories
Expansion bolts
Screws(Specificaiton: T4 x30)

Screws(Specificaiton: M3x 8)

VCR10 Remote Control

AAA Batteries x 2

Power Adapter

—

|
im
1 M

<1

|||
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Cables

DVI Cable

-

3.5mm Audio Cable Ethernet Cable Ethernet Cable

(For connecting to the Line In/Line Out (Zm) (75m)
port on the VC400 Codec)

Velcrox 2

Cable Tiesx7

Quick Start Guide

Check th e list before installation. If you find  that anything is missing, contact your system

administrator.

Optional Accessory

The following item is optional for VC400 video conferencing system . You should
purchase it separately if necessary.

The CPES8O expansion microphone is used for ~ expanding the audio pickup range
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CPE80Expansion Microphone

VC120 Packaging Contents

The VC120 video conferencing system  can work with the VCP40 video conferencing
phone , VCP41 video conferencing phone o r VCM30 video conferencing microphone
array. You can purchase any combination according to your needs

VC120 Package

VC120 Codec

Yealink

HD Camera

L-Bracket (for installing the camera)
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Camera Mounting Accessories

Expansion bolts D::%D x 4
Screws(Specificaiton: T4 *30) I x 4

Screws(Specificaiton: M3%8) f—= x 2

VCR10 Remote Control

AAA B atte riesx 2

Power Ad apter

Cables

DVI Cable HDMI to VGA Cable  HDMI Cable X 2 Ethernet Cable

(2m)
Velcrox 2
Cable Tiesx5
=
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Quick Start Guide

VCP40 Package

VCP40 Video Conferenc ing Phone

Ethernet Cable (7.5m)

Locate the Audio In port on the VC120 Codec, and connectit tothe Audio Out port of the
VCP40 video conferencing phone  with the 7.5m Ethernet cable. VCP40 video
conferencing phone can work as an audio device for the VC120 video conferencing
system. You can also place calls, answer calls or view directory and history on the

VCP40 video conferencing phone

VCP41 Package

VCP41Video Conferenc ing Phone
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Expansion Microphone CPE80x 2

Ethernet Cable (7.5m)

3.5mm Audio Cable (for connecting a PC/Mobile device to the VCP41 )

Locate the Audio In port on the VC120 Codec, and connectit tothe Audio Out port of the
VCP41 video conferencing phone  with the 7.5m Ethernet cable. VCP41Video
conferencing phone can work as an audio device for the VC120 video conferencing
system. You can also place calls, answer calls or  view directory and history on the

VCP41 video conferencing phone

VCM30 Package

VCM30 Video Conferencing Microphone Array

R
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Note

Ethernet Cable (7.5m)

Locate the Audio In port of on the 120 Codec, and connectit tothe Audio Out port of the
VCM30 with the 7.5m Ethernet cable. VCM30 video conferencing microphone array can
work as the audio input device for the  VC120 video conferencing system . For more

information, referto  Audio Input Device on page 158.

Check the list before installation. If you find anything missing, contact your system
administrator.

System Component Instructions

Before install ing and us ing the VC400/VC120 video conferencing system, you need to be

familiar with the following system components , including:

VC400/VC120 Codec

VCC18/VCC20 HD Camera

Video Conferenc ing Phone

CPEB80 Expansion Microphone

VCM30 Video Conferencing Microphone Array

VCR10 Remote Control

VC400/VC120 Codec

10

VC400/VC120 codec supports 1080P full HD video . It support s both H. 323 and SIP

protocol s and can connect to a mainstream video conferencing system

Strong audio/video processing ability , rich interface s, compatibility with different

display devices and adaptive resolution make it easy to use.
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VC400/VC120 codec front panel
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Port Name Description
n Power Button Powers the system on or off.

) Indicate s the system statu ses. For more information,
o LED Indicator ]
referto LED Instructions on page 28.

Inserts a USB flash drive to one of the two USB ports
for storing screenshots and recording videos .

2 USB
Note : If two USB flash drive s are connected , only the
latter one can be identif ied .

. b Connects to a PC for sharing documents or videos
during acall .

v Camera Connects to a camera.

] Connects to a display device for display ing video
p Display 1 )
images .

11
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VCC18/VCC20 HD Camera

12

Port Name Description
When connecting only one display device , Displayl
port on the VC400/VC120 codec is the only available
port.
) Connects to secondary display device for display ing
t Display 2 ) ]
video images .
] Connects to an audio input device using an audio
u Line In
cable (3.5mm).
) Connects to an audio output device using an audio
> Line Out
cable (3.5mm).
w Audio In Connects to the video conferencing phone.
v Internet Connects to the network device .
2 DC19V Connects to the power source via a power adapter.
B Reset Key Resets the system to factory defaults.
Allows you to connecta universal security cable to
Y Security Slot VC400/VC120 codec, so you can lock it down. The
system cannot be removed when itis locked.

The VCC18 HD camera support s 18x optical zoom , white balance and automatic gain

The VCC20 HD camera support s 12x optical zoom , white balance and automatic gain

Exceptionally clear images can bring you an immersive experience

The following takes VCC20 HD camera as an example to introduce camera

performance.
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System Overview

The front of the HD camera

l Yoallink \
—

2

Port Name

Description

n LED Indicator

Indicate s different system statu ses. For more

information, referto LED Instructions on page 28.

The back of the HD camera

Port Name Description
Connects to the Camera port on the VC400 /VC120
0 Camera )
codec using a DVI cable.

13
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You can use the remote control to adjust the position or focus of the camera. The came ra
can be panned (+ 100 degrees  range ), tilted (+ 30 degrees range ).

Infrared Sensor

The infrared sensor is locate d within the Yealink logo. A im the remote control at the
camera IR sensor to operate the unit .

Note Avoi d physically turn camera while  system is powered on to prevent permanent
damaging the camera . Always use the remote con trol to pan and tilt the camera  head.

Video Conferencing Phone

VCP40 Video Conferencing Phone

The VCP40video conferenc ing phone supports 360-degree audio pickup to achiev e
ultra-HD voice.

14
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Connect the VCP40 phone tothe  VC400/VC120 codec. It can w ork as an audio device for
the system . You can also place calls, answer calls or  view directory and history on the

VCP40 phone.
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Component instructions of the  VCP40 phone are :

Item Description

Shows information about calls, messages, soft keys,
time, date and other relevant data

A C information f call duration

n LCD Screen
A 1 c(omesample , fX)

A Missed call information

A Time and date

Label automatically to identity  their context -sensitive

o Soft Keys

feature s.
2 On-hook Key Rejects or ends a call or returns to the previous screen.
" @ Scroll s upwards through the displayed information
v Enters list or answers incoming call  s.
p E Scrolls downwards through the displayed information
t Keypad Generate s the digits and special character s 0.6 0*6 6# 6.
u Off -hook Key Initiates a call or answers a  call.
> Presentation Key Enables or disables p resentation .
w | Mute Key Toggles the m ute feature.
v Volume Key Adjusts the volume of the speakerphone and ring er.
2 Microphone Picks up voice.
B LED Indicators Indicate phone and call statuses.

Provides ringer and hands -free (speakerphone) audio
Y Speakerphone

output.

Connects a CPE80 expansion microphone to one of two
5 MIC Port

MIC ports .

Allows you to connect a  universal security cable to lock
) Security Slot down your phone. The phone cannot be removed when

locked.

Connects to the video conferencing phone using the
) 7.5m Ethernet cable labeled Audio in.

X Audio Out Port ] ] )
Provides the power supply for the video conferencing

phone.

16
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VCP41 Video Conferencing Phone

The features of VCP41 video conferenc ing phone are similarto VCP40. For more

information, refer to VCP40 Video Conferenc ing Phone on page 14. The only difference

is that the back of VCP41has a PC/Mobile port , which allows you to connect an  optional

PC or Mobile Device to your phone, so that VCP41 can work as the audio input/output
device of your PC or mobile device.

P

T

Item Description

Allows you to connect an  optional PC or Mobile Device
n PC/Mobile Port to your phone so that you can listen to the PC or mobile

audio using your VCP41 video conferencing phone.

Connecting a PC or Mobile Device to the VCP41

You can connect a PC or mobile device to the VCP41 when your VC120 video

conferencing system is idle, is placing a call or during a call.

17
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To connect a PC or mobile device to your VCP41 :

1. Connectone end ofthe 3.5mm audio cable to the PC/mobile port  on the VCP41
phone, and connect the other end to the headset jack on the mobile device or the
AUX/MIC jack on the PC.

Mobile/PC

The @icon will appear on the  display device , and the icon Q/\/ill appear on
the video conferencing phone.

£ Vealink YO 120 Cx ZF AR
00:06 a7
2016-05-29

Histary Directory

As aresult, VCP41 will work as the audio input/output device of your PC or mobile
device. For example, when the PC or mobile device is play ing a video or music, you
can listen to the audio on your  VCPA4L1. If your PC or mobile device receives an
incoming call, you can use VCP41 to listen and speak.

Adjusting the Volume of the PC or Mobile Audio

When your PC or mobile device is during a call, you can adjust the output volume of the
PC/mobile device via your VCP41

To adjust the volume of the PC or mobile device :

1. When your PC or mobile device is during a call, press (=_—oenthe VCP41 to
adjust the volume.

18
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Removing the PC or Mobile Audio

To remove the PC or mobile device, disconnect the 3.5mm audio cable from the VCP41.

CPE80 Expansion Microphone

If your video conferencing room is large, you can add extra CPE80expansion
microphone s to the MIC ports on the video conferencing phone to expand the audio

range.

Video conferencing phone has two MIC ports . Up to two expansion microphones can be
connected to avideo conferencing phone. CPES8O0 is a directional microphone . Its
coverage range is a 120 degree. Always e nsure that the speaker faces the expansion
microphone .

==
==

Item Description

n Mute Indicator LED Toggles and indicates mute feature.

0 Microphone Transmit s sound to other phones.

Allows you to connect to the MIC port on the video
) MIC C onnector .
conferencing phone.
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VCM30 Video Conferencing Microphone Array

The VCM 30 is a video conferencing microphone array which can work as the audio

input device for VC120 video conferencing system . It has 3 built -in micro phones which
support 360 -degree audio pickup at a radius of up to 3 meters . There is a mute button

on its top . You can mute or unmute the VCM30 by tapping the mute button during a call .
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Name Description
o Support 360 -degree audio pickup at a radius of up to
n Built-in Mic rophone s
3 meters.
Mute s or unmute s the VCM 30. For more information on
o Mute Button the mute indicator LED, refer to LED Instructions on
page 28.
Connect s to the Audio In port of VC120 codec using
2 Audio Out Port the 7.5m Ethernet cable labeled Audio In.
Provides the power supply for the VC  M30.

Placing the VCM30

The VCM30 has a rubber pads on its base to prevent it from sliding. You can place the
VCM 30 on a stable surface and keep it away from obstacles so that it can effectively
pick up sounds.

1 g
.
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Muting or Unmuting the VCM30

There is a mute button at the top of the VCM30. You can mute or unmute it in the

following scenarios:

If you do not want to have your voice broadcast during a ¢ all, you can tap the mute
button to mute the V CM 30.

If you want to speak again during a c all, you can tap mute button to unmute the
VCM 30.

To mute the VCM 30 during a call :

1. Tap ){to mute the call.

The mute indicator LEDilluminates solid red. Andthe @ mute icon appears on
the loca | video image .

To unmute the VCM 30 during a call :

1. Tap,g’again to unmute the call.

The mute indicator LEDilluminates solid green . Andthe @ mute icon disappears
from the local video image.

Viewing VCM30 Information

When the VCM30 is connected to  the Audio In port of VC120 codec , you can v iew
VCM30 status via the remote control  or web user interface.

Available information of VCM30 includes:
Status
Model
Hardware Version

Serial Number
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To view the VCM 30 information via web user interface

1. Click Status.

About Language v Logout

Yealink vcapg Home Status Account Network Setting Directory Security
Serial Number 00000000
Audio
Audio Input Auto{Wired Micpod)
Active Speaker Auto{HDMI)}
VCS Phone
Status Disabled
Model --

Hardware Version ==

Serial Number --

Wired Micpod
Status Enabled
Model Yealink VCM30
Hardware Version 56.0.2.0.0.0.0
Serial Number 5401615080000038

To view the VCM 30 information via the remote control

1. Select Menu -> Status-> Wired Micpod
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VCR10 Remote Control

VCR10remote control is compact , and has definite function zoning

conference s easily using infrared signals .

- N

. Users can organize

/
Hardware component s of the remote control
Item Description
n Sleep Key Puts the system to sleep or wake s the system up.

0 | Red Shortcut Key

Located at the bottom left of the screen . Label
automatically identifies  context -sensitive features.
In the idle screen, this is used to enter the main menu

screen and corresponds to the Menu soft key.

Yellow Shortcut Key

Located at the bottom center of the screen . Label
automatically identifies context  -sensitive features.
In the idle screen, this is used to enter the pre -dialing

screen, and corresponds to the Call soft key.
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Item Description

Located at the bottom right of the screen . Label
automatically identifies context  -sensitive features.
Blue Shortcut Key In the idle screen, this is used to save and check the
camera preset position, and corresponds to the Preset

soft key.
v Vol+ Increase s the system volume .
p Vol- Decrease s the system volume .

Decrease s the camera zoom or the  captured image

Zoom out Key magnifications.

Behaves as page down in a multiple page list.

Increase s the camera zoom or the captured image

Zoom in Key magnifications.

Behaves as page upina multiple page list.

> OK Key Confirm s actions or answers incoming call  s.

In the menu screen, press «r  ¥o switch menus,

press aor wto selectitems .

W | Navigation Key
In the idle screen , pan and tilt the camera to adjust
the viewing angle
v Mute Key Toggles the m ute feature.
N Return s to the idle screen when in the menu screen.
Home Key
Enters the pre -dialing screen during a call.
B ] Switch es the input source between Camera, Camera -PC,
Video Source Key
or PC.
Enters the pre -dialing screen.
Y| Off-hook Key . Places a call .
Answer s a call .
5 . Deletes one character at a time.

Delete key
Long press to delete all characters in the input field.

Ends a call or exits from a conference call.
% | On-hook Key

Returns to the previous screen when not in a call

X | Keypad . Enters digits.

24
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Item

Description

Enters the pre -dialing screen.

Stores the preset position of the camera.

Video Recording
Key

Generates a special characters 0.6.

Start s/Stop s recording video.

r Snapshot Key

Generates a pound key (#).

Capture s the image from the camera.

Icon Instructions

Icons on Display Device

Icons appearing on the

display device are described in the following table:

Icon Description
(1) . Network is disconnected
(flashing)
Network is available
Packet loss
@ . . _
/o ) Video conferenc ing phone is not connected
——% (flashing)

@ (flashing)

Camera is not connected

SIPaccount is registered

H.323 account is registered

Lowercase letters input mode of the
on-screen keyboard

ABC

Uppercase letters input mode of the

on-screen keyboard

@#%

Character s input mode of the on -screen

keyboard

Auto answer

Missed calls
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Icon

Description

Volume is 0

Do not disturb

Do not disturb during a call

Call mute

Call encryption

Call Hold

Output volume is 0  during a call

The content of the local camera

Focus content

Camera position

@l 0r60e000

Record a video

Dialed calls

Received calls

Missed calls

PC/Mobile mode (whena PC or mobile

device is connected to the VCP41l)

i

Dual screen mode

Dual video sources (when a PC is
connected to the PC port on the
VC400/VC120 codec )

A USB flash drive is inserted tothe USB port
on the VC400/VC120 codec

Local contact

Conference contact (not applicable to
VC120)
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Icon

Description

VPN is enabled

Icons on the Video Conferencing Phone

Icons appear ing on the video conferencing phone

following table

LCD screen are described in the

Icon

Description

G (Flashing)

Network is unavailable

SIPaccount is registered ( the icon flashes
when the SIP account is not registered

successfully )

H.323 account is registered (the icon
flashes when the H.323 account is not

registered successfully )

Auto answer

Do not disturb

Call is muted

Volume is O

A USB flash drive is inserted into the port on
the VC400/VC120 codec

Record a video

Local contact

Conference contact (not applicable to
VC120)

Conference call

Dialed calls

Received calls

Missed calls

7 /Erre [l 2B B B E

PC/Mobile mode (whena PC or mobile
device is connected to the VCP41)
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LED Instructions

Indicat or LED on the VC400/VC120 codec :

LED Status

Solid green

Solid red

Solid orange

Off

Indicat or LED on the camera:

LED Status

Solid green

Solid red

Flashing green

Off

Description

The VC400/VC120 codec is powered on.
The VC400/VC120 codec is upgrading firmware .

The VC400/VC120 codec is in sleep mode .

System exception (e.g., network unavaila ble, update
failure ).

The VC400/VC120 codec is power ed off, is not
connected to the power adapter .

Description

The camera is properly connected tothe VC400/VC120
codec , and the VC400/VC120 codec is powered on.

The VC400/VC120 codec is in sleep mode .

Press the key on the remote control.

The camera is not connected properly to the
VC400/VC120 codec , or the VC400/VC120 codec is
powered off.

Indicat or LED on the video conferencing phone

LED Status

Solid red

Flashing red

Solid green

off

Description
The phone is initializing.
The video conferencing phone is muted when the
VC400 is during a call .

The phone is ringing .

The phone is placing a call.

There is an active call on the phone.

The phone isi dle.

The phone is not conne cted to the VC400/VC120codec

correctly.

Indicat or LED of the Internet port on the VC400/VC120 codec :

LED Status Description
Indicat or LED on the left is off . Network is not connected
Indicat or LED on the leftis s olid green . Network is connected
Indicat or LED on the right is flashing Sending and rece iving data .
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LED Status Description

yellow .

Mute Indicat or LED on the VCM3O0 video conferencing microphone array:

LED Status Description
Solid red The VCM30 is muted when the VC120 is during a call

Flashing red The VC120 is ringing .

The VCM3O0 is connected to the VC120 codec  within the
first 5 seconds.
Solid green The VC120 is plac ing a call.
The VCM30 is unmuted when the VC120 is during a
call.
The VCM3O0 is not connected to the VC120 codec.
The VCM30 is idle.

Off

User Interfaces

Three are t wo ways to customize the configuration s of your system:

Remote Control
Web User Interface

The following describes how to configure the VC400/VC120 video conferencing system

via the two methods above .

Detailed operation steps will be introduced in the feature section.

Remote Control

You can use the remote control and display device to configure and use the
VC400/VC120 video conferencing system.

For more information on the function of each key on the remote control , referto Remote
Control on page 29. The Advanced option is only accessible to the user with the

administrator 6 s p e r mThe defaudt administrator password is ~ 600006.

Web User Interface

You can customize your system via web user interface. To access the web user interface,
you need to know the user name and the administrator & password . The default user
name is 0admin 6 (case -sensitive) , and the default password is 000006. You can also
access the web user interface with user credential , which is disabled by default. For

more information on how to enable the user credential , refer to User Mode on page

29



Administrator & Guide for Yealink Video Conferencing Systems

30

203.

The system uses the HTTPSprotocol to access the web user interface by default. For
more information on the access protocol for web user interface access, referto Web
Server Type on page 206.

Log into the web user interface of the system :

1. Enterthe IP address (e.g. ,192.168.0.10) in the address bar of a web browser on
your computer , and then pres s the Enter key.

2. Enter the administrator user name and password.

3. Click Login.

After you log into the web user interface successfully, you can click Logout on the
top right corner of the web interface to log out.

Administrator has full permission to access every menu in the web user interface. User
can log into the web user interface with user  credentials .

The web structure tree  of VC400 is shown as below, (the red highlightis hi  dden for users

with user credentials ):

About Language v Logout

Yea'ink VC400 Account Network Setting Directory Security
| ‘ i L '

S, Date&Time
1"32—1 Call Features
e | Voo & Ao
(SR | Comera
o | coneen
(G Cofuston 1} Ueorace |
| NAT/Ficewall || Tones
e || Vrekess Micpod |
| Diagnose Local Directory
History
(oap
Meeting Whitelist
Setting
m =
Security |

You can m onitor or place calls via web user interface . You can do the following in the
Home page .

Placing or ending calls

Viewing remote and nearby sites

Enabling the mute mode or the DND mode for a call

Changing the video input source

Adjusting the position and focus of the camera


app:ds:top
app:ds:right
app:ds:corner

System Overview

Note

Saving the camera preset

Capturing the video images

Although the web user interfa ce is used to initiate the call , itis the video conferencing
system that is used for the cal |I. Itis not the PC running the web user interface.
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Getting Started

Getting Started

This chapter provides basic information and installation instructions for Yealink VCS
systems in the following sections:

System Installation

Powering the System On and Off

System |Initialization

System Startup

Setup Wizard

Enabling Communication with Other ~ Systems

Placing a Test Call from VC S

System Installation

Note

Placing the System

Do not place the camera facing a window or other bright light. Ensure sufficient space to
connect the cables. Ensure all participants are facing both the display device and the
camera atthe same time by putting camera and display device together.

System Component s Installation
This section introduces the following :

Install ing the VC400 video conferenc ing system
Install ing the VC120 video conferencing system
Install ing the camera

Installing batteries in the remote control

Up to two display device s can be connected to the VC400/VC120 codec . Because the
display device is not included in the package, you need to purchase it separately if
required. Ensure that the purchased  display device supports HDMI input .

When connecting just one display device to the  VC400/VC120 codec, Displayl port is the
only available port. If du al screen mode is required, you can connect secondary display
device to the Display2 port.

Because the DVI cable is tailor -made, please use the Yealink -supplied DVI cable .

To prevent shock damage , do not connect the power adapter and turn on the power
befo re connecting all system components.
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Installing the VC400 Video Conferencing System

Note

34

Do the following:

1.

Connect the Internet port onthe VC400 codec to a switch/hub device port  with the
suppli ed 2m Ethernet cable.

Locate the Camera port on the back of the VC400 codec, and connect it to the
Camera port of the camera with the supplied DVI cable.

Connect the Audio In port onthe  VC400 codec to the Audio Out porton VC P40 video
conferencing phone with the 7.5m Ethernet cable labeled Audio in

Locate the Displayl port on the VC400 codec, and connect it to the HDMI port on
the display device with the supplied HDMI cable (Make sure the display device is

powered on)

(Optional .) Locate the PC port of the VC400 codec and connectitto the VGA output
port on the PC with the supplied VGA cable for sharing content .

Connect the DC19V port on the  VC400 codec to an AC power outlet with the

supplied power adapter and power cord.

2m Ethernet Cable Power Adapter

Q\ %%@@oe%

Lineln _ Line Out DIV Reset @

-
S pvicable 7.5m Ethernet Cable

VCP40 Video Conferencing
Phone

VCC18 Camera

The VC400 video conferencing system  should be used with Yealink original power
adapter ( 19V/3.42A) only. The use of the third -party power adapter may cause the
damage to the system.
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Installing the VC120 Video Conferencing System

Do the following:

1. Connect the Internet port of the VC120 codec to a switch/hub device port  with the

suppli ed 2m Ethernet cable.

2. Locate the Camera port on the back of the VC120 codec, and connect it to the

Camera port on the camera with the supplied D VI cable .
3. (Optional) Locate the Audio In port ofthe VC120 codec, do one of the following:
- Connectitto the Audio Out port on the video conferencing phone  with the

7.5m Ethernet cable that labeled Audio In, and then ¢ onnect the free end of

the expansion microphone cable sto MIC port s on the video conferencing

phone .

HDMI to VGA Cable % HDMI Cable é 2m Ethernet Cable
o)

C ( o :
N @EDo | = 0 O
=20 = 290 U L

-

Video Conferencing Phone

- Connectitto the Audio Out port on the VCM30 video conferencing microphone
array with the 7.5m Ethernet cable that labeled Audio In.

) _—
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4. Locate the Displayl port on the VC120 codec , and connectit to the HDMI port on
the display device with the sup  plied HDMI cable (Make sure the display device is
powered on)

5. (Optional .) Locate the PC port of the VC120 codec and connectitto the HDMI port
on the PC with the supplied HDMIto VGA cable for sharing content .

6. Connectthe DC19V port on the VC120 codec to an AC power outlet with the

supplied power adapter and power cord.

Note The VC120 video conferencing system  should be used with Yealink original power
adapter ( 19V/3.42A) only. The use of the third -party power adapter may cause the
damage to the system.

You can fasten all cables with cable ties after all devices are connected.

Installing the Camera
You can choose to mount the camera on your TV or a wall, depending on your actual
needs.
a) Mountingthe cameraon a TV

When the thickness of your TV isbetween 35 -120 mm, you can mount the camera on

your TV.
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Do the following:

1. Lockthe camera to the L-bracket.

2 Remove the protection of the Velcro .

3. Putthe L-bracket on the top of the TV.

4 Make sure the back of the TV is clean, and then adjust the bracket to ensure close
adhesion to the back of the TV with Velcro

b) Mounting the cameraon awall

You can also decide to mount the camera on a wall . The recommended height for

camera positioning is 1.5m -1.8m above the ground

Do the following:

Hole depth: 30mm Screw specification: T4 X30

Hole diameter: 6mm

1. Punch holes into the wall and then insert the expansion bolts.

Installation location for the expansion bolts and punching requirement are shown

above.
Lock the L-bracket with the M3 x 8 screws.
Move the setscrews on the L -bracket to the left holes.

Lock the L-bracket to the wall with T4 x 30 screws.

a » w BN

Connect one end of the DVI cable to the camera and put the other end of the cable
through the L-bracket .
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6. Lock the cameratothe L-bracket, andthen connect the other end of the DVI cable
to the VC120 codec.

Installing Batteries in the Remote Control

Do the followin g:

1. Openthe battery cover on the back of the remote control.
2. Insert the batteries with the correct polarity.

3. Replace the battery cover.

Remote Control Battery Safety Information

Never make wrong polarity ~ connection when charging and discharging battery

packs.

Avoid crushing, puncturing, or putting a high degree of pressure on any battery, as

this can cause an internal short -circuit, resulting in overheating.

Remove the batteries if they are not in use for long period of time. Battery leakage

and corrosion can damage the remote control, dispose batteries safely.

Do not dispose used batteries in domestic waste. Dispose batteries at special

collection points or return to stores if applies.
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Do not dispose batte ries in a fire.

Powering the System On and Off

Note

Caution! To avoid corrupting the system,  you should always power off the system using

the p ower button on the VC400/VC120 codec. After turning the power off in this way, wa it
at least 15 seconds before y ou unplug the power adapter from the VC400/VC120 codec .
This helps to ensure that the system powers off correctly.

To power on the system:

After all component s are connected, press @n the VC400/VC120 codec . The
indicator LED on the VC400/VC120 codec then illuminat es solid green .

To power off the system:
Do one of the following:
0 Long press @on the VC400/VC120 codec .

0  Short press @ on the VC400/VC120 codec, the display device will prompt oOPress
the power button to turn off the system . Press any button on remote control to
cancel 6.
Press @again to power off the system or press any button on the remote control

to cancel.

System Initialization

Once you have power on the system , it will begin its initialization process.

During the initialization process, the following events take place :
Loading the ROM file

The ROM file sits in the fl ash memory o f the system . Systems come from the factory with
a ROM file pre loaded. During initialization, systems run a bootstrap loader that loads
and executes the ROM file.

Configuring the VLAN

If the system is connected to a switch, the switch  will notify the system about the VLAN

information defined on the switch.
Querying the DHCP (Dynamic Host Configuration Pro tocol) Server

The system is capable of querying a DHCP server. DHCP is enabled on the system by
default. The following network setting s can be obtain ed from the DHCP server during

initialization :
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IP Address

Subnet Mask

Gateway

Primary DNS (Domain Name Server)

Secondary DNS

You need to configure the network setting s of the system manually if any of them are not

provid ed by the DHCP server. For more information on configuring network setting s

manually , refer to Configuring Network Settings Manually on page 52.

System Startup

After the initializing process, the system will complete startup by cycling the following

steps:
1. The LED indicator onthe VC400/VC120 codec illuminate s solid green .
2. The LED indicator on the camera illuminate s solid green .
3. The display device displays the boot up screen.
4. The camera pan s to the middle position automatically.
5. The display device displays the setup wizard (when you first start up or reset the
system, the display device will display the setup wizard )
For more information on how to complete the setup wizard, refer to Setup Wizard
on page 40.
6. After complet ing the setup wizard, the display device displays the main screen.
The main screen display s the follow ing:
Time and date
System IP address and site name
Status icon
Soft key labels
Video image
7. The video conferencing phone  starts up normal ly. The phone & LCD screen displays

the site name, status icon, s oft key s, time and date .

If the system has successfully passe d through these st eps, it start s up correctly and is

ready for use .

Setup Wizard

When you first start up or reset the system, the  display device will display the setup

wizard.
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To complete the setup wizard  via the remote control

1.

Set the language displayed on  the display device

The default language is English.

2015-12-2500:01:53 2] Yealink VC400 9 1an:1036.193

Language

Language English(English) >

Press [T\ (Next soft key) to continue.

Set the date and time  (e.g., set the time zone, time format, date format and the
type of the da ylight saving time)

The system obtain s the time and date from the NTP server automatically by default .

You can also configure the time and date  manually. For more information, refer to

Date & Time on page 138.

2015-12-25 00:01:53 Yealink VC400 _% LAN:10.3.6.193

Date & Time

Format

Time 24 Hour

Date YYYY-MM-DD

Time Type SNTP Settings

Time Zone +8 China(Beijing)

NTP Primary Server cn.pool.ntp.org
NTP Secondary Server cn.pool.ntp.org

Daylight Saving Time Automatic >

Previous
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4. Press (Next soft key) to continue or  press (Previous soft key) to return to

the previous screen.

5. Edit the site name.

The default site name is  OYealink VC400 6 or 0Yealink VC12006.

2015-12-2500:01:53 (2] Yealink VC400 2 1LAN:1036.193

Site Name Ye

Previous Keyboard

6. Press[— ) (Next softkey) to continue or press {f (Previous soft key) to return

to the previous screen.

7. Change the administrator password.
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Note

The de fault administrator password is  6000006. For security reasons, the
administrator should change the default administrator password as soon as
possible.

2015-12-2500:01:53 (2] Yealink VC400 9 1036193

Password

New Password

Confirm Password

Previous Keyboard

Do remember the new administrator password or keep a copy of the password  in a safe
place. If you forget the password, you  will need to reset the system to the factory
settings , and then reset the password or use the default password  000006.

For more information , refer to Resetting to Factory on page 227.

8. Press|~ ) (Next softkey) to continue or press (Previous soft key) to return

to the previous screen.
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The display device displays firewall port mapping information.

2015-12-25 00:01:53 (] Yealink VC400 9 1an:1036.193

Firewall Port Mapping

Lan Port Type Port Range
H.323 TCP 1720
Gatekeeper UDP 1719
SIP TCP/UDP 5060

Audio & Video TCP/UDP 50000-50499
HTTPS(Web) 443

Previous

9. Press (Next soft key) to continue or  press (Previous soft key) to return

to the previous screen.

10. Configure network settings
The phone will try to contact a DHCP server in your network to obtain network
parameter s by default. If you uncheck the DHCP checkbox, you will need to

configure IPv4 or IPv6 network manually . For more information, referto  Configuring

LAN Properties on page 48.

2015-12-25 00:01:53 (&) Yealink VC400 9 11036193

Network

IPv4

Previous Complete

11. Press|~ J(Complete soft key) to complete the setup wizard.
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Enabling Communication with Other Systems

If you use Network Address Translation (NAT) to assign a public IP address to your
VC400/VC120 system for communication with devices outside your private network,
you must enable NAT on your VC400/VC120 system before placing calls. For more

information , refer to Network Address Translation on page 81.

If your VC400/VC120 system communicates with other devices through a firewall,

you must configure your firewall to allow incoming and outgoing traffic to the
VC400/VC120 system through the reserved ports specified in  Reserved Ports on
page 78. And the required ports specified in Configuring the System for Use with a
Firewall or NAT on page 78. Users placing calls through a firewallto  system may
experience one -way audio or video if the firewall is not properly configured.

If you are using Session Initiation Protocol (SIP) servers  in your environment to place
calls using the SIP protocol, referto Configuring SIP Settings on page 103.

If you are using H.323 gatekeepers in your environment and want to place calls
using a name or extension with the H.323 protocol, refer to Configuring H.323
Settings on page 107.

Placing a Test Call from VCS

Yealink Demol to Yealink Demo 3 are three default contacts stored in the local  directory.

You can place atest call to the default contact, and the test call will be routed to  the
Yealink demo video conferencing system. Yealink demo contact s can help users to test

quickly whether the system is normal after installation .
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Configuring Network

This chapter provides information on how to configure network settings
Proper network settings allow the system work efficiently in your network environment.

This chapter provides the following sections:

Preparing the Network

Configuring LAN Properties

Configuring Network Speed and Duplex Mode

VLAN
802.1X Authentication

H.323 Tunneling

Configuring the System for Use with a Firewall or NAT

94Intelligent Frewall Traversal

Quality of Service

VPN

Preparing the Network

Before you begin configuring the network op tions, you must make sure your

ready for video conferencing.

The following table lists the network information you need to obtain from the network

administrator when preparing your network.

Type

Network Information

Type of system

DHCP

Static IP Address

IP address

Subnet mask

Gateway
DNS Server IP address of DNS server
Register information of ~SIP account
Call Protocol
Register information of H.323 account
802.1X Authentication information

for the system .
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Configuring LAN Properties

DHCP

48

DHCP (Dynamic Host Configuration Protocol ) is a network protocol used to dynamically
allocate network parametersto  network hosts . The automatic allocation of network
parameters to hosts eases the administrative burden of maintaining an IP network . The
in RFC 2131. DHCP by

to the network to become operational by

system compl ies with the DHCP specifications documented
default , which allows the system connected
obtaining IP address es and additional network parameters from the DHCP server.

DHCP Op tion

DHCP provides a framework for passing information ~ to TCP/IP network devices. Network
and other control information are carried in tagged data items that are stored in the

options field of the DHCP message. The data items themselves are also called options.

DHCP can be ini tiated by simply connecting the system to the network. The system
broadcasts DISCOVER messages to request network information carried in DHCP
options . The DHCP server responds with the specific values in the corresponding

options.

The following table lists

the common DHCP options supported by the system.

Parameter DHCP Option Description
Subnet Mask 1 Specifies the client & subnet mask.
Specifies the offset of the client's subnet in
Time Offset 2 seconds from Coordinated Universal Time
(UTC).
Specifies a list of IP addresses for routers on
Router 3 )
the client & subnet.
. Specifies a list of time servers available to the
Time Server 4 )
client .
Domain Name 6 Specif ies a list of domain name servers
Server available to the client
Specifies a list of MIT-LCS UDP servers
Log Server 7 ) )
available to the client
Host Name 12 Specif ies the name of the client
. Specif ies the domain name that client should
Domain Server 15 . )
use when resolving hostnames via  DNS.
Broadcast 28 Specif ies the broadcast address in use on the
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Parameter DHCP Option Description

Address client's subnet.

Network Time

Specif ies a list of the NTP servers available to
Protocol 42

the client by IP address
Servers

Vendor -Specific

. 43 Identifies the vendor -specific information
Information
Vendor Class »
. 60 Identifies the vendor type.
Identifier
Identifies a TFTP server when the 'name’ field
TFTP Server )
66 in the DHCP header has been used for DHCP
Name .
options.
Identifies a bootfile when the 'file' field in the
Bootfile Name 67 DHCP header has been used for DHCP

options.

For more information on DHCP options, refer to
http://www.ietf.org/rfc/rfc2131.txt?number=2131 or
http://www.ietf.org/rfc/rfc2132.txt?number=2132

To make the system gather network settings via DHCP options, you need to contact your

network administrator to configure the DHCP server properly

DHCP feature p arameters on the system are  described below:

Parameter Description Configuration Method

Enables or disables the system to
obtain network settings from  the

DHCP server.
Remote Control
DHCP Default: Enabled
Web User Interface
Note : If you change this

parameter, the system will reboot
to make the change take effect

Configures the host name of the

system.
Default: Blank

Note : When the system
Host Name broadcasts DHCP DISCOVER

messages, it will report the

Web User Interface

configured host name to the
DHCP server via DHCP option 12.

Host name is optional, so it is not
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Parameter

Description

Configuration Method

a mandatory configuration item.
For more information, contact

your network administrator.

If you change this parameter,
system will reboot to make the
change take effect

the

To configure DHCP via web user interface :

1. Click on Network -> LAN Configuration .

2. Inthe IPv4 Config block, mark the DHCP radio box .

3. (Optional.) Enter the host name of the

system in the Host Name field.

About Language v Logout

Yea'ink vcaop Home Account Network Setting Directory  Security
LAN Canfiguration ® DHCP |
NAT/Firewall .

() StaticIP
Advanced
IP Address
Diagnose
Subnet Mask
Gateway
Static DNS O on ® off
Primary DNS
Secondary DNS
Host Name VC400 |
Lan Config Port Type Port Range
H.323 TCP 1720
Gatekeeper upp 1719
SIP TCP/UDP 5060
Audio&Video media
TCP/UDP 50000-50459
stream port
Web management port T o
(optional)

4. Click Confirm to accept the change.

A dialog box pop s up to prompt that settings will take effect after a reboot.

5. Click Confirm to reboot the system immediately

To configure DHCP via the remote control

1. Select Menu -> Advanced (default password: 0000) ->LAN Configuration ->IPv4.

2. Check the DHCP checkbox.

3. Pressthe Save soft key to accept the change.

The display device prompts  0Reboot now? 6.

4. Select OK to reboot the system immediately.
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Static DNS

Even though DHCP is enabled , you can manually configure the s

Parameters of static DNS on the

system are described below:

tatic DNS address(es).

Parameter

Description

Configuration Method

Static DNS

Triggers the static DNS feature to
on or off.

Default: Off

Note : If it is set to O ff, the system
will use the IPv4 DNS obtained
from DHCP.

If it is set to On, the system will
use manually configured static
IPv4 DNS.

It only works if the value of the

olPv4 Configé i s setlfto
you change this parameter, the
system will reboot to make the
change take effect.

Remote Control

Web User Interface

Primary DNS

Configures the primary IPv4 DNS

server.
Default : Blank

Note : It only works if the value of
the " Static IPv4 DNS" is set to On.
If you change this parameter, the
system will reboot to make the

change take effect.

Remote Control

Web User Interface

Secondary DNS

Configures the secondary IPv4

DNS server.
Default : Blank

Note : It only works if the value of
the " Static IPv4 DNS" is set to On.
If you change this parameter, the
system will reboot to make the

change take effect.

Remote Control

Web User Interface

To configure static DNS address when DHCP is used via web user interface:

1. Click on Network ->LAN Configuration .

2. Inthe IPv4 Config block, mark the DHCP radio box .
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3. Inthe Static DNS block , mark the On radio box.

4. Enter the desired values inthe Primary DNS and Secondary DNS fields.

About Language v Logout

Yealink V400 Home Account Network Setting Directory Security
1Pv4 Config
LAN Configuration
NAT/Firewall @ DHCP
Advanced (@) Static IP
Diagnose I Address —
Subnet Mask l—
Gateway l—
Static DNS ©® on © off
Primary DNS 192.168.1.166
Secondary DNS 192.168.1.167
Host Name V400
1Pv6 Config
@) DHCP
Static IP
IP Address —
IPV6 prefix((0~128) s

5. Click Confirm to acceptthe change.
A dialog box pops up to prompt that settings will take effect after a reboot.

6. Click Confirm to reboot the phone.
To configure static DNS when DHCP is used via the remote control

1. Select Menu -> Advanced (default password: 0000 ) ->LAN Configuration ->IPv4.
2. Check th e DHCP checkbox.

3. Checkthe Static DNS checkbox.
4

Enter the desired values in the DNS Primary Server and DNS Secondary Server
fields respectively .

5. Pressthe Save soft key to accept the change.

The display device prompts  0Reboot now? 6.

Configuring Network Settings Manually
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If DHCP is disabled or the system cannot obtain network settings from the DHCP server,
you need to configure them  manually .

The following parameters should be configured for system s to establish network
connectivity:

IP Address : Configure the system to use the assigned IP address
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Subnet Mask: Enter the subnet mask address when the system does not
automatically obtain  the subnet mask .

Gateway : A gateway is a network  point that works as an entrance to another

network.

Primary DNS /Secondary DNS: Domain Name System (DNS) servers translates

domain names (for example: www.example.com), which can be easily memorized

by humans, to the numerical IP addresses ( 192.168.1.15) needed for the purpose of

computer services and devices worldwide.

Network parameters need to be configured manually on the system are described
below .
Parameter Description Configuration Method

Configures the IP address mode.

Default: IPv4

] . Remote Control
Mode (IPV4/IPV6) Note: If you change this

parameter, the IP phone will Web User Interface
reboot to make the change take
effect.

Enables or disables the system to
use manually configured network

settings.
Remote Control
Static IP Default: Disabled
Web User Interface
Note : If you change this

parameter, the system will reboot

to make the change take effect

Configures the [P address

assigned to the system.

Default: Blank Remote Control
IP Address

Note : If you change this Web User Interface
parameter, the system will reboot

to make the change take effect

Configures the subnet mask

assigned to the system.

Default: Blank Remote Control
Subnet Mask

Note : If you change this Web User Interface
parameter, the system will reboot

to make the change take effect

Configures the gateway
. Remote Control
Gateway assigned to the system.

Web User Interface
Default: Blank
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Parameter

Description

Configuration Method

Note : If you change this
parameter, the system will reboot
to make the change take effect

Static DNS

Triggers the static DNS feature to

on or off.
Default: Off

Note : If you change this
parameter, the system will reboot

to make the change take effect

Remote Control

Web User Interface

Primary DNS

Configures the primary DNS
server assigned to the system.

Default: Blank

Note : If you change this
parameter, the system will reboot
to make the change take effect

Remote Control

Web User Interface

Secondary DNS

Configures the secondary DNS
server assigned to the system.

Default: Blank

Note : If you change this
parameter, the system will reboot

to make the change take effect

Remote Control

Web User Interface

To configure the IP address mode via

1.

web user interface:

Click on Network -> LAN Configuration .
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2. Select desired value from the pull-down list of [Pv4/IPv6.

About Language v Logout

Yea'ink vcapn Home Account Network Setting Directory Security
L G IR Internet Port
NAT/Firewal
Pvd/IPvE Pvd -
Advanced
Dizgnose IPv4 Config
@ DHCP
@) Static P
IP Address ]
Subnet Mask l—
Gateway I—
Static DNS © on @ off
Primary DNS ]
Secondary DNS l—
Host Name \-’(2400—

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure a static IP v4 address via web user interface:

1. Click on Network ->LAN Configuration

2. Inthe IPv4 Config block, mark the Static IP radio box .

3. Enter the desired values in the IP Address, Subnet Ma sk, Gateway , Primary DNS
and Secondary DNS fields.

About Language v Logout
Ye a'ink vcapg Home Status Account Network Setting Directory Security
A BT IR Internet Port
NAT/Firewall
os— Pw4/Pvs
Diagnose IPv4 Config
() DHcp
@ Static IP
P Address 192.168.1.10
Subnet Mask 255.255.255.0
Gateway 192.168.1.254
Static DNS © on ' Off
Primary DNS 192.168.1.166
Secondary DNS 192.168.1.167
Host Name V400
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4. Click Confirm to accept the change.
A dialog box pop s up to prompt that settings will take effect after a reboot.

5. Click Confirm to reboot the system immediately .
To configure the IP address mode via phone user interface:

1. Select Menu -> Advanced (default password: 0000 ) ->LAN Configuration .
2. Select IPv4 or IPv4 & IPv6 from the IP Mode field.
3. Press the Save soft key to accept the change.
The IP phone reboots automatically to make settings effective after a period of
time.

To configure a static IP v4 address via phone user interface

1. Select Menu -> Advanced (default password: 0000 ) ->LAN Configuration ->IPv4.
2. Uncheck the DHCP checkbox.

3. Enter the desired values inthe IP Address, Subnet Mask, Gateway , DNS Primary
Server and DNS Secondary Server fields respectively .

4. Pressthe Save soft key to accept the change.
The display device prompts  0Reboot now? 6.

5. Select OK to reboot the system immediately.

IPv6 Support

56

Because Internet Protocol version 4 (IPv4) uses a 32  -bit address, it cannot meet the
increased demands for  unique IP addresses for all devices that connect to the Internet.
Therefore, Internet Protocol versi on 6 (IPv6) is the next generation network layer

protocol , which designed as a replacement for the current IPv4 protocol.

IPVv6 is developed by the Internet Engineering Task Force (IETF) to deal with the

long -anticipated problem of  IPv4 address exhaustion . Yealink IP Phone supports IPv4
addressing mode, IPv6 addressing mode, as well as an IPv4&IPv6 dual stack

addressing mode. IPv4 uses a 32-bit address , consisting of four groups of three deci mal
digits separated by dots; for example, 192.168.1.100. IPv6 uses a 128-bit address ,
consisting of eight groups of four hexadecimal digits separated by colons ; for example,
2026:1234:1:1:215:65ff:felf.caa .

VoIP network based on IPv6 can provide  end -to-end security capabilities, enhanced
Quality of Service (QoS) , a set o f service requirements to deliver performance
guara ntee while transporting traffic ~ over the network.

If you configure the network settings on the phone for an IPv6 network, you can set up
an |IP address for the phone either by using DHCPV6 or by manually en  tering an IP
address. Ensure that your network environment supports IPv6. Contact your ISP for more

information.
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IPv6 Address Assignment Method
Supported IPv6 address assignment methods:

Manual Assignment: An IPv6 address and other configuration parameters (e.q.,
DNS server) for the IP phone can be statically configured by an administrator.

Stateful DHCPv6: The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) has

been standardized by the IETF through RFC ~ 3315. DHCPV6 enables DHCP servers to

pass config uration parameters such as IPv6 network addresses to IPv6 nodes. It

offers the capability of automatic allocation of reusable network addresses and

additional configuration flexibility. This protoco
Stateless Address Aut o c o n f i g u RRX2#68)mad cén be used separately or

concurrently with the latter to obtain configuration parameters.

How the system obtains the IPv6 address and network settings?

The following table lists where the system obtain s the IPv6 address and other network
settings :

DHCPv6 How the IP phone obtains the IPv6 address and network settings?

You have to manually configure the static IPv6 address and other

Disabled .
network settings.
The IP phone can obtain the  IPv6 address and the other network
Enabled . .
settings via DHCPVG6.
IPv6 Network parameters need to be configured manually on the system are described
below.
Parameter Description Configuration Method

Configures the IP address mode.

Default: IPv4

. ; Remote Control
Mode (IPv4/IPv6) Note: If you change this

parameter, the IP phone will Web User Interface
reboot to make the change take

effect.

Enables or disables the system to
use manually configured IPv6

network settings.
Remote Control
Static IP Default: Disabled
Web User Interface
Note : If you change this

parameter, the system will reboot
to make the change take effect

IP Address Configures the IPv6 address Remote Control
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Parameter

Description

Configuration Method

assigned to the system.
Default: Blank

Note : If you change this
parameter, the system will reboot
to make the change take effect

Web User Interface

IPv6
prefix((0~128)

Configures the IPv6 prefix.
Default: Blank

Note : If you change this
parameter, the system will reboot

to make the change take effect

Remote Control

Web User Interface

Gateway

Configures the IPv6 default

gateway.
Default: Blank

Note : If you change this
parameter, the system will reboot
to make the change take effect

Remote Control

Web User Interface

Triggers the static IPv6 DNS
feature to on or off.

Remote Control

parameter, the system will reboot

to make the change take effect

Static DNS /Static Default: Off
IPv6 DNS Note : If you change this Web User Interface
parameter, the system will reboot
to make the change take effect
Configures the primary IPv6 DNS
server.
DNS Pri
S Primary Default: Blank Remote Control
Server/ Primary
DNS Note : If you change this Web User Interface
parameter, the system will reboot
to make the change take effect
Configures the secondary IPv6
DNS server.
DN n
S Secondary Default: Blank Remote Control
Server/ Secondary
DNS Note : If you change this Web User Interface

To configure IPv6 address assignment method via web user interface

1. Click on Network -> LAN Configuration .

2. Select the desired IPmode (IPv6 or IPv4 & IPv6) from the pull -down list of 1Pv4/IPv6.
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3. Inthe IPv6 Config block, m ark the DHCP or the Static IP radio box.

- If you mark the Static IP radio box, configure the IPv6 address and other

configuration parameters in the corresponding fields.

About Language v Logout

Yea ' i n k VC400 Home Account Network Setting Directory Security
LAN Configuration Subnet Mask
NAT/Firewall Gataway
Advanced
e Static DNS
Primary DNS
Secondary DNS
Host Name VC400 I
IPV6 Config
©) DHCP
© Static IP
1P Address 2026:1234:1:1:215:65f:fc
IPV6 prefix((0~128) 64
Gateway m
Static IPv6 DNS @ on  Off
Primary DNS 3036:1:1:c3¢7:c11c:5447:
Secondary DNS 2026:1234:1:1:c3c7:cl1c:

- (Optional.) If you mark the  DHCP radio box, you can configure the static DNS

address in the corresponding fields.

About Language v Logout

Yea"nk vcapg  Home Status Account Network Setting Directory Security

Bl Subnet Mask [55255.2550
NAT/Firewall Gateway IW
Advanced Static DNS @ on of
Diagnose
Primary DNS [1sz216e.t66
Secondary DNS W
Host Name VC400
IPv6 Config
@ DHCP
() Static IP
IP Address —
IPv6 prefm((0~128) 64
Gateway l—
static IPv6 DNS @ on O oOff
Primary DNS 3036:1:1:c3c7:cl1c:5447:
Secondary DNS 2026:1234:1:1:c3c7:cllc:
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4. Click Confirm to accept the change.
A dialog box pops up  to prompt that the settings will take effect after a reboot.

5. Click OK to reboot the phone.
To configure IPv6 address assignment method via phone user interface

1. Select Menu -> Advanced (default password: 0000 ) ->LAN Configuration .
2. Select IPv4 & IPv6 or IPv6 from the IP Mode field .

3. Press A or w tohighlight IPv6 and press @) .

4. Select the desired IPv6 address assignment method.

If you uncheck the DHCP checkbox , configure the IPv6 address and other network

parameters in the corresponding fields.
5. Press the Save soft key to accept the change

The IP phone reboots automatically to make settings effective after a period of
time .

To configure static DNS when DHCP is used via phone user interface:

1. Select Menu -> Advanced (default password: 0000 ) ->LAN Configuration ->IPv6.
2. Check th e DHCP checkbox.

3. Checkthe Static DNS checkbox.
4

Enter the desired valuesinthe DNS Primary Server and DNS Secondary Server
fields respectively .

1

Press the Save soft key to accept the change.
6. The display device prompts  O0Reboot now? 6.

7. Select OK to reboot the system immediately.

Configuring Network Speed and Duplex Mode

You can configure the network speed and duplex mode the system uses. The network
speed and duplex mode you select for the system must be supported by the switch.  The

network speeds and duplex mode s supported by the system are:

Auto

10 Mb /s Half Duplex
100 Mb/ s Half Duplex
10 Mb/s Full Duplex
100 Mb/s Full Duplex
1000 Mb/s Full Duplex

Auto is configured on the  system by default.
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Auto

Auto means that the switch  will negotiate the network speed and duplex mode for the
systems to transmit voice or data over Ethernet. This process entails devices first sharing
transmission capabilities and then selecting the highest performance transmission

mode supported by both  systems.

Half -duplex

Half -duplex transmission refers to transmitting voice or data  in both directions , but in
one direction at a time ; this means one system can send data on the line , but not
receive data simultaneously .

Full-duplex

Full-duplex transmission refers to tra nsmitting voice or data  in both directions at the

same time ; this means one system can send data on the line while  also receiving data.

Parameter of network speed  feature on the systemis described below:

Parameter Description Configuration Method

Specifies the network speed and
duplex mode for the system to

use.
Default: Auto

Note : If Auto is selected, the
network speed and duplex mode
will be negotiate d by the switch

Network Speed ) Web User Interface
automatically .

The network speed and duplex
mode you select must be
supported by the switch.

If you change this parameter, the
system will reboot to make the
change take effect

To configu re the network speed via web user interface :

1. Click on Network -> Advanced .
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2. Select the desired value from the pull

About

Language v

-down list of Network Speed

Logout

VLAN
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Yea'ink vcagp Home Account Network Setting Directory Security
LAN Configuration SHAE
NAT/Firewall Active Disabled =]
Rtz Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Part 80
HTTPS Enabled [=]
HTTPS Port 443
802.1x
802.1x Mode Disabled [=]
Identity —
MD5 Password IT
CA Certificates l— owse ploi
Device Certificates l— owse plo
VPN
Active Disabled [=]
Upload VPN Config Browse... Upload
Speed
MNetwork Speed 100Mb/'s Half Duplex ME
Confirm Cancel
3. Click Confirm to accept the change.
A dialog box pop s up to prompt that settings will take effect after a reboot.
4. Click Confirm to reboot the system immediately
VLAN (Virtual Local Area Network) is used to d ivide a physical network logically into

several broadcast domains
instead of physically relocating devices or connections.

common set of requirements regard

. VLAN membership

is configurable through software

less of their physical location

Grouping device s with a

can greatly simplify

network design . VLANs can address issues such as scalability , security, and network

management .

The purpose of VLAN configurations on the system s to insert a tag with VLAN

information to the packets

system properly, the system will tag all packets with the

generated by the system. When VLAN is configured on the

VLAN ID. The switch receives
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and forwards the tagged packets to the corresponding VLAN accordingtothe t agd s
VLAN ID, as described in IEEE St d 802.3.

In addition to manual configuration, the system also supports automatic VLAN discovery
via LLDP or DHCP. The assignment takes effectin  the following order: assignment via
LLDP, manual configuration, then assignment via DHCP.

For more information on VLAN, referto VLAN Feature on Yealink IP Phones .

LLDP

LLDP (Linker Layer Discovery Protocol) is a vendor -neutral Link Layer protocol , which
allows the system to receive and/or transmit device  -related information from/to directly
connected devices on the network that are also using the protocol, and store the

information about other devices. LLDP transmits information as packets called LLDP

Data Units (LLDPDUSs) . An LLDPDU consists of a set of Type -Length -Value (TLV) elements,
each of which contains a particular type of information about the device or port

transmitting it.

LLDRMED (Media Endpoint Discovery)

LLDRMED is published by the Telecommunications Industry Association (TIA). Itis an
extension to LLDPthat operate s between endpoint devices and network connectivity
devices. LLDRMED provides the following capabilities for the system :

Capabilities Discovery -- allows LLDP-MED system to determine the ¢ apabilities
that the connected switch supports and has enabled.

Network Policy -- provides voice VLAN configuration to notify the system which
VLAN to use and QoS -related configuration for voice data . It provides a oplug and

play 6 network environment .

Power Management -- provides information related to how the system is powered ,

power priority , and how much power the system need s.

Inventory Management -- provides a means to effectively manage the system and

its attributes , such as model number, s erial n umber and software revision .

TLVs supported by the system are summarized in the following table:

TLVType TLVName Description
Chassis ID The network address of the system.
Port ID The MAC address of the system.
Mandatory TLVs Seconds until data unit expires.
Time To Live

The default value is 180s.

End of LLDPDU Marks end of LLDPDU.

Optional TLVs | System Name Name assigned to the system.
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TLVType

TLVName

Description

The default value is 0VCS6.

System Description

Description of the system.

Description includes firmware  version of

the system.

System Capabilities

The supported and enabled  system

capabilities.
The Telephone capability is supported

and enabled by default.

Port Description

Description of port that sends data unit.

The default value is OWAN PORT6.

IEEEStd 802.3
Organizationally
Specific TLV

MAC/PHY
Configuration/Statu s

Duplex mode and network speed
settings of the system.

The Auto Negotiation is supported and
enabled by default.

The advertised capabilities of  PMD.
Auto -Negotiation is:

1000BASET (full dupl ex mode)
100BASE-TX (full duplex mode)
100BASE-TX (half duplex mode)
10BASET (full duplex mode)
10BASET (half duplex mode)

TIA
Organizationally
Specific TLVs

Media Capabilities

The MED device type of the system and
the supported LLDP -MED TLV type can be

encapsulated in LLDPDU.

The supported LLDP -MED TLYV types are:
LLDRMED Capabilities,
Extended Power via MDI -PD, Inventory .

Network Policy,

Network Policy

Port VLAN ID, application type, L2 priority
and DSCP value.

Extended
Power -via -MDI

Power type, source, priority and value.

Inventory &

Hardware Revision

Hardware revision of  the system.

Inventory &

Firmware Revision

Firmware revision of the system.

Inventory o

Software revision of the system.
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TLVType

TLVName

Description

Software Revision

Inventory 0 Serial
Number

Serial number of the system.

Inventory &
Manufacturer Name

Manufacturer name of  the system.

The default value is oYealink 6.

Inventory 6 Model Model name of the system.
Name The default value is  0VCS6.
Asset ID Assertion identifier of the system.

Parameters of LLDP feature on the system are described

below .

Parameter

Description

Configuration Method

LLDP> Active

Enables or disables LLDP feature

on the system.
Default: Disabled

Note : If you change this
parameter, the system  will reboot
to make the change take effect

Remote Control

Web User Interface

Packet
Interval(1 -3600s)

Configures the interval (in
seconds) for the system to send
LLDP requests.

Default: 60

Note : If you change this
parameter, the system  will reboot
to make the change take effect

Remote Control

Web User Interface

To configure LLDPvia web user interface :

1. Click on Network -> Advanced .

2. Inthe LLDPblock, s elect the desired value from the pull -down list of Active .

65



Administrator & Guide for Yealink Video Conferencing Systems

3. Enter the desired time interval inthe Packet Interval (1-3600s) field .

About [ELGITEN R Logout

Yea'ink vcagp Home Status Account Network Setting Directory Security
LAN Configuration LLDP
::z:cr:dm" Active Enabled |Z|
@ Packet Interval(1-3600s) 60
VLAN
Internet Port
Active Disabled [~]
VID(1-4004) 1
Priority 0 [=]
DHCP WLAN
Active Enabled |Z|
option 132

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click Confirm to reboot the system immediately.
To configure LLDPvia the remote control

1. Select Menu -> Advanced (default password: 0000 ) -> Advanced Network
2. Inthe LLDPblock, check the Active checkbox.
3. Enter the desired value in the Packet Interval (1 -3600s) field .
4. Pressthe Save soft key to accept the change.
The display device prompts  0Reboot now? 6.

5. Select OK to reboot the system immediately.

Manual Configuration for VLAN

VLAN is disabled on systems by default. You can configure VLAN  manually . Before
configuring VLAN on the systems, you need to obtain the VLAN ID from your network

administrator .

Parameters of manual VLAN on the system are described below.

Parameter Description Configuration Method

Enables or disables VLAN for the

Internet (WAN) port .
Internet Remote Control

. Default: Disabled
Port-> Active Web User Interface

Note : If you change this

parameter, the system will reboot
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Parameter Description Configuration Method

to make the change take effect

Configures VLAN ID for the
Internet (WAN) port.

Default: 1 Remote Control
VID(1-4094)
Note : If you change this Web User Interface

parameter, the system will reboot
to make the change take effect

Configures VLAN priority for the
Internet ( WAN) port.

Valid values: 0-7

7 is the highest priority, O is the
! '9 priorty, €1 Remote Control

Priority lowest priority.
Web User Interface
Default: 0

Note : If you change this
parameter, the system will reboot

to make the change take effect

To configure VLAN for Internet port via web user interface:

1. Click on Network -> Advanced .

2. Inthe VLAN block, s elect the desired value from the pull -down list of Internet Port

Active .
3. Enter the VLAN ID in the VID (1-4094) field.

4. Select the desired value (0-7) from the pull -down list of Priority .

About  Language v Logout

Yea'ink vcepop  Home Account Network Setting Directory Security
LAN Configuration LLDP
MAT/Firewall
o actve
Diagnose Packet Interval(1-3600s)
VLAN
Internet Port
Active Enabled v
o420
P
DHCP VLAN
actve
Qpfion 132

5. Click Confirm to accept the change.
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A dialog box pops up  to prompt that the settings will take effect after a reboot.

6. Click OK toreboot the phone .
To configure VLAN via the remote control

Select Menu -> Advanced (default password: 0000 ) -> Advanced Network
In the VLAN block, check the Active checkbox .
Enter the VLAN ID in the VID(1-4094) field.

Enter the priority value (0-7) in the Priority field.

a » © ndp PR

Press the Save soft key to accept the change
The display device prompts OReboot now? 6.

6. Select OK to reboot the system immediately.

DHCP VLAN

The system supports VLAN discovery via DHCP. When the VLAN Discovery method is set
to DHCP, the system will examine the DHCP option for a valid VLAN ID. The predefined
option 132 is used to supply the VLAN ID by default. You can customize the DHCP option
used to req uest the VLAN ID. For more information on  VLAN, referto VLAN Feature on
Yealink IP Phones .

Parameters of VLAN feature on the system are described below.

Parameter Description Configuration Method

Enables or disables the DHCP VLAN

discovery feature on the  system.

DHCP Default: Enabled
Web User Interface

VLAN->Active Note : If you change this parameter,
the system will reboot to make the

change take effect

Configures the DHCP option from
which the system obtain s the VLAN

settings.

You can configure at most five
DHCP options and separate them
Option by commas. Web User Interface

Valid Values: 128-254
Default: 132

Note : If you change this parameter,
the system will reboot to make the
change take effect.
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To configure DHCP VLAN discovery via web user interface:

1. Click on Network -> Advanced .

2. Inthe VLAN block, s elect the desired value from the pull  -down list of DHCP VLAN
Active .

3. Enter the desired option inthe  Option field.

The default option is 132.

About Language v Logout

Yealil'lkmm Account Network Setting Directory  Security
LAN Configuration LLDP
NAT/Firewall
hetve
Advanced
e Pedetinenal
VLAN
Internet Port
Active
V(4099
priority
DHCP VLAN
Active Enabled v
Option 132
QoS
puto prory
Data oty
4. Click Confirm to accept the change
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click Confirm to reboot the system immediately.

802.1X Authentication

IEEE802.1X authentication is an IEEEstandard for Port-based Network Access Control
(PNAC), part of the |EEE 802.1group of networking protocols. It offers an authentication
mechanism for devices to connect to a LAN or WLAN. The 802.1X authentication involves
three parties: a supplicant, an au thenticator and an authentication server. The
supplicantis the system that wishes to attach to the LAN  or WLAN. With 802.1 X

port -based authentication, the  system provides credentials, such as user name and
default password , for the authenticator . The auth enticator then forward s the credentials
to the authentication server for verification. If the authentication server determines the
credentials are valid, the  system is allowed to access resources located on the

protected side of the network.
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The system support s the authentication protocols EAP -MD5, EAP-TLS, PEARMSCHAPV2
and EARTTLS/EARMSCHAPV2 for 802.1X authentication

For more information on 802.1X authentication, referto Yealink 802.1X Authentication

802.1X feature p arameters on the system are  described below:

Parameter Description Configuration Method

Specifi es the 802.1x
authentication m ode .

Disabled
EARMD5

EARTLS
Remote Control

802.1x Mode
PEARMSCHAPv2 Web User Interface

EARTTLS/EARMSCHAPV2

Default: Disabled

Note : If you change this
parameter, the system  will reboot
to make the change take effect

Configures the user name for
802.1x authentication.

Identity Note : If you change this Web User Interface
parameter, the system  will reboot
to make the change take effect

Configures the password for
802.1x authentication.

MD5 Password Note : If you change this Web User Interface

parameter, the system  will reboot

to make the change take effect

Configures the access URL of the
CA certificate when the 802.1x
authentication m ode is
configured as EARTLS

CA Certificates PEARMSCHAPV2 or Web User Interface
EARTTLSEARMSCHAPV2.

Note : If you change this
parameter, the system  will reboot

to make the change take effect

Configures the access URL of the
device certificate  when the Web User Interface

802.1x authentication m ode is

Device
Certificates
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Parameter Description Configuration Method

configured as EARTLS

Note : If you change this
parameter, the system  will reboot
to make the change take effect

To configure 802.1 X via web user interface :

1. Click on Network -> Advanced .

2. Inthe 802.1x block, s elect the desired protocol
802.1x.

from the pull-down list of Mode

a) Ifyou select EARMD5:
1) Enter the user name for authentication in the  Identity field.

MD5 Password field.

2) Enter the password for authentication in the

About Language v Logout
Yea'ink vcaop Home Status Account Network Setting Directory Security
LAN Configuration SHEE
MAT/Firewall Active Disabled E
AEE) g Port 161
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port a0
HTTPS Enabled [=]
HTTPS Port 443
802.1x
802.1x Mode EAP-MDS [=]
Identity yealink
MD5 Password sesecnee
CA Certificates l— Browse 0
Device Certificates l— Browse 0
b) If you select EARTLS
1) Enter the user name for authentication in the Identity field.

2) Leavethe MDS5 Password field blank.

3) Inthe CA Certificate s field, click Browse to locate the desired CA

certificate (*.pem,*.crt, *.cer or *.der) from your local system .

4) Inthe Device Certificate s field, click Browse to locate the desired client

certificate (*.pem or *.cer)  from your local system .
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5) Click Upload to upload the certificates.

About Language v Logout
Yea'ink vcaop Home Status Account Network Setting Directory Security
LAN Configuration SR
NAT/Firewall Active Disabled |Z|
Advanced Port 161
JRanose Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port 80
HTTPS Enabled [~]
HTTPS Port 443
802.1x
802.1x Mode EAP-TLS [~]
Identicy yealink
MDS Password ssessee
CA Certificates C:\fakepath'ca.crt Browse... Upload
Device Certificates C:\fakepath'client.pem Browse... Upload

¢) |Ifyou select PEARMSCHAPV2:
1) Enter the user name for authentication in the  Identity field.
2) Enter the password for authentication in the MDS5 Password field.

3) Inthe CA Certificate s field, click Browse to locate the desired certificate
(*.pem,*.crt, *.cer or *.der)  from your local system .
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4) Click Upload to upload the certificate.

Yedlirlk vcapp Home Status

About Language v Logout

Account Network Setting Directory

Device Certificates

LAN Configuration SHME
NAT/Frewal Active Disabled =]
Gmered Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port a0
HTTPS Enabled
HTTPS Port 443
802.1x
802.1x Mode PEAP-MSCHAPV2 E
Identity yealink
MD5 Password LTI
CA Certfficates C:\fakepath\ca.crt Browse... Upload

I Browse...|| Upload

Security

d) Ifyou select EARTTLS/EARMSCHAPV2:

1)
2)
3)

Enter the user name for authentication in the  Identity field.

Enter the password for authentication in the MD5 Password field.

In the CA Certificate s field, click Browse to locate the desired certificate

(*.pem,*.crt, *.cer or *.der)

from your local system .
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4) Click Upload to upload the certificate.

About Language v Logout

Yea'ink vcaop Home Status Account Network Setting Directory Security
LAN Configuration SHAE
NAT/Firawall Active Disabled [=]
Advanced Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port 80
HTTPS Enabled [=]
HTTPS Port 443
802.1x
802.1x Mode EAP—TFLSIEAP-MSCHAE
Identity yealink
MD5 Password ssssesese
CA Certificates C:\fakepath\ca.crt Browse... Upload
Device Certificates l— Browse

3. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click Confirm to reboot the system immediately .
To configure the 802.1X via the remote control

1. Select Menu -> Advanced (default password: 0000 ) ->Advanced Network .
2. Select the desired mode from the pull ~ -down list of 802.1x Mode .
3. Pressthe Save soft key to accept the change.

The display device prompts 0Reboot now? 6.

4. Select OK toreboot the system immediately

H.323 Tunneling

74

The H.245 protocol is a control protocol that manages the media sessions. It is a part of
the H.323 protocol suite. The H.245 protocol is used primarily to negotiate the

master -slave relationship between communicating systems. The H.245 messages can
be encapsulated and carried between H.225 controlled system within H.225 messages.
This way of "piggy -backing" an H.245 message to  the H.225 message is referred to as
H.323 Tunneling. The tunneling feature relies on H.225  system-to-system connectivity (via
TCP) to pass H.245 messages , and uses the H.225 communication channel without

creating a separate TCP socket connection (per H.323 call) for media control.
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If H.323 tunneling feature is disabled, the setup processes of a

below :

n H.323 call are shown

EP1 EP2

H225 SETUP——

— 225 ALTERING

(—H225 CONNECT

H245 TCE————

—H245 TCS ACK

H245 MSD—————

—H245 MSD ACK

H245 OLC——

——H245 OLC ACK

RTP

A
Y
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If H.323 tunneling feature is enabled  on both sites , the setup processes of an H.323 call
are shown below :

EP1 EP2

H225 SETIP———

—H225 ALTERING

——H225 CONNECT

H225/H245 TCS————p»

——H225/H245 TCS ACK

——————H225/H245 MSD———

— H225/H245 MSD ACK

H225/H245 OLC——————

————H225/H245 OLC ACK

A

RTP.

Y

The parameter of the H.323 tunneling feature on the system is  described below:

Parameter Description Configuration Method

Enables or disables the H.323
) Remote Control
H.323 Tunneling tunneling on the system.

] Web User Interface
Default: Disabled

To configure H.323 tunneling via web user interface :

1. Click on Account -> H323.

76




Configuring Network

2.

Select the desired value from the pull -down list of H.323 Tunneling .

About Language v Logout
Network Setting Directory Security
H323 Register Status Registered
S Accourt 23 protoc
SIP 1P Call
H.323 Account Enabled hd
Codec
Gatekeeper Mode
Gatekeeper P Address 1 [10.2.1.43 | pot[1719 |
Gatekeeper P Address 2 | | pot[1719 |
Gatekeeper Authentication
Gatekeeper Username l—
Gatekeeper Password quuu
H:460 Active
H.323 Tunneling |
H235 Encryption
Protocol Monitor Port
3. Click Confirm to accept the change.

To configure H.323 tunneling via the remote control:

1.
2.
3.

Check the H.323 Tunneling checkbox .

Press the Save soft key to accept the change.

Select Menu -> Advanced (default password: 0000 ) ->H.323.
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Configuring the System for Use with a Firewall or NAT

A firewall protects anrkloyrcanteling datatraffic n &rem dutBiden et wo
the network. Unless the firewall  is designed to work w ith video conferencing equipment,

you must configure the firewall to allow incoming and outgoing traffic to the

VC400/VC120 system through th e reserved ports. Users placing  calls through a firewall

to system may experience one -way audio or video if the firewall is not properly

configured.
" Firewall With Holes
The Ideal Firewall Panched Through
You must configure your firewall to allow incoming and outgoing traffic through the

following ports:

Description Port Range Port Type

H.323 register/call request 1719 UDP
H.323 call setup 1720 TCP
SIP (default trans port protocol ) 5060 UDP
SIP (when selecting the TCPtrans port

5060 TCP
protocol )
SIP (when selecting the TLStrans port

5061 TCP

protocol )

Reserved ports on the system.
50000-50499

For more information , refer to Reserved TCPUDP
(default range)
Ports on page 78.

HTTPS(Optional ) 443 TCP

Reserved Ports

By default, the system communicate s through TCP and UDP ports inthe 50000 - 54999
range for video, voice, presentations, and camera control. The system uses only a small
number of these ports during a call. The exact number depends on the number of

participants int he call, the protocol used, and the number of ports required for the type

78



Configuring Network

of call: video or voic e.

The following tables identify the number of ports required per connection by protocol
and the type of call.

Required ports for an H.323 two -way call:

Call Type Number of Required Ports
) 8 UDP ports (6 if presentation is disabled)
Video
2 TCPports
. 2 UDP ports
Voice
2 TCPports
Each additional video participant requires 8 UDP ports and 2 TCPports.

Each additional audio participant requires 2 UDP portsand 2  TCPports.

Required ports for a SIP two -way call:

Call Type Number of Required Ports

Video 8 UDP ports (6 if presentation is disabled)

Voice 2 UDP ports

Each additional video participant requires 8 UDP ports.

Each additional audio  participant requires 2 UDP ports.

The following table lists the number of UD P and TCP ports needed for the video
conferencing system. This information can help you to determine the range of port

number to be entered inthe  Reserved Port field.

. Maximum Required Ports for an Required Ports for a SIP
stem
y Connections H.323 Call Call
Four-way vide o
Basic version | call and a 26 UDP | 50000-50025
) 26 UDP | 50000-50025
of VC400 presentation and 8 TCP | 50000-50007
a voice call
Two-way video
Basic version | call and a 10 UDP | 50000-50009
) 10 UDP | 50000-50009
of VC120 presentation and 4 TCP | 50000-50003
a voice call
Eight-way video
Upgraded
] calland a 58 UDP | 50000-50057
version of ) 58 UDP 50000-50057
presentation and 16 TCP | 50000-50015
VC400/VC120 )
a voice call
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Parameters for reserved ports on the system are described below:

Parameter Description Configuration Method
Configure s the range of the UDP
ports.
Valid values: 1-65535
Default range : 50000-50499 Remote Control
UDP Port Scope | Note : SIP and H.323 calls share

the configured ports.

If you change this parameter, the
system will reboot to make the
change take effect

Web User Interface

TCP Port Scope

Configure s the range of the TCP
ports.

Valid values: 1-65535
Default range : 50000-50499

Note : SIP and H.323 calls share
the configured ports. If you
change this parameter, the
system will reboot to make the
change take effect.

Remote Control

Web User Interface

To configure reserved ports via web user interface :

1.
2.

Click on Network -> NAT/Firewall .

In the Reserve Port block, configure the UDP port range in the UDP Port Scope field .
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3. Inthe Reserve Port block, configure the TCP port range inthe  TCP Port Scope field .

About Language v Logout

Account Network Setting Directory Security

LAN Configuration | NAT Configuration

MNAT/Firewall
Static NAT Disabled v
Advanced
Diagnose MAT Public IP Address I
Route Traversal Auto ~
Stun Config
Active Disabled v
son e —
STUN Port 3478

Reserve Port

UDP Port Scope e
TCP Port Scope ~
Intelligent Firewall Traversal
Intelligent Firewall Traversal Oon hd
4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will be implemented after a

reboot.

5. Click Confirm to reboot the system immediately
To configure reserved ports via the remote control

1. Select Menu -> Advanced (default password: 0000 ) ->NAT/Firewall .
2. Inthe Reserved block, configure the range of the UDP ports and TCP ports.
3. Pressthe Save soft key to accept the change.

The display device prompts 0Reboot now? 6.

4. Select OK to reboot the system immediately

Network Address Translation

NAT device usually connect s two networks together, and translates the private (not
globally unique) addresses in the interna | network into legal addresses . NAT can be
configured to advertise only one address for the entire network to the outside world.

This provides additional security by effectively hiding the entire internal network behind

that address.
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M ultiple solutions for NAT traversal are available, for example, a pplication layer
gateway (ALG), simple traversal of UDP through NAT (STUN), and H.460 firewall
traversal .

Yealink VC400/VC120 NAT Router Server

Source:162. 105. 178, 65
-
-

Source 10. 3. 20. 14

estination:10. 3. 20. 14 Destination: 162, 105, 178, 65

211, 100. 7. 34
tranet | Internet
—————— Packet from YC400/VCL120 to Server NAT Table
— Packet from Server to VC400/VC120 e BRI R G A
Outbound 10.3.20.14 162.105.178.65
Inbound 162.105.178.65 10.3.20.14

Static NAT

If NAT/Firewall devices do not support the ALG. VC400/VC120 must be configured with
the static NAT .

Static NAT defines a one -to-one mapping from one IP subnet to another IP subnet. The
mapping includes destination IP address translation in one direction and source IP
address translation in the reverse direction. From the NAT device, the original

destination address is the virtual host  IP address while the mapped -to address is the

real host IP address .

If your system is connected to a LAN that uses a NAT, you needto configure NAT Public IP

Address so that your system can communicate to WAN .

Note If H.460 firewall traversal is enabled on  the system, the system will automatically
ignore the static NAT settings for H.323 calls.  For more information on H.460 firewall
traversal , refer to H.460 Firewall Traversal on page 93.

Static NAT feature parameters on the  system are described below:

Parameter Description Configuration Method

Specifies the static NAT type .

Disabled fi the system does
not use the NAT feature.

Manual fi the system uses
Static NAT the manually configured
NAT public address.

Remote Control

Web User Interface

Auto i the system obtains
the NAT public address from

the Yealink -supplied server.
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Parameter

Description

Configuration Method

Default: Disabled

NAT Public IP
Address

Displays the NAT public
address automatically
obtained from the

Yealink -supplied server if
the static NAT is set to Auto.

Configures the NAT public
address for the system if the

static NAT is set to Manual .

Remote Control

Web User Interface

Route Traversal

Configures the route traversal
type .

Auto i NAT works only when
making a call to public
network or rec eiving a call

from the public network.

Compulsory i NAT works
when you are in multi  -level
intranet network to solve the
one -way audio or video

problem.

Default: Auto

Web User Interface

NAT_Traversal

Configures the NAT traversal
type . You can configure it for the
SIP account or SIP IP call
separately.

Disabled

STUN

StaticNat

Default: Disabled

Note: Static NAT works only if this
parameter is setto StaticNat .

Remote Control

Web User Interface

To configure static NAT via web user interface

1. Click on Network -> NAT/Firewall .

2. Select the desired value from the pull

3. Configure the NAT public address in the

selected from the pull -down list of Static NAT .

-down list of Static NAT .
NAT Public IP Address field if Manual is
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4. If multi-level intranet network  has deployed in your environment, and you

experience the one-way audio or video problem , select Compulsory from the
pull -down list of Route Traversal to solve this problem

About Language v Logout

Account Network Setting Directory Security
LAN Configuration | NAT Configuration
MAT/Firewall
Static NAT
Advanced
Diagnose NAT Public IP Address [117.28.234.24
Route Traversal Compulsory N
Stun Config
Active Disabled A
Sun e ]
STUN Port 3478
Reserve Port
UDP Port Scope 50000 ~ 50499
TCP Port Scope 50000 ~
Intelligent Firewall Traversal
Intelligent Firewall Traversal an e

5. Click Confirm to accept the change.
To configure Static NAT for SIP account via web user interface:

1. Click on Account -> SIP Account.
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2. Select StaticNat from the pull -down list of NAT_Traversal .

Yealinkcio  Home Account
H323 | SIP Account
SIP Account Register Name
SIPIP Call User Name
Codec password
Server Host

Enable Outbound Proxy Server
Outbound Proxy Server
Transport

Server Expires

SRTP

DTMF Type

DTMF Info Type

DTMF Payload Type ( 96~127 }

About

Network

Setting

Enabled

il

Language v

Logout

Directory Security

| | port[s0s0 |
| | port[s0s0 |
3600
101

NAT_Traversal

StaticNat

Keep Alive Interval

w
[=]
II

3. Click Confirm to accept the change.

To configure Static NAT for SIP IP call via web user interface:

1. Click on Account ->SIP IP Call.

2. Select StaticNat from the pull -down list of NAT_Traversal .

Account

About

Network

Setting

H323 SIP IP Call Enable Enabled A
SIP Account Transport TCP -
EPDE SRTP Disabled -
Codec -
DTMF Type SIF INFO -
DTMF Info Type DTMF M
DTMF Payload Type { 96~127 ) 101
MAT_Traversal StaticMat -
RPort Enabled =
BFCP W
FECC(STP) Enabled <

Language v

Logout

Directory Security

3. Click Confirm to accept the change.

To configure static NAT via the remote control

1. Select Menu ->Advanced (default password: 0000 ) ->NAT/Firewall .

2. Select the desired value from the pull

-down list of Type.
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STUN

86

4,

Configure the NAT public address in the
selected from the pull

-down list of Type.

Press the Save soft key to accept the change.

To configure static NAT for SIP IP call via the remote control

1.
2.
3.

Select Menu -> Advanced (default password: 0000 ) -> SIPIP Call.

Select Static Nat from the pull -down list of NAT_Traversal .

Press the Save soft key to accept the change

STUN is a network protocol, used in NAT traversal for applications of real

video, messaging, and other interactive IP communications.
entities behind a NAT
more information on the NAT types, refer to
mapped (public) IP address

network server (STUN server)
configured to work as a STUN client, to send

server. The STUN server uses those messages to determine the publi

port used , and then informs the client.

Public IP Address field if Manual Settings

-time voice,

The STUN protocol allows
to first discover the pres ence of a NAT and the type of NAT  (for

NAT Types on page 89.) and to obtain the

and port number that the NAT has allocat

ed for the UDP
connections to remote  partie s. The protocol requires assistance from a third

-party

usually located on public Internet. The IP phone can be
exploratory STUN messages to the STUN
c IP address and

For more information, referto RFC3489.

Yealink
VC400/VC120

Private IP/port:
192.168.1.6:3478

NAT Rewrites Source to
Public IP/port 59.61.92.59:19232

NAT

What is my public
IP/port?

\ 4

IP:59.61.92.59
Port:19232

STUN Server

Capturing packets
VC400/VC120 sends Binding Request to the STUN server, and then mapped

after you enable the

STUN feature , you can find that the

and port is placed in the Binding Response : Binding Success Response
MAPPED-ADDRESS:59.61.92.59:19232.

IP address

No.

Time Source

447 18. 7113:19 218.107.220.74

Destination

8.10 0,74
192.168.1.6

Protocal

Leng

th Info

62 Binding Regue
98 Binding Success Response MAPPED-ADDRESS: 59.61.92.59:19232

is


http://www.ietf.org/rfc/rfc3489.txt
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STUN feature parameters on the

system are described below:

Parameter Description Configuration Method
Enables or disables the STUN
(Simple Traversal of UDP over Remote Control
Active
NATs) feature on the system. Web User Interface
Default : Disabled
Configures the IP address or the
domain name of the STUN
) Remote Control
STUN Server (Simple Traversal of UDP over
NATS) server. Web User Interface
Default : Blank
Configures the port of the STUN
(Simple Traversal of UDP over Remote Control
STUN Port

NATSs) server.

Default: 3478

Web User Interface

NAT_Traversal

Configures the NAT traversal
type . You can configure it for the
SIP account or SIP IP call

separately.

Disabled
STUN
StaticNat

Default: Disabled

Note: STUN works only if t his

parameter is setto STUN.

Remote Control

Web User Interface

To configure STUN server via web user interface:

1. Click on Network -> NAT/Firewall .

2. Inthe Stun Config block, s elect the desired value

3. Enter the IP address or the domain

field.

name of the STUN server inthe STUN Server

from the pull -down list of Active .

87



Administrator & Guide for Yealink Video Conferencing Systems

88

4. Enter the p ort of the STUN server inthe Port field.

Yealink v«

LAN Configuration

NAT/Firewall

Advanced

Diagnose

Home Account

NAT Configuration

Stafic NAT

NAT Public IP Address

About

Network

Disabled

)

Setting

Language v Logout

Directory Security

Route Traversal Auto R
Stun Config

Active Enabled hd

sun e

STun pon

Reserve Port

UDP Port Scope

TCP Port Scope
Intelligent Firewall Traversal

Intelligent Firewall Traversal

5]
2
[=]
=]
2
w
£
o
B

L
2
[=]
=]
2
w
£
o
=1

<

On

5. Click Confirm to accept the change.

To configure STUN for SIP account via web user interface:

1. Click on Account -> SIP Account.

2. Select STUN from the pull -down list of NAT_Traversal .

Yealink vcoo

H323

SIP Account

SIP 1P call

Codec

Home Status

Account

About Language v Logout

Network Setting

Directory Security

Register Status Registered

SIP Account W

Register Name 1008

User Name 1008

Password TIIITIY)

Server Host 10.2.1.48 Port 5060
Enable Quthound Proxy Server W

Outbound Proxy Server Port 5060
Transport h

Server Expires 3600

SRTP Disabled  ~

DTMF Type sPmF0 v

DTMF Info Type oTMF -

DTMF Payload Type ( 96~127 ) 101

MAT_Traversal F

Keep Alve Interval 30

RPort Ensbled v
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3. Click Confirm to accept the change.
To configure STUN for SIP IP call via web user interface:

1. Click on Account ->SIP IP Gall.
2. Select STUN from the pull -down list of NAT_Traversal .

About  Language v Logout

Yea'ink vcapp Home Account Network Setting Directory Security
H323 SIP IP Call Enable Enabled -
SIP Account Transport TCP -
I SRTP Disabled -
Codec DTMF Type SIP INFO -

DTMF Info Type DTMF -
DTMF Payload Type ( 96~127 ) 101

NAT_Traversal STUN -
RPort Enabled h
BFCP Enabled -
FECC(SIP) Enabled hd

3. Click Confirm to accept the change.
To configure STUN server via the remote control

1. Select Menu ->Advanced (default password: 0000 ) ->NAT/Firewall .
2. Check the STUN Active checkbox .

3. Enter the IP address or the domain name  of the STUN server inthe STUN Server
field.

4. Enter the port of the STUN server inthe Port field.

5. Pressthe Save soft key to accept the change
To configure STUN server for SIP IP call via the remote control

1. Select Menu ->Advanced (default password: 0000 ) -> SIPIP Call.
2. Select STUN from the pull -down list of NAT_Traversal .

3. Pressthe Save soft key to accept the change

NAT Types

Full Cone:

A full cone NAT is one where all requests from the  same internal IP address and port  are
mapped to the same external IP address and port. Furthermore, any external host can
send a packet to the internal host, by  sending a packet to the mapped external

address.
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Restricted Cone:

A restricted con e NAT is one where all requests  from the same internal IP address  and
port are mapped to the same  external IP address and port. Unlike a full cone NAT, an
external host (with IP address X) can sen d a packet to the internal host  only if the

internal host had previously sent a packet to IP  address X.

Port Restricted Cone:

A port restricted con e NAT is like a restricted cone NAT, but the res triction includes port
numbers. Specifically, an external host ca n send a packet, with source IP  address X and
source port P, t o the internal host only if the  internal host had previously se  nt a packet to
IP address X a nd port P

Symmetric:

A symmetric NAT is one where all requests from the  same internal IP address and por t,
to a specific destination IP  address and port, are mapped to the same external IP

address a nd port. If the same host send s a packet with the same s ource address and
port, but to a dif ferent destination, a different  mapping is used. Furthermo re, only the
external host that receives a packet can send a UDP packet back to the internal host.

Keep Alive

90

The system can send keep -alive packets to NAT device for keeping the communication

port open.

The keep alive interval parameter onthe system is described below:

Parameter Description Configuration Method

Configures the keep -alive interval
(in seconds) that the system sends
to the NAT device to keep the

Keep Alive S
communication port open . So that Web User Interface
Interval . .
NAT can continue to function for  SIP
account .
Default: 30

To configure the keep -alive interval via web user interface:

1. Click on Account -> SIPAccount .
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Rport

2. Enter the keep alive interval

Yealink vcu

H323

SIP Account

SIPIP Call

Codec

Home

Account

in the Keep Alive Interval

About

Network

field.
Language v

Setting

Logout

Directory Security

Register Name

-

Server Host [10.2.1.48 | port[soe0 |
Enable Outbound Proxy Server

Outbound Proxy Server | | port[scs0 |
—

s s

s

o Toe

DTMF Info Type

DTMF Payload Type ( 96~127)

NAT_Traversal

Keep Alive Interval 30 I

ot

Brcp

3. Click Confirm to accept the change.

Rport in RFC 3581, allows a client to request that the server send

the source port from which the

SIP server.

The rport parameter on the system is described below:

s the response back to

request came. Rport feature depends on support from a

separately.

Default : Enable d

Parameter Description Configuration Method
Enables or disables NAT Rport
feature. You can configure it for
RPort the SIP account or SIP IP call Web User Interface

To configure rport feature for SIP account

1. Click on Account -> SIP Account.

via web user interface:
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2. Select the desired value

Yealink vcu

SIPIP Call

Codec

Account

Register Name

User Name

Password

Server Host

Enable Outbound Proxy Server
Outbound Proxy Server
Transport

Server Expires

SRTP

DTMF Type

DTMF Info Type

DTMF Payload Type ( 96~127 )
NAT_Traversal

Keep Alive Interval

from the pull -down list of RPort

About

Network

2

=) =)
=
=] o

Setting

Language v Logout

Directory Security

[10.2.1.48 | port[soe0 |
| | port[scs0 |

2

] w
2 g
< £ [£

Disabled

SIP INFO

fury
[=]
=

wr
g
=
<

(%]
[=]

| RPort [Enabled vl
BFCP

3. Click Confirm to accept the change.

To configure rport feature for

1. Click on Account->SIP IP Qall.

2. Select the desired value

Yealink vcsc

Home

H323

SIP Account

SIP IP Call

Codec

Account

SIP IP call via web user interface:

from the pull -down list of RPort

About

Network

Setting

Language v Logout

Directory Security

SIP IP Call Enable Enabled
Transport TCP
SRTP Disabled
DTMF Type SIP INFO
DTMF Info Type DTMF
DTMF Payload Type { 96~127 ) 101
MAT_Traversal Disabled
RPort Enabled
BFCP Enabled
FECC(SIP) Enabled

3. Click Confirm to accept the change.




Configuring Network

H.460 Firewall Traversal

H. 323 includes signal based on TCP , while the STUN solution cannot realize the NAT
traversal of TCP. Before the emergence of H.460, Enterprises have their own firewall/NAT
traversal solutions, which are  incompatible with each other. Therefore, | P
communication between enterprises is difficult. H.460 resolves the compatibility

problem.

H.460 enables H.323 signaling and media to traverse firewall. H.460 is a set of
extensions to the ITU H.323 standard that include methods to traverse firewalls. Devices
that use H.460, implement a set of security policies that a firewall is configurable to
accept. Therefore using H.460, video  conferenc ing system can communicate across a
firewall. You can configure t he system to use standard -based H.460.18 and H.460.19
firewall traversal, which allows the system to establish IP connections across firewalls

more easily .

The H.460.18 deals with signaling. The H.460.18 s olution perpetually hunts in order to
open pinholes from the intern  al network to the external one.  Without using the H.460.18
solution, which permits the gatekeeper to open a co nnection, the external device could
not communicate with internal device , because the firewall would obstruct its attempt to
setup a call. H.460.19 extends H.323 by defining the NAT/firewall me chanism for media.
In addition, H.460.19 provides a solution for opening RTP and  RTCP pinholes and a

method for maintaining the m using a keep -alive mechanism.
To use H.460, you need to depl oy a Traversal Server (TS) at public network.

The following illustration shows how a H.460  traversal server works between two

enterprise locations.

Traversal Server

nternet

H.460

Private Network Private Network

w-.‘a/n.a.so
&

Main Office

H.460

Branch Office

The H.460 firewall traversal parameter is described b elow :

Parameter Description Configuration Method

Enables or disables H.460

firewall traversal feature on the Remote Control
H.460 Active
system. Web User Interface

Default: Disabled
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To configure H.460 firewall traversal

1. Click on Account -> H323.

via web user

interface :

2. Select the desired value from the pull -down list of H.460 Active .

Yealink vcio

H323

SIP Account

SIP IP Call

Codec

Home

Account

Register Status

H323 Protocel

H.323 Account

H.323 Name

H.323 Extension
Gatekeeper Mode
Gatekeeper IP Address 1
Gatekeeper 1P Address 2
Gatekeeper Authentication
Gatekeeper Usemame

Gatekeeper Password

About Language v Logout

Network Setting Directory Security

H.460 Active

H.323 Tunneling
H235 Encryption

Protocol Moritor Port

Registered

[10.2.143 | Port[1719 |
| | port[1719 |
——
[sesesees
EEC—

1720

3. Click Confirm to accept the change.

To configure H.460 firewall traversal

via the remote control:

1. Select Menu ->Advanced (default password: 0000 ) ->H.323.

2. Check the H.460 Active checkbox .

3. Pressthe Save soft key to accept the change.

Intelligent Firewall Traversal

The video conferencing system can provide
for both the head office and

In some cases, the head office is in the WAN and

office is in the LAN, and no port mapping is configured on its firewall. Y

the intelligent firewall

a branch office.

efficiency and continuous communication

lack s a VPN network, while the branch
ou can enable

traversal feature, so that the head office can share content with

branc h office, or control the camera of branch office.

The intelligent firewall

traversal parameter

is described below

Parameter

Description

Configuration Method

Intelligent Firewall
Traversal

Enables or disables the

intelligent firewall

traversal

Web User Interface
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Parameter Description Configuration Method

feature on the system .

Default: Disabled

To configure intelligent firewall traversal via web user interface :

1. Click on Network -> NAT/Firewall .

2. Select the desired value from the pull -down list of Intelligent Firewall Traversal

About Language v Logout

-
Yea'lnk vcaopn  Home Account Network Setting Directory  Security
EaNjeootioutatiog NAT Configuration
NAT/Firewall
Static NAT Disabled v
Advanced
Diagnase NAT Public IP Address
Route Traversal Auto h
Stun Config
Active Disabled v
s s ]
s o
Reserve Port
UDP Port Scope 50000 ~ 50499
TCP Port Scope 50000 ~ 50499
Intelligent Firewall Traversal
Intelligent Firewall Traversal on v

3. Click Confirm to accept the change.

Quality of Service

Quality of Service (QoS) s the ability to provide different priorities for different packets
in the net work . This allows the trans port of traffic with special requirements . QoS
guarantees are important  for applications that require a fixed bit rate and are delay
sensitive when the network capacity is insufficient . There are four major QoS factors to
be consider ed when configuring a modern QoS implementation: bandwidth, delay,

jitter and loss.
QoS provides a better network service through the following features:
Supporting dedicated bandwidth
Improving loss characteristics
Avoiding and managing network congestion
Shaping network traffic

Setting traffic priorities across the network
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The Best-Effort service is the default QoS model in the IP networks. It provides no
guarantees for data deliver y, which means delay, jitter, packet loss and bandwidth
allocation are unpredictable. Differentiated Service s (DiffServ or DS) is the most widely
used QoS mod el. It provides a simple and scalable mechanism for classifying and

ma nag ing network traffic and providing QoS on modern IP networks. Differentiated
Services Code Point (DSCP) is used to define DiffServ classes and is stored in the first six
bits of the To S (Type of Service) field . Each router on the network can provide QoS
simply based on the DiffServ class. The DSCP value ranges from 0 to 63 with each DSCP
specifying a particular per  -hop behavior (PHB) applicable to a packet . A PHB refers to
the packet scheduling, queuing, policing, or shaping behavior of a node on any given

packet .

Four standard PHBs available to construct a DiffServ -enabled network and achieve
QoS:

Class Selector PHB & backwards compatible with IP precedence . Class Selector
code points are of the form  0xxx000 6. The first three bits are the IP precedence bits.
These class selector PHBs retain almost the same forwarding behavior as nodes

that implement IP  precedence -based classification and forwarding.

Expedited Forwarding PHB 0 the key ingredient in DiffServ.  model for providing a

low -loss, low -latency, low -jitter and assured bandwidth service.

Assured Forwarding PHB & defines a method by which BAs  (Bandwidth Allocations)
can be given different forwarding assuranc es.

Default PHB 09 specifies that a packet marked with a DSCP value of 00000006 gets
the traditional best effort service from a DS  -compliant node

VoIP is extremely bandwidth and delay -sensitive . QoS is a major issue in V olP
implementation s, with regard to guaranteeing how that packet traffic is not delayed or
dropped due to interference from other lower priority traffic. VoIP can guarantee

high -quality QoS only if the voice , video and data packets are given priority over other
kinds of network traffic. ~ Yealink video conferencing systems support the DiffServ model

of QoS. DSCPs for voice, video and data packets that can be specified respectively

Voice QoS

To make VolP transmissions intelligible to  receivers , voice packets should not be
dropped, excessively delayed, or made to suffer varying delay. DiffServ model can
guarantee high -quality voice transmission when the voice packets are configured to a
higher DSCP value .

Video QoS

To ensure acceptable visual quality  for video, video packets emanat ed from the system

should be configured with a high transmi ssion priority .
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Data QoS

To ensure good call quality, data packets (e.g., SIP signaling and H.225 call signaling)

emanat ed from the system should be configured with a high transmi ssion priority .

QoS feature parameters on the system are described below .

Parameter

Description

Configuration Method

Audio Priority

Specifies the DSCP value for
voice packets.

Valid Values: 0 -63
Default: 63

Note : If you change this
parameter, the system  will reboot
to make the change take effect

Remote Control

Web User Interface

Video Priority

Specifies the DSCP value for
video packets.

Valid Values: 0 -63
Default: 34

Note : If you change this
parameter, the system  will reboot
to make the change take effect.

Remote Control

Web User Interface

Data Priority

Specifies the DSCP value for data

packets.
Valid Values: 0 -63
Default: 63

Note : If you change this
parameter, the system  will reboot

to make the change take effect

Remote Control

Web User Interface

To configure QoS via web user interface :

1. Click on Network -> Advanced .
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2. Inthe QoS block, enter the desired values in the corresponding fields

About Language v Logout

Yea'ink vcagp Home Status Account Network Setting Directory Security
LAN Configuration LLDP
NAT/Firewall
Advanced Active Disabled [~]
Diagnose— Packet Interval(1-3600s) 60
VLAN
Internet Port
Active Disabled [=]
VID(1-4094) 1
Priority 0 [=]
DHCP VLAN
Active Enabled |Z|
Option 132
Qos
Audio Priority 63
Video Priority 34
Data Priority 63
MTU
Video MTU 1500

3. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click Confirm to reboot the system immediately
To configure QoS via the remote control

1. Select Menu -> Advanced (default password: 0000 ) -> Advanced Network
2. Inthe Diffserv QoS block, enter the desired values in the corresponding fields
3. Pressthe Save soft key to accept the change

The display device prompts 0Reboot now? 6.

4. Select OK toreboot the system immediately

VPN (Virtual Private Network) is a secured private network connection built on top of
public telecommunication infrastructure s, such as the Internet . VPN has become more
prevalent due to the benefits of scalability , reliability , convenience and security. VPN
provide s remote offices or individual users with secure access to their organization's
network. There are two types of VPN access: remote -access VPN (connecting an
individual device to a network) and site -to-site VPN (connecting two networks together)

Remote -access VPN allow s employees to access their company's  intranet from home or
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outside the office , and site -to-site VPN allo ws employees in geographically separated
offices to share one cohesive virtual network. VPN can also be classified by the
protocols used to tunnel the traffic . It provide s security through tunneling protocols
IPSec, SSL, L2TP and PPTPR.

The system support s SSL VPN which provide s remote -access VPN capabilities through
SSL.Open VPN is a full featured SSL VPN software solution that creat es secure
connections in remote access facilities and is designed  work w ith the TUN/TAPvirtual
networking interface . TUN and TAP are virtual network kernel devices. TAPsimulates a
link layer device and provides a virtual point -to-point connection , while TUN simulates a
network layer device and provides a virtual network segment . The system uses
OpenVPN to achieve the VPN feature.  To prevent disclosure of private information ,
tunnel system must authenticate each other before secure VPN tunnel is established.
After the VPN feature is configured properly on the system, the system acts as a VPN
clientand uses the certificates to authenticate the VPN server.

@ Mobile Phone

Mobile Office

SSL VPN
Gateway

Intranet

Cooperative
Enterprises

House

Hotel

To use VPN, the compressed package of VPN-related files should be uploaded to the
system in advance . The file format of the compressed package must be  *.tar. The
VPN-related files are: certificates (ca.crt and client.crt ), key (client.key ) and the
configuratio n file (vpn.cnf) of the VPN client. For more information, referto  OpenVPN

Feature on Yeal ink IP Phones.

VPN feature parameters on the system are described below .

Parameter Description Configuration Method
] Enables or disables VPN feature Remote Control
VPN-> Active
on the system. Web User Interface
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Parameter Description Configuration Method

Default: Disabled

Note : You need to upload the
compressed package of
VPN-related files to the system
first before enabling the VPN
feature. If you change this
parameter, the system  will reboot
to make the change take effect

Upload s the compressed
Upload VPN

. package of VPN-related files Web User Interface
Config

(*.tar) to the system.

To configure VPN via web user interface :

1. Click on Network -> Advanced .

2 In the VPN block, click Browse to locate the VPN file (*.tar) from your local system
3. Click Upload to upload the file to the system.
4

Select the desired value from the pull ~ -down list of Active .

About Language v Logout

Yea'ink vcapp Home Account Network Setting Directory Security
LAN Configuration SHME
NAT/Firewall Active Disabled [=]
GEETEEL Port 161
Dignose Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port a0
HTTPS Enabled [~]
HTTPS Port 443
802.1x
802.1x Mode Disabled |Z|
Tdentity |—
MD5 Password Ioooooooo
CA Certificates I— Browse...|| Upload
Device Certificates l— Browse...|| Upload
VPN
Active Enabled |Z|
Upload VPN Config C:\fakepath\openvpn.tar Browse... Upload

5. Click Confirm to accept the change.
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A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click Confirm to reboot the system immediately .

To configure VPN via the remote control :

L

Select Menu -> Advanced (default password: 0000 ) -> Advanced Network
2. Checkthe VPN checkbox .

3. Pressthe Save soft key to accept the change

The display device prompts OReboot now? 6.

4. Select OK toreboot the system immediately .
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Configuring Call Preferences

This chapter provides information

on how to configure s y s t ecafl@references (e.g.,

call p rotocol and network bandwidth).
This chapter provides the following sections:

Configuring SIP Settings

Configuring H.323 Settings

DTMF

Codecs

Call Protocol

Do Not Disturb

Auto Answer

Call Match

History Record

Bandwidth

Ringback Timeout

Auto Refuse Timeout

SIP IP Call by Proxy

Default Layout of Single Screen

Configuring SIP Settings

Yealink VC400/VC120 video conferencing system support

Session Initiation Protocol (SIP) .

If your server supports SIP, you can use SIP to establish calls.

SIP Account

To establish calls using SIP, you can configure a SIP account for the  system.

SIP account parameters on the  system are described below:

Parameter Description

Configuration Method

Enables or disables the SIP
SIP Account account.

Default: Enabled

Remote Control

Web User Interface

Register Name

Configures the user name of the

Remote Control
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Parameter Description Configuration Method
SIP account for register Web User Interface
authentication .
Default : Blank
Specifies the user name to use for
authentication when registering Remote Control
User Name .
with a SIPserver. Web User Interface
Default : Blank
Specifies the password
associated with the user name
] Remote Control
Password used to authenticate the  system

to the SIPserver.

Default : Blank

Web User Interface

Server Host

Configures the IP address or
domain name of the SIP server
for the SIP account.

Default : Blank

Remote Control

Web User Interface

Enable Outbound
Proxy Server

Enables or disables the system to
send requests of the SIP account
to the outbound proxy server

Default: Disabled

Remote Control

Web User Interface

Outbound Proxy
Server

Configures the IP address or
domain name of the outbound

proxy server for the SIP account.

Valid values: Integer from 1 to
65535.

Default: it is configurable only
when the Outbound Proxy Server

is enabled.

Remote Control

Web User Interface

Transport

Configures the type of transport

protocol for the SIP account.

UDP# provides best -effort
transport via UDP for SIP

signaling.

TCP provides reliable
transport via TCP for SIP

signaling.

TLS provides secure

communication of SIP

Remote Control

Web User Interface
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Parameter

Description

Configuration Method

signaling.

DNS-NAPTRA performs the
DNS NAPTR and SRV queries
for the service type and port

if no server port is given

Default: UDP

Note : TLS is available only when
the system is registered with a
SIP server that sup ports TLS.

Server Expires

Configures the registration
expiration time (in seconds)  of
the SIP server for SIP account.

Default: 3600s

Remote Control

Web User Interface

To configure SIP account via web user interface

1. Click on Account ->SIP Account .

2. Configure the SIP account settings

About Language v Logout

Yealink vcapp Home Status Account Network Setting Directory Security

H323 Reqister Status Registered

SIP Account SIP Account Enabled -

P& Register Name 1008

Codec
User Name 1008
Password Ty
Server Host 10.2.1.48 Port 5060
Enable Outbound Proxy Server Disabled -
Outbound Proxy Server Port 5060
Transport UDF h
Server Expires 3600
SRTP Disabled -
DTMF Type SIF INFO hd
DTMF Info Type DTMF -
DTMF Payload Type ( 96~127 ) 101
NAT_Traversal STUN -
Keep Alive Intenval 30
RPort Enabled -

3. Click Confirm to accept the change.
After successful registration, the  display device displays , and the LCD

screen of the video conferencing phone

displays
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To configure SIP account via the remote control:

1. Select Menu -> Advanced (default password: 0000 ) -> SIP Account.
2. Configure the SIP account settings
3. Pressthe Save soft key to accept the change.

After successful registration, the display device displays , and the LCD
screen of the video conferencing phone  displays

SIP IP Call

106

When making an [P call using the SIP protocol , the system doesn't support the TLS
transport protocol. So configuration parameters  of SIP IP call are divided from the SIP

account . You can configure SIP IP call separately .

SIP IP call parameters on the system are described below:

Parameter Description Configuration Method

Enables or disables the SIP IP
Call.

Default: Enabled . Remote Control

SIP IP Call Enable | note: When it is set to Enabled on
both sites, the VC 400/VC120 can
call the far site by dialing an IP

Web User Interface

address directly.

Configures the type of transport

protocol for the SIP IP call.

UDPf provides best -effort
transport via UDP for SIP
signaling.

TCPA provides reliable
Transport transport via TCP for SIP

signaling.

Remote Control

Web User Interface

DNS-NAPTRA performs the
DNS NAPTR and SRV queries
for the service type and port

if no server port is given

Default: TCP

To configure SIP IP call via web user interface

1. Click on Account-> SIP IP Call.

2. Select the desired value from the pull -down list of SIP IP Call Enable .
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3. Select the desired value from the pull  -down list of Transport .

About  Language v Logout

Yea'ink vcaop Home Account Network Setting Directory Security
H323 SIP IP Cal Enable Enabled A
SIP Account Transport TCP -
WLE SRTP Disabled A
Codec DTMF Type SIF INFO -

DTMF Info Type DTMF A
DTMF Payload Type { 96~127 ) 101

NAT_Traversal Disabled A
RPort Enabled -
BFCP Enabled -
FECC(SIP) Enabled hd

4. Click Confirm to accept the change.
To configure SIP IP call via the remote control:

1. Select Menu -> Advanced (default password: 0000 ) -> SIP IP Call.

2. Select the desired value from the pull  -down list of SIP IP Call Enable .
3. Select the desired value from the pull  -down list of Transport .
4

Press the Save soft key to accept the change.

Configuring H.323 Settings

Yealink VC400/VC 120 video conferencing systems support ~ H.323 protocol. If your
network uses a gatekeeper,  you can register an H.323 account for  the system , and
specify its H.323 name and extension. This allows others  to call the system by entering
the H.323 name or extension instead of the IP address.

SIP settings p arameters on the system are  described below:

Parameter Description Configuration Method

Enables or disables the H.323

protocol.
Default: Enabled .

Note: Only when it is set to
H323 Protocol Enabled, can H.323 account be Remote Contr ol
registered. When it is set to Web User Interface
Enabled on both sites, the
VC400/VC120 can call the far
site by dialing an IP address

directly.
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Parameter

Description

Configuration Method

H.323 Account

Enables or disables the H.323

account.
Default: Enabled

If it is set to disabled, the
system cannot place or receive

calls with the H.323 protocol.

Remote Control

Web User Interface

H.323 Name

Specifies the name that
gatekeepers and gateways use
to identify t his system. You can

make point -to-point calls using

H.323 names if both system are

registered to a gatekeeper.

Default: blank

Remote Control

Web User Interface

H.323 Extension

Specifies the extension th at
gatekeepers and gateways use
to identify th is system.

Default: blank
Note: Users can place
point -to-point calls using the

extension if both systems are

registered with a gatekeeper

Remote Control

Web User Interface

Gatekeeper ID

Configures the gatekeeper ID.

Note: This is set only when
required by the gatekeeper. For
example, for configurat ions
with multiple gatekeepers. The
gatekeeper ID must match the
one configured on the
gatekeeper. Do not co nfigure
this p arameter if the

gatekeeper does not require  it,
as this may result in failure to

register with the gatekeeper.

Remote Control

Web User Interface

Gatekeeper Mode

Configures the gatekeeper

mode .

Disabled fi the system
does not use a

gatekeeper .

Auto i the system

Remote Control

Web User Interface
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Parameter

Description

Configuration Method

automatically discovers a
gatekeeper .

Manual fi specify the IP
address and port for the

gatekeeper manually

Default: Disabled

Gatekeeper IP
Address 1

Configures the IP address of the
primary gatekeeper.

Remote Control

Web User Interface

Gatekeeper IP
Address 2

Configures the IP address of the

secondary gatekeeper.

Remote Control

Web User Interface

Gatekeeper
Authentication

Enables or disables support for
gatekeeper authentication.

Default: Disabled

Note: When Gatekeeper
Authentication is enabled, the
gatekeeper ensures that only
trusted H.323 systems are
allowed to access the

gatekeeper .

Remote Control

Web User Interface

Gatekeeper
Username

Specifies the user name for
authentication with

gatekeeper .

Default: blank

Remote Control

Web User Interface

Gatekeeper
Password

Specifies the password for
authentication with

gatekeeper .

Default: blank

Remote Control

Web User Interface

H.460 Active

Enables or disables H.460
firewall traversal feature on the

system.
Default: Disabled

For more information, refer to
H.460 Firewall Traversal on
page 93.

Remote Control

Web User Interface

H.323 Tunneling

Enables or disables the H.323

tunneling on the system.

Default: Disabled

Remote Control

Web User Interface
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Parameter

Description

Configuration Method

For more information, refer to
H.323 Tunneling on page 74.

H.235 Encryption

Specifies the H.235 type for the
H.323 account.

Disabled fi do not use
H.235 in H.235 calls.

Optional fi negotiate with
the far site whetherto  use
H.235 for media encryption
in H.323 calls .

Compulsory fi compulsory
use H.235 for media

encryption in H.323 calls

Default: Disabled

For more information, refer to
H.235 on page 219.

Web User Interface

Protocol Monitor
Port

Specifies the port for the H.323

protocol .
Default 1720.

Note : It is only applicable to IP

call.

Web User Interface

Local Early Media

Enables or disables | ocal early

media feature on the system.
Default : Disabled.

If itis set to Enabled , the system
will send video SDP twice

during a call to solve the
compatibility between Yealink

device and certain devices

Web User Interface

To configure H.323 account via web user interface :

1. Click on Account ->H323.
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2. Configure the H.323 account settings

About Language v Logout

Yedlil'lkvcm Home Account Network Setting Directory Security
H323 Register Status Reqgistered
SIP Accoun Ha23 Protocl
SIP IP Call
322 Account
Codec
Gatekeeper Mode
Gatekeeper 1P Address 1 [10.2.1.43 | port|1710 |
Gatekesper TP Address 2 | | port[1710 |
Gatekeeper Authentication
Gatekeeper Username I
Gatekesper Password quuoo
Ht60 Actve
H235 Encryption
Protocol Monitor Port 1720
3. Click Confirm to accept the change.
After successful registration, the display device displays | , and the LCD
screen of the video conferencing phone  displays
To configure H.323 account via the remote control:
1. Select Menu -> Advanced (default password: 0000 ) ->H323.
2. Configure the H.323 account settings.
3. Pressthe Save soft key to accept the change.
After successful registration, the display device displays | , and the
LCD screen of the video conferencing phone  displays

DTMF

DTMF (Dual Tone Multi -frequency ), better known as touch -tone, is used for

telecommunication signaling over analog telephone lines in the voice

DTMF is the signal sent from the

pressing the keypad during a call

sinusoidal tone of two frequencies . One is generated from a high

the other from a low frequency group.

-frequency band.

IP phone to the network , which is generated when
. Each key pressed on the IP phone generates one

frequency group and

The DTMF keypad is laid out in a 4x 4 matrix, with each row representing a low

frequency, and each column representing a high frequency. Pressing a

as '1") will generate a sinusoidal tone for each o

(Hz)).

digit key (such

f two frequencies (697 and 1209 hertz
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DTMF Keypad Frequencies :

1209 Hz 1336 Hz 1447 Hz 1633 Hz
697 Hz 1 2 3 A
770 Hz 4 5 6 B
852 Hz 7 8 9 C
941 Hz * 0 # D

Methods of Transmitting DTMF Digit

Three methods of transmitting DTMF digits:

RFC2833 -- DTMF digits are transmitted by RTP  Events compliant to RFC2833 .
INBAND -- DTMF digits are transmitted in the voice band

SIP INFO -- DTMF digits are transmitted by SIP INFO messages

RFC 2833

DTMF digits are transmitted using the RTP Eventpa ckets that are sent along with the
voice path . These packets use RFC 2833 format and must have a payload type that
matches what the other end is listening for. The payload type for RTP Event packets is
configurable. IP phones default to 101 for th e payload type, whic h use the definition to
negotiate with the other end  during call establishment.

The RTP Eventpa cket contains 4 bytes. The 4 bytes are distributed over several fields
denoted as Event, End bit, R -bit, Volume and Duration. If the End bit is set to 1, the

pa cket contains the end of the  DTMF event. You can configure the sending times of the
end RTP Event packet.

INBAND

DTMF digits are transmitted within the audio of the IP phone conversation . It uses the
same codec as your voice and is audible to conversation  partners.

SIP INFO

DTMF digits are transmitted by the SIP INFO messages when the voice stream is

established after a successful SIP 200 OK -ACK message sequence . The SIP INFO
message is sent along the signaling path of the call. The SIP INFO message can tra nsmit
DTMF digits in three ways: DTMF, DTMF -Relay and Telephone -Event.
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DTMF parameters for SIP protocol on the system are described below:

Parameter

Description

Configuration Method

DTMF Type

Configures the DTMF type. You
can configure it for the SIP

account or SIP IP call separately.

INBAND @ DTMF digits are
transmitted in the voice
band.

RFC28331 DTMF digits are
transmitted by RTP Events
compliant to RFC2833.

SIPINFOf@ DTMF digits are
transmitted by the SIP INFO

messages .

RFC2833+ SIPINFOfi DTMF
digits are transmitted by RTP
Events compliant to RFC
2833 and the SIP INFO

messages .

Default: SIP INFO

Remote Control

Web User Interface

DTMF Info Type

Configure s the DTMF info type
when DTMF type is set to SIP
INFO or RFC2833+ SIPINFO. You
can configure it for the SIP
account or SIP IP call separately.
DTMF-Relay
DTMF

Telephone -Event

Default: DTMF

Remote Control

Web User Interface

DTMF Payload
Type~ 96~127"~

Configures the value of DTMF
payload . You can configure it for
the SIP account or SIP [P call

separately.

Default: 101

Web User Interface

To configure DTMF type for SIP account via web user interface:

1. Click on Account -> SIP Account.

2. Select the desired value from the pull

-down list of DTMF Type.
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If SIP INFO or RFC2833+ SIPINFO is selected, select the desired value from the
pull -down list of DTMF Info Type .

3. Enter the desired value inthe DTMF Payload Type (96~127) field .

About Language v Logout

Yea'ink vcapp Home Status Account Network Setting Directory Security
H323 Register Status Registered
SIP Account SIP Account Enabled -
P& Register Mame 1008
Codec User Name 1008
Password ssseseee
Server Host 10.2.1.48 Port 5060
Enable Outbound Proxy Server Disabled -
Outbound Proxy Server Port 5060
Transport UDF -
Server Expires 3600
SRTP Disabled -
DTMF Type SIF INFO A
DTMF Info Type DTMF -
DTMF Payload Type ( 96~127 ) 101
NAT_Traversal STUN -
Keep Alive Intenval 30
RPort Enabled -

4. Click Confirm to accept the change.
To configure DTMF type for SIPIP call via web user interface:

1. Click on Account -> SIPIP Call.
2.  Select the desired value from the pull  -down list of DTMF Type.

If SIP INFO or RFC2833+ SIPINFO is selected, select the desired value from the
pull -down list of DTMF Info Type .
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3.

Enter the desired value

in the DTMF Payload Type (96~127) field .

About Language v Logout

-
Yea']nk vcspp Home Status Account Network Setting Directory Security
H323 SIP IP Call Enable Enabled A
SIP Account Transport TCP -
T SRTP Disabled A
Codec
DTMF Type SIF INFO -
DTMF Info Type DTMF -
DTMF Payload Type ( 96~127 } 101
MAT_Traversal Disabled -
RPort Enabled -
BFCP Enabled -
FECC(SIP) Enabled A
4. Click Confirm to accept the change.

DTMF parameters for H.323 protocol on the

system are described below:

Parameter Description Configuration Method
Configures the DTMF type for
H.323 protocol .
INBAND @ DTMF digits are
transmitted in  the voice
band.
Remote Control
DTMF Type

Auto fi the system
automatically negotiates the
way (INBAND, RFC2833o0r
SIPINFO) to transfer DTMF
digits .

Default: INBAND

Web User Interface

To configure DTMF type for H.323 via web user interface:

1.

Click on Account -> H.323.
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2. Select the desired value from the pull  -down list of DTMF Type.

About Language v Logout

Yealink vcapg Home Account Network Setting Directory  Security
B H.323 Account Enabled v
S1P Account PLIZ NS
sIP 1P Call H.323 Extension
Codec Gatekeeper Mode
Gatekesper TP Address 1 [10.2.1.43 | Port[1719 |
Gatekeeper TP Address 2 | | port[1719 |
Gatekeeper Authentication
Gatekeeper Usarmame l—
Gatekeeper Password quun
H.460 Active
H.323 Tunneling
H235 Encryption
Protocol Monitor Port
DTMF Type INBAND v |
H.239 Enabled v
FECC(H.323)

3. Click Confirm to accept the change.

Codecs

CODEC is an abbreviation of COmpress -DECompress, and is capa ble of coding or
decoding a digital data stream or signal by implementing an algorithm . The object of
the algorithm is to represent the  high -fidelity audio /video signal with a minimum number
of bits while retaining quality . This can effectively reduce the frame size and the

bandwidth required for audio /video transmission.

Audio Codecs

The aud io codec that the system uses to establish a call should be supported by the
server. When placing a call, the  system will offer the enabled audio codec list to the
server and then use the audio codec negotiated with the called party according to the

priori ty.
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The following table summarizes the supported  audio codecs on the system:

Codec Algorithm Bit Rate Sample Rate Reference
G.722.1c 48 Kbps 32 Ksps RFC 5577
G.722.1c G.722.1 32 Kbps 32 Ksps RFC 5577
G.722.1c 24 Kbps 32 Ksps RFC 5577
G.722.1 G.722.1 24 Kbps 16 or 32 Ksps RFC 5577

G722 G.722 64 Kbps 16 Ksps RFC 3551

PCMU G.711 64 Kbps 8 Ksps RFC 3551

PCMA G.711 64 Kbps 8 Ksps RFC 3551

Audio ¢ odecs p arameters on the system are  described below:

Parameter Description Configuration Method

Specifies the enabled audio
codecs for the system to use.
Enable Codecs Note: All support audio codecs Web User Interface
are enabled on the system by
default .

. Specifi es the disabled audio
Disable Codecs Web User Interface
codecs for the system not to use .

Enables or disables the special
audio codec byte sequence

Note: Different devices have
different definition about  how
some Codecs are stored

Special audio (Big-endian or little -endian ),
codec byte which may lead to the audio Web User Interface
sequence incompatibility problems

between Yealink and  certain
devices . You can enable the
special audio codec byte
sequence feature to solve these
incompatibility problems

To configure audio codecs via web user interface :

1 Click on Account -> Codec .

2 Select the desired codec from the  Disable Codecs or the Enable Codecs column.
3. Click [« ]or [=] to disable or enable the selected codec.
4

Select the desired audio codec from the Enable Codecs column, and click \I’)r \:’
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to adjust the priority of the selected audio codecs .

5. (Optional) If Yealink device has audio problems with certain device, sele ct
Enabled from the pull -down list of Special audio codec byte sequence

About Language v Logout

-
Yeal]nk vcsop Home Status Account Network Setting Directory Security
TR Audio Codec
SIP Account
Disable Codecs Enable Codecs
SIP 1P cal
- G.722.1c,(48kb/s -
Codec G.722.1c,(32kb/s)
6.722.1c,(24kb/s)
— 6.722.1,(24kb/s) T
G722
PCMU
— PCMA T
Special audio codec byte sequence Disabled hd
Video Codec
Disable Codecs Enable Codecs

H.264 High Profile =

6. Click Confirm to accept the change.

Video Codecs

The video codec that the system uses to establish a call should be supported by the
server. When placing a call, the  system will offer the enabled video codec list to the
server and then use the video codec negotiated with the called party according to the
priority.

The following table summarizes the supported video codecs on the system:

Name MIME Type Bit Rate Frame Rate Frame Size
H.264 High Tx: WQVGA,360P, 448PR,
H264/90000
Profile 540P, 720PR, 1080P
90 kbps to 5 fps to Rx: Conventional Size
H.264 H264/90000 Below 1080P
2048 kbps 30 fps elow
Tx: CIF, 4CIF
H.263 H263/90000
RX: QCIF, CIF, 4CIF
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Video ¢ odecs parameters on the system are described below:

Parameter

Description

Configuration Method

Enable Codecs

Specifies the enabled  video
codecs for the system to use.

default .

Note: All support video codecs
are enabled on the system by

Web User Interface

Disable Codecs

Specifi es the disabled video

codecs for the system not to use

Web User Interface

To configure video codecs via web user interface :

column .

Click on Account -> Codec .

Select the desired video codec from the Disable Codecs orthe Enable Codecs

Click or to disable or enable the selected  video codec.

to adjust the priority of the selected video codecs .

Select the desired video codec from the Enable Codecs column, and click E])r

About Language v Logout

-
Yea'lnk VG400 Status Account Network Setting Directory Security
TR Audio Codec
SIP Account
Disable Codecs Enable Codecs
SIPIP Call
- G.722.1c,(48kb/s -
Codec G.722.1c,(32kb/s)
6.722.1c,(24kb/s)
— 6.722.1,(24kb/s) T
G722
PCMU
— PCMA T
Special audio codec byte sequence Disabled A
Video Codec
Disable Codecs Enable Codecs
= H.264 High Profile =
H.264
H263
= T
= }
5. Click Confirm to accept the change.
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Call Protocol

120

The system supports SIP and H.323 protocols for incoming and outgoing calls. H.323 is
commonly used to communicat e to other video conferencing system. SIP iscommonly
used to communicate with other ~ VolIP devices. The default call protocol on the system is
Auto . The system preferentially uses the H.323 protocol to place calls. If there is no

available H.323 account on the system, the system will switch to the SIP protocol for
placing calls. You can specify the desired protocol for the system to place calls. Ensure

the remote system supports the same p  rotocol .

The call protocol parameter on the system is described below:

Parameter Description Configuration Method

Specifies the desired call
protocol for placing calls.

Auto i the system
automatically uses the

available call protocol.
Remote Control
Call Protocol . SIPA the system uses the SIP

protocol for placing calls .

Web User Interface

H.323f1 the system uses
H.323 protocol for placing

calls.

Default: Auto

To configu re call protocol via web user interface :

1. Click on Setting -> Call Feature s.
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2. Select the desired value from the pull

Yealink v

-down list of Call Protocol .

About Language v Logout

General

Date&Time

Call Features

Video & Audio

Camera

Configuration

Upgrade

Tones

Wireless Micpod

Home Account Network Setting Directory Security
DND
Auto Answer Enabled hd
Ao Arsvr s
Auto Answer Multiway
cal ach
HistoryRacrd
cat prosc F—]
Uplink Bandwidth
Downlink Bandwidth
Abnormal call answering
Safe mode cal
Ringback Timeout{30-240) 200
Auto Refuse Timeout(30-240) 120

3. Click Confirm to accept the change.

To configure call protocol via the remote control:

1. Select Menu -> Call Features -> Call Protocol .

2. Select the desired value from the pull

3. Pressthe Save soft key to accept the change.

Do Not Disturb

Do not Disturb allows the system to reject all
activate the DND mode for the system when it is idle, and the DND mode will be

-down list of Call Protocol .

incoming calls automatically . You can

deactivated after the system places a call. You can also activate the DND mode for the

system during a call, and the DND mode will be deactivated a

call.

The DND parameter on the system is described below:

fter the system ends the

Default: Disabled

Parameter Description Configuration Method
Enables or disables DND mode
Remote Control
DND on the system.

Web User Interface

To configure DND via web user interface :

1. Click on Setting -> Call Feature s.
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2. Select the desired value from the pull  -down list of DND.

About  Language v Logout

Yea'inkvmm Home Account Network Setting Directory Security
General DND |
DatesTIme Auto Answer
Call Features
Auto Answer Mute
Video & Audio
Auto Answer Multiway
Camera
Configuration Call Match Enabled hd
Upgrade History Record Enabled hd
Ton=s Call Protocol
Wireless Micpod
Uplink Bandwidth
Downlink Bandwidth
Abnormal call answering IP Call Answer hd
safe mode call
Ringback Timeout{30-240) 200
Auto Refuse Timeout(30-240) 120
3. Click Confirm to accept the change.
If Enabled is selected, the display device will display , and the LCD screen of
the video conferencing phone will display
To configure DND via the remote control:
1. Select Menu -> Call Features .
2. Check the DND checkbox .
3. Pressthe Save soft key to accept the change.
The display device will display , and the LCD screen of the  video

conferencing phone  will display
To configure DND during a call via web user interface :

1. Click Home .

2. Check the DND checkbox .
The display device will display e and the LCD screen of the  video
conferencing phone  will display

To configure DND during a call via the remote control:

1. Pressthe More soft key.
2. Check the DND checkbox .
3. Press the Back soft key to exitthe More window.

The display device will display e and the LCD screen of the  video
conferencing phone  will display
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Auto Answer

The auto answer feature allows the system to answer incoming calls automatically . The
auto answer mute feature allows the system to turn off the microphone when an

incoming call is answer ed automatically . The auto answer mute feature is available only
when the auto answer feature is enabled. The auto answer multiway feature allows the

system to answer new incoming calls automatically during an active call.

Auto answer parameters  on the system are described below:

Parameter Description Configuration Method

Enables or disables the auto
Remote Control
Auto Answer answer feature on the system.

Web User Interface
Default: Enabled

Enables or disables the auto
answer mute feature on the

system.
Auto Answer Remote Control
Default: Enabled
Mute Web User Interface
Auto answer mute feature is

configurable only when  the auto

answer is enabled.

Enables or disables the auto
answer multiday feature on the

system.
Auto Answer Remote Control
. Default: Disabled
Multiway Web User Interface
The auto answer multiway feature

is available only when the auto

answer is enabled.

To configure auto answer via web user interface :

1. Click on Setting -> Call Feature s.
2.  Select the desired value from the pull  -down list of Auto Answer .

3.  Select the desired value from the pull  -down list of Auto Answer Mute
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4. Select the desired value from the pull  -down list of Auto Answer Multiway.

About Language v Logout

Yea'ink vcepp  Home Account Network Setting Directory Security
General DND
EEAITE Auto Answer Enabled v
e Ao e itz
Video & Audio
— Auto Answer Multiway
Configuration Call Match
Upgrade History Record
Tones cal Protocol
ireless Micpod Uplink Bandwickh

Downlink Bandwidth
Abnormal call answering
safe mode cal
Ringback Timeout(30-240)
Auto Refuse Timeout(30-240) 120

5. Click Confirm to accept the change.

An

If Enabled is selected, the display device will display /7, and the LCD screen of
the video conferencing phone  will display

To configure auto answer via the remote control:

Select Menu -> Call Features .
Check the Auto Answer checkbox .
Check the Auto Answer Mute checkbox .

Check the Auto Answer Multiway checkbox .

a c ©w ndp PR

Press the Save soft key to accept the change.

An

The display device will display /7 , andthe LCD screen of the  video
Y
conferencing phone  will display

Call Match

The call match feature allows the system  to search entries automatically  from the search
source list based on the entered string . Once matched, the results willbe  displayed on
the screen. If no listis added to the search source list, the system will not perform a
search even if call match isen abled. For more information on how to search source list

in dialing , refer to Search Source List in Dialing on page 196 .
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Parameter of call match on the systemis  described below:

Parameter Description Configuration Method

Enables or disables the call
Remote Control

Call Match match feature on the system.
Web User Interface
Default: Enabled

To configure call match via web user interface :

1. Click on Setting -> Call Feature s.

2. Select the desired value from the pull  -down list of Call Match .

About Language v Logout

Yea'ink vceapp Home Account Network Setting Directory Security
General DND
DEEALTE Auto Answer Enabled A
Call Festures Auto Answer Mute Enabled A
Video & Audio
p— Auto Answer Multiway
confiurszon Gal Motch Erbed ]|
Upgrade History Record
Tones Call Pratocol
ireiess Mcpod Uplink Bandwicth

Downlink Bandwidth
Abnormal call answering
Safe mode cal
Ringback Timeout{30-240) 200
Auto Refuse Timeout(30-240) 120

3. Click Confirm to accept the change.
To configure call match via the remote control:

1. Select Menu -> Call Features .
2. Check the Call Match checkbox .

3. Pressthe Save soft key to accept the change.

History Record

The system maintains a local call  history, which contains call information such as remote
party identification, time and date, and call duration (call duration is only listed on the
web user interface) . Users can manage call history list via the remote control, web user
interface and video conferencing phone . To save call history, you must enable the
history record feature on the system in advance. If  history record feature is disabled, the

system will not save call log and prompt the missed call.
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The history record parameter on the system is described below:

Parameter Description Configuration Method

Enables or disables the history
Remote Control
History Record record feature on the system.

Web User Interface
Default: Enabled

To configure history record via web user interface :

1. Click on Setting -> Call Feature s.

2. Select the desired value from the pull  -down list of History Record .

About  Language v Logout

Yea'ink vcapp Home Account Network Setting Directory Security
Deteiime Auto Answer
CollFeatures Auto Answer Mute Enabled hd
Video & Audio
p— Auto Answer Multiway
Configuration Call Match
Upgrade History Recard Enables ||
Tones Gall Protocol
Wreless Miepod Uplink Bandith

Downlink Bandwidth
Abnormal call answering
Safe mode call
Ringback Timeout{30-240) 200
Auto Refuse Timeout(30-240) 120

3. Click Confirm to accept the change.
To configure history record via the remote control:

1. Select Menu -> Call Features .
2. Check the History Re cord checkbox .

3. Pressthe Save soft key to accept the change.

Bandwidth
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The system automatically detects the available bandwidth for call connection by

default. The VC400/VC120 supports connecting to other devices with different

bandwi dth. If a device with lower bandwidth joins a call, the video quality will stay the
same or will not reduce a lot.  You can specify the uplink and downlin ~ k bandwidths for
the system to achieve the best result . Uplink bandwidth is the  max bandwidth of
outgoing calls, and downlink bandwidth is the max bandwidth of incoming calls. The
configurable bandwidths on the system are: 256 kb/s, 384 kb/s, 512 kb/s, 640 kb/s, 768
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Note

kb/s, 1024 kb/s, 1280 kb/s, 1500 kb/s, 2000 kb/s, 3000 kb/s, 4000 kb/s, 5000 kb/s, 6000 kb/s.
The specified value of the uplink bandwidth becomes the maximum value that users

can select from the pull

-down list of Bandwidth in the dial screen.

The actual resolution dep ends on the performance of the
quality of the communication channel.

Bandwidth settings p arameters on the system are

far site , and is affected by the

described below:

Parameter

Description

Configuration Method

Uplink Bandwidth

Specifi es the maximum
transmit ting bandwidth for the

system.
Default: Auto

If Auto is selected , the system will
select the appropriate uplink
bandwidth automatically.

Remote Control

Web User Interface

Downlink
Bandwidth

Specifi es the maximum receiv ing

bandwidth for the system.
Default: Auto

If Auto is selected , the system will
select the appropriate downlink
bandwidth automatically.

Remote Control

Web User Interface

To configure bandwidth settings via web user interface :

1. Click on Setting -> Call Feature s.

2. Select the desired value from the pull

-down list of Uplink Bandwidth
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3. Select the desired value from the pull  -down list of Downlink Bandwidth

About Language v Logout

Yealink vcepp  Home Account Network Setting Directory Security
General DND
DEEAITE Auto Answer Enabled v
CollFeatures Auto Answer Mute Enabled v
Video & Audio
p— Auto Answer Multiway
Configuration Call Match Enabled hd
Uparade History Record
Tones all Protocol
Wreless Micpod Uplink Bandwicth

Downlink Bandwidth ’Auto—V|
Abnormal call answering
Safe mode cal
Ringback Timeout({30-240) 200
Auto Refuse Timeout(30-240) 120

4. Click Confirm to accept the change.
To configure bandwidth settings via the remote control:

1. Select Menu -> Call Features -> Bandwidth Settings

2. Select the desired value from the pull  -down list of Uplink Bandwidth

3. Select the desired value from the pull  -down list of Downlink Bandwidth
4

Press the Save soft key to accept the change.

Ringback Timeout

Ringback timeout defines a specific period of time within which the video conferencing

system will cancel the dialing if the call is not answered

The ringback timeout parameter on the system is described below:

Parameter Description Configuration Method

Configures the duration time (in
seconds) in the ringback state.
Ringback Timeout | pefault: 200

(30-240)

Web User Interface
If it is setto 200, the system will

cancel the dialing if the call is not

answered within  200s.
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To configure ringback timeout via web user interface :

1. Click on Setting -> Call Features .

2. Select the desired value from the pull  -down list of Ringback Timeout (30-240).

About Language v Logout

Yea"nkvcm Home Account Network Setting Directory Security
General DND
=AM Auto Answer Enabled hd
Call Features

Auto Answer Mute Enabled hd
Video & Audio
Auto Answer Multiway
Camera
Configuration Call Match Enabled hd
Upgrade History Record Enabled A
Tones p—
Wireless Micpod
Uplk ganduct
Downlink Bandwidth
[ p—
Safe moce cll
Ringback Timeout{30-240) 200 |
Auto Refuse Timeout(30-240) 120
3. Click Confirm to accept the change.
Auto Refuse Timeout
Auto refuse timeout defines a specific period of time within which the video

conferencing system will stop ringing if the call is not answered

The auto refuse timeout parameter sonthe system are described below:

Parameter Description Configuration Method

Configures the duration time (in

seconds) in the ring ing state.
Auto Refuse

Default: 120 Web User Interface

Timeout
(30-240) Ifitis setto 120, the system will
stop ringing if the call is not

answered within  120s.

To configure auto refuse timeout via web user interface :

1. Click on Setting -> Call Features .
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