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About This Guide

About This Guide

The VC400/VC120 video conferencing system represents a new generation of full
high-definition video conferencing launched by Yealink. It features, in addition to a
high-definition audio -visual experience, flexiblecompatibility, easy deployment and intelligent
network adaptation. With high product standards, it is an ideal choice for SMEs. The
VC400/VC120 video conferencing system allows branch offices, as well as branch and head
offices, to communicate flexibly and cooperate efficiently.

The guide is intended for administrators who need to configure, customize, manage, and
troubleshoot the video conferencing system properly, rather than for end -users. It provides
details on the functionality and configuration of the Yealinkvideo conferencing system.

Many of the features described in this guide involve network and account settings, which could
affect the systemds performance in the network. Ther
and a prior knowledge of VolIP telephony concepts are necessary.

Document ation s

This guide coversthe VC400'VC120 video conferencing system. In addition to the administrator

guide, the following related document ations are available:

Quick Start Guide, which describes how to assemble thesystem and configure basic

network features on the system.

User Guides, which describe how to configure and use basic features available on the

systems.

Video Conference Room Deployment Solution, which describes the conference room
layout requirements and how to deploy the systems.

Network Deployment Solution, which describes how to deploy network for your systems.
You can download the above documentations from Yealink website:
http.//support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

For support or service, please contact your Yealink reseller or go to Yealink Technical Supprt

online: Atip.//www.yealink.com/Support.aspx.

Firmware

Common reasons for updating firmware include fixing bugs or adding features to the device.
You can download the latest firmware for your product o nline:

htip://support yealink.com/documentFront/forward ToDocumentFrontDisplayPage

For more information on how to upgrade the system firmware, refer to Upgrading System
Firmware on page 249.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://www.yealink.com/Support.aspx
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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In This Guide

This administrator guide includes the following chapters:

Chapter 1,] SystemOverviewDZ d e s systémbcengponents, icons and Indicator LEDs.

Chapter 2, JGetting StartedDdescribes how to install and start up the system and
configuration methods.

Chapter 3,]JConfiguring Network D@escribes how to configure network features on the
system.

Chapter 4, ] Configuring Call PreferenceDdescribes how to configure call preferenceson

the system.

Chapter 5,] Configuring System SettingsDdescribes how to configure basic, audio and
video features on the system.

Chapt &ysterb ManggemenDZ descr i bes Isystemcontactsreachcallg e
history.

Ch a pt €onfigdring $ecurity FeaturebZ descri bes how to configure sec

the system.

Chapt &ysten8BMainfenanceDZ descr i bes Isystemfirnovare and resetdhe
system.

Chapt dmubldshoofingDZ descr i bes how systentandprovidess s hoot t he

some common troubleshooting solutions.

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 22, Guide Version 22.15

The following section is new for this version:

Logging into the StarLeafCloud Platform on page 105
Account Polling on page 129

Major updates have occurred to the following sections:
H.323 Tunneling on page 73
H.460 Firewall Traversabn page 91
Methods of Transmitting DTMF Digit on page 132
Dual-Stream Protocol on page 183
Camera Control Protocol on page 195

H.2350n page 243

vi
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Changes for Release 22, Guide Version 22.5

The following sections are new for this version:

Remote Control via Web User Interfaceon page 32
Auto Dialout Mute on page 144

Meeting Blackliston page 171

USB Cafiguration on page 200

Upgrading VCC20 Camera Firmwareon page 250

Major updates have occurred to the following sections:

Icon Instructions on page 25

Keep Alive on page 88

Configuring Cloud Settings on page 101
DTMFon page 131

Dual-Stream Protocol on page 183
Camera Control Protocol on page 195

Secure RealTime Transport Protocol on page 239

Changes for Release 21, Guide Version 21.20

The following sections are new for this version:

Keyboard Input Method on page 176
Configuring Cloud Settings on page 101

Major updates have occurred to the following sections:

Icon Instructions on page 25
Setup Wizard on page 40

Directory on page 209

Changes for Release 21, Guide Version 21.15

The following section is new for this edition:

IPv6 Supporton page 56

Hiding Icons in a Callon page 172
Output Resolution on page 199
Video Recording on page 201

Screenshoton page 203

vii
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VCSintegrated with Control Systems on page 226

Major updates have occurred to the following sections:

Packaging Contentson page 3

System Component Instructions on page 10
Configuring LAN Properties on page 48
Search Source List in Dialingon page 221

8-Way Conferencelicenseon page 224

Changes for Release 20, Guide Version 20.6

viii

The following sections are new for this version:

Firmware on page v

Physical Featureson page 2

VCM30 Video Conferencing Microphone Array on page 20
Remote Control Battery Safety Information on page 38
Static DNSon page 50

STUNon page 84

Keep Alive on page 88

Rport on page 90

DTMFon page 131

Video Codecson page 138

Ringback Timeout on page 149

Auto Refuse Timeouton page 150

SIP IP Call by Proxyn page 151

Meeting Password on page 168

Meeting Whitelist on page 169

Licenseon page 223

Major updates have occurred to the following sections:

Packaging Contentson page 3
VCC18VCC20HD Cameraon page 12
VCR10Remote Control on page 23
LED Instructionson page 29

System Installation on page 33

VLAN on page 61

Syst ems
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Configuring the System for Use with a Firewall or NATon page 77
H.460 Firewall Traversabn page 91

Configuring SIP Settingson page 122

Audio Setting on page 177

Dual-Stream Protocol on page 183

Camera Control Protocol on page 195

Dual Screenon page 221

H.2350n page 243

Capturing Packets on page 260



Admini stratorgs Guide for Yealink Video Conferencing Systems




Table of Contents

Table of Contents

ADOUL ThiS GUIHE  wreieieiererarernrsisrsrnssencsesssesasararasasarsssssssssssssssnnnnns V

DOCUMENEALIONS ...ttt ettt e ettt h e b et s bt e bt e sk st e abe e e s bb e e sas e e sbb e e nnn e e sbneennne e e %
FIIITIWEINE ...ttt bbbt e e bt e ket e bt e b bt e ehb e e e bt e eas e e st b e e ene e e e e nare e %
IN THIS GUITE. ...ttt ettt ettt b et e e bbbt e b e et et e ne e e beennne e Vi
SUMMATY Of CRANGES. ... . it e e e e e e e e e e e e s et e e e e e e e e satbatbeeeeeesaaantanreeeeas Vi
Changes for Release 22, Guide VErsion 22.15........cooiiiiiiiieeiieee e vi
Changes for Release 22, Guide VErsion 22.5.........coiiuiiiiiiiie e Vii
Changes for Release 21, Guide Version 21.20..........ccueiiiiiieeiiiiiee e ssiee e sieee s sneee s seeee e Vii
Changes for Release 21, Guide Version 21.15.........ccciiiiiiiiieiiieeeaiieeeesiee e e sneee e seeee e Vii
Changes for Release 20, Guide VErsion 20.6..........cccouuiieiiiiieiiiiieeiiieeeesiieeessieee e sieeeeesieeeeeas viii

Table Of CONENES wuvvvvrereresrsrereresessnssresesessssnrasassssssnasasesessssssarans Xi

SYSIEM OVEIVIEW ..vuiverrerrniriiirsirsressrssresssssssssssssssssssssssesssnrsnrenns 1

RV o 1 o] o 1= PSP 1
PRYSICAI FEAIUIES. ... ettt e e e e ettt e e e e e bbbt et e e e e e s sanbbeeeeeeeannnnes 2
Packaging COMEINTS ........eiiiiiiiiiiie ittt e e bbbt e e e e e e ab bttt e e e e e aab b e e et e e e e e s annbbeeeeaeeaannnnes 3

VC400 PacCKaging CONTENTS.....ccieiiiiiiiiieieeei ittt e e e ettt e e e e e e bbb e e e e e e e s aabb e e e e e e e s aanbbeeeeeeeeeaannees 3

VC120 Packaging Contents...

System Component Instructions ...

VC400/VC120 Codec.............
VCC18/VCCD HD Camera....
Video ConferenCing PROMNE ......c..ooi ittt e e e et e e e e e
CPES8O EXpansion MICIOPNONE.......c..ciiiiiiiiet ettt e e e e e e ee s 19
VCM30 Video Conferencing MiCrOPNONE AFTAY ........coiiiuuiiieiieeiiiiie et ee e 20
VCRI10 REMOTE CONIIOL.....uiviiiiiriie ittt e e e s 23
ICON INSTIUCTIONS ...ttt et e et e e s e e st e e e s e e e e s nn e e e e nnneeennee 25
1CONS ON DISPIAY DBVICE. ... . eeeiieiee ettt ettt e et e e e e e e st bt e e e e e e e antbbeeeeaaeeean 25
Icons on the Video Conferencing PRONE..........c..uuiiiiiiiiii et 27
LED INSIUCHIONS. ...ttt ettt ettt e et st e e et e e et e e s e e e st et e e s nn e e e nsnneeesnnneeennee 29
USEI INEEITACES. ...ttt ettt e et e et e e ettt e st e e s e st e e enn e e e snneeesnnneeennn 30
WED USEI INTEITACE ... .eei et e 30
REMOLE CONIOL......eeeieiiiii ettt e snn e e e e e e nnne e e s s 31
Getting Started .....coeeeieeiiiiiiii e 33
YV (] 1S3 = 1= LT o PP O PR PP 33

Xi



Admini stratorgs Guide for Yealink Video Conferencing

Installing the VC400 Video Conferencing SYSteM.........cccuuviiiieeiiiiiiiieieee et e e e e e siirerea e e e 34
Installing the VC120 Video Conferencing SYStEM.........cccuviiiieeiiiiiiiieieee et a e 35
INStAllNG the CaMEIA.......ci i e e e e e e e e s eeaee e 36
Installing Batteries in the Remote CONrOl............ueeiiiiiiiiiiiiii e 38

Powering the System On and Off
System Initialization ......................

System Startup ........eeveveeeveveveeennnnn.
Setup Wizard........ccceeeeeiviiiiiiee e,
Enabling Communication with Other Systems.....
Placing a Test Call from VCS.......ouiiiiii it e e e e e e e s e e e e e s et bbrreeaeeeaan 45

Configuring Network —...vvviiviiiiiinin s ensessssnnennes 47

Preparing the NETWOTK .........coiiiii ettt e e st e e s st b e e e ente e e e e snneeeeanneeeennes 47
Configuring LAN PrOPEITIES ......uveiiiiiiieeiiie ettt ettt e e e et e e st e e e snbeeeeasbeeesneneeeannneee s 48
(5] o O U PP TP OPPP PP 48
Configuring Network Settings ManUaILY ...........coouiiiiiiiiiiii e 52
| S]] o] o o] ¢ TP PPP R TPOTPPPRPN 56
Configuring Network Speed and DUPIEX MOGE .........ccoiiiiiieiiiiie et e e 60
VAN L s 61
L D e e a s 62
Manual Configuration fOr VLAN ......cciiiiieiiiie ettt et e e et e e e snaae e e snneeas 65
DHECP VAN . e e e e e e e e e e e e e e e e e e e e e e e s 67

802.1X Authentication
H.323 TUNNEIING. ..ottt .. 73
Configuring the System for Use with a Firewall or NAT.............

Reserved Ports

Network Address Translation

H.460 FireWall TraVeISaL........cciiiiuiiieiiiiie it 91
Intelligent FireWall TIrAVEISAL...........iiiii et e e et eeaeeeean 93
QUAILY OF SBIVICE.....eiiieiiiieiie ettt e oo ettt e e e e e e s bbb et e e e e e e s aabb b e e e e e e e e annanneeeas 94
RV T TSPV U PP UPR PPN 97

Configuring Call Preferences ....coceveeeiiiiiiiiiiiiiierin e eeaeenan 101
(o] 01 {o [Ulq]oTo I @A (o0 Te IST =T 11100 L3OO PP T R

Logging into the Yealink Cloud PIAtfOrm .........oouuiiiiiiii e

Logging into the StarLeaf Cloud PIatform .............ueiiiiiiii e

Logging into the Zoom Cloud PIAtfOrm ...........oouiiiiiioiiiie e

RegiStering @ PeXiP ACCOUNL..........cciiiiiiiiiie et et e e e e et e e e e e e e e s aabbes e e e e e e e saanneneeeeas

Logging into the BlueJeans Cloud PIatform ...

Xii

Logging into the Mind Platform
Registering a Custom Account
Configuring the Third -party Virtual Meeting Room
Configuring SIP SettiNgS.......coviiiiiiiiiiee e

Syst ems



Table of Contents

SIP ACCOUNL. ...ttt ettt e et ettt e e e e et e e e e e e s bbb e e e et e e e e e n e e e e e e n e e eas
SIP TP Gl e a bt e e nbe e e nnaeee s
Configuring H.323 Settings

ACCOUNE POIlING .t e e e e e e e e e e e et e e e e e e e s s satbaaaeeaeeesnntbaaeeaaeeaaas

Audio Codecs...
Video Codecs...

CllI PIOIOCOL. ...ttt etttk b e skt sbe e s bt e nar e st e e nbn e e st e nne e e
DO NOE DISTUMD ...
AULO ANSWET ...ttt ettt ettt et ettt e ettt e et e et e ettt e et e e et e e e e reeenteeae
AULO DIIOUL IMULE ..ttt ettt e e bt e b s
CAlI MBICH ...t h et h ettt et
[ 1S (0T YA = LT o ] (o [PPSR
BaANAWILH ... e 147
RINGDACK TIMEBOUL .......eiiiiiii ettt et e st e e srbe e e e e anbe e e e snneeeesnneeeean 149
AULO RETUSE TIMEOUL. ...ttt ettt et e ne e 150
SIP TP Call BY PrOXY....eceveeeeeeeeeeeeeeeeeeee st eee s eee s en s ee e en s en s een s 151
Default Layout Of SiNGIE SCIEEN........coiiiiiie ittt e e et e e st ee s nnbeeee s 153

Configuring System Settings  ....cocivreiiiiiiniiinnssssssesseseeen . 155

General Setting
Site NaME ...oooiiiiiiiec e
Backlight of the Video Conferencing Phone
Language
DA & THME ..ottt e e e e e e et e e e e aan

AULOMALIC SIEEP TIME. .ttt et e e e e e st e e e e e e antbbereeeeeeaan
HIOE TP AQAIESS ... ittt e s e e s e e e e e
REIOG OfftIME ..ttt e e e e ettt e e e e e e st r e e e e e e e ennnreeeeas
K BY T 0N, . 167
MEELING PASSWOIT.......eeiiiiiiiiit ettt e e e e ettt e e e e e e st b e et e e e e e e e annnrneeeas 168
MEEtiNG WRILEIIST ...ttt e e e e et e e e e e e e eeeeas 169
MEELING BIACKIIST........eeeeiieiie et e e et e e e e et e b e e e e e e e e nnnneeeeas 171
HIdING 1CONS 1N 8 CAll...eiiiiiiiieeii et e e e e e e e e e e s nnareeeeas 172
Keyboard INput MEthod ...........oeiiii e 176
Y0 (o [To 1= 1] o TP PP PTUPPPPTN 177
AUIO OULPUL DEVICE ...ttt ettt e e e e e ettt e e e e e e st e et e e e e e e e nnbbtreeaeeeaan 177
AUAIO INPUL DBVICE ..ottt ettt e e e e e e sttt e e e e e e s bbb e e e e e e e e s anbbaeeeaeaeaan 178
Adjusting MTU Of VIdE0 PACKELS........cooiuiiiiiiiiee e a e 181
DUAl-SErEAM PIOOCOL. ... veieiitiic ettt e e e e e e e e nnreeeas 183
1D QST =1 oo [T o [PPSR TUT PSPPI 187
Configuring CameEra SEEHNGS ......ooueeiiii ettt e e e e et e e e e e e s ib e e e ee e e e s ennnneaeeeas 188
Farend Camera CONTIOL........ccuuiiiriie et e e e et e s s e e s nreee s 193



Admini stratorgs Guide for Yealink Video Conferencing Systems

Camera CONLrOl PrOLOCOL...........uiiiiiiiiieiit ettt 195

(O 1011 o101 = =TT o] [V i o] o W PP SRRO 199
0] = 3 O0] 01110 (U] = U1 (o o PRSPPI 200

A4 Lo LYo T = =T olo] o 1 oo [P PP RSO PPPPR 201

1ol (=TT TS g To] ST TP P TP TP PR PP PP PPPOPRPTPURPTRPPI 203

LI LTSS OO PP P TP PTUPRPPTI 204
System ManagemMENT ....ccveireiieireirnirnrrirrrere s rnsrnsensenns 209
D1 =Te1 (o] oY AR PR PP 209
LDAP. ettt et bt b et e et e e 214

(O 1118 o 1151 (o] Y/ PSPPSR 219
Search Source LISt in DI@liNg.........cooueieiiiiee ittt ee e st e e e e e st e e e eneeas 221
[DIUE= TS Tl =TT o WO T OO O TP P PO PP PP PR PPN 221
Default Layout Of DUAI SCIEEMN.......ccciiiiiiiiiie et e e e snee e e e nraeeeene 222

[ ToT=T g = ST O T TS OO PP PP PP PPN 223
DEVICE TYPELICENSE. . ...ttiee ettt ettt e ettt ettt e e ettt e e e eate e e e s nbe e e e abbeeeeanteeeeannbeeeeaneeeeennes 223

8-Way CONFEIrENCE LICENSE.......ciiiiiiieiiiiee ettt ettt e e e et e e s nte e e e nnneeee s 224

VCS Integrated wWith CONrOl SYSIEIMS.......coiiiiiieiiiie ettt e st e e s sneee e e snneeeean 226
Configuring Security FEatureS .....cvvriiriiviiiiiininniinirsnresrsnssensenns 227
USEE IMOUE ..ttt b ettt ettt et e et e ettt et e et et 227
AdMINISITALOr PASSVOTIT .....cciiiiiiiiiiiie it e e s e e e as 228
V=T RS- VT g Y o= PSP P PP PPOTPPPPPTN 229
TrANSPOIt LAYEE SECUIEY . .....eeeeieieee e ettt ettt e ettt e e e e e ettt e e e e e s e bbbt e e e e e e e e e bbebbeeeeeeeaannnnes 232
Secure RealTime TranSPOrt ProtOCOL. .......oiiuuiiiiiiie ittt 239

H 23D ettt bbb e et e st e 243
Attack Defense in PUDIC NEIWOTK .......c.c.oiiiiiiiiiiiee e 245
ADBNOIMAl Call ANSWEIING. ... teeeeieeeiiiit ettt e e e e e e st e e e e e e e anbbeeeeeeeeeaan 245
Configuring Safe MO Call..........oooi i 246
System MaINtENANCE ....uveeeiveriiiiierirriree e rerrn e e ennrearens 249
UpPGrading SYSLEM FIMMWAIE..........eeiieeiiiiiiiieie ettt e e e e ettt e e e e e et e e e e e e e e e s bt beeeeaeesantbeereeaeaenan 249
Upgrading VCC20 Camera FIMMWAIE...........eeiiiiiiiiiiiiiieee ettt e e e e e e e e e e e snbaeeeeaaeeeas 250
IMporting/EXporting CoNfIQUIAtION ..........uuiiiiiiei ittt e e e et ee e e e e e 250
RESELHNG 10 FACIOMY ... ..eeiiiiie ettt ettt e e e e e s bbbt e e e e e e anbbee e e e e e e e e anbbeeeaaeeeaan 251
SINIMP. etttk bkt h ke ke ek £ h Rt h et e e Rt e R E e bt e ah b e e b bt e ann e e e beenare e 252
TroublesShOOtiNG ...cveiieiiiiiii e 257
TroubleshootiNg METNOTS .........ci it e e e e e e e e e e e nneee 257
ViIEWING LOQ FlES ...ttt ettt e e e e ettt e e e e e e s annaaeeeaeeeaan 257
CaPLUINNG PACKELS. ...ttt ettt e e e e st e e e e e e e bbb b e e e e e e e e e nnnnraeeeas 260

Xiv



Table of Contents

Getting Information from Status INICALOrS ............vviiiiiiiiiiiiiee e 263
Analyzing Configuration FilES............uuiiiiii i a e 264
ViIieWING Call STatiStCS......iciviiiiii et e e e e e e e e e st e e e e e e e s araaabareeaeeeaan 264

Using DIiagnoStic METhOAS .......uviiiie i e e e e e st reee s 264
TroublesShooting SOIULIONS ........iiiii i e e e e e et e e e e e s et eeaeaeeesanees 266
GENETAI ISSUBS.....ciiiitit ettt ettt s ettt esa e st e e nbe e s e e sin e e seneenenee e 267
CABIMETA ISSUES......iviiie ittt e s s e e e s s e s 268

VIAEO & AUGIO ISSUBS......eiiiiiiitii ettt et et e st eene e 269

Why does the far-site display black screen when local starts a presentation?........................ 271

SYSIEM MAINTENANCE. .....ceiiiiiiiiiiiii e e et e e e e e s e e e e e e e s e e e e e e e e e sastbabeeeeeaesaasanrreeeas 272

7Y 0] 01T 0 | G 275
APPENAIX A TIME ZOMNES...ciiiitieeeeiite ettt ettt e e e st e e sbe e e e sttt e e e atteeeanseeeeaasbeeeeanteeeesannaeaesneeeean 275
Appendix B: Trusted CertifiCAeS........coiuiiiiiiiieeiiie e e s neee e snneeee s 278
INAEX iriiiiiii i 281

XV



Admini stratorgs Guide for Yealink Video Conferencing Systems

Xvi



System Overview

System Overview

This chapter contains the following information about VC400/VC120 video conferencing system

VolP Principles

Physical Features

Packaging Contents

System Component Instructions
Icon Instructions

LED Instructions

User Interfaces

VoIP Principle s

VolP

VolIP (Voice over Internet Protocol) is a technology that uses the Internet Protocol instead of

traditional Public Switch Telephone Network (PSTN) technology for voice communications.

It is a family of technologies, methodologies, communication protocols, and transmission
techniques for the delivery of voice communications and multimedia sessions over IP networks.
The H.323 and Session Initiation Protocol (SIP) aréwo popular VolP protocols that are found in

widespread implementation .

H.323

H.323 is a recommendation from the ITU Telecommunication Standardization Sector (ITUT)
that defines the protocols to provide audio -visual communication sessions on any packet
network. The H.33 standard addresses call signaling and control, multimedia transport and
control, and bandwidth control for point -to-point and multi -point conferences.

It is widely implemented by voice and video conference equipment manufacturers, is used
within various Internet real-time applications, suchas GnuGKand NetMeeting, and is widely
deployed by service providers and enterprises for both voice and video services over IP

networks.
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SIP

SIP (Session Initiation Potocol) i s t he I nternet Engineering Task Forc
multimedia conferencing over IP. It is an ASCHbased, application-layer control protocol

(defined in RFC 3261) that can be used to establish, maintain, and terminate calls between two

or more system. Like other VVoIP protocols, SIP is designed to address the functions of signaling

and session management within a packet telephony network. Signaling allows call information

to be carried across network boundaries. Session managementprovides the ability to control

the attributes of an end -to-end call.

Physical Features

Video conferencing systems are in the overall network topology , which are designed to
interoperate with other compatible equipment, including application servers, media servers,
Internet-working gateways, and other systems.

In order to operate systems in your network successfully,the systems must meet the following
requirements:

A working IP network is established.

VolP gateway is configured for SIP or H.323, and H.323 gatekeeper is configured for H.323.
You can alsodeploy Cloud server for Cloud platform.

The latest (or compatible) firmware of systemis available.
A call server is active and configured to receive and send SIP/H.323 messages.

The VC400 and the VC120 have same physical interfaces, camera parameters and video

resolutions.

VC400/VC120 Codec Interface
- 2 x HDMI

- 1x DVI

- 1x VGA

- 1xVCS phone poit(R345)
- 1x10/100/1000M Ethernet
- 1 x Line-in (3.5mm)

- 1 x Line-out (3.5mm)

- 2 x USB20 port

- 1 x power port

- Others: 1 x power key, 1 x security lock slot, 1 x reset slot
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Full-HD Camera

1920x1080 video resolution

- Up to 18x optical zoom PTZ camera
- Pan range: £100°

- Tilt range: £30°

- Up to 10 preset positions

- Beauty shot feature

Video Resolution

Full-HD 1080P at 30fps (1920x1080), from 1Mbps

720P (1280x720), from 512Kbps

WA448P (768 x 448), WQVGA (400 x 240)

- 4CIF (704x576), CIF (352 x 288)

Packaging Contents

We recommend that you use the accessories provided or approved by Yealink. The use of

unapproved third-party accessories may result in reduced performance

VC400 Packaging Contents

The following items are included in your package. If you find that anything is missing, contact
your system administrator.

VC400 Codec

Yealink

VCC18 HD Camera
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VCP40 Video Conferencing Phone

L-Bracket (for installing the camera)

Camera Mounting Accessories

Expansion bolts x 4
Screws(Specificaiton: T4x30) ——— » 4

Screws(Specificaiton: M3x 8) i x 2

VCR10 Remote Control

AAA Batteriesx2

Power Adapter

nl

|||}


app:ds:power
app:ds:adapter

System Overview

Cables

DVI Cable HDMI-VGA Direct Cable  HDMI Cables X 2
———n(([
(@)

3.5mm Audio Cable Ethernet Cable Ethernet Cable

(For connecting to the Line In/Line Out (2 m) (75m)
port on the VC400 Codec)

Velcrox2

Cable Tiesx7

Quick Start Guide

pa——

Check the list before installation. If you find that anything is missing, contact your system
administrator.

Optional Accessory

The following item is optional for VC400 video conferencing system You should purchase it
separately if necessary.

The CPES8O0 expansion microphone is used foexpanding the audio pickup range.
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CPE8OExpansion Microphone

VC120 Packaging Contents
The VC120 video conferencing systemcan work with the VCP40 video conferencing phone,

VCP41 videoconferencing phone or VCM30 video conferencing microphone array. You can

purchase any combination according to your needs:

VC120 Package

VC120 Codec

Yealink

HD Camera
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System Overview

Camera Mounting Accessories

Expansion bolts D:&:D x 4
Screws(Specificaiton: T4 *30) I x 4

Screws(Specificaiton: M3%8) f—= x 2

VCR10 Remote Control

[HE NS

OE=E
(OEIED
EEIE)
EEIE
(=)

(=]

AAA Batteriesx2

Power Adapter

Cables

DVICable  HDMI-VGA Direct Cable HDMI Cable X 2 Ethernet Cable
(2m)

Velcrox2

Cable Tiesx5
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Quick Start Guide

L/

VCP40 Package

VVCP40 Video Conferencing Phone

Ethernet Cable (7.5m)

Locate the Audio In port o n the VC120 Codec, and connect itto the Audio Out port of the
VCP40video conferencing phone with the 7.5m Ethernet cableVCP40 vdeo conferencing
phone can work as an audio device for the VC120 video conferencing system Youcan also place

calls, answer calls or view directory and history on theVCP40 video conferencing phone

VCP41 Package

VCPA41 Video Conferencing Phone




System Overview

Expansion Microphone CPE80x2

Ethernet Cable (7.5m)

3.5mm Audio Cable (for connecting a PC/Mobile device to the VCP41)

Locate the Audio In port o n the VC120 Codec, and connect itto the Audio Out port of the
VCP41lvideo conferencing phone with the 7.5m Ethernet cable.VCP41Video conferencing
phone can work as an audio device for the VC120 videoconferencing system. You can also place

calls, answer calls or view directory and history on theVCP41 video conferencing phone

VCM30 Package

VCM30 Video Conferencing Microphone Array

e

Yealink
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Ethernet Cable (7.5m)

Locate the Audio In port of on the 120 Codec, and connect itto the Audio Out port of the
VOM30 with the 7.5m Ethernet cable.VCM30 video conferencing microphone array can work as
the audio input device for the VC120 video conferencing system For more information, refer to

Audio Input Device on pagel78.

Note

System Component Instructions

Before installing and using the VC400/VC120 video conferencing system, you need to be

familiar with the following system components, including :

VC400/VC120Codec

VCC18VCC20HD Camera

Video Conferencing Phone

CPES80 Expansion Microphone

VCM30 Video Conferencing Microphone Array

VCR10Remote Control

VC400/VC120 Codec

VC400/VC120codec supports 1080P full HD video. It supports both H. 323 and SIP protocols

and can connect to a mainstream video conferencing system.

Strong audio/video processing ability, rich interfaces, compatibility with different display devices

and adaptive resolution make it easy to use.

10
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VC400/VC120 codec front panel

P — T e | s §

- ™

Yealink

o

o

VC400/VC120 codec back panel

11 !

/ ™
< e S
©
r
N

— Do L.
'L @E;ﬁffji/ . Display2 -Dﬂillvl L @ E DOV llml ﬂ J / By
L — | | I — )
Port Name Description
n Power Button Powers the system on or off.

. Indicates the system statuses.For more information, refer
o LED Indicator )
to LED Instructionson page 29.

Inserts a USB flash drive toone of the two USBports for

storing screenshots, recording videos or capturing packets.

> UsB Note : If two USB flash drives are connected, only the latter
one can be identified.
. Connects to a PCfor sharing documents or videos during a
i call.
v Camera Connects to a camera.
) Connects to a display device for displaying video images.
p Displayl

When connecting only one display device, Displayl port on

11
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Port Name Description
the VC400/VC120 codec is theonly available port.
] Connects to secondary display device for displaying video
t Display2 )
images.
) Connects to an audio input device using an audio cable
u Line In
(3.5mm).
) Connects to an audio output device using an audio cable
> Line Out
(3.5mm).
w Audio In Connects to the video conferencing phone.
v Internet Connects to the network device.
2 DC19Vv Connects to the power source via a power adapter.
B Reset Key Resets the system to factory defaults.
Allows you to connect a universal security cable to
Y Security Slot VC400/VC120 codec, so you can lock it down. The system
cannot be removed when it is locked.

VCC18VCC20 HD Camera

12

The VCC18 HD camera supports 18x optical zoom, white balance and automatic gainThe

VCC20 HD camera supports 12x optical zoom, white balance and automatic gainExceptionally

clearimages can bring you an immersive experience.

The following takes VCC20 HD camera as an example to introduce camera performance.

The front of the HD camera

l ) Yealink }

—

—r

Port Name

Description

>

LED Indicator

Indicates different system statuses.For more information,

refer to LED Instructionson page 29.

ng
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The back of the HD camera

Port Name Description

Connects to the Camera port on the VC40QVC120 codec
using a DVI cable.

Y Camera

You can usethe remote control to adjust the position or focus of the camera. The camera can be

panned (+ 100 degrees range), tilted (+ 30 degrees range).

13
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Infrared Sensor

The infrared sensoris located within the Yealink logo. Aim the remote control at the camera IR
sensor to operate the unit.

Note Avoid physically turn camera while systemis powered on to prevent permanent damaging the
camera Always use the remote control to pan and tilt the camera head.

Video Conferenc ing P hone
VCP40 Video Conferencing Phone

The VCP40 video conferencing phonesupports 360-degree audio pickup to achieve ultra-HD

voice.

14



System Overview

Connect the VCP40 phone to the VC400NC120 codec. It can vork as an audio device for the
system. You can also place calls, answer calls or view directory and history on the VCP40 phone.
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Component instructions of the VCP40 phone are:

Iltem Description

Shows information about calls, messages, soft keys, time, date|
and other relevant data:
Hi Cal | i Kcéllguratiant i o n

LCD Screen
Hlcons (ffxr example, )
HU Mi ssed call information
HIime and date
Label automatically to identity their context -sensitive

Soft Keys
features.

On-hook Key Rejects or ends a call or returns to the previous screen.

@ Scrolls upwards through the displayed information.

Enters list or answers incomingcalls.

(%] Scrolls downwards through the displayed information.

Keypad Generates the digtsand speci al charact

Off-hook Key Initiates a call or answers a call.

Presentation Key

Enables or disables presentation.

Mute Key Toggles the mute feature.
Volume Key Adjusts the volume of the speakerphone and ringer.
Microphone Picks up voice.

LED Indicators

Indicate phone and call statuses.

Speakerphone Provides ringer and hands-free (speakerphone) audio output.
Connects aCPEB80 expansion microphone toone of two MIC
MIC Port
ports.
) Allows you to connect a universal security cable to lock down
Security Slot

your phone. The phone cannot be removed when locked.

Audio Out Port

Connects to the video conferencing phone using the 7.5m
Ethernet cable labeled Audio in.
Provides the power supply for the video conferencing phone.

ng
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VCP41 Video Conferencing Phone

The features of VCP41 video conferencing phone are similar to VCP40. For more information,
refer to VCP40 Video Conferencing Phoneon page 14. The only difference is that the back of

VCP41 has a@PC/Mobile port, which allows you to connect an optional PC or Mobile Device to

your phone, so that VCP41 can work as the audio input/output device of your PC or mobile

device.

o>

T T T T

Iltem Description

Allows you to connect an optional PC or Mobile Device to

n PC/Mobile Port your phone so that you can listen to the PC or mobile audio

using your VCP41 video conferencing phone.

Connecting a PC or Mobile Device to the VCP41

You can connect a PC or mobile device to the VCP41 when youlMC120 video conferencing

systemis idle, is placing a call or during a call.
To connect a PC or mobile device to your VCP41:

1. Connect one end of the 3.5mm audio cable to the PC/mobile port on the VCP41 phone,
and connect the other end to the headset jack on the mobile device or the AUX/MIC jack
on the PC.

Mobile/PC

17
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The @ icon will appear on the display device, and the icon Q will appear on the
video conferencing phone.

& vealink w400 Cm AR |
00:06 07
201e-05-29

Directory Redial

As a result, VCP41 will work as the audio input/output device of your PC or mobile device.
For example, when the PC or mobiledevice is playing a video or music, you can listen to the

audio on your VCP4L1. If your PC or mobile device receives an incoming call, you can use
VCPA41 to listen and speak.

Adjusting the Volume of the PC or Mobile Audio

When your PC or mobile device is duiing a call, you can adjust the output volume of the
PC/mobile device via your VCP41

To adjust the volume of the PC or mobile device:

1.  When your PC or mobile device is during a call, pressC=_—=_+) on the VCP41 to adjust

the volume.

Removing the PC or M obile Audio

To remove the PC or mobile device, disconnect the 3.5mmaudio cable from the VCP41.

18
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CPES80 Expansion Microphone

If your video conferencing room is large, you can add extra CPE80 expansion microphones to
the MIC ports on the video conferencing phone to expand the audio range.

Video conferencing phone has two MIC ports. Up to two expansion microphones can be
connected to a video conferencing phone. CPESO is a directional microphone. Its coverage
range is a 120 degree. Always ensure that the speker faces the expansion microphone.

i @

Iltem Description
n Mute Indicator LED Toggles and indicates mute feature.
0 Microphone Transmits sound to other phones.

Allows you to connect to the MIC port on the video
Y MIC Connector )
conferencing phone.

19
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VCM30 Video Conferencing Microphone Array

The VCM3O0 is avideo conferencing microphone array which can work as the audio input device

for VC120 video conferencing system It has 3 built-in microphones which support 360-degree

audio pickup at a radius of up to 3 meters. There is a mute button on its top. You can mute or

unmute the VCM30 by tapping the mute button during a call.

S
N

N
)

_
2

UW//////

[l
(l

S
\
o

Name Description
S Support 360-degree audio pickup at a radius of up to 3
n Built-in Microphones
meters.
Mutes or unmutes the VCM30. For more information on
o Mute Button the mute indicator LED, refer to LED Instructionson page

29.

2 Audio Out Port

Connects to the Audio In port of VC120 codecusing the
7.5m Ethernet cable labeled Audio In.
Provides the power supply for the VCM30.

Placing the VCM30

The VCM30 has arubber pads on its base to prevent it from sliding. You can place the VCM30

on a stable surface and keep it away from obstacles so that it can effectively pick up sounds.

-

L IL I 1

:
= ®
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Muting or Unmuting the VCM30

There is a mute button at the top of the VCM30. You can mute or unmute it in the following
scenarios:

If you do not want to have your voice broadcast during a c all, you can tap the mute button
to mute the VCM30.

If you want to speak again during a call, you can tap mute button to unmute the VCM30.
To mute the VCMS30 during a call :

1. Tap){to mute the call.

The mute indicator LED illuminates solid red. And the @ mute icon appears on the local
video image.

To unmute the VCM30 during a call :

1. Tap,g’again to unmute the call.

The mute indicator LED illuminates solid green. And the @ mute icon disappears from
the local video image.

Viewing VCM30 Information

When the VCM30 is connected to the Audio In port of VC120 codec you can view VCM30 status

via the remote control or web user interface.
Available information of VCM30includes:
Status
Model
Hardware Version

Serial Number

21
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To view the VCM 30 information via web user interface

1. Click Status.

About Language v Logout

Yealink vcapg Home Status Account Network Setting Directory Security
Serial Number 00000000
Audio
Audio Input Auto{Wired Micpod)
Active Speaker Auto{HDMI)}
VCS Phone
Status Disabled
Model --

Hardware Version ==

Serial Number --

Wired Micpod
Status Enabled
Model Yealink VCM30
Hardware Version 56.0.2.0.0.0.0
Serial Number 5401615080000038

To view the VCM 30 information via the remote control

1. SelectMenu ->Status->Wired Micpod.

22
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VCR10Remote Control

VCR10remote control is compact, and has definite function zoning. Users can organize

conferences easily using infrared signals.

- N

/
Hardware components of the remote control:
Item Description
n Sleep Key Puts the system to sleep or wakes the system up.

Located at the bottom left of the screen. Label automatically
o identifies context-sensitive features.

Red Shortcut Key ] o )
In the idle screen, this is used to enter the main menu screen

and corresponds to the Menu soft key.

Located at the bottom center of the screen. Label

automatically identifies context -sensitive features.
Yellow Shortcut Key ] o o
In the idle screen, this is used to enter the pre-dialing screen,

and corresponds to the Call soft key.

23
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Item

Description

Blue Shortcut Key

Located at the bottom right of the screen. Label automatically
identifies context-sensitive features.
In the idle screen, this is used to save and check the camera

preset position, and corresponds to the Preset soft key.

Vol+

Increases the system volume.

Vol-

Decreases the system volume.

Zoom out Key

Decreases the camera zoom or the captured image

magpnifications.

Behavesas page down in a multiple page list.

Increases the camera zoom or the captured image

Zoom in Key magnifications.
Behaves as page up in a multiple page list.
OK Key Confirms actions or answers incoming calls.

Navigation Key

In the menu screen, press« or p to switch menus,

press A or w to select items.

In the idle screen, pan and tilt the camera to adjust the

viewing angle.

Mute Key

Toggles the mute feature.

Home Key

Returnsto the idle screenwhen in the menu screen.

Enters the pre-dialing screen during a call.

Video Source Key

Switches the input source between Camera, CameraPC, or
PC.

Off-hook Key

Enters the pre-dialing screen.
Places a call.

Answers a call.

Delete key

Deletes one character at a time.
Long press to delete all characters in the input field.

On the idle screen or during a call, long press it for 2
seconds to start capturing packets and long press it for 2

seconds again to stop capturing packets.

On-hook Key

Ends a call or exits from a conference call.

Returns to the previous screenwhen not in a call.

ng
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Item Description
Enters digits.
Long ss t o ge ne
X | Keypad the input field .

Enters the pre-dialing screen.

Storesthe preset position of the camera.

Generatesa specialcharactersj . DZ

On the idle screen, press | *.#|to start/ stop recording
i Video Recording Key video.

During a call, long press| .8 to start/ stop recording

video.

Generatesa pound key (#).
Captures the image from the camera.

r Snapshot Key On the idle screen, press | # & | to capture the image

from the camera.

During a call, long press| # & | to capture the image

from the camera.

Icon Instructions

Icons on Display Device

Icons appearing on the display device are described in the following table:

Icon Description

Network is disconnected

0 (flashing)

Network is available

Packet loss

@
!o (flashing)

('oo(ﬂ hing) Camerais not connected
ashing

SIP account is registered

Video conferencing phone is not connected

25



Admini strator9gs Guide for Yealink Video Conferencing
Icon Description
H.323 account is registered
Log into the Yealink Cloud platform
Log into the StarLeafZoom/Pexip/ BlueJeans/Mind
platform
abe Lowercase letters input mode of the on-screen
keyboard
Uppercase letters input mode of the on-screen
ABC

26

keyboard

#%

D

Characters input mode of the on -screen keyboard

Auto answer

Missed calls

Volume is 0

Do not disturb

Do not disturb during a call

Call mute

Call encryption

Call Hold

Output volume is O during a call

The content of the local camera

Focuscontent

Camera position

Record a video

Dialed calls (H.323 account/SIP account/IP Call)

SO - Ko XA JEE=]

Dialed calls (Cloud platform)
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Icon Description

%ﬂ Received calls(H.323 account/SIP account/IP Call)

Received calls(Cloud platform)

Missed calls (H.323 account/SIP account/IP Call)

Missed calls(Cloud platform)

PC/Mobile mode (when a PC or mobile device is
connected to the VCP4)

2

Dual screenmode

Dual video sources (when a PC is connected to the PC
port on the VC400/VC120 codeg

A USB flash drive is inserted to the USB port on the
VC400/VC120codec

Local contact

é?ﬂ Yealink Cloud contact

Conference contact (not applicable to VC120)

VPNis enabled

Icons on the Video Conferencing Phone

Icons appearing on the video conferencing phone LCD screen are described in the following
table:

Icon Description

G (Flashing) Network is unavailable

SIP account is registered the icon flashes when the SIP

account is not registered successfully

H.323 account is registered (the icon flashes when the
H.323 account is not registered successfully)

Log into the StarLeafZoom/Pexip/BlueJeans/Mind

a7 Log into the Yealink Cloud platform

platform

27
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Icon

Description

Auto answer

Do not disturb

Callis muted

Volume is 0

A USB flash drive isinserted into the port on the
VC400/VC120 codec

Record a video

Local contact

Yealink Cloud contact

Conference contact (not applicable to VC120)

Conference call

Dialed calls (H.323 account/SIP account/IP Call)

Dialed calls (Cloud platform)

Received calls(H.323 account/SIP account/IP Call)

Received calls(Cloud platform)

Missed calls (H.323 account/SIP account/IP Call)

Missed calls(Cloud platform)

264607 ErEDee [ 2eE B

PC/Mobile mode (when a PC or mobile device is
connected to the VCP4)

Syst ems
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LED Instructions

Indicator LED on the VC400/VC120 codec:

LED Status

Solid green

Solid red

Solid orange

Off

Indicator LED on the camera:

LED Status

Solid green

Solid red

Hashing green

Off

Description

The VC400/VC120 codecis powered on.
The VC400/VC120codec is upgrading firmware.

The VC400/VC120 codecis in sleep mode.

System exception (e.g., network unavaildle, update failure).
The VC400/VC120codec is powered off, is not connected to

the power adapter.

Description

The camera isproperly connected to the VC400/VC120
codec, and the VC400/VC120codec is powered on.

The VC400/VC120 codecis in sleep mode.

Press the key on the remote control.

The camera is notconnected properly to the VC400/VC120
codec, or the VC400/VC120 codecis powered off.

Indicator LED on the video conferencing phone

LED Status

Solid red

Hashing red

Solid green

off

Description
The phone is initializing.
The video conferencing phone is muted when the VC400 is
during a call.
The phone is ringing.
The phone is placing a call.
There is an active call on the phone.
The phone is idle.
The phone is not connected to the VC400/VC120codec

correctly.

Indicator LED of the Internet port on the VC400/VC120 codec:

LED Status

Indicator LED on the left is off.

Description

Network is not connected.

Indicator LED on the left is slid green. Network is connected.

Indicator LED on the right is flashing yellow. = Sending and receiving data.

29
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Mute Indicator LED on the VCM30 video conferencing microphone array:

LED Status Description
Solid red The VCM30 is muted when the VC120 is during a call

Hashing red The VC120 is ringing.

The VCM30is connected to the VC120 codec within the first

i 5 seconds.
Solid green ] )
The VC120 is placing a call.
The VCM30 is unmuted when the VC120 is during a call
off The VCM30is not connected to the VC120 codec.

The VCM30 is idle.

User Interfaces

Three are wo ways to customize the configurations of your system:

Web User Interface
Remote Control

The following describes how to configure the VC400/VC120 video conferencing systemvia the
two methods above.

Detailed operation steps will be introduced in the feature section.

Web User Inte rface

You can customize your system via web user interface. To access the web user interface, you

need to know the user name and the administratorgs p:
(casesensitive), and the def ausotaccgsmtiesvebousedintarface ] 0000 DZ Yo
with user credential, which is disabled by default. For more information on how to enable the

user credential, refer to User Mode on page 227.

The system uses the HTTPS protocol to access the web user interface by default. Fonore
information on the access protocol for web user interface access, refer to\Web Server Typeon
page 229.

Log into the web user interface of th e system:

1. Enter the IP address (e.g192.168.0.10) in the address bar ofa web browser on your
computer, and then press the Enter key.

2. Enter the administrator user name and password.

3. ClickLogin.

After you log into the web user interface successfully, you can clickLogout on the top
right corner of the web interface to log out.

Administrator has full permission to access every menu in the web user interface. User can log
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into the web user interface with user credentials.

The web structure tree of VC400 is shown as below, (the red highlight is hilden for users with

user credentials):

Yea'inkvcwo Home

H323 Call Features
SIP Account Video & Audio
SiP 1P Gall Camera J
Codec Configuration Security.
WH s Upgrade Trusted Certs
| NAT/Frewall || Tones Server Certs
i Advanced ‘ Wireless Micpod
\ Diagnose || 3rd-Party VMR
EEEE T
o
Meeting Blacklist
Setting

You can monitor or place calls via web user interface. You can do the following in the Home
page.

Placing or ending calls

Viewing remote and nearby sites

Enabling the mute mode or the DND mode for a call

Changing the video input source

Adjusting the position and focus of the camera

Saving the camera preset

Capturing the video images

Control the video conferencing system remotely via the virtual remote control

Note Although the web user interface is used to initiate the call, it is the video conferencing system
that is used for the call. It is not the PC running the web user interface.

Remote Control

You can use the remote control and display device to configure and use the VC400/\VC120 video

conferencing system.

For more information on the function of each key on the remote control, referto VCR10Remote

Control on page 23. The Advanced option is only accessible to the user withthead mi ni st r at or 9 s
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permission. The default administrator password is J000O0Dz

Remote Control via Web User Interface

In addition to using the remote control, you can also control the video conferencing system via

web user interface.
To control video conferencing system  via web user int erface:

1. ClickHome ->Remote Control when the systemis idle or during a call.

About  Language v Logout

Yea'ink VC400 Home Status Account Network Setting Directory Security

ErrommrJlhte (5] [Ato[o] ey ol [ Vo o

Yourself
10.2.5.143

Screenshot Input Remote Control

2. Click the keys on the virtual remote control to control the video conferencing system.

3. Click Remote Control to hide the virtual remote control.
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Getting Started

This chapter provides basic information and installation instructions for Yealink VCS systemsn

the following sections:

System Installation

Powering the System On and Off

System Initialization

System Startup

Setup Wizard

Enabling Communication with Other Systems

Placing a Test Call from VG

System Installation

Placing the System

Do not place the camera facing a window or other bright light. Ensure sufficient space to
connect the cables. Ensureall participants are facing both the display device and the camera at

the same time by putting camera and display device together.
System Component s Installation
This section introduces the following:

Installing the VC400video conferencing system
Installing the VC120 video conferencing system
Installing the camera

Installing batteries in the remote control

Note Up to two display devices can be connected to the VC400/VC120 codec. Because the display
device is not included in the package, you need to purchase it separately if required. Ensure that
the purchased display device supports HDMI input.

When connecting just one display device to the VC400/VC120 codec, Displayl port is the only
available port. If dual screen mode is required, you can connect £condary display device to the
Display2 port.

Because the DVI cable is tailormade, please use the Yealinksupplied DVI cable.

To prevent shock damage, do not connect the power adapter and turn on the power before
connecting all system components.
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Install ing the VC400 Video Conferencing System

Do the following:

1. Connectthe Internet port on the VC400 codec to aswitch/hub device port with the
supplied 2m Ethernet cable.

2. Locate the Camera port on the back of the VC400 codec,and connect it to the Camera port
of the camerawith the supplied DVI cable.

3. Connect the Audio In port on the VC400 codecto the Audio Out port on VC P40video
conferencing phone with the 7.5m Ethernet cable labeled Audio in.

4. Locate the Displayl port on the VC400 codec, and connect itto the HDMI port on the
display device with the supplied HDMI cable (Make sure the display device is powered on)

5. (Optional.) Locate the PC port of the VC400 codec and connect it to the HDMI port on the
PC with the supplied HDMI-VGA direct cablefor sharing content.

6. Connect the DC19V port on the VC400 codecto an AC power outlet with the supplied

power adapter and power cord.

.0

|
2m Ethernet chle@ g Power Adapter

Sk

N

o O l¢ o = ]
om0 lH®. = =
s
- ; DVI Cable ) 7.5m Ethernet Cable

= (I~
VCP40 Video Conferencing
Phone
3 =t

VCC18 Camera.

Note The VC400 video conferencing system should be used with Yealink originhpower adapter
(19V/3.42A) only. The use of the third-party power adapter may cause the damage to the system.
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Install ing the VC120 Video Conferencing System

Do the following:
1. Connectthe Internet port of the VC120 codec to aswitch/hub device port with the supplied
2m Ethernet cable.

2. Locate the Camera port on the back of the VC120 codec,and connect it to the Camera port
on the camerawith the supplied DVI cable.

3. (Optional) Locate the Audio In port of the VC120 codec,do one of the following:
- Connect it to the Audio Out port on the video conferencing phone with the 7.5m

Ethernet cable that labeled Audio In, and then connect the free end of the expansion
microphone cables to MIC ports on the video conferencing phone.

HDMI-VGA Direct Cable HDMI Cable E 2m Ethernet Cable

o)

- 2% tmei LmeOw

!;\{ e (@ = =6 6 | G

—

Video Conferencing Phone

- Connect it to the Audio Out port on the VCM30 video conferencing microphone array
with the 7.5m Ethernet cable that labeled Audio In.

=

2m Ethernet Cable

> = =0 o [ o] ®
2200 BIL®.: o 7

—

8 7.5m Ethernet Cable

° VAN VCM30

.1
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4. Locate the Displayl port on the VC120 codec, and connect itto the HDMI port on the

display device with the supplied HDMI cable (Make sure the display device is powered on)

5. (Optional.) Locate the PC port of the VC120 codecand connect it to the HDMI port on the
PC with the supplied HDMI-VGAdirect cable for sharing content.

6. Connect the DC19V porton the VC120 codecto an AC power outlet with the supp lied
power adapter and power cord.

Note The VC120 video conferencing system should be used with Yealink original power adapter
(19V/3.42A) only. The use of the third-party power adapter may cause the damage to the system.

You can fasten all cables withcable ties after all devices are connected.

Installing the Camera

You can choose to mount the camera on your TV or a wall, depending on your actual needs.
a) Mounting the cameraona TV

When the thickness of your TV is between 35120 mm, you can mount the camera on your TV.

Do the following:

1. Lock the camera to the L-bracket.
2. Remove the protection of the Velcro.

3.  Putthe L-bracket on the top of the TV.
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4.  Make sure the back of the TV is clean, and then adjust the bracket to ensure close
adhesion to the back of the TV with Velcro.

b)  Mounting the camera on a wall

You can also decide to mount the camera on a wall. The recommended height for camera

positioning is 1.5m-1.8m above the ground.

Do the following:

Hole depth: 30mm
Hole diameter: 6mm

1.  Punch holes into the wall and then insert the expansion bolts.

Installation location for the expansion bolts and punching requirement are shown above.
Lock the L-bracket with the M3 x8 screws.

Move the setscrews on the L-bracket to the left holes.

Lock the L-bracket to the wall with T4x 30 screws.

a & w D

Connect one end of the DVI cable to the camera and put the other end of the cable
through the L-bracket.
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6. Lock the camera to the L-bracket, and then connect the other end of the DVI cable to the
VC120 codec.

Install ing Batteries in the Remote Control

Do the following:

1. Open the battery cover on the back of the remote control.
2. Insert the batteries with the correct polarity.

3. Replacethe battery cover.

Remote Control Battery Safety Information

Never make wrong polarity connection when charging and discharging battery packs.

Avoid crushing, puncturing, or putting a high degree of pressure on any battery, as this can

cause an internal shortcircuit, resulting in overheating.

Remove the batteries if they are not in use for long period of time. Battery leakage and

corrosion can damage the remote control, dispose batteries safely.

Do not dispose used batteries in domestic waste. Dispose batteries at special collection
points or return to stores if applies.

Do not dispose batteries in a fire.
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Powering the System On and Off

Note Caution! To avoid corrupting the system, you should always power off the system using the
power button on the VC400/VC120 codec. After turning the power off in this way, wait at least 15
seconds before you unplug the power adapter from the VC400/VC120 codec. Thishelps to
ensure that the system powers off correctly.

To power on the system:

After all components are connected, press @ on theVC400/VC120codec. The indicator LED
on the VC400/VC120codec then illuminates solid green.

To power off the system:
Do one of the following:
o] Long press @ on the VC400/VC120codec.

0  Short press @ on the VC400/VC120codec, the display device will prompt JPress the
power button to turn off the system . Press any buttononr e mot e contr ol to cancell

Press@ againto power off the system or press any button on the remote control to

cancel.

System Initialization

Once you have power on the system, it will begin its initialization process.

During the initialization process, the following events take place:
Loading the ROM file

The ROM file sitsin the flash memory of the system. Systemscome from the factory with a ROM
file preloaded. During initialization, systems run a bootstrap loader that loads and executes the
ROM file.

Configuring the VLAN

If the systemis connected to a switch, the switch will notify the system about the VLAN

information defined on the switch.
Querying the  DHCP (Dynamic Host Configuration Protocol)  Server

The systemis capable of querying a DHCP serverDHCP is enabledon the system by default.
The following network settings can be obtained from the DHCP serverduring initialization :

IP Address
Subnet Mask

Gateway
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Primary DNS ©omain Name Server)
Secondary DNS

You need to configure the network settings of the system manually if any of them are not
provided by the DHCP server.For more information on configuring network settings manually,

refer to Configuring Network Settings Manually on page 52.

System Startup

After the initializing process, the system will complete startup by cycling the following steps:

1. ThelED indicatoron the VC400/VC120codec illuminates solid green.
2. The LED indicatoron the camera illuminate s solid green.

3. Thedisplay device displays the boot up screen.
4.  The camerapans to the middle position automatically.

5. Thedisplay device displays the setup wizard (when you first start up or reset the system,
the display device will display the setup wizard)

For more information on how to complete the setup wizard, refer to Setup Wizard on page
40.

6. After completing the setup wizard, the display device displays the main screen.
The main screendisplays the following:
Time and date
System IP addressand site name
Status icon
Soft key labels
Video image

7. Thevideo conferencing phone starts up normally. Thephone@ LCD screerdisplays the site

name, status icon, soft keys, time and date.

If the system has successfully passé through these steps, it starts up correctly and is ready for

use.

Setup Wizard

When you first start up or reset the system, the display device will display the setup wizard.
To complete the setup wizard via the remote control:

1. Setthe language displayed on the display device.
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The default language is English.

2015-06-15 11:43:19 2 1an:1032010 B 6002

Language

English(English)

2. Press|[T ) WNext soft key) to continue.

3. Setthe date and time (e.g., set the time zone, time format, date format and the type of the
daylight saving time) A
The system obtains the time and date from the NTP server automatically by default. You
can also configure the time and date manually. For more information, refer to on Date &

Time on page 158.

2015-06-15 11:43:19 9 1032000 B 6002

Date & Time

Format
Time 24 Hour

Date YYYY-MM-DD

Time Type SNTP Settings

Time Zone +8 China(Beijing)

NTP Primary Server cn.pool.ntp.org
NTP Secondary Server cn.pool.ntp.org

Daylight Saving Time Automatic >

Previous

4. Press |~ WNext soft key) to continue or pressf— | Previous soft key) to return to the

pI’EViOUS screen.

5. Edit the site name.
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The default site name is] #&alink VC40MZ o ealinkWC 1 2 0 DZ

2015-06-15 11:43:19 2 11032010 B 6002

Site Name

Site Name

Previous Keyboard

6. Press[— Y Next soft key) to continue or press (Previous soft key) to return to

the previous screen.

7. Changethe administrator password.
Thedef aul t administrator password is JO0O0O00ODZ For sec

should change the default administrator password as soon as possible.

2015-12-25 00:01:53 Yealink VC400 g LAN:10.3.6.193

Password

New Password

Confirm Password

Previous Keyboard

Note Do remember the new administrator password or keep a copy of the password in a safeplace. If
you forget the password, you will need to reset the systemto the factory settings, and then reset
the password or use the default passwordjO 0 0 0 DZ

For more information, refer to Resetting to Factory on page 251.

42



Getting Started

8. Press|[T ) WNext soft key) to continue or press ( Previous soft key) to return to

the previous screen.

The display device displaysfirewall port mapping information.

2015-12-25 00:01:53 Yealink VC400

Firewall Port Mapping

Lan Port Type
H.323 TcP
Gatekeeper UDP
SIp TCP/UDP
Audio & Video TCP/UDP
HTTPS(Web)

Previous

Port Range
1720
1719
5060

50000-50499
443

9 1AN:1036.193

9. Press [~ J(Next soft key) to continue or press (—__| (Previous soft key) to return to

the previous screen.

10. Configure network settings.

The phone will try to contact a DHCP server in your network to obtain network parameters

by default. If you uncheck the DHCP checkbox, youwill need to configure IPv4 or IPv6

network manually. For more information, refer to Configuring LAN Properties on page 48.

2015-12-25 00:01:53 Yealink VC400

Network

IPv4

Previous

2 (AN:1036.193

11. Press \ (Next soft key) to continue or press (Previous soft key) to return to
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12.

the previous screen.
(Optional.) Log into the Cloud platform.

Yealink video conferencing system supports Yealink/ StarLeafZoom/Pexip/ BlueJeans/
Mind/ Custom platform. For more information, refer to Configuring Cloud Settings on page
101.

2016-12-08 00:21:29 Yealink VC400 S 11036193

Cloud

Cloud Account Enabled
Platform Type Yealink Cloud
Login Type Pincode Login

Log In

StarlLeaf
Zoom
Pexip
BlueJeans
Mind
Custom

13. Press\(CompIete soft key) to complete the setup wizard.

Enabling Communication with Other  Systems

44

If you use Network Address Translation (NAT) to assign a public IP address to your
VC400/VC120 systemfor communication with devices outside your private network, you
must enable NAT on your VC400/VC120 systembefore placing calls. For more information,
refer to Network Address Translation on page 80.

If your VC400/VC120 systemcommunicates with other devices through a firewall, you
must configure your firewall to allow incoming and outgoing traffic to the VC400/VC120
system through the reserved ports specified in Reserved Portson page 78. And the
required ports specified in Configuring the System for Use with a Firewall or NATon page
77. Users placing calls through a firewall to system may experience one-way audio or video
if the firewall is not properly configured.

If you are using Cloud serverin your environment to place calls, refer to Configuring Cloud

Settings on page 101.

If you are using Session Initiation Protocol (SIP) servers in your environment to pace calls
using the SIP protocol, refer to Configuring SIP Settingson page 122.

If you are using H.323 gatekeepers in your environment and want to place calls usinga

name or extension with the H.323 protocol, refer to Configuring H.323 Settings on page

ng
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126.

Placing a Test Call from VC S

Yealink Demolto Yealink Dema3 are three default contacts stored in the local directory.

You can place a test callto the default contact, and the test call will be routed to the Yealink
demo video conferencing system. Yealink demo contacts can helpusers to test quickly whether
the system is normal after installation.
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Configuring Network

This chapter provides information on how to configure network settings for the system. Proper

network settings allow the system work efficiently in your network environment.

This chapter provides the following sections:

Preparing the Network

Configuring LAN Properties

Configuring Network Speed and Duplex Mode

VLAN
802.1X Authentication

H.323 Tunneling

Configuring the System for Use with a Firewall or NAT

Intelligent Firewall Traversal

Quality of Service

VPN

Preparing the Network

Before you begin configuring the network options, you must make sure your network is ready

for video conferencing.

The following table lists the network information you need to obtain from the network

administrator when preparing your network.

Type

Network Information

Type of system

DHCP

Static IP Address

IP address

Subnet mask

Gateway
DNS Server IP address of DNS server
Register information of SIPaccount
Call Protocol

Register information of H.323 account

Cloud Server

Register information of Cloud platform

802.1X

Authentication information
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Configuring LAN Properties

DHCP

48

DHCP (Dynamic Host Configuration Protocol) is a network protocol used to dynamically allocate
network parameters to network hosts. The automatic allocation of network parameters to hosts
eases the administrative burden of maintaining an IP network. The sysem complies with the
DHCP specifications documented in RFC 2131. DHCP by default, which allows the system
connected to the network to become operational by obtaining IP addresses and additional

network parameters from the DHCP server.

DHCP Option

DHCP povides a framework for passing information to TCP/IP network devices. Network and
other control information are carried in tagged data items that are stored in the options field of
the DHCP message. The data items themselves are also called options.

DHCP @n be initiated by simply connecting the system to the network. The system broadcasts
DISCOVER messages to request network information carried in DHCP options. The DHCP server
responds with the specific values in the corresponding options.

The following table lists the common DHCP options supported by the system.

Parameter DHCP Option Description
Subnet Mask 1 Specifies the client@gs
) Specifiesthe offset of the client's subnet in
Time Offset 2 ) ) )
seconds from Coordinated Universal Time (UTC).
Specifies a list of IP addresses for routers on the
Router 3 )
clientgs subnet.
) Specifiesa list of time servers available to the
Time Server 4 )
client.
Domain Name 6 Specifies a list of domain name serversavailable
Server to the client.
Specifiesa list of MIT-LCS UDP servers available tg
Log Server 7 .
the client.
Host Name 12 Specifiesthe name of the client.
] Specifiesthe domain name that client should use
Domain Server 15 ) )
when resolving hostnames viaDNS.
Broadcast 28 Specifiesthe broadcast address in use on the
Address client's subnet.
Network Time 42 Specifiesa list of the NTP servers available to the

ng
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Parameter DHCP Option Description
Protocol client by IP address
Servers
Vendor -Specific -~ o ]
. 43 Identifies the vendor-specific information.
Information
Vendor Class -~
» 60 Identifies the vendor type.
Identifier
Identifies a TFTP server when the ‘name’ field in
TFTP Server
66 the DHCP header has been used for DHCP
Name .
options.
i Identifies a bootfile when the ‘file’ field in the
Bootfile Name 67 )
DHCP header has been usedor DHCP options.

For more information on DHCP options, refer to
htip://www.ietf.org/rfc/rfc2131. txt?number=2131  or
http.//www. ietf.org/rfc/rfc2132.txt?number=2132 .

To make the system gather network settings via DHCP options, you heed to contact your

network administrator to configure the DHCP server properly.

DHCP feature parameters on the system aredescribed below:

Parameter

Description

Configuration Method

DHCP

Enables or disables the system to
obtain network settings from the
DHCP server.

Default: Enabled

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Remote Control

Web User Interface

Host Name

Configures the host name of the
system.

Default: Blank

Note : When the system broadcasts
DHCP DISCOVER messages, it will
report the configured host name to
the DHCP server via DHCP option
12. Host name is optional, so it is not
a mandatory configuration item. For
more information, contact your

network administrator.

If you change this parameter, the

system will reboot to make the

Web User Interface
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Parameter Description Configuration Method

change take effect.

To configure DHCP via web user interface :

1. Click on Network ->LAN Configuration .
2. Inthe IPv4 Config block, mark the DHCP radio box.

3. (Optional.) Enter the host name of the systemin the Host Name field.

About Language v Logout

Status Account Network Setting Directory Security
i ERTIE T Internet Port
NAT/Firewall
Advanced LARIEE v |Z| |
Diagnose IPv4 Config
@ DHCP
() Static IP
IP Address I—
Subnet Mask I—
Gateway I—
Static DNS © on @ off
Primary DNS I—
Secondary DNS I—
| Host Name VC400 |

4. Click Confirm to accept the change.
A dialog box pop s up to prompt that settings will take effect after a reboot.

5. Click Confirm to reboot the system immediately.
To configure DHCP via the remote control

1. SelectMenu->Advanced (default password: 0000)->Internet Configuration ->I1Pv4.
2. Check the DHCP checkbox.

3. Press the Save soft key to accept the change.

The di splay device prompts J Reboot now?DZ

4. SelectOK to reboot the systemimmediately.

Static DNS

50

Even though DHCP is enabled, you can manually configure the static DNS address(es).

Parameters of static DNS on thesystem are described below:

Parameter Description Configuration Method

Static DNS Triggers the static DNS feature to on Remote Control

ng
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Parameter

Description

Configuration Method

or off.
Default: Off

Note : If it is set to Off, the system
will use the IPv4 DNS obtained from
DHCP.

If it is set to On, the system will use
manually configured static IPv4
DNS.

I't only wor ks ilF4
ConfigDZ i s set to DH
change this parameter, the system
will reboot to make the change take
effect.

Web User Interface

Primary DNS

Configures the primary IPv4 DNS

server.
Default : Blank

Note : It only works if the value of
the " Static IPv4DNS" is set to On. If
you change this parameter, the
system will reboot to make the
change take effect.

Remote Control

Web User Interface

Secondary DNS

Configures the secondary IPv4 DNS

server.
Default : Blank

Note : It only works if the value of
the " Static IPv4 DNS" is set to On. If
you change this parameter, the
system will reboot to make the

change take effect.

Remote Control

Web User Interface

To configure static DNS address when DHCP is used via web user interface:

1. Click on Network ->LAN Configuration .

2. Inthe IPv4 Config block, mark the DHCP radio box.

3. Inthe Static DNS block, mark the On radio box.
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4. Enterthe desired values in the Primary DNS and Secondary DNS fields.

About Language v Logout

Account Network Setting Directory Security
1Pv4 Config
LAN Configuration
NAT/Firewall © DHCP
Advanced () static IP
SEE e IP Address I—
Subnet Mask l—
Gateway l—
Static DNS © on © off
Primary DNS 192.168.1.166
Secondary DNS 192.168.1.167
Host Name V400
1Pv6 Config
@ DHcp
Static IP
IP Address |—
IPV6 prefix((0~128) =

5. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after areboot.

6. Click Confirm to reboot the phone.
To configure static DNS when DHCP is used via the remote control:

1. SelectMenu->Advanced (default password: 0000)->Internet Configuration ->1Pv4.
Check the DHCP checkbox.

Check the Static DNS checkbox.

P w DN

Enter the desired values in the DNS Primary Server and DNS Secondary Server fields
respectively.

5.  Press theSave soft key to accept the change.

The display device prompts JReboot now?DZ

Configuring Network Settings Manually

If DHCP is disabled or the system cannot obtainnetwork settings from the DHCP server, you

need to configure them manually.

The following parameters should be configured for systems to establish network connectivity:

IP Address: Configure the systemto use the assigned IP address.

Subnet Mask: Enter the subnet mask address when thesystem does not automatically
obtain the subnet mask.
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Gateway : A gateway is a network point that works as an entrance to another network.

Primary DNS /Secondary DNS: Domain Name System (DNS) servers translates domain
names (for example: www.example.com), which an be easily memorized by humans, to
the numerical IP addresses (192.168.1.15) needed for the purpose of computer services

and devices worldwide.

Network parameters need to be configured manually on the system are described below.

Parameter Description Configuration Method

Configures the IP address mode.
Default: IPv4
! v Remote Control

Mode (IPv4/IPv6) . ;
Note: If you change this parameter, Web User Interface

the IP phone will reboot to make the
change take effect.

Enables or disables the system to
use manually configured network

settings.
Remote Control
Static IP Default: Disabled
Web User Interface
Note : If you change this parameter,

the system will reboot to make the
change take effect.

Configures the IP addressassigned
to the system.

Default: Blank Remote Control
IP Address

Note : If you change this parameter, Web User Interface
the system will reboot to make the
change take effect.

Configures the subnet mask
assignedto the system.

Default: Blank Remote Control
Subnet Mask

Note : If you change this parameter, Web User Interface
the system will reboot to make the
change take effect.

Configures the gateway assignedto

the system.
Default: Blank Remote Control
Gateway
Note : If you change this parameter, Web User Interface
the system will reboot to mak e the
change take effect.
Static DNS Remote Control

Triggers the static DNS feature to on
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Parameter Description

Configuration Method

or off.
Default: Off

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Web User Interface

Configures the primary DNS server
assignedto the system.

. Default: Blank
Primary DNS

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Remote Control

Web User Interface

Configures the secondary DNS
serverassignedto the system.

Default: Blank
Secondary DNS

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Remote Control

Web User Interface

To configure the IP address mode via web user interface:

1. Click on Network ->LAN Configuration .

2. Select desired value from the pull-down list of 1Pv4/IPv6 .

About Language v Logout

Status Account Network Setting Directory Security
L) Eriis it Internet Port
NAT/Firewall
Advanced [P3/IPve Pt E |
Diagnose IPv4 Config
@ DHCP
() Static IP
IP Address —
Subnet Mask I—
Gateway I—
Static DNS © on @ off
Primary DNS —
Secondary DNS I—
Host Mame VC400

3. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

ng
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4. Click OK to reboot the phone.
To configure a static | Pv4 address via web user interface:

1. Click on Network ->LAN Configuration .
2. Inthe IPv4 Config block, mark the Static IP radio box.

3. Enter the desired values in the IP Address, Subnet Ma sk, Gateway , Primary DNS and
Secondary DNS fields.

About Language v Logout

Ye a'ink vcapg  Home Status Account Network Setting Directory Security
L) @iz T2iiEn Internet Port
NAT/Firewall
Aevanced Pv4/TPVG Pvé [=]
Diagnose IPv4 Config
) DHCP
@ Static IP
1P Address 192.168.1.10
Subnet Mask 255.255.255.0
Gateway 102.168.1.254
Static DNS © on ' Off
Primary DNS 192.168.1.166
Secondary DNS 182.168.1.167
Host Name VC400

4. Click Confirm to accept the change.
A dialog box pop s up to prompt that settings will take effect after a reboot.

5. Click Confirm to reboot the systemimmediately.
To configure the IP address mode via phone user interface:

1. SelectMenu->Advanced (default password: 0000)->Internet Configuration
2. SelectIPv4 or IPv4 & IPv6 from the IP Mode field.
3. Press theSave soft key to accept the change.

The IP phone reboots automatically to make settings effective after a period of time.

To configure a static IP v4 address via phone user interface

1. SelectMenu->Advanced (default password: 0000)->Internet Configuration ->I1Pv4.
2. Uncheck the DHCP checkbox.

3. Enter the desired values in the IP Address, Subnet Mask, Gateway, DNS Primary Server

and DNS Secondary Server fields respectively.
4. Press theSave soft key to accept the change.
The di splay device prompts J Reboot now?DZ

5. SelectOK to reboot the systemimmediately.
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IPv6 Support

Because Internet Protocol version 4 (IPv4) uses a 3dit address, it cannot meet the increased
demands for unique IP addresses for all devices that connect to the Internet. Therefore,
Internet Protocol version 6 (IPv6) is the next generation network layer protocol, which designed

as a replacement for the current IPv4 protocol.

IPv6is developed by the Internet Engineering Task Force (IETF) to deal with the longanticipated
problem of IPv4 address exhaustion.Yealink IP Phone supports IPv4 addressing modelPv6
addressing mode, as well as an IPv4&IPv6 dual stack addressing moddPwv uses a32-bit
address, consisting of four groups of three decimal digits separated by dots; for example,
192.168.1.1001Pv6 uses a 128bit address, consisting of eight groups o f four hexadecimal digits
separated by colons; for example, 2026:1234:1:1:215:65ff:felf.caa

VolIP network based on IPv6 can provide endto-end security capabilities, enhanced Quality of
Service (Qo0S), a set of service requirements to deliver performance garantee while transporting
traffic over the network.

If you configure the network settings on the phone for an IPv6 network, you can set up an IP

address for the phone either by using DHCPv6 or by manually entering an IP address. Ensure
that your network e nvironment supports IPv6. Contact your ISP for more information.

IPv6 Address Assignment Method
Supported IPv6 address assignment methods:

Manual Assignment: An IPv6 address and other configuration parameters (e.g., DNS

server) for the IP phone can bestatically configured by an administrator.

Stateful DHCPv6: The Dynamic Host Configuration Protocol for IPv6 (DHCPV6) has been

standardized by the IETF through RFG3315. DHCPvV6 enables DHCP servers to pass

configuration parameters such as IPv6 network addresses to IPv6 nodes. It offers the

capability of automatic allocation of reusable network addresses and additional

configuration flexibility. This protocol is a stat
Aut oconf i grCr246%, and caDbe(used separately or concurrently with the latter

to obtain configuration parameters.

How the system obtains the IPv6 address and network settings?

The following table lists where the system obtains the IPv6 addess and other network settings:

DHCPvV6 How the IP phone obtains the IPv6 address and network settings?

) You have to manually configure the static IPv6 address and other network
Disabled )
settings.

The IP phone can obtain the IPv6 address and the other network settings via
DHCPvV6.

Enabled
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IPv6 Network parameters need to be configured manually on the system are described below.

Parameter

Description

Configuration Method

Mode (IPv4/IPv6)

Configures the IP address mode.
Default: 1Pv4

Note: If you change this parameter,
the IP phone will reboot to make the
change take effect.

Remote Control

Web User Interface

Static IP

Enables or disables the system to
use manually configured IPv6
network settings.

Default: Disabled

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Remote Control

Web User Interface

IP Address

Configures the IPv6 address
assigned to the system.

Default: Blank

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Remote Control

Web User Interface

IPv6
prefix((0~128)

Configures the IPv6 prefix.
Default: Blank

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Remote Control

Web User Interface

Gateway

Configures the IPv6 default gateway.

Default: Blank

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Remote Control

Web User Interface

Static DNS/ Static

Triggers the static IPv6 DNS feature

to on or off.

Default: Off

Remote Control

IPv6 DNS Note : If you change this parameter, Web User Interface
the system will reboot to make the
change take effect.
DNS Primary Configures the primary IPv6 DNS Remote Control

Server/ Primary

server.

Web User Interface
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Parameter Description Configuration Method

DNS Default: Blank

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Configures the secondary IPv6 DNS

server.
DNS Secondal
i Default: Blank Remote Control
Server/ Secondary
DNS Note : If you change this parameter, Web User Interface

the system will reboot to make the
change take effect.

To configure IPv6 address assignment method via web user interface:

1. Click on Network ->LAN Configuration .
2. Select the desiredIP mode (IPv6 or IPv4 & IPv6) from the pull-down list of IPv4/IPVv6 .
3. Inthe IPv6 Config block, mark the DHCP or the Static IP radio box.

- If you mark the Static IP radio box, configure the IPv6 address and other
configuration parameters in the corresponding fields.

About Language v Logout

-
Yeal lnk VC400 Home Account Network Setting Directory Security
! LAN Configuration > Subnet Mask
| NAT/Firewal v
; Advanced
r Static DNS
Diagnose
Primary DNS
Secondary DNS
Host Name VC400
1Pv6 Config
©) DHCP
@ StaticIP
1P Address 2026:1234:1:1:215:65fF:fc
1Pv6 prefix((0~128) 64
Gateway 3036:1:1:c3c7:c11c:5447:
Static IPv6 DNS @ on off
Primary DNS 3036:1:1:c3c7:c11c:5447:
Secondary DNS 2026:1234:1:1:c3c7:cllc:

ng
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- (Optional.) If you mark the DHCP radio box, you can configure the static DNS address
in the corresponding fields.

About Language v Logout

.Yealink vcapg  Home Status Account Network Setting Directory Security

W Subnet Mask
NAT/Frewall Gateway
Advanced Static DNS
Diagnose
Primary DNS
Secondary DNS
Host Name VC400
IPv6 Config
@ DHCP
) Static IP
IP Address ]
IP6 prafx((0~128) =
Gateway l—
Static IPv6 DNS ® on © off
Primary DNS 3036:1:1:c3c7:cl1c:5447:
Secondary DNS 2026:1234:1:1:c3c7:cllc:

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after areboot.

5.  Click OK to reboot the phone.
To configure IPv6 addres s assignment method via phone user interface:

1. SelectMenu->Advanced (default password: 0000)->Internet Configuration

Select IPv4 & IPv6 or IPv6 from the IP Mode field.
Press a4 or w to highlight IPv6 and press

Select the desired IPv6 addressassignment method.

p w0 DN

If you uncheck the DHCP checkbox, configure the IPv6 address and other network
parameters in the corresponding fields.

5. Press theSave soft key to accept the change.

The IP phone reboots automatically to make settings effective after a period of time .
To configure static DNS when DHCP is used via phone user interface:

1. SelectMenu->Advanced (default password: 0000)->Internet Configuration ->I1Pv6.
Check the DHCP checkbox.

Check the Static DNS checkbox.

p w DN

Enter the desired values in the DNS Primary Server and DNS Secondary Server fields

respectively.

5.  Press theSave soft key to accept the change.
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6. The display device prompts JReboot now?DzZ

7. SelectOK to reboot the systemimmediately.

Configuring Network Speed and Duplex Mode

60

You can configure the network speed and duplex mode the system uses. The network speed
and duplex mode you select for the system must be supported by the switch. The network
speedsand duplex modes supported by the system are:

Auto

10 Mb/s Full Duplex
100 Mb/ s Full Duplex
10 Mb/s Half Duplex
100 Mb/s Half Duplex
1000 Mb/s Full Duplex

Auto is configured on the system by default.

Auto

Auto means that the switch will negotiate the network speed and duplex mode for the systems
to transmit voice or data over Ethernet. This process entails devices first sharing transmission
capabilities and then selecting the highest performance transmission mode supported by both
systems.

Half -duplex

Half-duplex transmission refers to transmitting voice or data in both directions, but in one
direction at a time; this means one system can send data on the line, but not receive data

simultaneously.

Full-duplex

Full-duplex transmission refers to transmitting voice or data in both directions at the same time;

this means one system can send data on the line whilealso receiving data.

Parameter of network speed feature on the system is described below:

Parameter Description Configuration Method

Specifies the network speed and

duplex mode for the system to use.

Default: Auto
Network Speed Web User Interface

Note : If Auto is selected, the

network speed and duplex mode

will be negotiated by the switch
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Parameter

Description

Configuration Method

automatically.

The network speed and duplex
mode you select must be supported

by the switch.

If you change this parameter, the
system will reboot to make the

change take effect.

To configu re the network speed via web user interface :

1. Click on Network ->Advanced .

2. Select the desired value from the pull-down list of Network Speed .

Yealink vcie

Home

LAN Configuration

NAT/Firewal

Advanced

Diagnose

About
Account Network Setting
HTTP Enabled [=]
HTTP Port 80
HTTPS Enabled
HTTPS Port 443
802.1x
802.1% Mode Disabled [=]
Identity |—
MD5 Password Iunun
CA Certificates I—
Device Certificates I—
VPN
Active Disabled |Z|
Upload VPN Config
Speed
Network Speed Auto |Z| |

Confirm

Cancel

Language v

Directory

Browse...

Logout

Security

Upload

3. Click Confirm to accept the change.

A dialog box pop s up to prompt that settings will take effect after a reboot.

4. Click Confirm to reboot the system immediately.

VLAN

VLAN (Virtual Local Area Network) is used to divide a physical network logically into several

broadcast domains. VLAN membershipis configurable through software instead of physically

relocating devices or connections. Grouping devices with a common set of requirements
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regardless of their physical location can greatly simplify network design. VLANs can address

issues such as scalability, security, and network management.

The purpose of VLAN configurations on the system is to insert a tag with VLAN information to
the packets generated by the system. When VLAN is configured on the system properly, the
system will tag all packets with the VLAN ID. The switch receives and forwards the tagged

V L A Nscribed in EEEEIStdn g

packets to
802.3.

In addition to manual configuration, the system also supports automatic VLAN discovery via
LLDP or DHCP. The assignment takes effect in the following order: assignment via LLDP, manual
configuration, then assignment via DHCP.

the corresponding

For more information on VLAN, refer to VLAN Feature on Yealink IP Phones

LLDP (Linker Layer Discovery Protocolis a vendor-neutral Link Layerprotocol, which allows the
system to receive and/or transmit device -related information from/to directly connected

devices on the network that are also using the protocol, and store the information about other
devices.LLDP transmits information as packets called LLDP Data hits (LLDPDUs)An LLDPDU
consists of a set of Type Length-Value (TLV)elements, each of which contains a particular type

of information about the device or port transmitting it.

LLDP-MED (Media Endpoint Discovery)

LLDRMED s published by the Telecommunications Industry Association (TIA) It is an extension
to LLDP that operates between endpoint devices and network connectivity devices.LLDRMED

provides the following capabilities for the system:

Capabilities Discovery-- allows LLDRMED system to determine the capabilities that the

connected switch supports and has enabled.

Network Policy -- provides voice VLAN configuration to notify the system which VLAN to
use and QoS-related configuration for voicedata. |1t provi des

environment.

Power Management -- provides information related to how the system is powered, power

priority, and how much power the system needs.

Inventory Management -- provides a means to effectively managethe system and its

attributes, such as model number, serial numberand software revision.

TLVs supported by the system are summarized in the following table:

TLV Type TLV Name Description
Chassis ID The network address of the system.
Mandatory TLVs | Port ID The MAC address of thesystem.

Time To Live

Seconds until data unit expires.

Syst ems
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TLV Type

TLV Name

Description

The default value is 180s.

End of LLDPDU

Marks end of LLDPDU.

Optional TLVs

System Name

Name assigned to the system.

The default value is

System Description

Description of the system.

Description includes firmware version of the

system.

System Capabilities

The supported and enabled system
capabilities.

The Telephone capability is supported and
enabled by default.

Port Description

Description of port that sends data unit.

The defaultv al ue is J WAN P

q

IEEE Std 802.3
Organizationally
Specific TLV

MAC/PHY
Configuration/Status

Duplex mode and network speed settings of

the system.

The Auto Negotiation is supported and
enabled by default.

The advertised capabilities of PMD.
Auto-Negotiation is:

1000BASET (full duplex mode)
100BASETX (full duplex mode)
100BASETX (half duplex mode)
10BASET (full duplex mode)
10BASET (half duplex mode)

TIA
Organizationally
Specific TLVs

Media Capabilities

The MED device type of the systemand the
supported LLDP-MED TLV type can be
encapsulated in LLDPDU.

The supported LLDPR-MED TLV types are:
LLDRMED Capabilities, Network Policy,
Extended Power via MD}PD, Inventory.

Network Policy

Port VLAN ID, application type, L2 priority
and DSCPvalue.

Extended

Power-via-MDI

Power type, source, priority and value.

Inventory g Hardware

Revision

Hardware revision of the system.
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TLV Type TLV Name

Description

Inventory g Firmware
Revision

Firmware revision of the system.

Inventory § Software
Revision

Software revision of the system.

Inventory g Serial

Serial number of the system.

Number

Inventory g Manufacturer name of the system.
Manufacturer Name The defaulvealinkDd| ue i s
Inventory g Model Model name of the system.

Name The default value is
Asset ID Assertion identifier of the system.

Parameters of LLDP feature on the system are described below.

Parameter

Description

Configuration Method

the system.

) Default: Disabled
LLDP->Active

Enables or disables LLDP feature on

Remote Control

Web User Interface

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Packet
Interval(1 -3600s)

Configures the interval (in seconds)
for the system to send LLDP
requests.

Default: 60

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Remote Control

Web User Interface

To configure LLDP via web user interface:

1. Click on Network ->Advanced .

2. Inthe LLDP block, select the desired value from the pull-down list of Active .

ng
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3. Enter the desired time interval in the Packet Interval (1-3600s) field.

About Language v Logout

Yea'ink vcagp Home Status Account Network Setting Directory Security
LAN Configuration LLDP
NAT/Firewall
Advanced G Enabled [=]
Diagnose Packet Interval(1-3600s) &0
VLAN
Internet Port
Active Disabled =]
VID(1-4094) 1
Priority i} E|
DHCP VLAN
Active Enabled E|
Option 132

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after areboot.

5. ClickConfirm to reboot the system immediately.

To configure LLDP via the remote ¢ ontrol:

1. SelectMenu->Advanced (default password: 0000)->Advanced Network .
2. Inthe LLDP block, check the Active checkbox.

3. Enter the desired value in the Packet Interval (1 -3600s) field.

4. Press theSave soft key to accept the change.

The display devicepr ompt s J Reboot now?DZ

5. SelectOK to reboot the system immediately.

Manual Configuration for VLAN

VLAN is disabled onsystems by default. You can configure VLAN manually. Before configuring

VLAN on the systems, you need to obtain the VLAN ID from your network administrator.

Parameters of manual VLAN on thesystem are described below.

Parameter Description Configuration Method

Enables or disablesVLAN for the

Internet (WAN) port.
Internet Remote Control

. Default: Disabled
Port->Active Web User Interface

Note : If you change this parameter,

the system will reboot to make the
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Parameter Description Configuration Method

change take effect.

Configures VLAN ID for the Internet
(WAN) port.

Default: 1 Remote Control
VID(1-4094)
Note : If you change this parameter, Web User Interface

the system will reboot to make the

change take effect.

Configures VLAN priority for the
Internet (WAN) port.

Valid values: 0-7

7 is the highest priority, 0 is the
I 9 priority, O1 Remote Control

Priority lowest priority.
Web User Interface
Default: 0

Note : If you change this parameter,
the system will reboot to make the

change take effect.

To configure VLAN for Internet port via web user interface:

1. Click on Network ->Advanced .

2. Inthe VLAN block, select the desired value from the pull-down list of Internet Port

Active .
3.  Enter the VLAN ID in theVID (1-4094) field.

4.  Select the desired value (87) from the pull -down list of Priority .

About  Language v Logout

-
Yea'lnk VC400 Account Network Setting Directory  Security
LAN Configuration LLDP
MAT/Firewall
Active
Advanced
S— packet e300
VLAN
Internet Port
Active
Vo059
prnty
DHCP VLAN
Active Enablad h
Qpfion 132

5. ClickConfirm to accept the change.

ng
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A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure VLAN via the remote control

1. SelectMenu->Advanced (default password: 0000)->Advanced Network .
In the VLAN block, checkthe Active checkbox.
Enter the VLAN ID in theVID(1-4094) field.

Enter the priority value (0-7) in the Priority field.

a > DN

Press theSave soft key to accept the change.
The display device prompts J Reboot now?DZ

6. SelectOK to reboot the systemimmediately.

DHCP VLAN

The system supports VLAN discovery via DHCP. When the VLAN Discovery method is set to
DHCP, thesystem will examine the DHCP option for a valid VLAN ID. The predefined option 132
is used to supply the VLAN ID by default. You can customize the DHCP option used to reqiest
the VLAN ID.For more information on VLAN,refer to VLAN Feature on Yealink IP Phones

Parameters of VLAN feature on thesystem are described below.

Parameter Description Configuration Method

Enables or disablesthe DHCP VLAN

discovery feature on the system.

DHCP Default: Enabled
Web User Interface

VLAN->Active Note : If you change this parameter,
the system will reboot to make the

change take effect.

Configures the DHCP option from
which the system obtains the VLAN

settings.

You can configure at most five DHCP
options and separate them by
Option commas. Web User Interface

Valid Values: 128-254
Default: 132

Note : If you change this parameter,
the system will reboot to make the
change take effect.
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To configure DHCP VLAN discovery via web user interface:

1. Click on Network ->Advanced .

2. Inthe VLAN block, select the desired value from the pull-down list of DHCP VLAN Active .

3.  Enter the desired option in the Option field.

The default option is 132.

About Language v Logout

Yea'inkchm Home Account Network Setting Directory Security
LAN Configuration LLDP
NAT/Firewall
P— scve
E Packet Interval(1-3600s)
VLAN
Internet Port
e
09
Py
DHCP VLAN
Actve
QoS
I
Video Priority
Daa pry

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after areboot.

5. Click Confirm to reboot the systemimmediately.

802.1X Authentication

68

IEEBB02.1X authentication is an IEEEtandard for Port-based Network Access Control (PNAC)
part of the IEEE 802.1group of networking protocols. It offers an authentication mechanism for
devices to connect to a LAN or WLAN. The 802.1X authentication involves three parties: a
supplicant, an authenticator and an authentication server. The supplicant isthe system that
wishes to attach to the LAN or WLAN. With 802.1X port-based authentication, the system
provides credentials, such as usemame and default password, for the authenticator. The
authenticator then forwards the credentials to the authentication server for verification. If the
authentication server determines the credentials are valid, the system s allowed to access
resources bcated on the protected side of the network.

The system supports the authentication protocols EARMD5, EARTLS, PEAMMSCHAPV2 and
EARTTLS/EAPMSCHAPV2 for 802.1X authentication.
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For more information on 802.1X authentication, refer to Yealink 802.1X Authentication

802.1Xfeature parameters on the system aredescribed below:

Parameter

Description

Configuration Method

802.1x Mode

Specifies the 802.1x authentication

mode.

Disabled

EARMDS5

EARTLS
PEARMSCHAPV2
EARTTLS/EAPMSCHAPV2

Default: Disabled

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Remote Control

Web User Interface

Identity

Configures the user name for 802.1x

authentication.

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Web User Interface

MD5 Password

Configures the password for 802.1x

authentication.

Note : If you change this parameter,
the system will reboot to mak e the

change take effect.

Web User Interface

CA Certificates

Configures the access URL of the CA
certificate when the 802.1x
authentication mode is configured

as EARPTLS, PEARMMSCHAPV2 or
EARTTLS/EAPMSCHAPV?2.

Note : If you change this parameter,
the system will reboot to make the

change take effect.

Web User Interface

Device Certificates

Configures the access URL of the
device certificate when the 802.1x
authentication mode is configured
as EAPTLS.

Note : If you change this parameter,

the system will reboot to make the

Web User Interface
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Parameter Description Configuration Method

change take effect.

To configure 802.1X via web user interface :

1. Click on Network ->Advanced .

2. Inthe 802.1x block, select the desired protocol from the pull -down list of Mode 802.1 x.

a) If you select EAP-MD5:
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.

About Language v Logout

Yealink vcspg Home Status Account Network Setting Directory Security
LAN Configuration SN
NAT/Firewall Active Disabled [=]
AoEeEl Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port 80
HTTPS Enabled [=]
HTTPS Port 443
802.1x
802.1x Mode EAP-MD5 [=]
Identity yealink
MD5 Password sesnesss
CA Certificates l— Browse o3
Device Certificates l— Browse oa

b) If you select EAP-TLS
1) Enter the username for authentication in the Identity field.
2) Leave theMD5 Password field blank.

3) Inthe CA Certificate s field, click Browse to locate the desired CA certificate

(*.pem,*.crt, *.cer or *.der)from your local system.

4) In the Device Certificate s field, click Browse to locate the desired client

certificate (*.pem or *.cer) from your local system.

70
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5) Click Upload to upload the certificates.

About Language v Logout
Yea'ink vcaop Home Status Network Setting Directory Security
LAN Configuration SR
NAT/Firewall Active Disabled  [+]
idven o port e
Diagnose
Tursted Address
Web Server
HTTP Port SU—
HTTPS Engbled  [7]
HTTPS Port a3
802.1x
802.1x Mode EAPTLS [+
Identity yealnk
MDS Password ssessee
CA Certificates W Browse... Upload
Device Certificates W Browse... Upload

c) If you select PEARMSCHAPV2:

1)
2)
3)

Enter the username for authentication in the Identity field.

Enter the password for authentication in the MD5 Password field.

In the CA Certificate s field, click Browse to locate the desired certificate

(*.pem,*.crt, *.cer or *.der)from your local system.
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4)

Click Upload to upload the certificate.

About Language v Logout
Yea'ink vcapy Home Status Account Network Setting Directory Security
LAN Configuration SHME
NAT/Frewal Active Disabled =]
Gmered Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port a0
HTTPS Enabled
HTTPS Port 443
802.1x
802.1x Mode PEAP-MSCHAPV2 [=]
Identity yealink
MD5 Password LTI
CA Certfficates C:\fakepath\ca.crt Browse... Upload
Device Certificates l— Browse...|| Upload

d) If you select EAP-TTLS/EAP-MSCHAPV2:

1)
2)
3)

Enter the username for authentication in the Identity field.
Enter the password for authentication in the MD5 Password field.

In the CA Certificate s field, click Browse to locate the desired certificate

(*.pem,*.crt, *.cer or *.der)from your local system.

ng

Syst ems



Configuring Network

4) Click Upload to upload the certificate.

About Language v Logout

Yea'ink vcaop Home Status Account Network Setting Directory Security
LAN Configuration SHAE
NAT/Firawall Active Disabled [=]
Advanced Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port 80
HTTPS Enabled [=]
HTTPS Port 443
[B02.1x
802.1x Mode EAP—TFLSIEAP-MSCHAE
Identity yealink
MD5 Password ssssesese
CA Certificates C:\fakepath\ca.crt Browse... Upload
Device Certificates l— Browse

3. ClickConfirm to acceptthe change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click Confirm to reboot the system immediately.
To configure the 802.1X via the remote control:

1. SelectMenu->Advanced (default password: 0000) ->Advanced Network .
2. Select the desired mode from the pull-down list of 802.1x Mode .
3. Press theSave soft key to accept the change.

Thedisplay devicepr ompt s J Reboot now?DZ

4. SelectOK to reboot the system immediately.

H.323 Tunneling

The H.245 protocol is a control protocol that manages the media sessions. It is a part of the
H.323 protocol suite. The H.245 protocol is used primarily to negotiate the master-slave
relationship between communicating systems. The H.245 messages can be encapsulated and
carried between H.225 controlled system within H.225 messages. This way of "piggybacking"

an H.245 message to the H.225 message is referred to as H.323 Tunneling. The tunneling feature
relies on H.225 system-to-system connectivity (via TCP) to pass H.245 messages, and uses the
H.225 communication channel without creating a separate TCP socket connection (per H.323

call) for media control.
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If H.323 tunneling feature is disabled, the setup processes of an H.323 cdl are shown below:

EP1

— 225 ALTERING

(—H225 CONNECT

—H245 TCS ACK

—H245 MSD ACK

——H245 OLC ACK

EP2

H225 SETUP——

H245 TCE————

H245 MSD—————

H245 OLC——

RTP

A

Y

74
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If H.323 tunneling feature is enabled on both sites, the setup processes ofan H.323 call are

shown below:

EP1

EP2

—H225 ALTERING

——H225 CONNECT

——H225/H245 TCS ACK

— H225/H245 MSD ACK

————H225/H245 OLC ACK

RTP.

H225 SETIP———

H225/H245 TCS————p»

H225/H245 MSD———|

H225/H245 OLC——————

A

Y

The parameter of the H.323 tunneling feature on the system is described below:

Parameter Description Configuration Method
Enables or disables the H323 tunneling
on the system. You can mnfigure it for
H.323 Remote Control
_ the StarLeafCloud platform or H.323
Tunneling Web User Interface

call separately.

Default: Disabled

To configure the H.323 tunneling for

1. Click on Account ->Cloud.

2. SelectStarLeaf from the pull-down list of Platform Type .

StarLeaf Cloud platform via web user interface:
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3.  Selectthe desired value from the pull-down list of H.323 Tunneling .

Account

About

Network Setting

Language v Logout

Directory Security

H.323

5IP Account

SIP IP Cal

Codec

Cloud

Register Status
Cloud Account
Platform Type

QCP Code

Advanced Setting

Registered

Enabled

StarlLeaf

367037241953

H.323 Tunneling

H.235 Encryption
Protocol Monitor Port
DTMF Type

Local Early Media
H.238

FECC(H.323)

bted [
1720
[ R—
T —

4.  Click Confirm to accept the change.

To configure H.323 tunneling for H.323 via web user interface :

1. Click on Account ->H.323.

2. Select the desired value from the pull-down list of H.323 Tunneling .

Yealink vcio

Home

Account

About

Network Setting

Language v Logout

Directory Security

Cloud

H3z3

SIP Account

SIp 1P Call

Codec

Reqister Status

H323 Protocol

H.323 Account

H.323 Name

H.323 Extension
Gatekeeper Mode
Gatekeeper 1P Address 1
Gatekeeper IP Address 2
Gatekeeper Authentication
Gatekeeper Username
Gatekeeper Password

H.460 Active

Registared

m
I

nabled

<

Enzbled

000

=} =}
Ie
[=]
<

Manual

[10.2.1.43

Port| 1719 |

port[1715 |

Disabled

Disabled

H.323 Tunneling

Enabled

H235 Encryption

Protocol Monitor Port

Disabled

S |2 )
| I I I I
<K <

3. ClickConfirm to accept the change.
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To configure H. 323 tunneling via the remote control:

1. SelectMenu->Advanced (default password: 0000) ->H.323.
2. Check theH.323 Tunneling checkbox.

3.  Press theSave soft key to accept the change.

Configuring the System for Use with a Firewall or NAT

A firewall protects an organi zati ondadussidelthe net wor k by
network. Unless the firewall is designed to work with video conferencing equipment, you must

configure the firewall to allow incoming and outgoing traffic to the VC400/VC120 system

through the reserved ports. Users placing calls through a firewall to system may experience

one-way audio or video if the firewall is not properly configured.

Firewall With Holes
Punched Through

The Ideal Firewall

You must configure your firewall to allow incoming and outgoing traffic through the following

ports:

Description Port Range Port Type
H.323register/call request 1719 UDP
H.323 call setup 1720 TCP
SIP(default transport protocol ) 5060 UDP
SIP(when selecting the TCPtransport

5060 TCP
protocol)
SIP(when selecting the TLStransport

5061 TCP
protocol)
Reserved ports on the system.

50000-50499

For more information, refer to Reserved TCP/UDP

(default range)
Ports on page 78.

HTTPS(Optional) 443 TCP
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By default, the system communicates through TCP and UDP portsn the 50000 - 54999 range

for video, voice, presentations, and camera control. The system uses only a small number of

these ports during a call. The exact number depends on the number of participants in the call,

the protocol used, and the number of ports required for the type of call: video or voice.

The following tables identify the number of ports required per connection by protocol and the

type of call.

Required ports for an H.323 two

-way call:

Call Type Number of Required Ports
] 8 UDP ports (6 if presentation is disabled)
Video
2 TCPports
] 2 UDP ports
Voice
2 TCPports

Each additional video participant requires 8 UDP ports and 2 TCPports.

Each additional audio participant requires 2 UDP ports and 2 TCPports.

Required ports fora SIP two-way call:

Call Type Number of Required Ports
Video 8 UDP ports (6 if presentation is disabled)
Voice 2 UDP ports

Each additional video participant requires 8 UDP ports.

Each additional audio participant requires 2 UDP ports.

The following table lists the number of UDP and TCP ports needed for the vdeo conferencing

system. This information can help youto determine the range of port number to be entered in

the Reserved Port field.

Maximum Required Ports for an Required Ports for a SIP
System
Connections H.323 Call Call
Four-way video
Basic version | call and a 26 UDP | 50000-50025
) 26 UDP | 50000-50025
of VC400 presentationanda | 8 TCP | 50000-50007
voice call
) ] Two-way video call
Basic version ) 10 UDP | 50000-50009
and a presentation 10 UDP 50000-50009
of VC120 ) 4 TCP | 50000-50003
and a voice call
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Maximum Required Ports for an Required Ports for a SIP
System )
Connections H.323 Call Call

Eight-way video

Upgraded

] calland a 58 UDP | 50000-50057

version of ) 58 UDP 50000-50057

presentationand a | 16 TCP | 50000-50015
VC400/VC120 )

voice call

Parameters for reserved portson the system are described below:

Parameter

Description

Configuration Method

UDP Port Scope

Configures the range of the UDP
ports.

Valid values: 1-65535
Default range: 50000-50499

Note : SIP and H.323 calls share the
configured ports.

If you change this parameter, the
systemwill reboot to make the
change take effect.

Remote Control

Web User Interface

TCP Port Scope

Configures the range of the TCP
ports.

Valid values: 1-65535
Default range: 50000-50499

Note : SIP and H.323 calls share the
configured ports. If you change this
parameter, the systemwill reboot to
make the change take effect

Remote Control

Web User Interface

To configure reserved ports via web user interface :

1.
2.

Click on Network ->NAT/Firewall .

In the Reserve Port block, configure the UDP port range in the UDP Port Scope field.
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3. Inthe Reserve Port block, configure the TCP port range in the TCP Port Scope field.

About Language v Logout

Yealink vcapp  Home Status Account Network Setting Directory Security
LAN Configuration NAT Configuration
NAT/Firewall
Advanced Static NAT Disabled [=]
Diagnose MNAT Public IP Address
Route Traversal Auto
STUN Config
Active Disabled [=]
STUN Server
STUN Port 3478
Reserved Port
UDP Port Scope 50000 ~ 50499
TCP Port Scope 50000 ~ 30499
Intelligent Firewall Traversal
Intelligent Firewall Traversal on |Z|

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will be implemented after a reboot.

5. ClickConfirm to reboot the system immediately.
To configure reserved ports via the remote control:

1. SelectMenu->Advanced (default password: 0000) ->NAT/Firewall .
2. Inthe Reserved block, configure the range of the UDP ports and TCP ports.
3. Press theSave soft key to accept the change.

Thedisplay devicepr ompt s J Reboot now?DZ

4. SelectOK to reboot the system immediately.

Network Address Translation

80

NAT device usually connects two networks together, and translates the private (not globally
unique) addresses in the internal network into legal addresses. NAT can be configured to
advertise only one address for the entire network to the outside world. This provides additional

security by effectively hiding the entire internal network behind that address.
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Multiple solutions for NAT traversal are available, for example, application layer gateway (ALG),
simple traversal of UDP through NAT (STUN), and H.460irewall traversal.

Yealink VC400/VC120

Source 10. 3. 20. 14

Server

NAT Router

Source:162. 105. 178, 65
-
-

-
estination:10. 3. 20. 14

-

Destination: 162, 105, 178, 65

211, 100. 7. 34
tranet | Internet
|
—————— Packet from YC400/VCL120 to Server NAT Table
— Packet from Server to VC400/VC120 e HErLE AT G G
Outbound 10.3.20.14 162.105.178.65
Inbound 162.105.178.65 10.3.20.14

Static NAT

Note

If NAT/Firewall devices do not support the ALG. V@00/VC120 must be configured with the
static NAT.

Static NAT defines a oneto-one mapping from one IP subnet to another IP subnet. The
mapping includes destination IP address translation in one direction and source IP address
translation in the reverse direction. From the NAT device, the original destination address is the

virtual host IP address while the mapped-to address is the real host IP address.

If your systemis connected to a LAN that uses a NAT, yai need to configure NAT Public IP

Address so that your system can communicate to WAN.

If H.460 firewall traversal is enabled on the system, the system will automatically ignore the static
NAT settings for H.323 calls. For more information on H.460 firewall traversal, refer to H.460
Firewall Traversalon page 91.

Static NAT feature parameters on the system are described below:

Parameter Description Configuration Method

Specifiesthe static NAT type.

Disabled Kthe system does not
use the NAT feature.

Manual Kthe system uses the

manually configured NAT Remote Control

Static NAT

public address. Web User Interface

Auto Kthe system obtains the
NAT public address from the

Yealink-supplied server.

Default: Disabled

Remote Control

NAT Public IP Displays the NAT public
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Parameter Description Configuration Method
Address address automatically obtained Web User Interface

from the Yealink-supplied
serverif the static NAT is set to
Auto .

Configures the NAT public
address for the system if the

static NAT is set to Manual .

Route Traversal

Configures the route traversal type.

Auto KNAT works only when
making a call to public network
or receiving a call from the
public network.

Compulsory KNAT works when
you are in multi-level intranet
network to solve the one-way

audio or video problem.

Default: Auto

Web User Interface

NAT Traversal

Configures the NAT traversal type.
You can configure it for the SIP
account or SIP IP calkeparately.

Disabled
STUN

StaticNat

Default: Disabled

Note: Static NAT works only if this

parameter is set to StaticNat.

Remote Control

Web User Interface

To configure static NAT via web user interface:

1. Click on Network ->NAT/Firewall .

2. Select the desired value from the pull-down list of Static NAT .

3.  Configure the NAT public address in the NAT Public IP Address field if Manual is selected

from the pull -down list of Static NAT .

82
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4.

If multi -level intranet network has deployed in your environment, and you experience the

one-way audio or video problem, select Compulsory from the pull -down list of Route

Traversal to solve this problem.

About Language v Logout
Yea'ink vcapp Home Status Account Network Setting Directory Security
LAN Configuration | NAT Configuration
NAT/Firewall
Advanced SRS
S NAT Public P Address 117.28.23434
Route Traversal
STUN Config
Active
STUN Server -
STUN Port 3478
Reserved Port
UDP Port Scope 50000  ~ 50499
TCP Port Scope 50000  ~ 50499
Intelligent Firewall Traversal
Inteligent Frewsall Traversal
5. Click Confirm to accept the change.

To configure Static NAT for SIP account via web user interface:

1.
2.

Click on Account ->SIP Account.

SelectStaticNat from the pull -down list of NAT Traversal.

About Language v

Logout

Security

Yea'ink vcsop  Home Status Account Network Setting Directory
Cloud Register Status Registered
15 51IP Account ﬂ
SIP Account —
Username 9000
SIP IP Call
Codec Register Name 9000
Password tescenee
Server Host 10.2.1.48 Port 5060
Enable Outbound Proxy Server ﬂ
Outhound Proxy Server Port 5060
Transport UDP ﬂ
Server Expires 3600
DTMF Type RFC2833 [+
DTMF Info Type
DTMF Payload Type (96~1273 101—
NAT Traversal Statichat :||
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STUN

84

3. ClickConfirm to accept the change.
To configure Static NAT for SIP IP call via web user interface:

1. Click on Account ->SIP IP Call.

2.  SelectStaticNat from the pull -down list of NAT Traversal .

About Language v Logout

Yealink vcapp Home Account Network Setting Directory Security
Cloud SIP IP Cal Enabled hd
H323 Transport TCP -
SIP Account SRTP Disabled -
PGl DTMF Type RFC2833 hd
Codec DTMF Info Type DTMF

DTMF Payload Type ( 96~127 ) 101

NAT Traversal Statichat -
RPort Enabled -
BFCP Enabled -
FECC(SIP) Enabled -

3. ClickConfirm to accept the change.
To configure static NAT via the remote control:

1. SelectMenu->Advanced (default password: 0000)->NAT/Firewall .
2. Select the desired value from the pull-down list of Type.

3. Configure the NAT public address in the Public IP Address field if Manual Settings is
selected from the pull-down list of Type.

4. Press theSave soft key to accept the change.
To configure static NAT for SIP IP call via the remote control:

1. SelectMenu->Advanced (default password: 0000)->SIP IP Call.
2. SelectStaticNat from the pull -down list of NAT Traversal .

3.  Press the Save soft key to accept the change.

STUN is a network protocol, used in NAT traversal for applications of reattime voice, video,

messaging, and other interactive IP communications. The STUN protocdallows entities behind

a NAT to first discover the presence of a NAT and the type of NAT (for more information on the

NAT types, refer to NAT Typeson page 88.) and to obtain the mapped (public) IP address and

port number that the NAT has allocated for the UDP connections to remote parties. The

protocol requi res assistance from a third party network server (STUN server) usually located on

public Internet. The IP phone can be configured to work as a STUN client, to send exploratory
STUN messages to the STUN server. The STUN server uses those messages to detemmthe

public IP address and
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port used, and then informs the client. For more information, refer to RFC3489

NAT Rewrites Source to
Public IP/port 59.61.92.59:19232
Yealink
VC400/VC120

STUN Server

What is my public
IP/port?

v

NAT

1P:59.61.92.59
Port:19232

Private IP/port:
192.168.1.6:3478

Capturing packets after you enable the STUN feature, you can find that the VC400/VC120sends
Binding Request to the STUN server, and then mapped IP address and port is placed in the
Binding Response:Binding Success Response MAPPEBDDRESS: 59.61.92.59:19232

No. Time Source Destination Protocal Length Info

444 18, SR7R48 68.1,6 8,10 0 STUN 62 Binding Reaue
447 18.711349 218.107.220.74 192.168.1.6 STUN 98 Bindi ng Success Response MAPPED-ADDRESS: 59.61.92.59:19232

STUN feature parameters on thesystem are described below:

Parameter Description Configuration Method
Enables or disablesthe STUN
(Simple Traversal of UDP over NATS) Remote Control
Active
feature on the system. Web User Interface
Default : Disabled
Configures the IP address or the
domain name of the STUN (Simple Remote Control
STUN Server
Traversal of UDP over NATs}¥erver. Web User Interface
Default : Blank
Configures the port of the STUN
(Simple Traversal of UDP over NATS) Remote Control
STUN Port
Server. Web User Interface
Default: 3478
Configures the NAT traversal type.
You can configure it for the SIP
account or SIP IP calkeparately.
: Remote Control
NAT Traversal Disabled
STUN Web User Interface
StaticNat
Default: Disabled
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Parameter

Description

Configuration Method

Note: STUN works only if this
parameter is set to STUN.

To configure STUN server via web user interface:

1. Click on Network ->NAT/Firewall .

p w DN

Enter the port of the STUN server in thePort field.

In the STUN Config block, select the desired value from the pull -down list of Active .

Enter the IP address or the domain name of the STUN server in theSTUN Server field.

About Language v Logout
-
Yea'lnk vcapp Home Status Account Network Setting Directory Security
L) CHl e | NAT Configuration
NAT/Firewall
Static NAT Auto
Advanced |Z|
Diagnose NAT Public IP Address I
Route Traversal Auto |Z|
STUN Config
Active Enabled |Z|
STUN Server 218.107.220.201
STUN Port 3478
Reserved Port
UDP Port Scope 50000 ~ 50499
TCP Port Scope 50000 ~ 50490
Intelligent Firewall Traversal
Inteligent Firewal Traversal on |z|

5. Click Confirm to accept the change.

To configure STUN for SIP account via web user interface:

1. Click on Account ->SIP Account.
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2. SelectSTUN from the pull -down list of NAT Traversal .

Yealink vcs

Cloud

H322

SIP Account

SIP 1P Cal

Codec

Status Account

Reqgister Name

Password

Server Host

Enable Qutbound Proxy Server
Outbound Proxy Server
Transport

Server Expires

SRTP

DTMF Type

DTMF Info Type

DTMF Payload Type {96~127)

About Language v

NAT Traversal

Keep Alive Interval
RPort
BFCP

FECC(SIP)

Network Setting Directory

9000

sssssens

10.2.1.48 Port 5060
Port 5060

UDP |~

3600

RFc2833  [7]

w0

STUN - |

-

Enzbled  [+]

Disabled  [~]

Logout

Security

3. ClickConfirm to accept the change.

To configure STUN for SIP IP call via web user interface:

1. Click on Account ->SIP IP Gall.

2. SelectSTUN from the pull -down list of NAT Traversal .

About  Language v Logout
-
Yeallnk VG400 Status Account Network Setting Directory Security
Cloud SIP IP Cal Enabled A
H323 Transport TCF -
SIP Account ]
SRTP Disabled -
SIP IP Cal e
DTMF Type RFC2833 -
Codec
DTMF Info Type DTMF -
DTMF Payload Type { 96~127 ) 101
NAT Traversal STUN h |
RPort Enabled -
BFCP Enabled hd
FECC(SIP) Enabled hd

3. Click Confirm to accept the change.

To configure STUN server via the remote control

1. SelectMenu->Advanced (default password: 0000)->NAT/Firewall .
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2. Check the STUN Active checkbox.

3. Enter the IP address or the domain name of the STUN server in theSTUN Server field.
4. Enter the port of the STUN server in the Port field.
5

Press theSave soft key to accept the change.
To configure STUN server for SIP IP call via the remote control:

1. SelectMenu->Advanced (default password: 0000)->SIP IP Call.
2. SelectSTUN from the pull -down list of NAT Traversal .

3.  Press theSave soft key to accept the change.
NAT Types

Full Cone:

A full cone NAT is one where all requests from the same internal IP address and port are
mapped to the same external IP address and port. Furthermore, any external host can send a
packet to the internal host, by sending a packet to the mapped external address.

Restricted Cone:

A restricted cone NAT is one where all requests from the same internal IP address and port are
mapped to the same external IP address and port. Unlike a full cone NAT, an external host (with
IP address X) can send a packet to the internahost only if the internal host had previously sent
a packet to IP address X.

Port Restricted Cone:

A port restricted cone NAT is like a restricted cone NAT, but the restriction includes port
numbers. Specifically, an external host can send a packet, with gurce IP address X and source
port P, to the internal host only if the internal host had previously sent a packet to IP address X

and port P.

Symmetric:

A symmetric NAT is one where all requests from the same internal IP address and port, to a
specific destination IP address and port, are mapped to the same external IP address and port. If
the same host sends a packet with the same source address and port, but to a different
destination, a different mapping is used. Furthermore, only the external host that receives a
packet can send a UDP packet back to the internal host.

Keep Alive

The system can send keep-alive packets to NAT device for keeping the communication port

open.
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The keep alive interval parameter on the systemis described below:

Parameter Description Configuration Method
Configures the interval (in seconds) that the
system sends keep-alive packets to the NAT
device. The packet is usedto keep the
communication port open , so that NAT can
continue to effect.
Keep Alive ) .
You can mnfigure it for the Web User Interface
Interval

Zoom/Pexip/BlueJeans/Mind/Custom platform
or SIP account separately.

Default: 30

Note: You cannot configure it for the
Yealink StarLeafCloud platform .

To configure the keep -alive interval for

via web user interface:

1. Click on Account ->Cloud.

Zoom/Pexip/BlueJeans/Mind/Custom platform

2. SelectZoom/Pexip/BlueJeans/Mind /Custom from the pull-down list of Platform Type .

3.  Enter the keep alive interval in the Keep Alive Interval field.

Yealink vc«o

About

Language v Logout

Home Account Network Setting Directory Security

Cloud

H.323

SIP Account

SIP IP Call

Codec

Cloud
Register Status Registered
Cloud Account Enabled
Platform Type Zoom
Server Host ZOOIMCre.com
Advanced Setting
Transport TCP
Sarver Expires 3600
SRTP Disabled
DTMF Type RFC2833
DTMF Info Type DTMF-Relay
DTMF Payload Type (96~127) 101
Keep Alve Interval 30
BFCP Enabled
FECC(STP) Enabled

4. Click Confirm to accept the change.

To configure the keep -alive interval for SIP account via web user interface:

1. Click on Account ->SIP Account.
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2. Enter the keep alive interval in the Keep Alive Interval field.
About Language v Logout
Yea'ink vcapp Home Account Network Setting Directory Security
Coud Register Name apoon
H323 Passwaord (TITTTTT)
SIP Account Server Host 10.2.1.48 Port 5060
SIP IP Cal Enable Qutbound Proxy Server Disabled |Z|
Codec Outbound Proxy Server Port 5060
Transport UpP |Z|
Server Expires 3600
SRTP Disabled [=]
DTMF Type RFC2833 [=]
DTMF Info Type DTMF-Relay
DTMF Payload Type (96~127} 101
NAT Traversal Disabled |Z|
Keep Alive Interval 30 |
RPart Enabled |Z|
BFCP Disabled [=]
FECC(SIP) Disabled [=]

3. Click Confirm to accept the change.

Rport

Rport in RFC 3581 allows a client to request that the server sends the response back to the

source port from which the request came. Rport feature depends on support from a SIP server.

The rport parameter on the system is described below:

Parameter Description Configuration Method
Enables or disables NAT Rport
feature. You can configure it for the
RPort Web User Interface

SIP account orSIP IP calkeparately.

Default : Enabled

To configure rport feature for SIP

1. Click on Account ->SIP Account.

90
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2. Select the desired value from the pull -down list of RPort.

Yealink vc:oo

Cloud

H323

SIP Account

SIP 1P Call

Codec

About Language v Logout
Account Network Setting Directory Security
Register Name apoon
Password (TTTITTTY
Server Host 10.2.1.48 Port 5060
Enable Qutbound Proxy Server
Outbound Proxy Server Port 5060
Transport UDF ﬂ
Server Expires 3600
SRTP Disabled  [7]
DTMF Info Type
DTMF Payload Type (96~127} 101—
NAT Traversal ﬂ
Keep Alive Interval 30
ECmn]
FECC(SIP) Dissbled  [+]

3. Click Confirm to accept the change.

To configure rport feature for

1. Click on Account ->SIP IP Qall.

SIP IP call via web user interface:

2. Select the desired value from the pull -down list of RPort.

Yealink v

Home Status Account

About  Language v Logout

Network Setting

Directory Security

Cloud

H323

5IP Account

SIP IP Call

Codec

SIP IP Call Enabled -
Transport TCP -
SRTP Disabled -
DTMF Type RFC2833 -
DTMF Info Type
DTMF Payload Type ( 96~127 ) m—
NAT Traversal W
RPort Enabled <+ |
BFCP Enabled = -
FECC(SIP) Enabled -

3. Click Confirm to accept the change.

H.460 Firewall Traversal

H. 323 includes signal based on TCP, while the STUN solution cannot realize the NAT traversal of
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TCP. Before the emergence oH.460, Enterprises have their own firewall/NAT traversal solutions,
which are incompatible with each other. Therefore, IP communication between enterprises is
difficult. H.460 resolves the compatibility problem.

H.460 enables H.323 signaling and media to taverse firewall. H.460 is a set of extensions to the
ITU H.323 standard that include methods to traverse firewalls. Devices that use H.460,
implement a set of security policies that a firewall is configurable to accept. Therefore using
H.460, video conferencing system can communicate across a firewall. You can configure he
systemto use standard-based H.460.18 and H.460.19 firewall traversal, which allows theystem

to establish IP connections across firewalls more easily.

The H.460.18 deals with signalng. The H.460.18 solution perpetually hunts in order to open
pinholes from the internal network to the external one. Without using the H.460.18 solution,
which permits the gatekeeper to open a connection, the external device could not communicate
with inte rnal device, because the firewall would obstruct its attempt to setup a call. H.460.19
extends H.323 by defining the NAT/firewall mechanism for media. In addition, H.460.19 provides
a solution for opening RTP and RTCP pinholes and a method for maintainingthem using a
keep-alive mechanism.

To use H.460, you need to depby a Traversal Server (TS) at public network.

The following illustration shows how a H.460 traversal server works between two enterprise

locations.

Traversal Server

nternet

H.460

Private Network

Main Office

Private Network

H.460 % 5

Branch Office

The H.460 firewall traversal parameteris described below:

Parameter Description Configuration Method

Enables or disablesH.460 firewall
Remote Control
H.460 Active traversal feature on the system.

Web User Interface
Default: Disabled

To configure H.460 firewall traversal  for H.323 via web user interface :

1. Click on Account ->H.323.

ng
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2. Select the desired value from the pull-down list of H.460 Active .

About Language v Logout

Yea'irlkvcm Home Account Network Setting Directory Security
Cloud Registar Status Registered
o 223 rotco
SIP Account H.323 Account
SIP IP Call MIE e
Gatekeeper Mode
Gatekeeper 1P Address 1 [10.2.1.43 | port|1710 |
Gatekesper TP Address 2 | | port[1710 |
Gatekeeper Authentication
Gatekeeper Username l—
Gatekesper Password quuoo
0 Actve psstes |
H.323 Tunneling
H235 Encryption
Protocol Monitor Port 1720

3. ClickConfirm to accept the change.
To configure H.460 firewall traversal via the remote control:

1. SelectMenu->Advanced (default password: 0000) ->H.323.
2. Check theH.460 Active checkbox.

3.  Press theSave soft key to accept the change.

Intelligent F irewall Traversal

The video conferencing system can provide efficiency and continuous communication for both
the head office and a branch office.

In some cases, the head office is in the WAN and lacks a VPN network, while the branch office is
in the LAN, and no port mapping is configured on its firewall. You can enable the intelligent
firewall traversal feature, so that the head office can share content with branch office, or control

the camera of branch office.

The intelligent firewall traversal parameter is described below:

Parameter Description Configuration Method

Enables or disablesthe intelligent
Intelligent Firewall firewall traversal feature on the

Traversal system.

Web User Interface

Default: Disabled
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To configure intelligent firewall traversal  via web user interface :

1. Click on Network ->NAT/Firewall .

2.  Select the desired value from the pull-down list of Intelligent Firewall Traversal

About Language v Logout

Status Account Network Setting Directory Security
o B ihion | NAT Configuration
NAT/Firewal
advanced Static NAT Auto [=]
e NAT Public IP Address I
Route Traversal Auto |Z|
STUN Config
Active Enabled |Z|
STUN Server 218.107.220.201
STUN Port 3478
Reserved Port
UDP Port Scope 50000 ~ 50499
TCP Port Scope 50000 ~ 50499
Inteligent Firewall Traversal
Inteligent Firewall Traversal On |Z| |

3. ClickConfirm to accept the change.

Quality of Service

94

Quality of Service (QoS)is the ability to provide different priorities for different packets in the
network. This allowsthe transport of traffic with special requirements . QoS guarantees are
important for applications that require a fixed bit rate and are delay sensitive when the network
capacity is insufficient. There arefour major QoS factorsto be considered when configuring a
modern QoS implementation: bandwidth, delay, jitter and loss.

QoS provides a better network service through the following features:
Supporting dedicated bandwidth
Improving loss characteristics
Avoiding and managing network congestion
Shaping network traffic
Setting traffic priorities across the network

The BestEffort service is the default QoS model in the IP networks. It provides no guarantees for
data delivery, which means delay, jitter, packet loss and bandwidth allocation are unpredictable.
Differentiated Services DiffServ or DS) is the most widely used QoS model. It provides a simple

and scalable mechanismfor classifying and managing network traffic and providing QoS on
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modern IP networks. Differentiated Services Code Point (DSCP) is used to defin®iffServ classes
and is stored in the first six bits of the ToS (Type of Service) field.Each router on the network can
provide QoS simply based on the DiffServ class. The DSCP value ranges from 0 to 6@ith each
DSCP specifying a particular perhop behavior (PHB) applicable to a packet. A PHB refers to the
packet scheduling, queuing, policing, or shaping behavior of a node on any given packet.

Four standard PHBs available to construct a DiffServenabled network and achieve QoS:

Class Selector PHB § backwards compatible with IP precedence. Class Selector code
points are of the form Jxxx000DZ he first three bits are the IP precedence bits.Theseclass
selector PHBs retain almost the same forwarding behavior as nodes that implement IP

precedence-based classification and forwarding.

Expedited Forwarding PHB g the key ingredient in DiffServ model for providing a

low-loss, low-latency, low-jitter and assured bandwidth service.

Assured Forwarding PHB g defines a method by which BAs (Bandwidth Allocations) can

be given different forwarding assurances.

Default PHB § specifies that a packet marked with a DSCP value 0f 000000Dgets the
traditional best effort service from a DS-compliant node..

VolIP is extremely bandwidth and delay-sensitive. QoSis a major issue in \bIP implementations,
with regard to guaranteeing how that packet traffic is not delayed or dropped due to
interference from other lower priority traffic. VolP can guarantee high -quality QoS only if the
voice, video and data packets are given priority over other kinds of network traffic. Yealink video
conferencing systems support the DiffServ model of QoS. DSCPs for voice, video and data

packets that can be specified respectively.

Voice QoS

To make VolIP transmissions intelligible to receivers, voice packets should not be drgped,
excessively delayedor made to suffer varying delay. DiffServ model can guarantee high-quality
voice transmission when the voice packets are configured to a higher DSCPvalue.

Video QoS

To ensure acceptable visual qualityfor video, video packets emanated from the system should

be configured with a high transmission priority.
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Data QoS

To ensure good call quality, data packets (e.g., SIP signaling and H.225 call signaling) emanated

from the system should be configured with a high transmission prio rity.

QoS feature parameters on the system are described below.

Parameter Description Configuration Method

Specifies the DSCP value for voice
packets.

Valid Values: 0-63
Remote Control

Audio Priority Default: 63
Web User Interface

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Specifies the DSCP value for video

packets.

Valid Values: 0-63
Remote Control

Video Priority Default: 34
Web User Interface

Note : If you change this parameter,
the system will reboot to make the
change take effect.

Specifies the DSCP value for data

packets.

Valid Values: 0-63
Remote Control

Data Priority Default: 63
Web User Interface

Note : If you change this parameter,
the system will reboot to make the

change take effect.

To configure QoS via web user interface :

1. Click on Network ->Advanced .
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2. Inthe QoS block, enter the desired values in the corresponding fields.

About Language v Logout

Yea'ink vcagp Home Status Account Network Setting Directory Security
LAN Configuration LLDP
NAT/Firewall
Advanced Active Disabled [~]
Diagnose— Packet Interval(1-3600s) 60
VLAN
Internet Port
Active Disabled [=]
VID(1-4094) 1
Priority 0 [=]
DHCP VLAN
Active Enabled |Z|
Option 132
Qos
Audio Priority 63
Video Priority 34
Data Priority 63
MTU
Video MTU 1500

3. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after areboot.

4. Click Confirm to reboot the system immediately.
To configure QoS via the remote control

1. SelectMenu->Advanced (default password: 0000) ->Advanced Network .
2. Inthe Diffserv QoS block, enter the desired values in the corresponding fields.
3. Press theSave soft key to accept the change.

Thedisplay devicepr ompt s J Reboot now?DZ

4. SelectOK to reboot the system immediately.

VPN

VPN (Virtual Private Network)is a secured private network connection built on top of public
telecommunication infrastructure s, suchas the Internet. VPN has becomemaore prevalent due to
the benefits of scalability, reliability, convenience and security.VPN provides remote offices or
individual users with secure access to their organization's network. There are two types of VPN
access remote-accessVPN (connecting an individual device to a network) and site-to-site VPN
(connecting two networks together). Remote-access VPN allovs employees to access their

company's intranet from home or outside the office , and site-to-site VPN allows employees in
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geographically separated offices to share one cohesive virtual network.VPN can also be
classified by the protocols used to tunnel the traffic . It provides security through tunneling
protocols: IPSec, SSL, L2TP and PPTP.

The systemsupports SSLVPN, which provides remote-access VPN capabilities through SSL.
OpenVPN is a full featured SSL VPN software solution that creats secure connections in remote
accessfacilities and is designed work with the TUN/TAP virtual networking interface . TUN and
TAPare virtual network kernel devices. TAPsimulates a link layer device andprovides a virtual
point-to-point connection, while TUN simulates a network layer device andprovides a virtual
network segment. The systemuses OpenVPN to achieve the VPN featue. To prevent disclosure
of private information , tunnel system must authenticate each other before secure VPN tunnelis
established. After the VPN feature is configured properly on the system, the system acts as a
VPN client and uses the certificates to authenticate the VPN server.

Mobile Phone

Mobile Office

SSL VPN
Gateway

Intranet
Cooperative

Enterprises

House

Hotel

To use VPN, the compressed package of VPN-related files should be uploaded to the system in
advance. The file format of the compressed package must be*.tar. The VPN-related files are:
certificates (ca.crtand client.crt), key (client.key) and the configuration file (vpn.cnf) of the VPN

client. For more information, refer to OpenV/PN Feature on Yealink IP Phones

VPN feature parameters on the system are described below.

Parameter Description Configuration Method

Enables or disables VPN feature on

the system.
Remote Control

VPN->Active Default: Disabled
Web User Interface

Note : You need to upload the

compressed package of VPN-related

ng
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Parameter Description Configuration Method

files to the system first before
enabling the VPN feature. If you
change this parameter, the system
will reboot to make the change take
effect.

Uploads the compressed package of

Upload VPN )
VPN-related files (*.tar) to the Web User Interface

Config system

To configure VPN via web user interface :

=

Click on Network ->Advanced .

2. Inthe VPN block, click Browse to locate the VPN file (*.tar) from your local system.
3. ClickUpload to upload the file to the system.
4

Select the desired value from the pull-down list of Active .

About  Language v Logout

Yea'ink vcagp  Home Account Network Setting Directory Security
LAN Configuration SN
NAT/Firewall Active Disabled |Z|
GEETEEL Port 161
Diagnose
Tursted Address
Web Server
HTTP Enabled [=]
HTTP Port 80
HTTPS Enabled [=]
HTTPS Port 443
802.1x
802.1x Mode Disabled |Z|
Tdentity |—
MD5 Password Ioooooooo
CA Certificates I Browse...|| Upload
Device Certificates l— Browse...|| Upload
VPN
Active Enabled |Z|
Upload VPN Config C:\fakepath\openvpn.tar Browse... Upload

5. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. ClickConfirm to reboot the system immediately.
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To configure VPN via the remote control :

1. SelectMenu->Advanced (default password: 0000) ->Advanced Network .

2. Check the VPN checkbox.
3. Press theSave soft key to accept the change.
Thedisplay devicepr ompts J Reboot now?DZ

4. SelectOK to reboot the system immediately.
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Configuring Call Preferences

This chapter provides information on heWw to configur
protocol and network bandwidth).

This chapter provides the following sections:
Configuring Cloud Settings
Configuring SIP Settings
Configuring H.323 Settings
Account Polling
DTMF
Codecs
Call Protocol
Do Not Disturb
Auto Answer
Auto Dialout Mute
Call Match
History Record
Bandwidth
Ringback Timeout
Auto Refuse Timeout

SIP IP Call by Proxy

Configuring Cloud Settings

Yealink video conferencing system is @mpatible with StarLeafZoom/BlueJeans/Pexip/Mind
virtual meeting service.

Users can access Virtual Meeting Rooms(VMR) using Yealink video conferencing system, whilst
benefiting from both the features provided by Yealink, such as 1080p HD video and audio, and
features provided by StarLeaf Zoom/BlueJeans/Pexip/Mind, including high end customization &
interoperability.

You can obtain the account information from your enterprise administrator.

Logging into the Yealink Cloud Platform
Yealink VC400/VC120 video conferencing systems support Yealink Cloud account. The Yealink
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Cloud enterprise administrator uses the Yealink web management service to assign each user an
individual Yealink Cloud account. For more information, refer to Yealink \VC Cloud Management

Service Administrator Guide

You can log into the Yealink Cloud platform, and dial other Yealink Cloud numbers to establish a
conversation. If you want to place a call to a Yealink Cloud contact who is in the same enterprise
directory as you, you can enter Yealink Cloud numbers or the extension (the last four Yealink
Cloud numbers) to place a call. If you want to place a call to a Yealink Cloud contact who is in
different enterprise directory from you, you can only enter complete Yealink Cloud numbers to

place a call.

Yealink Cloud platform parameters on the system are described below:

Parameter

Description

Configuration Method

Cloud Account

Enables or disables the Cloud feature.
Default: Enabled

Note: If it is disabled, the system
cannot log into the Yealnk Cloud
platform.

Remote Control

Web User Interface

Platform Type

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom

Pexip
BlueJeans
Mind

Custom

Default : Yealink Cloud

Remote Control

Web User Interface

Login Type

Specifiesthe method to log into the
Yealink Cloud platform.

PIN Code Login: This method
uses the usergs

into the Yealink Cloud platform.

The PIN code consists of 9 digits.

You can only use the PIN code
once and it will expire if unused
for 7 days. Contact Cloud

enterprise administrator when it

expires.

user/password: This method
uses the userags

Remote Control

Web User Interface

ng
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Parameter

Description

Configuration Method

number and password to log into
the Yealink Cloud platform.

Build -in Cloud Number : This
method uses build-in Cloud
number to log into the Yealink
Cloud platform. The number
consists of 7 digits that are
generated according to MAC

address, and it never expires.

Default : PIN Code Login

Pincode/Pin Code

Specifies the PIN code to log into the
Yealink Cloud platform .

Default : Blank

Note: It only works if the value of
Login Type is set to PIN Code Login .

Remote Control

Web User Interface

Username

Specifies the user name tolog into the
Yealink Cloud platform.

Default : Blank

Note: It only works if the value of

Login Type is set to user/password.

Remote Control

Web User Interface

Password

Specifies the password associated with
the user name when signing into the
Yealink Cloud platform.

Default : Blank

Note: It only works if the value of

Login Type is set to user/password.

Remote Control

Web User Interface

Remember Me

Enables or disables theendpoint to
remember the registration

information.
Default: ON

Note: If it is on, user name and
password will be filled automatically

next time.

It only works if the value of Login
Type is set to Username/Password .

Remote Control

To configure Yealink

Cloud platform via web user interface:

1. Click on Account ->Cloud.
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2. SelectEnabled from the pull -down list of Cloud Account .
3. SelectYealink Cloud from the pull -down list of Platform Type .
4.  Select the desired sign-in method from the pull -down list of Login Type .

0  Select Build -in Cloud Number .
0 Ifyou select PIN Code Login, enter your PIN code in the Pin Code field.

8  Ifyou select user/password, enter your Cloud number and password in the
corresponding fields.

About Language v Logout

-
Yea"nk vcapp Home Status Account Network Setting Directory Security
Can Cloud
H.323
Register Status Unregisterad
SIP Account
SIP 1P call Cloud Account Enabled |Z|
Codec Platform Type Yealink Cloud |Z|
Login Type PIM Code Login |Z|
Pin Code
Advanced Setting
DTMF Type RFC2833 [~
DTMF Info Type DTMF-Relay
DTMF Payload Type {96~127) 101

5. Click Confirm to accept the change.
To configure Yealink Cloud platform via the remote control:

1. SelectMenu->Advanced (default password: 0000)>Cloud.
In the Cloud Account field, check the Enabled checkbox.

SelectYealink Cloud from the pull -down list of Platform Type.

p LN

Select the desired sign-in method from the pull -down list of Login Type .

o) If you select Build -in Cloud Number :

Press & orw to scroll to Onekey Login , and then press .

o) If you select Pincode Login :
Enter your PIN code in the Pincode field, press A orw to scroll to Log In, and then
press .

o} If you select Username/Password :

Enter your Cloud number and password in the corresponding fields, you can also

check the Remember Me checkbox to remember your username and password.

Press A or W to scroll to Log In, and then press .

ng
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After successful registration, the display device displays , and the LCD screen of the
video conferencing phone displays @ .

A Yealink Cloud account can be used to log into five Cloud systems at most simultaneously.

Note If you register a Yealink Cloud account using build-in Cloud number, you directory will not

include the Yealink Cloud contacts, but you can dialthe Yealink Cloud accounts to establish a
conversation.

Logging into the StarLeaf Cloud Platform

You can log into the StarLeafCloud platform.

When you place a call using the StarLeafCloud account, you can:
Call the other StarLeafCloud account to establish a point to point call.
Callthe Meeting ID to join the Virtual Meeting Rooms .
Call between StarLeafCloud account and Microsoft Skype for Business/Lync account.

StarLeafplatform parameters on the system are described below:

Parameter Description Configuration Method

Enables or disables the Cloud feature.

Default: Enabled Remote Control
Cloud Account Note: If it is disabled, the system
' ' 4 Web User Interface

cannot log into the StarLeafCloud

platform.

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom
Remote Control

Platiorm Type ) Pexip Web User Interface

BlueJeans
Mind
Custom

Default : Yealink Cloud

Specifies the quick accesscode to log
. Remote Control
QCP Code into the StarLeafCloud platform.

Web User Interface
Default : Blank
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To configure StarLeaf Cloud platform via web user interface:

=

Click on Account ->Cloud .

2. SelectEnabled from the pull -down list of Cloud Account .
3. SelectStarLeaf from the pull -down list of Platform Type .
4

Configure the StarLeafCloud platform.

About Language v Logout

-
Yea'lnk vcagp  Home Status Account Network Setting Directory Security
Cie Cloud
H.323
Reqgister Status Reqgistered
5IP Account
SIP P Call Cloud Account Enabled |Z|
Codec Platform Type StarLeaf [=]
QCP Code 367037241953

Advanced Setting

H.322 Tunneling Disabled E|
H.235 Encryption Disabled E|
Protocol Monitar Port 1720

DTMF Type Auto =]
Local Early Media Disabled E|
H.239 Enabled =]
FECC(H.323) Enabled =]

5. Click Confirm to accept the change.

To configure StarLeaf Cloud platform via the remote control:

=

SelectMenu ->Advanced (default password: 0000)>Cloud .
In the Cloud Account field, check the Enabled checkbox.
Select StarLeaf from the pull -down list of Platform Type.
Enter the 12-digit quick access codein the Qcp Code field.
Press A orw to scroll toLog In, and then press .

After successful registration, the display device displays , and the LCD screen of the
video conferencing phone displays Q .

a > w N

Note Systens that log into the StarLeaf Cloud platform will upgrade firmware automatically once the
current firmware version is different from the one on StarLeaf Server.

Logging into the Zoom Cloud Platform

You can log into the Zoom Cloud platform and join the virtual meeting room.
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Zoom Cloud platform parameters on the system are described below:

Parameter

Description

Configuration Method

Cloud Account

Enables or disables the Cloud feature.

Default: Enabled

Note: If it is disabled, the system
cannot log into the Zoom Cloud
platform.

Remote Control

Web User Interface

Platform Type

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom

Pexip
BlueJeans
Mind

Custom

Default : Yealink Cloud

Remote Control

Web User Interface

Server/Server
Host

Configures the IP address or domain

name of the Zoom Cloud server.

Default : zoomcrc.com

Remote Control

Web User Interface

Transport

Configures the type of transport

protocol for the Zoom Cloud platform.

UDPKprovides best-effort
transport via UDP for SIP
signaling.

TCPKprovides reliable transport

via TCP for SIP signaling.

TLSKprovides secure

communication of SIP signaling.

DNS-NAPTRKperforms the DNS
NAPTR and SRV queries for the
service type and port if no server
port is given.

Default: TCP

Web User Interface

Server Expires

Configures the registration expiration

time (in seconds) of the Cloud server.

Default: 3600

Web User Interface
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To configure Zoom Cloud platform via web user interface:

=

Click on Account ->Cloud .

2. SelectEnabled from the pull -down list of Cloud Account .
3. SelectZzoom from the pull -down list of Platform Type .
4

Configure the Zoom Cloud platform.

About Language v Logout

Status Account Network Setting Directory Security

Cloud
H.323
Register Status Registerad
SIP Account
S IP call Cloud Account Enabled E|
Codec Platform Type Zoom E|
Server Host ZOOMCrC.com

Advanced Setting

Transport TCP =]
Server Expires 3600

SRTP Disabled =]
DTMF Type RFC2833 =]
DTMF Info Type DTMF-Relay

DTMF Payload Type {96~127) 101

Keep Alive Interval 30

BFCP Enabled =]
FECC(SIP) Enabled =]

5. Click Confirm to accept the change.

To configure Zoom Cloud platform via the remote control:

1. SelectMenu->Advanced (default password: 0000)>Cloud.

2. Inthe Cloud Account field, check the Enabled checkbox.

3. SelectZoom from the pull -down list of Platform Type.

4.  Enter the domain name or IP addressof Zoom server in the Server field.

The default Zoom server is Jzoomcrc.comDZ

5. Press A orw to scroll to Log In, and then press .
After successful registration, the display device displays , and the LCD screen of the
video conferencing phone displays Q .

Registering a Pexip Account

108

You can register the Pexip account.

ng

Syst ems



Configuring Call Preferences

When you place a call using the Pexip account, you can:

Call the device alias to establish a point to point call.
Callthe aliases to join the Virtual Meeting Rooms, Virtual Auditoriums or Virtual Receptions.
Call between Pexip account and Microsoft Skype for Business/Lync account.

Pexip platform parameters on the system are described below:

Parameter Description Configuration Method

Enables or disables the Cloud feature.

Default: Enabled Remote Control
Cloud Account

Note: Ifit is disabled, the system Web User Interface

cannot register the Pexip account.

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom
Remote Control

Platiorm Type ) Pexip Web User Interface

BlueJeans
Mind
Custom

Default : Yealink Cloud

Specifies thealias when registering a
. Remote Control
Alias Pexip account

Web User Interface
Default : Blank

Specifies the user name when
L . Remote Control
Username registering a Pexip account

Web User Interface
Default : Blank

Specifies the password associated with

the user name when registering a Remote Control
Password .
Pexip account Web User Interface
Default : Blank
Configures the IP address or domain
Server/Server ) Remote Control

name of the Pexip server.

Host Web User Interface
Default : Blank
Configures the port of the Pexip

Port server. Web User Interface

Default : 0
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Parameter

Description

Configuration Method

Transport

Configures the type of transport
protocol for the Pexip platform.

UDPKprovides best-effort
transport via UDP for SIP
signaling.

TCPKprovides reliable transport

via TCP for SIP signaling.

TLSKprovides secure
communication of SIP signaling.

DNS-NAPTRKperforms the DNS
NAPTR and SRV queries for the
service type and port if no server

port is given.

Default: TCP

Web User Interface

Server Expires

Configures the registration expiration
time (in seconds) of the Cloud server.

Default: 3600

Web User Interface

Remember

Password

Enables or disables the system to
remember the registration

information.
Default: ON

Note: If it is on, other registration
information will be filled automatically

when you enter the alias next time.

Remote Control

To confi gure Pexip platform via web user interface:

1. Click on Account ->Cloud .

2. SelectEnabled from the pull -down list of Cloud Account .

3. SelectPexip from the pull -down list of Platform Type .

ng
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4.  Configure the Pexip account settings.

About Language v Logout

Account Network Setting Directory Security

g Cloud
H.323
Y — Register Status Registerad
SIP P Call Cloud Account Enabled |Z|
Codec Platform Type Pexip |Z|
Alias ff@yealink.com
Username ff
Password (IITTTYTY
Server Host 192.168.6.142 Port O
|Advanced Setting
Transport TCP [=]
Server Expires 3600
SRTP Disabled [=]
DTMF Type RFC2833 [=]
DTMF Info Type DTMF-Relay
DTMF Payload Type {96~127) 10

5. Click Confirm to accept the change.
To configure Pexip platform via the remote control:

1. SelectMenu->Advanced (default password: 0000)>Cloud.

In the Cloud Account field, check the Enabled checkbox.

SelectPexip from the pull -down list of Platform Type.

Configure the Pexip account settings.

Check the Remember Password checkbox to remember your registration information .
Press A or wto scroll to Log In, and then press .

After successful registration, the display device displays , and the LCD screen of the
video conferencing phone displays Q .

o o b~ w D

Note You can also register the Pexip account using SIP or H.323 protocol.
For more information, refer to Configuring SIP Settings on page 122 and Configuring H.323
Settings on page 126.

Logging into the BlueJeans Cloud Platform

You can log into the BlueJeans Cloudplatform and join the virtual meeting room.

BlueJeans Cloud platform parameters on the system are described below:
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Parameter

Description

Configuration Method

Cloud Account

Enables or disables the Cloud feature.

Default: Enabled

Note: If it is disabled, the system
cannot log into the BlueJeansCloud

platform.

Remote Control

Web User Interface

Platform Type

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom

Pexip
BlueJeans
Mind

Custom

Default : Yealink Cloud

Remote Control

Web User Interface

Server/Server
Host

Configures the IP address or domain
name of the BlueJeans server.

Default : bjn.vc

Remote Control

Web User Interface

Transport

Configures the type of transport
protocol for the BlueJeans Cloud
platform .

UDPKprovides best-effort
transport via UDP for SIP
signaling.

TCPKprovides reliable transport

via TCP for SIP signaling.

TLSKprovides secure

communication of SIP signaling.

DNS-NAPTRKperforms the DNS
NAPTR and SRV queries for the
service type and port if no server

port is given.

Default: TCP

Web User Interface

Server Expires

Configures the registration expiration
time (in seconds) of the Cloud server.

Default: 3600

Web User Interface
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To configure BlueJeans Cloud platform via web user interface:

=

Click on Account ->Cloud .

2. SelectEnabled from the pull -down list of Cloud Account .
3.  SelectBlueJeans from the pull -down list of Platform Type .
4

Configure the BlueJeans Cloud platform.

About Language v Logout

Ye a'ink vcapg Home Status Account Network Setting Directory Security
Eait Cloud
:.Iizjccount Register Status Registerad
SIP 1P cal Cloud Account Enabled |Z|
Codec Platform Type Blueleans |Z|
Server Host bjn.vc
|Advanced Setting
Transport TCP |Z|
Server Expires 3600
SRTP Disabled [=]
DTMF Type RFC2833 [=]
DTMF Info Type DTMF-Relay
DTMF Payload Type (96~127} i
Keep Alive Interval 30
BFCP Enabled [=]
FECC(SIP) Enabled [=]

5. Click Confirm to accept the change.

To configure BlueJeans Cloud platform via the remote control:

1. SelectMenu->Advanced (default password: 0000)>Cloud.

2. Inthe Cloud Account field, check the Enabled checkbox.

3.  SelectBlueJeans from the pull -down list of Platform Type.

4.  Enter the domain name or IP addressof BlueJeans serveiin the Server field.

The default BlueJeansserveris] bj n. v ¢ DZ

5. Press A or wto scroll to Log In, and then press .
After successful registration, the display device displays , and the LCD screen of the
video conferencing phone displays Q

Logging into the Mind Platform

You canlog into the Mind platform and join the virtual meeting room.

Mind platform parameters on the system are described below:
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Parameter

Description

Configuration Method

Cloud Account

Enables or disables the Cloud feature.

Default: Enabled

Note: If it is disabled, the system

cannot log into the Mind platform.

Remote Control

Web User Interface

Platform Type

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom

Pexip
BlueJeans
Mind

Custom

Default : Yealink Cloud

Remote Control

Web User Interface

Server/Server
Host

Configures the IP address or domain

name of the Mind server.

Default : Blank

Remote Control

Web User Interface

Transport

Configures the type of transport
protocol for the Mind platform.

UDPKprovides best-effort
transport via UDP for SIP
signaling.

TCPKprovides reliable transport
via TCP for SIP signaling.

TLSKprovides secure

communication of SIP signaling.

DNS-NAPTRKperforms the DNS
NAPTR and SRV queries for the
service type and port if no server

port is given.

Default: TCP

Web User Interface

Server Expires

Configures the registration expiration
time (in seconds) of the Cloud server.

Default: 3600

Web User Interface

To configure Mind platform via web user interface:

1. Click on Account ->Cloud .
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2. SelectEnabled from the pull -down list of Cloud Account .
3. SelectMind from the pull -down list of Platform Type .

4.  Configure the Mind platform.

About Language v Logout

-
Yea"nk vceop  Home Status Account Network Setting Directory Security
ez Cloud
H.323
Register Status Registered
SIP Account
SIP 1P Call Cloud Account Enabled |Z|
Codec Platform Type Mind |Z|
Server Host 10.2.1.76

Advanced Setting

Transport TCP |Z|
Server Expires 3600

SRTP Disabled [=]
DTMF Type RFC2833 [=]
DTMF Info Type DTMF-Relay

DTMF Payload Type (96~127) 101

Keep Alive Interval 30

BFCP Enabled [~]
FECC(SIP) Enabled [=]

5. Click Confirm to accept the change.
To configure Mind platform via the remote control:

1. SelectMenu->Advanced (default password: 0000)>Cloud.

In the Cloud Account field, check the Enabled checkbox.

SelectMind from the pull -down list of Platform Type.

Enter the domain name or IP addressof Mind server in the Server field.
Press & orw to scroll to Log In, and then press .

After successful registration, the display device displays , and the LCD screen of the
video conferencing phone displays Q .

a » w DN

Registering a Custom Account

You can register a custom account.

Custom account parameters on the system are described below:

Parameter Description Configuration Method

Enables or disables the Cloud feature.
Remote Control

Cloud Account Default: Enabled
Web User Interface

Note: If it is disabled, the system
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Parameter

Description

Configuration Method

cannot register the custom account.

Platform Type

Configures the platform type.

Yealink Cloud
StarLeaf
Zoom

Pexip
BlueJeans
Mind

Custom

Default : Yealink Cloud

Remote Control

Web User Interface

Configures the account label displayed
on the display device when registering

Remote Control

Label
a custom account. Web User Interface
Default : Blank
Specifies the user name when
o Remote Control
Username registering a custom account.

Default : Blank

Web User Interface

Register Name

Configures the register name when

registering a custom account.

Default : Blank

Remote Control

Web User Interface

Specifies the password associated with

the user name when registering a

Remote Control

Password
custom account. Web User Interface
Default : Blank
Configures the IP address or domain
Server/Server Remote Control
name of the custom server.
Host Web User Interface
Default : Blank
Configures the port of the custom
Port server. Web User Interface
Default : O
Configures the type of transport
protocol for the custom platform.
Transport UDPKprovides best-effort Web User Interface

transport via UDP for SIP

signaling.
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Parameter Description Configuration Method

TCPKprovides reliable transport
via TCP for SIP signaling.

TLSKprovides secure

communication of SIP signaling.

DNS-NAPTRKperforms the DNS
NAPTR and SRV queries for the
service type and port if no server

port is given.

Default: TCP

Configures the registration expiration
Server Expires time (in seconds) of the custom server. Web User Interface

Default: 3600

Enables or disables the system to
remember the registration

information.
Remember Default: ON
Remote Control
password Note: Ifitis on, other registration

information will be filled automatically
when you enter the user name next

time.

To configure custom account via web user interface:

1. Click on Account ->Cloud.
2. SelectEnabled from the pull -down list of Cloud Account .

3.  SelectCustom from the pull -down list of Platform Type .
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4.  Configure the custom account settings.

About Language v Logout

Yea'ink vcaop Home Account Network Setting Directory Security
Cloud Cloud
H.323
Y — Reqgister Status Registered
SIP 1P Ccall Cloud Account Enabled E
Codec Platform Type Custom E
Label 584021002
Username 584921002
Reqgister Name 584921002
Password ssessnce
Server Host yealinkve.com Port O
Advanced Setting
Transport TLS E
Server Expires 3600
SRTP Disabled [=]
DTMF Type RFC2833 [=]
DTMF Info Type DTMF-Relay

5. Click Confirm to accept the change.
To configure custom account via the remote control:

1. SelectMenu->Advanced (default password: 0000)>Cloud.
In the Cloud Account field, check the Enabled checkbox.
SelectCustom from the pull -down list of Platform Type.
Configure the custom account settings.

Check the Remember Password checkbox to remember your registration information .

Press A orw to scroll to Log In, and then press .

o o b~ w D

Configur ing the Third -party Virtual Meeting Room

A Virtual Meeting Room (VMR) is an online space, typically hosted by aCloud-service provider,
where multiple participants can join. Participants usually join by dialing a specific humber or an

address with a simple name like zoomcrc.com.

I f you havengt registered a Cloud account, or you ha\
can configure a third-party VMR in advance, so that youcan quickly join a VMR without

registering a third-party Cloud account.

Up to 5 third -party VMRs can be configured. Third-party VMR is configurable via web user

interface only.
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3rd-VMR parameters on the system are described below:

Parameter Description Configuration Method

Configures the virtual meeting room

name.
Default : Zoom
VMR Name 1 Note: It only works when you do not Web User Interface
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Configures the virtual meeting room

server address.

Default : zoomcrc.com
VMR Serverl Note: It only works when you do not Web User Interface
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Configures the virtual meeting room

name.
Default : Blue Jeans
VMR Name 2 Note: It only works when you do not Web User Interface
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Configures the virtual meeting room

server address.
Default : bjn.vc
VMR Server 2 Note: It only works when you do not Web User Interface
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Configures the virtual meeting room
name.

Default : Blank

VMR Name 3 Note: It only works when you do not Web User Interface
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Configures the virtual meeting room
VMR Server 3 Web User Interface
server address.
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Parameter

Description

Configuration Method

Default : Blank

Note: It only works when you do not
log into a Cloud platform, or you
only register a Yealink Cloud

account.

VMR Name 4

Configures the virtual meeting room

name.
Default : Blank

Note: It only works when you do not
log into a Cloud platform, or you
only register a Yealink Cloud

account.

Web User Interface

VMR Server 4

Configures the virtual meeting room

server address.

Default : Blank

Note: It only works when you do not
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Web User Interface

VMR Name 5

Configures the virtual meeting room

name.
Default : Blank

Note: It only works when you do not
log into a Cloud platform, or you
only register a Yealink Cloud

account.

Web User Interface

VMR Server 5

Configures the virtual meeting room

server address.

Default : Blank

Note: It only works when you do not
log into a Cloud platform, or you

only register a Yealink Cloud

account.

Web User Interface

To configure the third -party virtual meeting room via web user interface:

1.

Click on Setting ->3rd-VMR.

ng
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2. Entervirtual meeting room name and server address in the corresponding fields

respectively.

About Language v Logout

-
I | = | " c
edllnk vC400 Account Network | Setting | Directory Security
Generel 3rd-Party VMR
Date & Time
VMR 1
Call Features
Video & Audio VMR Name Zoom
Camera VMR Server zoomcrc.com
Configuration 3
Upgrade
VMR Mame Blueleans
Tones
Wirelass Micpod LB EEE bjn.ve
3rd-Party VMR > VMR 3
WMR Mame
VMR Server
VMR 4
VMR MName
VMR Server
VMR 5
VMR Mame

3. ClickConfirm to accept the change.

On your display device, the VMRs will appear at the pathCall->Dial->Call Type. You can
select the desired third-party platform to call corresponding VMRs quickly.

2016-06-07 15:29:17 (] Yealink V400 S 1An:10.2.20.145

Dial

&3 Call Type Auto
Auto
H323 1P Call
SIP IP Call

Zoom

Blue Jeans
< 0/ 10.2.1.56

X 514795259, bjn.vc

¢ bjn.ve bjn.vc

For more information on how to use third -party platform, refer to the User Guide
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Configuring SIP Settings

Yealink VC400/VC120 video conferencing system support Session Initiation Protocol (SIP). If

your server supports SIP, you can use SIP to establishalls.

SIP Account

To establish calls using SIP, you can configure a SIP account for theystem.

SIP account parameters on thesystem are described below:

Parameter Description Configuration Method
Enables or disables the SIP account. Remote Control
SIP Account
Default: Enabled Web User Interface
Configures the user name of the SIP
) o Remote Control
Register Name account for register authentication .
Web User Interface
Default : Blank
Specifies the user name to use for
authentication when registering with Remote Control
User Name
a SIPserver. Web User Interface
Default : Blank
Specifies the password associated
with the user name used to
. Remote Control
Password authenticate the systemto the SIP
server. Web User Interface
Default : Blank
Configures the IP address or domain
Server/ Server name of the SIP server for the SIP Remote Control
Host account. Web User Interface
Default : Blank
Configures the port of the SIP server.
SIP Server Valid values: Integer from 0 to
Web User Interface
Port/Port 65535.
Default : 5060
Enables or disablesthe system to
Outbound/ Enable
send requests of the SIP account to Remote Control
Outbound Proxy
the outbound proxy server. Web User Interface
Server
Default: Disabled
Outbound Configures the IP address or domain Remote Control
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Parameter

Description

Configuration Method

Server/ Outbound

Proxy Server

name of the outbound proxy server
for the SIP account.

Default: it is configurable only when
the Outbound Proxy Server is
enabled.

Web User Interface

Outbound
Port/Port

Configures the port of the outbound

proxy server.

Valid values: Integer from 0 to
65535.

Default : 5060

Remote Control

Web User Interface

Transport

Configures the type of transport
protocol for the SIP account.

UDPKprovides best-effort
transport via UDP for SIP
signaling.

TCPKprovides reliable
transport via TCP for SIP

signaling.

TLSKprovides secure
communication of SIP
signaling.
DNS-NAPTRKperforms the
DNS NAPTR and SRV queries

for the service type and port if

no server port is given.
Default: UDP

Note : TLS is available only when the
systemis registered with a SIP server
that supports TLS.

Remote Control

Web User Interface

Server Expires

Configures the registration
expiration time (in seconds) of the
SIP server for SIP account.

Default: 3600

Remote Control

Web User Interface

To configure SIP account via web user interface:

1.

Click on Account ->SIP Account .
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2. Configure the SIP account settings.

About Language v Logout

Yea'ink vcapp Home Account Network Setting Directory Security
Cloud Register Status Registered
e SIP Account Enabled
SIF Accotne Username 2000
SIP IP Call
Triler Register Name 9000
Password LTIIITTIYY
Server Host 10.2.1.48 Port 5060
Enable Outbound Proxy Server Disabled E|
Qutbound Proxy Server Port 5060
Transport UDP E|
Server Expires 3600
SRTP Disabled
DTMF Type RFC2833
DTMF Info Type DTMF-Relay
DTMF Payload Type {96~127) 101
MAT Traversal Disabled E|

3. ClickConfirm to accept the change.

After successful registration, the display device displays ’

video conferencing phone displays .

To configure SIP account via the remote control:

, and the LCD screen of the

1. SelectMenu->Advanced (default password: 0000)->SIP Account.

2. Configure the SIP account settings.

3. Press theSave soft key to accept the change.

After successful registration, the display device displays

video conferencing phone displays )

SIPIP Call

124

, and the LCD screen of the

When making an IP call using the SIP protocol, thesystem doesn't support the TLS transport

protocol. So configuration parameters of SIP IP callre divided from the SIP account. You can

configure SIP IP calkeparately.

SIP IP calparameters on the system are described below:

Parameter

Description

Configuration Method

SIP IP Call Enable

Enables or disables the SIRP Call
Default: Enabled.

Note: When it is set to Enabled on

Remote Control

Web User Interface

ng
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Parameter Description Configuration Method

both sites, the VC400/VC120 can call
the far site by dialing an IP address
directly.

Configures the type of transport
protocol for the SIP IP call

UDPKprovides best-effort
transport via UDP for SIP

signaling.

TCPKprovides reliable
Transport transport via TCP for SIP

Remote Control

) ) Web User Interface
signaling.

DNS-NAPTRKperforms the
DNS NAPTR and SRV queries
for the service type and port if

no server port is given.

Default: TCP

To configure SIP IP call via web user interface:

1. Clickon Account ->SIP IP Call
2. Selectthe desired value from the pull-down list of SIP IP Call Enable.

3.  Selectthe desired value from the pull-down list of Transport .

About Language v Logout

Ye alink VC400 Home Status Account Network Setting Directory Security
Cloud SP PP cal Enabled [=]
= Transport TCP |Z|
°F Account SRTP Disabled
5P IP Cal

E DTMF Type RFC2833 [=]

DTMF Info Type DTMF

DTMF Payload Type {36~127) 101

NAT Traversal Disabled |Z|
RPort Enabled |Z|
BFCP Enabled
FECC(SIP) Enabled [=]

4.  Click Confirm to accept the change.
To configure SIP IP call via the remote control:

1. SelectMenu->Advanced (default password: 0000)}>SIP IP Call

2. Selectthe desired value from the pull-down list of SIP IP Call Enable.
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3. Selectthe desired value from the pull-down list of Transport .

4. Press theSave soft key to accept the change.

Configuring H.323 Settings

126

Yealink VC400/VQ20 video conferencing systems support H.323 protocol. If your network uses

a gatekeeper, you can register an H.323 account for the system, and specify its H.323 name and

extension. This allows others to call the system by entering the H.323 name or extension instead

of the IP address.

SIP setings parameters on the system aredescribed below:

Parameter

Description

Configuration Method

H.323 Protocol

Enables or disables the H.323

protocol.
Default: Enabled.

Note: Only when it is set to Enabled,
can H.323 account be registered.
When it is set to Enabled on both
sites, the VC400/VC120 carcall the
far site by dialing an IP address
directly.

Remote Control

Web User Interface

H.323 Account

Enables or disables theH.323

account.
Default: Enabled

If it is set to disabled, the system
cannot place or receive calls with the
H.323 protocol.

Remote Control

Web User Interface

H.323 Name

Specifies the name that gatekeepers
and gateways use to identify this
system. You canmake point-to-point

calls using

H.323 names if both system are

registered to a gatekeeper.

Default: blank

Remote Control

Web User Interface

H.323 Extension

Specifies the extension that
gatekeepers and gateways use to
identify this system.

Default: blank

Note: Users can place pointto-point

calls using the extension if both

Remote Control

Web User Interface
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Parameter

Description

Configuration Method

systems are registered with a
gatekeeper.

Gatekeeper Mode

Configures the gatekeeper mode.
Disabled Kthe system does not
use a gatekeeper.

Auto Kthe system automatically
discovers a gatekeeper.

Manual Kspecify the IP address
and port for the gatekeeper
manually.

Default: Disabled

Remote Control

Web User Interface

Gatekeeper IP
Address 1

Configures the IP address of the

primary gatekeeper.

Remote Control

Web User Interface

Gatekeeper IP
Address 2

Configures the IP addressof the
secondary gatekeeper.

Remote Control

Web User Interface

Gatekeeper

Authentication

Enables or disables support for
gatekeeper authentication.

Default: Disabled

Note: When Gatekeeper
Authentication is enabled, the
gatekeeper ensures that only trusted
H.323 systems are allowed to access

the gatekeeper.

Remote Control

Web User Interface

Gatekeeper

Username

Specifies the user name for

authentication with gatekeeper.

Default: blank

Remote Control

Web User Interface

Gatekeeper
Password

Specifies the password for

authentication with gatekeeper.

Default: blank

Remote Control

Web User Interface

H.460 Active

Enables or disablesH.460 firewall

traversal feature on the system.
Default: Disabled

For more information, refer to H.460

Firewall Traversadbn page 91.

Remote Control

Web User Interface

H.323 Tunneling

Enables or disables the H.323

tunneling on the system.

Remote Control

Web User Interface
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Parameter

Description

Configuration Method

Default: Disabled

For more information, refer to H.323

Tunneling on page 73.

H.235 Encryption

Specifies the H.235 typeduring an
H.323 call

Disabled Kdo not use H.235 in
H.323 calls.

Optional Knegotiate with the
far site whether to use H.235 for
media encryption in H.323 calls.

Compulsory Kcompulsory use
H.235 for media encryption in
H.323 calls.

Default: Disabled

For more information, refer to H.235
on page 243.

Web User Interface

Protocol Monitor
Port

Specifies the port for the H.323

protocol.
Valid values: 0-65535
Default 1720.

Note: Itis only applicable to H.323IP

call.

Web User Interface

Local Early Media

Enables or disables local early media

feature on the system.
Default : Disabled.

If it is set to Enabled, the system will
send video SDP twice during a call to
solve the compatibility between

Yealink device and certain devices.

Web User Interface

To configure H.323 account via web user interface :

1.

Click on Account ->H.323.
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2. Configure the H.323 account settings.

Yealink vcuo

Account

About

Network Setting

Language v Logout

Directory Security

Cloud

H323

5IP Account

SIP IP Cal

Codec

Reqister Status

H323 Protocel

H.323 Account

H.323 Name

H.323 Extension
Gatekeeper Mode
Gatekeeper IP Address 1
Gatekeeper IP Address 2
Gatekeeper Authentication
Gatekeeper Username
Gatekeeper Password
H.460 Active

H.223 Tunneling

H235 Encryption

Protocol Monitor Port

Registered

[10.2.1.43 | port[1718 |
| | port[1710 |
——
[eoesenee

1720

3. ClickConfirm to accept the change.

After successful registration, the display device displays \
video conferencing phone displays )

To configure H.323 account via the remote control:

1. SelectMenu->Advanced (default password: 0000) ->H.323.

2. Configure the H.323 account settings.

3. Press theSave soft key to accept the change.

After successful registration, the display device displays [
screen of the video conferencing phone displays .

Account Polling

K and the LCD screen of the

, and the LCD

When you dial account numbers of other system, account polling feature enables your system

to use different call types according to this priority : Cloud platform >H.323 account>SIP account

If you cannot call other systems usingall your registered accounts, then this call fails.

Account polling is disabled by default. When you register multiple accounts (greater than or

equal to 2) for your system, you can enable account polling feature .
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The following example shows the way calls are placed when account polling is enabled or

disabled

Scenario:

1. System A isregistered with a Yealink doud account and a SIP account.

2. Onsystem A, ®lect Auto from the pull -down list of Call Type before calling.

2017-02-10 11:34:16 (2] Yealink VC400

©

B3 call Type

Dial

S 1an:10.2.20.163 @ 3053196 BT 6000

v

=< 9000

—— /-

:jli"““'

Keyboard Voice/Video Back

3. On system A, dial the accountnumbers of system B.

Result

If account polling is disabled, system A can only useits Cloud account (highest priority ) to

call system B

If account polling is enabled, system Awill use its Cloud account (highest priority ) to call

system B first. Ifthis call fails, system A continues to use its SIP account (hext priority ) to

call system B.

Account polling parameters on the system are described below:

Parameter Description

Configuration Method

Enables or disables theaccount

polling feature .

Disabled -If call type is set to

. Auto, the system can only call
Account P olling 4 y
other systems using the call type

with the highest priority .

Enabled- If call type is set to

Auto, the system will attempt to

Remote Control

Web User Interface

ng
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Parameter Description Configuration Method

call other system using different
call types according the priority.

Default: Disabled

To configure account polling via web user interface:

1. Click on Setting ->Call Features.

2.  Select the desired value from the pull-down list of Account Polling .

About Language v Logout

Account Network Setting Directory Security

— Auto Answer Mute Enabled |Z|
Date & Time Auto Answer Multiway Disabled |Z|
Call Features Auto Dialout Mute Disabled =]
Vit B A Call Match Enabled [
Camere History Record Enabled |Z|
Configuration
Ungrade Call Protocol Auto |Z|
Tones Uplink Bandwidth Auto |Z|
Wireless Micpod Downlink Bandwidth Auto |Z|
iy W Abnormal Call Answering P Call Answer |Z|

safe Mode Cal Enabled [=]

Ringback Timeout(30-240) 200

Auto Refuse Timeout(30-240) 120

SIP IP Call by Proxy off [=]

Default Layout of Single Screen Remote Full screen |z|

Network Address Adapter Enabled |Z|

|Acc0unt Polling m |

3. ClickConfirm to accept the change.

DTMF

DTMF (Dual Tone Multi-frequency), better known as touch-tone, is used for telecommunication
signaling over analog telephone lines in the voice-frequency band. DTMFis the signal sent from
the IP phone to the network , which is generated when pressng the keypad during a call. Each
key pressed on the IP phone generates one sinusoidal tone of two frequencies. One is

generated from a high frequency group and the other from a low frequency group.

The DTMF keypad is laid out in a 4x4 matrix, with each row representing a low frequency, and
each column representing a high frequency. Pressing adigit key (such as '1") willgenerate a

sinusoidal tone for each of two frequencies (697 and 1209 hertz (Hz))

131



Admini stratorgs Guide for Yealink Video Conferencing
DTMF Keypad Frequencies:
1209 Hz 1336 Hz 1477 Hz 1633 Hz
697 Hz 1 2 3 A
770 Hz 4 5 6 B
852 Hz 7 8 9 C
941 Hz * 0 # D

Methods of Transmitting DTMF Digit

132

Three methods of transmitting DTMF digits:

RFC833 -- DTMF digits are transmitted by RTPEvent compliant to RFC2833
INBAND -- DTMF digits are transmitted in the voice band.

SIP INFO -- DTMF digits are transmitted by SIP INFO messages

RFC 2833

DTMFdigits are transmitted using the RTP Evenpackets that are sent along with the voice path.
Thesepackets use RFC 2833 formatnd must have a payload type that matches what the other
end is listening for. The default payload type for RTP Event packets is 101 and the payload type
is configurable. The VCSuse the configured value to negotiate with the ot her end during call
establishment.

The RTP Evenpacket contains 4 bytes. The 4 bytes are distributed over several fields denoted as
Event, End bit, Rbit, Volume and Duration. If the End bit is set to 1, the packet contains the end
of the DTMFevent. You can configure the sending times of the end RTP Event packet.

INBAND

DTMF digits are transmitted within the audio of the IP phone conversation . It usesthe same

codec as your voiceand is audible to conversation partners.

SIP INFO

DTMF digits are transmitted by the SIP INFO messages when the voice stream is established
after a successful SIP 200 OKACKmessage sequence The SIP INFO message is sent along the
signaling path of the call. The SIP INFO message can transmit DTMF digits in three ways: IMF,
DTMFRRelay and Telephone Event.

DTMF parametersfor SIP protocol on the system are described below:

Parameter Description Configuration Method
Configures the DTMF type. You can

DTMF Type 9 P Remote Control
configure it for the Cloud platform,
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Parameter Description Configuration Method

SIP account or SIP IP cakeparately. Web User Interface

INBAND KDTMF digits are

transmitted in the voice band.

RFC2833KDTMF digits are
transmitted by RTP Events
compliant to RFC2833.

SIP INFOKDTMF digits are
transmitted by the SIP INFO
messages.

RFC2833+ SIP INFOKDTMF
digits are transmitted by RTP
Ewvents compliant to RFC 2833
and the SIP INFO messages.

Default : RFC2833.

Configures the DTMF info type when
DTMF type is set to SIP INFO or
RFC2833+SIP INFO. You can
configure it for the Cloud platform,

SIPaccount or SIP IP call separately Remote Control
DTMF Info Type
DTMF-Relay Web User Interface
DTMF

Telephone -Event

Default : DTMFRelay.

Configures the value of DTMF

payload. You can mnfigure it for the
DTMF Payload

Type" 96~127~

Cloud platform, SIP account or SIP IP Web User Interface

call separately.

Default: 101

To configure DTMF type for Cloud platform via web user interface:

1. Click on Account ->Cloud.
2. Select the desired value from the pull-down list of DTMF Type.

3. If SIP INFO or RFC2833+ SIP INFO s selected, select the desired value from the
pull-down list of DTMF Info Type .
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4.  Enterthe desired value in the DTMF Payload Type (96~127 ) field.

5. Click Confirm to accept the change.
To configure DTMF type for  SIP account via web user interface:
1. Click on Account ->SIP Account.

2. Select the desired value from the pull-down list of DTMF Type.

If SIP INFO or RFC2833+ SIP INFO s selected, select the desired value from the
pull-down list of DTMF Info Type .

3.  Enterthe desired value in the DTMF Payload Type (96~127) field.
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